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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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- Introduction to Cloud
Networking

- Infrastructure Transition
- Cloud Connectivity Options

. Cisco Recommended and
Automated Cloud Networking
Design

- Security and Compliance in
Cloud Networking
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Introduction to Cloud Networking

Public Cloud
Private Cloud
Hybrid Cloud

Multi-Cloud
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Direct Connect

Virtual Private
Networks

Interconnect
Services

SD-WAN Fabric

#HCiscoLiveAPJC ~ BRKENT-2561

Cloud-native Networking Services
Virtual Private Clouds

Transit Gateway

AWS Cloud WAN
Virtual Private Network
Virtual WAN/Hub
Google Cloud Router

Network connectivity Centre
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Infrastructure
Transition
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Infrastructure transition
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SD-WAN Fabric
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Cloud Connectivity
Options
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Cisco Recommended
and Automated Cloud
Networking Design
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= Cisco SD-WAN virtual
router hosted at Cloud Service
Provider POP

gl

Cloud Networking & Security Use cases
Cisco SD-WAN & Multicloud Defense ;

= Cisco SD-WAN router on-
premises

= Multicloud Defense

Site to Multicloud Site to Site

o 6
Q’ Ol Google/Aw
I o s Azure

Site/DC/Colo

Cloud Specific/Cloud
Agnostic backbone

Sk )

Enterprise

B i site Enterprise site/D(

Apps

aws

N1

Site/DC/Colo

w

2 GoogeCloud AP

Microsoft
Aare - Google Cloud

Region to Region & Cloud to Cloud Inspection In & Between the Cloud
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SDWAN Integration +
Design with AWS
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Site-to-Cloud with TGW
=

SD-WAN Native Integration using IKE Ipsec/ GRE
between Transit VPC cat8kv/vMX and Transit Gateway

API

SD-WAN Manager aWS

U

Cloudops Account

Netops Account

N

Configuratior S ransit VPC

Enterprise site
=
Q
] BGP session =
EEE T SOWAN Tunmels el = 25 Ipsec/GRE tunnel @ S
Data Center Ci SD-WAN Fabri Q
isco apric BGP session

Enterprise site

«v/vMX

L

SD-WAN fabric to AWS Cloud workloads I
0.0.0.0/0- TGW

Simple > C Automated > C Secure >
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Site-to-Cloud with Cloud WAN

T

SD-WAN Manager

D ofe
B Configuration ™
ElEIE
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API

Ipsec or CONNECT (GRE) between
Transit VPC C8Kvs/vMx and Cloud

SD-WAN Native Integration using IKE ]

WAN.

Netops Account

Enterprise site

SDWAN T
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)

CiscoS
Fabri
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SD-WAN fabric to AWS Cloud workloads

dWS
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Network
g; S3
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Region to Region with TGW

PN

SD-WAN API

~

Manager N
Configuration // Workload VPC

dWs
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Region to Region with Cloud WAN
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TGW-TGW peering to build Backbone. Control
policy or Multi region Fabric required for traffic

Slte-tO-Slte W|th TGVV redirection

SD-WAN fabric across AWS Cloud global network
API

SD-WAN Manager

/ \ Confiuration
Q' o9 5

/\

R o0 .
) . Enterprise site
Enterprise site
AWS AWS
SDWAN  PoP SDWAN PoP
Tunnels Tunnels SDWAN
Tunnels
< ol o o
R o o Transit VPC Transit VPC i
eu-west-2-London AWS Central US [ o

Enterprise site

K Enterprise site /

United States

< On-demand > C High performance > C Global connectivity >
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High performance dynamic architecture

S Ite —_— tO —_— S Ite Wlth C | O u d VVAN that is uniquelyaﬁg—rvrc/%vated by Cisco
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Enterprise site
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United States

( On-demand > ( High performance > ( Global connectivity >
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SDWAN Integration +
Design with Azure
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CAT8k Network virtual appliances are hosted in
vHub, running BGP to vHub control plane to learn

Azure - Site-to-Cloud
2,

_ HE Microsoft
) WAwanager ‘/ o o

\ Netops Cloudops Subscription

ol o Subscription
o Configuration \ / AN

VWAN

8!
Enterprise site \ vHub- vNet <0 ° 0>
peering

> of o BGP session [_‘-
m .-T’. SDWAN Tunnels i . 3% :@ <...> @

Data Center
BGP session yHub <o ° o> [ |

S,JONA PEOPHOA

\ ] o5 /
S Enterprise site o
O seraoomp

SD-WAN fabric to Azure Cloud workloads

C Simple > C Automated > C Secure >
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vMX Network virtual appliances are hosted in

Azure - Site-to-Cloud( Meraki)
=

SD-WAN Manager =l Xlzlflrrzsoft
i e Transit vNet
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=
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Enterprise site ) [:] »

SD-WAN fabric to Azure Cloud workloads
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Azure - Region to Region

PN

SD-WAN
Manager

API

N

Configuration //

Workload vNet
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HE Microsoft
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\\ Azure East US
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Azure West US
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Azure - Site-to-Site

Enterprise site

s

SD-WAN Manager

SDWAN tunnels with Azure Public IPs on NVAs
go through Azure Backbone. Control policy or
Multi region Fabric required for traffic redirection

AP
SD-WAN fabric across Azure global network

Configuration

Azure
SDWAN PoP
Tunnels
HEH 78" Azure East US
Enterprise site
United States
On-demand
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HME Microsoft

Azure UK South
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Enterprise site
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K Enterprise site /

C

> C High performance >
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SDWAN Integration +
Design with Google
cloud
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Cisco SD-WAN Cloud Hub will be hosted on
Google cloud , it runs BGP from service VPN to
Google cloud routers to learn and advertise routes

Google Cloud - Site-to-Cloud

T

SD—WAwanager

m Configuration ‘

Google Cloud

Netwo;\k Connectivity

/ Site-to- CmT\ :| ::|

\ 3;
Spoke 1 Spoke 2 .
Netops Projecg.ﬂ o [TI poxe q Cloudops PrOJec {

/ WAN VPC

Enterprise site \
:
BGP session »" =
> oo D S
S Thls ’ o
B SDWAN Tunnels rynnels Cisco SD-WAN— 4G'H/) Gl2 4 é ) J j 3
Fabric » * Q

T 'm‘
R oL ; N
Enterprise site o i

OMP-to-BGP
BGP-to-OMP

Data Center —
BGP session ’ |
8kv GCR |
(2) o}
\ /N ;

SD-WAN fabric to Google Cloud workloads

A
C Simple > C Automated > C Secure > *;‘ Google Cloud Router
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Google Cloud - Region to Region

é%/\ API

B -
\ — Google Cloud
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SD-WAN will leverage cloud service provider’s
backbone (Google NCC) to extend SD-WAN
fabric from any site to Site, Control policy or

Multi region Fabric required for traffic redirection

Google Cloud - Site-to-Site
% . SB-WAN fabric across Google Cloud global network

/ \ Conf\guration
D o 3

/\

Q 0 \
mﬂ '-:" | Spoke 1 m Spoke 2 |
) . Network Connectivity Yy Enterprise site
Enterprise site .. Center _ J ..
/ R vz
7 /
' 3’}"«2 \G/é gle Cloud 3%
Google | \ Google
Cloud C=1 GI é\o‘i] \ ) G|3 GI1 = Cloud
SDWAN Pop z%b% =] NOS PP SDWAN
Tunnels %6‘? | S5, Tunnels
0
) /]
Q ol O —J > / S 0
o oy N K WAN VPC  S2SVPC PC  WAN VPC R el o
R <7 1R o7
Enterprise site us-centrall australia-southeast K Enterprise site /
Australia

United States

. A
< On-demand > C High performance > C Global connectivity > -b*t Google Cloud Router
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Cloud to Cloud
Connectivity

For distributed applications
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Cloud to Cloud - Over Internet

SD-WAN Fabric Between the Cloud

PC
TGW Transit VPC

:RE/BGP s

Google Cloud

Netops Project Cloudops Project
WAN VPC)(S2C VPC 1]
EL 13
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Cisco SD-WAN
Fabric Cloud to Cloud

SOdA PEOPHOM

HE Microsoft
WE Azure

( On-demand ) ( High performance ) ( Global connectivity )

cisco M N #HCiscoLiveAPJC ~ BRKENT-2561 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential




Multicloud connections via Interconnect/Carrier Neutral
Facilities

With Megaport & Equinix
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Site-to-Multicloud- Megaport or Equinix
2
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Site-to-Multicloud- Megaport or Equinix
Fully Encrypted -y
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Site-to-Site - Equinix & Megaport

T =
S
API Google Cloud

SD-WAN Manager

O e )
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HE Microsoft
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Q Megaport

Enterprise site

UK Branches
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Enterprise site

Equinix/Megaport,POP London

Equinix/Megaport POP Sydney
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<’ ® 7 VNet

SD-WAN, Manager

Cloud to Cloud - With Megaport/Equinix

= Cisco SD-WAN router on-
o o
(o]

= Cisco SD-WAN router
premises

hosted at Megaport or Equinix

Express Rou
Gateway

HM Microsoft u‘lmu
R 71 BN Azure EQUINIX
Microsoft Edge oo
Router v Al

BGP session

Service VPN 1 interfac

Service VPN 1 interface
Service VPN 1 interfac

Transit VIF

. > O &
BGP session ﬁ‘ @ @

SDCI POP with HA DXG Transit Gateway Workload VPC
172.31.0.0/16
- ]- Interconnect
GCR in Transit
C
Py ®
Google Cloud

Jj Workload VPC 192.168.0.0/16

) (

Automated > <
Automated with Cisco vManage
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Secure >
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SD-WAN
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Flexible Transport Options
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On-Prem to AWS connectivity - Over single Transport

Connectivity over Internet

=

SD-WAN Manager

dWs

v’
> Netops Account Cloudops Account
ST Gl
mﬁﬂ 780 AP /—\
Enterprise site ransit VPC

Cisco SD-W\ @ c%
Fabric 3% BGP session z
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< Simple > < Automated > < Secure >
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On-Prem to AWS- Resilient connectivity

Connectivity over Hybrid

s

SD-WAN Manager
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Cloudops Account

Netops Account
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< Simple > < Automated > < Secure >
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On-Prem to Azure connectivity - Over single Transport

Connectivity over Internet

SD-WAN Manager BB Microsoft
\ W= Azure

Netops Cloudops Subscription

&2 Sub
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Enterprise site

< Simple > < Automated > < Secure >
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On-Prem to Azure Resilient connectivity

Connectivity over Hybrid

BB Microsoft

SD-WAN Manager
B Azure

S o7 o ioti
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< Simple > < Automated > < Secure >
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On-Prem to Google connectivity - Over single Transport

Connectivity over Internet

e

SD-WAN Manager
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Enterprise site

Google Cloud
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On-Prem to Google Resilient connectivity-1

Connectivity over Hybrid

e

SD-WAN, Manager

Google Cloud
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©
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‘ Google Cloud Router
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On-Prem to Google Resilient connectivity-2

Connectivity over Hybrid
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SD-WAN Manager
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Security and
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Cloud
Networking
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Cisco Multicloud Defense
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|
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Multicloud Networking
NETWORK VISIBILITY ROUTING & CONNECTIVITY SECURITY AUTOMATION
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Branch to AWS Workload VPC Connectivity

N Security VPC
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Branch to GCP Workload VPC Connectivity
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: prastrip@cisco.com
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