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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

' Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until November 15, 2024.

cisco W/

https://ciscolive.ciscoevents.com/
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At little bit of background to this session...
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- Converting your fabric into Application Centric “mode”
- Working with ESGs

- Understanding ACI Security

. Setting the scene

- External Connectivity
- Increasing Security
- Automation Blueprints

CIsCO M./ #CiscoliveAPJC  BRKDCN-2984

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Before we get
started...
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*arrows indicate expected direction of connection i.e. from consumer to provider
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You are going to see lots (and lots) of diagrams...
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Setting the scene...

Designing your Tenants...
Switching to Application Centric mode... N
Working with ESGs...
Understanding ACI security...
External Connectivity...
Increasing Security...
Automation Blueprints...

Wrapping up...

cisco M/



Public Cloud
infrastructure...
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AWS reference architecture

https://docs.aws.amazon.com/vpc/latest/userguide/extend-intro.html

AWS Backbone

eu-west-1 @ Internet gateway eu-west-2 @ Internet gateway

eu-west-1-production eu-west-2-production

@ Public subnet g Private subnet @) Public subnet @ Private subnet _
| i Lrrerer B8 ) L et [ |

i 172.16.2.0 172.16.2.0 172.16.2.0 172.16.2.0 i

NAT gateway  Route table Route table NAT gateway  Route table Route table

D
D

Customer Site | Customer Site |
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Network Connectivity and Security are mandatory in
the cloud...

cisco M-/ #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Different clouds run different hypervisors

AWS Nitro System

A combination of dedicated hardware and'lightweight hypervisor enabling faster innovation and enhanced security Google Cloud

7 ways we harden our KVM hypervisor at
PR A st Google Cloud: security in plaintext

January 25, 2017

The AWS Nitro System is the underlying platform for our next generation of EC2 instances that enables_

Andy Honi: Nelly Porter

AWS to innovate faster, further reduce cost for our customers, and deliver added benefits like increased| . dy onig elly Porte

: . Senior Product Manager Group Product Manager, Google Cloud
enmdemne e Hypervisor security on the Azure fleet
AWS has c letel i ined our vir ization infrastructure. Traditionally, hypervisors protect the]
physical hardware and bios, virtualize the CPU, storage, networking, and provide a rich set of managem Article = 11/11/2022 » 3 minutes to read « 4 contributors % Feedback . )
capabilities. With the Nitro System, we are able to break apart those functions, offload them to dedicat| ble Cloud uses the open-source KVM hypervisor that has been validated by scores of researchers
hardware and software, and reduce costs by delivering practically all of the resources of a server to you| In this article e foundation of Google Compute Engine and Google Container Engine, and invests in additional

instances. rity hardening and protection based on our research and testing experience. Then we contribute

Strongly defined security boundaries enforced by the hypervisor " s .
v y v e our changes to the KVM project, benefiting the overall open-source community.

Defense-in-depth exploit mitigations

trong security assurance processes t follows is a list of the main ways we security harden KVM, to help improve the safety and security

Next steps . R
ur applications.

The Azure hypervisor system is based on Windows Hyper-V. The hypervisor system enables the computer administrator to
specify guest partitions that have separate address spaces. The separate address spaces allow you to load an operating

system and applications operating in parallel of the (host) operating system that executes in the root partition of the pactive vulnerability search: There are multiple layers of security and isolation built into Google’s
computer. The host OS (also known as privileged root partition) has direct access to all the physical devices and M (Kernel-based Virtual Machine), and we're always working to strengthen them. Google’s cloud
peripherals on the system (storage controllers, networking adaptions). The host OS allows guest partitions to share the Curity staff includes some of the world’s foremost experts in the world of KVM security, and has

use of these physical devices by exposing "virtual devices” to each guest partition. Thus, an operating system executing in covered multiple vulnerabilities in KVM, Xen and VMware hypervisors over the years. The Google

a guest partition has access to virtualized peripheral devices that are provided by virtualization services executing in the
root partition.

The Azure hypervisor is built keeping the following security objectives in mind:

Objective  Source

Isolation A security policy mandates no information transfer between VMs. This constraint requires capabilities in the Virtual
Machine Manager (VMM) and hardware for isolation of memory, devices, the network, and managed resources such as
persisted data.

VMM To achieve overall system integrity, the integrity of individual hypervisor components is established and maintained.
integrity

cisco /4 &_/
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A cloud operating model succeeds best when there Is a
new organizational culture...
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Cloud operating models have changed the way that
security is implemented...
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With a cloud operating model, security rules are typically
declared with the application constructs...
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Conversely, within enterprise Data Centers security has
been implemented by network and/or security
administrators at a VRF boundary...
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Traditional Enterprise Security Model

cisco Lz/&/

)

ubuntu-02

. Outside —_— E': > Inside ]
ubuntu-01 l

permit ubuntu-01 ubuntu-02 tcp 5201

Traffic is routed through a firewall which
typically becomes a pinch point with
thousands of rules
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What are the network characteristics required to enable
us to operate in a cloud like manner...7
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ACI is the foundation for an internal private cloud...!

DayO automation out-of-the-

_ . : Per-application Pervasive
box; physical fabric and service-chaining Security Model
underlay
Hybrid cloud capability; Single APl Model for 100s of Infrastructure as Code with
public cloud-like networking switches and 1000s of ports; Ansible and Terraform
constructs cloud-like consumption
model

Automation | Classification and Segmentation | Security
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The ACI Vision...




The ACI reference application from circa 2014...
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The mythical three tier application...!

Qutside

L (Tenant VRF) [ Fiter | Q‘

F\

Applicatin Policy
Infrastructure
Controller
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Our reference application for this presentation...
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

Platform:

On-Premises

Customer name:

cisco-store

Vertical:
cisco
Build:

CIsSCO

.&‘/

-

i

i
. W

Free shipping with $75 purchase!

Hot Products

Cabana Shorts
$3999

Cable Knit Blanket

$5999

Free shipping with $75 purchase!

Empty Cart Continue Shopping

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

- Quantity: 1 $13.79
Zip Code
_ 94043
Cabana Shorts
4 SKU #OLJCESPCTZ city
I Mountain View
aluali ‘ Quantity: 1 $39.99 State Country
cisco CA United States
Shipping $8.99
\ Payment Method
% ‘
Total $62.77 P
4432-8015-6152-0454
Month cw
January 2023 eoo
P\'dce Order
#CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

product catalog :

Redis cache

cisco M/

#CiscoLiveAPJC

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 8080
payment TCP 50051
product catalog TCP 3550
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

BRKDCN-2984
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Setting the scene...

Designing your Tenants...

Switching to Application Centric mode... .

Working with ESGs...

Understanding ACI security...
External Connectivity...
Increasing Security...
Automation Blueprints...

Wrapping up...

cisco M/
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Design Considerations...
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Design Patterns

P common.vrf-01
A

F subnet(s)
“ subnet(s) ﬂ subnet(s)

Netwoyk m VLAN m VLAN

EPG Segments (Security isolation per (Security isolation per
VLAN . A . .
Bridge Domain) Bridge Domain)

common

common

g common.vrf-01

common.vrf-01

subnet(s)

ﬂ subnet(s) ﬂ subnet(s)
Network m VLAN m VLAN

Segments (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)

E VLAN m VLAN

(Security isolation per (Security isolation per VLAN
Bridge Domain) Bridge Domain) Segmehts (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)
m VLAN m VLAN
.Hﬂ VLAN laa VLAN (Securl_ty 1solat.1on per (Secur‘l'ty 1solat‘1on per
Bridge Domain) Bridge Domain)

(Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)

Network

Apps.
(Optional) Security isolation across Bridge Domains
o [ |
1 Apps | ESG
Apps ESG (Optional) Security isolation across Bridge Domains
. . . Optibnal . . . . .
Used for functions which are accessible (CPribnatlpf security dsolatton across ridge Dousins -
from any Tenant L
Typically, fewer larger subnets which can Dedicated subr)ets for tenants W|th_ VRFs
be (optionally) shared across Tenants that can be (optionally) shared by different
Tenants

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40
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Design Patterns

demo ﬂ shared-services ﬂ shared-services
vrf-01 F vrf-01 F vrf-01
ﬂ subnet(s) ﬂ subnet(s)

Network VLAN VLAN - '

= —
Segments (Security isolation per (Security isolation per vrf-o1 common.vrf-@1
Bridge Domain) Bridge Domain)
ﬂ subnet(s) ﬂ subnet(s) » subnet(s)

m VLAN m VLAN
(Security isolation per (Security isolation per r

Bridge Domain) Bridge Domain) Network VLAN VLAN

Segments (Security isolation per (Security isolation per

Bridge Domain) Bridge Domain) ﬂ
demo ﬂ test

VLAN

Apps (Security isolation per (Security isolation per
5 EPG Network EPG
(Optional) . . . . . ; . ; Netwdrk VLAN VLAN
t lat Bridge Di Bridge Domain) Bridge Domain) 4
EIATTORR 7 SRR 2 CI ST ReE) T [ LR segments | (secyrity isolation per segments | (secyrity isolation per
Bridge Domain) Bridge Domain)
Ll
J L
m VLAN E VLAN
(Security isolation per (Security isolation per
Dedlcated VRFS and SUbnetS for eaCh Security isolation across Bridge Domains Biidesgiona ) Biidesgiona )

Tenant with Dedicated L3outs

Security isolation

Security isolation
across Bridge Domains across Bridge Domains

Dedicated VRFs and subnets for each
Tenant with Shared L3out

EPG and ESG in the “user” Tenant with the
VRF in the “common” Tenant, and a Shared
L3out in shared-services
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Each Tenant has their own

IP Range

Ul APC

Systern  EEEHELTE] Fabric Virtual Networking

ALLTENANTS | AddTenant | Tenant Search: [[iEa

All Tenants

Name Alias

shared es

aci-infrastructure

clscolive-08
Terraform

ardica

rwhitea

ngorse

demo

roxadiaz

ndsouzar
esx-infrastructure
adealdag
ssharman

mgmt

movaswan

ylouis

Page 1 or1

Last Login Time: 2022-11-26T07:06 UTC+00:00

Admin Operations Apps Integrations

| common | ci 7 | rwhitear | shared-sel

- Description

L3out and shared devices

Routable IP range 10.0.31-35.x
Routable IP range 10.0.41-45.x
Routable IP range 10.0.51-55.x

Routable IP range 10.0.61-65.x

Routable IP range 10.0.71-75.x

Routable IP range 10.0.81-85.x
Routable IP range 192.168.0-5.x
Routable IP range 192.168.10-15.x
Routable IP range 192.168.120-125.x

Routable IP range 192.168.150-155.%

Routable IP range 192.168.151-158.x
Routable IP range 192.168.20-25 x

Rout:

P range 192.168.30-35.x

Routable

ange 192,168 4.x
Routable IP range 192.168.40-45 x

Routable IP ran

Rout 92,168 6.x

Routable IP range 192.168 60-65.x
Routable IP range 192.168,70-75.x
Routable IP range 192.168.80-85.x

Routable IP range 192.168,90-95.x

Objects Per Page: | 100

All Tenants

Name
shared-services
aci-infrastructure
ciscolive-01
ciscolive-02
ciscolive-03
ciscolive-04
ciscolive-05

ciscolive-06

ciscolive-07

Terraform

ciscolive-08

Terraform
ardica
rwhitear

ngorse

Alias

[ IP range per Tenant

~ Description
3out and shared devices

Nexus Dashboard, MSO etc
Routable IP range 10.0.11-15.x
Routable IP range 10.0.21-25.x
Routable IP range 10.0.31-35.x
Routable IP range 10.0.41-45.x
Routable IP range 10.0.57-55.x

Routable IP range 10.0.61-65.x

Routable IP range 10.0.71-75.x

Routable IP range 10.0.81-85.x

Routable IP range 192.168.0-5.x
Routable IP range 192.168.10-15.x

Routable IP range 192.168.120-125.x

© Healthy
@ Healthy
@ Healthy

@ Healthy

Displaying Objects 1 - 32 Of 32

Current System Time: 2022-11-26107:58 UTC+00:00

.&‘/

CIsSCO
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Network engineers “view” of their ACI environment...

cisco M-/ #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Workloads identified by IP and Mac address

g vrf-01
ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 “ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 F 192.168.156.0_24
. 192.168.150.0_24] 192.168.151.0_24 192.168.152.0_24 192.168.153.0_24 192.168.154.0_24 192.168.155.0_24 192.168.156.0_24
network-segments
The “network-segments” Typical “Network Centric” mode
Application Profile contains all deployment where there is a 1:1

the EPGs which provide the a a a B mapping -between Bridge
network backing Domains and EPGs
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What does the application owner care about...?
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DNS names, |P addresses, Default Gateways, and
Security Rules...
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

Platform:

On-Premises

Customer name:

cisco-store

Vertical:
cisco
Build:

CIsSCO

.&‘/

-

i

i
. W

Free shipping with $75 purchase!

Hot Products

Cabana Shorts
$3999

Cable Knit Blanket

$5999

Free shipping with $75 purchase!

Empty Cart Continue Shopping

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

- Quantity: 1 $13.79
Zip Code
_ 94043
Cabana Shorts
4 SKU #OLJCESPCTZ city
I Mountain View
aluali ‘ Quantity: 1 $39.99 State Country
cisco CA United States
Shipping $8.99
\ Payment Method
% ‘
Total $62.77 P
4432-8015-6152-0454
Month cw
January 2023 eoo
P\'dce Order
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

product catalog :

Redis cache

cisco M/
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cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 8080
payment TCP 50051
product catalog TCP 3550
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

BRKDCN-2984
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Where is our application running...?

Y eno
Q vrf-01

ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 ﬂ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 ﬂ 192.168.156.0_24
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 192.168.153.0_24 192.168.154.0_24 192.168.155.0_24 F192.168.156.0_24

network-segments

The application endpoints require
communication across different
subnets, which is typically achieved
using “vzAny” or “Preferred Groups”

R IC

A

——
©
=
o
Q
c
—+
(8]

cisco L‘V&- #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Let’s convert to “Application Centric” mode...

CIscoO

| il P

=

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

ﬂ 192.168.153.0_24

ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

F 192.168.156.0_24

network-segments

192 .168.150.0_24

192.168.151.0_24

leZ .168.152.0_24

192.168.153.0_24

192.168.154.0_24

192.168.155.0_24

ESG

online-boutique

services

frontend

N

.................... checkout
P - | | SR | ] ——— g
[ adservice ] [recommendat,iﬁ'ﬁ] .S'P.:lipping.. I email
A S e d i
E E payment
o 2
[ cant ] [ currency

192.168.156.0_24
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&./
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\What does this mean to the network admin...?
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Application Visibility...!

demo

¢ ESG - all-services Q

C» Quick Start

s Application Endpoint Host Information VLAN Information

oy |P and MAC Information

@ network-segments

Summary b Lt ~ Llaalih Faults History

G[ Tag Information

Client En eaves Tag Selectors

©) i

@ online-boutique MAC/IP Endpoint Name Hosting Interface (learned) Encap Base EPG Policy Tags
- R Server
[ Application EPGs ’ } A . ;
B useq PG Iv 00:50:56:A1:1A:60 tn-demo-online-boutique-ad-service 10.237.98.165 Pod-1/Node-102/eth1/29 (learned,vm... x::gmfg: demo:network-segments:192.168.150.0_24 1n_dem;'fq:ﬁ;“_b%”l:'t’i‘:u:f’:;'_‘1:‘:;; service
uSeg EPGs
B Endpoint Security Gr 192.168.150.100 demo:network-segments:192.168.150.0_24
all-services ~ :50:56:A1:3F: tn-demo-online-boutique-frontend-service 10.237.98.168 Pod-1/Node-101/eth1/32 (learned,vmm) vian-1175(F) demo:network-segments:192.168.151.0_24 tn-demo-online-boutique-frontend-servic
all-services 00:50:56:A1:3F:2C q .£3/.98. v vlan-1176(S) = gmer ABe ol tn-demo-online-boutique-frontend-service
» [l Networking 192.168.151.101 demo:network-segments:192.168.151.0_24
» [ Contracts i § - - g ~ - : - - vlan-1177(P) . 5 ) tn-demo-online-boutique-checkout-servic
= v 00:50:56:A1:7F:0B tn-demo-online-boutique-checkout-service 10.237.98.168 Pod-1/Node-102/eth1/32 (learned,vm... vian-1178(S) demo:network-segments:192.168.153.0_24 tn-demo-online-boutique-checkout-service
Policies
192.168.153.155 demo:network-segments:192.168.153.0_24
» [ Services ’ . :
BB R AT TE: _ _ N : . ~ ) - vlan-1101(P) : . tn-demo-online-boutique-redis-cart
= Security J ~ 00:50:56:A1:7F:A5 tn-demo-online-boutique-redis-cart 10.237.98.166 Pod-1/Node-101/eth1/30 (learned,vm... vian-1102(S) demo:network-segments:192.168.156.0_24. tn-demo-online-boutique-redis-cart
192.168.156.155 demo:network-segments:192.168.156.0 24
v 0:56:4 tn-demo-online-boutique-payment-service 10.237.98.167 Pod-1/Node-101/eth1/31 (learned,vmm) x::ﬂ:ug?&;’ demo:network-segments:192.168.154.0_24 -de_mo-onI|r;le-boullque-paymgnt—serwc

Endpoint names demo:network-segments:192.168.154.0, ?{ EPG/Subnet |nformation

Vlan-1177(P) demo:network-segments:192.168.153.0_24

~ 00:50:56:AT:8F:09 tn-demo-online-boutique-shipping-service 10.237.98.166 Pod-1/Node-101/eth1/30 (learned,vm...

vlan-1178(S) tn-demo-online-boutique-shipping-service

192.168.153.156 demo:network-segments:192.168.153.0_24

v 00:50:56:A1:09:2F tn-demo-online-boutique-product-catalog-service Pod-1/Node-102/eth1/30 (leamed,ym,..  “1an-1146(P) demo:network-segments:192.168.150.0_24 tn-demo-online-boutique-product-catalog
) ) T vlan-1147(S) - - - tn-demo-online-boutique-product-catalog-servic
192.168.150.101 SWitCh and Interface demo:network-segments:192.168.150.0 24

~ 00:50:56:A1:22:DE tn-demo-online-bouti Information Pod-1/Node-102/eth1/31 (learned,vmm) ::::1:”325;% demo:network-segments:192.168.152.0_24 1n-dp,m;::ﬁ:]eo-;?)n;:Itril:;:?;;:-?}si-rz?(r:zSEWICE
192.168.152.100 demo:network-segments:192.168.152.0_24

~ 00:50:56:A1:84:4D tn-demo-online-boutique-email-service 10.237.98.167 Pod-1/Node-101/eth1/31 (learned,vmm) :::::E?E?[Eg)) demo:network-segments:192.168.155.0_24 1n-demct:T;dnﬁr:::)%ndIt?:n;:?:r:':g#-e;:rr;ﬁniac::semce
192.168.155.155 demo:network-segments:192.168.155.0_24

v 00:50:56:A1:B0O:E2 tn-demo-online-boutique-recommendation-service 10.237.98.168 Pod-1/Node-101/eth1/32 (learned,vmm) x:::jlzz:zz demo:network-segments:192.168.151.0_24 'n_dnm}‘r_‘;ﬂﬁrﬁ;ﬁ:!:?::Ef’rit?‘ﬁ;f:ggmf?f:ﬂg

[ Page 1 | oOf1 | Objects Per Page: | 100 Displaying Objects 1 - 11 Of 11
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Correlate Endpoints to Switch Interfaces...

Inventor: . . .
¥ Layer 1Physical Interface Configuration - 101/eth1/30 0
C» Quick Start
Operational Deployed EPGs VLANSs Stats QoS Stats Health Faults History
ea Topology —
- @ Pod 1 © Healthy [ 5. G = %,
> B aci-dev-01-leaf-101 (Node-101)
) -8 Total Egress Bytes Rate -+ Total Egress Bytes
B aci-dev-01-leaf-102 (Node-102) CRC Align Errors - Total Ingress Bytes Rate
_ =¥ Total Ingress Bytes
E aci-dev-01-spine-201 (Node-201)
> B aci-dev-01-spine-202 (Node-202)
100M
Layer 1Physical Interface Configuration - 101/eth1/30 Q /
| 90M
Operational Deployed EPGs VLANS Stats QoS Stats Health Faults History
80M
o * |
Class Rx Counts Tx Counts _______—-—-—-—""_-_Zﬁ'
Admit Bytes Admit Packets Drop Bytes Drop Packets Admit Bytes Admit Packets Drop Bytes  Drop Packets Buffer Drop Bytes Buffer Drop Packets
level3 537237488774 331641401 33539628 353653 602227818041 328501767 408 6 0 0 Gom _
B
level2 0 0 0 0 0 0 0 0 0 0 "
50M @
levell 0 0 0 0 0 0 0 0 0 0
policy-plane 0 0 0 0 75106152 1043141 0 0 0 0 | 40M
control-plane 0 0 0 0 85877269 632340 0 0 0 0
| 30M
span 0 0 0 0 0 0 0 0 0 0
levels 0 0 0 0 0 0 0 0 0 0 20M
levelS 0 0 0 0 0 0 0 0 0 0
10M
leveld 0 0 0 0 0 0 0 |
Ok oM
12:20 12:21 12:22 12:23 12:24 12:25 12:26 12:27 12:28 12:29
Time
@ 12:20 122 12.24 /m
d [ 1]
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What if don’t want my classification to be this granular...?
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Broad-brush classification...

CIscoO

| il P

-

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

ﬂ 192.168.153.0_24

ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

192 .168.150.0_24

192.168.151.0_24

192 .168.152.0_24

192.168.153.0_24

192.168.154.0_24

192.168.155.0_24

192.168.156.0_24

ESG

pre-production

-
mi

Il
B

mi
mi

prioduction-workloads

<

o

o

B — —
v

3 [ (=]
©

o ﬁ ﬁ
<

Q

IIIIHHIII
I=SCBY pre-production-workloads

i

1
B
B

K
X

&‘/
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What if I'd like to gather data on a specific group of
endpoints...”?
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Endpoint classification for monitoring...

| il P

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

ﬂ 192.168.153.0_24

ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

192 .168.150.0_24

192.168.151.0_24

leZ .168.152.0_24

192.168.153.0_24

192.168.154.0_24

192.168.155.0_24

192.168.156.0_24

ESG

online-boutique

all-services

B K
b

B

cisco W/
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Endpoint classification for monitoring...

| il P
o1

ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 ﬂ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 ﬂ 192.168.156.0_24
EX
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 192.168.153.0_24 192.168.154.0_24 192.168.155.0_24 192.168.156.0_24

network-segments

B a1l -services

i
e
e
e
o

i
i
L
e
E K
4
i
i
M
e

online-boutique

|
L
L
|
|
1
Wi
7
7
In

monitor
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Setting the scene...

Designing your Tenants...

Switching to Application
Centric mode...

Working with ESGs...
Understanding ACI security...
External Connectivity...
Increasing Security...
Automation Blueprints...

Wrapping up...
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All we need are the application names and the
associated IP addresses...!
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Application Knowledge taken from any source

—_—<
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Physical or virtual workloads, with or without VMM
Integration...!
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You can convert to Application Centric mode in two
simple steps...
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Step 1: Create Application Profiles and Security
Groups

——“\4—,
vrf-e1

n epg-matched-esg

EPG/ESG Collection

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

online-boutique X

| C HccTo 1]

LT

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

SOl all-services

network-
segments

[ vos e
VDS portgroup name VDS portgroup name VDS portgroup name
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Dynamic PVLAN (P,S) Dynamic PVLAN (P,S) Dynamic PVLAN (P,S)

R S bty P bl T H Ayt SRUE-

| AEE | | AEEEE =
1
1
H |
H |
H |
H |
H |
H |
H |
H |
H |
H |
1
1
1

ESG

o e e e L L e

. // é ESXi cluster with VMM integration

CIscoO
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Step 2: Tag Workloads to move into the new
Security Group

vrf-e1

n epg-matched-esg

EPG/ESG Collection

192.168.151.0_24 192.168.152.0_24

192.168.150.0_24

online-boutique v

192.168.152.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

192.168.150.0_24

dynamic (P,S) vlans SSCBY all-services

Network-
segments

EEEEEEEEEE

vos »]

VDS portgroup name VDS portgroup name VDS portgroup name

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Dynamic PVLAN (P,S) Dynamic PVLAN (P,S) Dynamic PVLAN (P,S)
SIS EEEEE
i ] -

e e e e e e e e e e e o e e e e e e e e e e ]

o
=
=
|
>
)
'
(=3
o
=
=
-
a
=
)
——

ESXi cluster with VMM integration
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Tagging Option 1: Static Tag Mapping (manual/automated

demo-non-vmm

Tag Selectors
C» Quick Start

v ﬁ demo-non-vmm

Tag Key Value Operator ~ ~ Tag Value

Equals onlinefboutiqueld_

v [ Application Profiles

@ epg-matched-esg

> @ network-segments

I ApplicationName

@ online-boutique

B Application EPGs ACI Application
> [ uSeg EPGs Workload Tags

= Endpoint Security Groups

all-services

= Contracts

B Selectors
B Tag Selectors
B EPG Selectors d
emo-non-vimmm e
Endpoint MAC
= IP Subnet Select:
C» Quick Start
[ Service EPG Sele
ﬁ demo-non-vmm . . i
~ MAC Bridge Domain VRF Tags Matching Tag Selector
= Application Profiles Address
= Networking v
Ba Contracts 00:50:56:A1:0A:90 * vrf-01 ApplicationN online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
B Policies 00:50:56:A1:11:B7 * vrf-01 At | online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
= Protocol 00:50:56:A1:15:9B  * vrf-01 tionN online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
B Troubleshooting 00:50:56:A1:41:B1  * vrf-01 tionN online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
Host Protect : 2 X ‘ g 2
[ Host Protection 00:50:56:A1:4F:95 * vrf-01 \pplicationName online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
= Monitoring
00:50:56:A1:6A:4F * vrf-01 t Nar online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutigue]
= NetFlow
B VMM 00:50:56:A1:B8:3B  * vrf-01 f Na online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
B Endpoint Tags 00:50:56:A1:C7:4C * vrf-01 f at { online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
= Endpoint MAC 00:50:56:A1:E6:B8  * vrf-01 stionName online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
= Endpoint IP
= Services /\
= Security

Match Endpoints to
Workload Tags

cisco /4 &_/
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Automated conversion to “Application Centric”




Tagging Option 2: VMM Tag Mapping

P tn-demo-online-boutique Tags & Custom Attributes »| €% Assign Tag...
v - - - . . . .
q Assign Tag tn-demo-online-boutique-frontend-service
v [ backend Add Permission... . .
N vCenter Application
- .
&y tn-demo-online-bou Alarms Workload Tags ADD TAG
v [ frontend ?
R . R Tag Name Category
Gd tn-demo-online-boutigue-frontend-service \ U @
v P middleware D tn-demo-online-boutique-product-catalog-service Function
Eﬁ tn-demo-online-boutique-ad-service D tn-demo-online-boutique-email-service Function
&% tn-demo-online-boutique-cart-service (] | tn-demo-online-boutique-ad-service Function
@5‘ tn-demo-online-boutique-checkout-service (] tn-demo-online-boutique-recommendation-service Function
demo tn-demo-online-boutique-shipping-service Function
Tag Selectors U d PPIng
> C» Quick Start v tn-demo-online-boutique-frontend-service Function
. P demo D tn-demo-online-boutique-checkout-service Function
- Tag Key Value Tag Value
- [ Application Profiles Operator D tn-demo-online-boutique-payment-service Function
’ @ epg-matched-esg Function Equals tn-demo-online-boutique-email-service D tn-demo-online-boutique-currency-service Function
@ S SR Function Equals tn-demo-online-boutique-frontend-service D tn-demo-online-boutique-redis-cart Function
™ @ online-boutique A
Function Equals tn-demo-online-boutique-redis-cart
ACI Appllcatlon Function Equals tn-demo-online-boutique-currency-service
Workload Tags , _ . .
~ Bl Endpoint Security Groups Function Equals tn-demo-online-boutique-payment-service
v {(‘.’E all-services Function Equals tn-demo-online-boutique-cart-service
= Contracts Function Equals tn-demo-online-boutique-ad-service
/[l Selectors Function Equals tn-demo-online-boutique-product-catalog-service ACI Appllcatlon WOrkload TagS matCh
Tag Selectors j j
B Tag Function Equals tn-demo-online-boutique-recommendation-service Vcenter Appllcatlon Workload TagS
[ EPG Selectors
Function Equals tn-demo-online-boutique-shipping-service
[ P Subnet Selectors
B Service EPG Selectors Function Equals tn-demo-online-boutique-checkout-service
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Automated conversion to

11

pplication Centric”

s
clsco

System

ALL TENANTS |

APIC

Tenants Fabric

Add Tenant | Tenant Search:

Virtual Networking

Admin Operations Apps

| commoen | demo | fgandola |

Integrations

ssharman

shared-services

e @ OO O OO

demo

» C» Quick

d ?i demo

< [ Appl

ion Profiles

v @ epg-matched-esg

[— R

\ ion EPGs
= uSeg EPGs

B Endpaint Security Groups

= Contracts

P

B Services
= Security

Last Login Tim

@: 2023-02-03T07:03 UTC+00:00

Endpoints mapped to the
“network-segments” ESG

o

through EPG 9 ESG mapping Summary Policy Operational Health Faults History
Client Endpoints Contracts Deployed Leaves Tag Selectors
CHealthy & | T G *
MAC/IP Endpoint Name Learning Hosting Server Interface {learned) Encap Base EPG Policy Tags
Source
00:50:56:A1:1A:60 tn-demo-online-boutique-ad-service Ef‘;;lad 10.237.98.165 Pod-1{Node-101/eth1/29 (learned. x}:: 13;?::3 %GS 150.0_24 tn-demo-ad-servic
00:50:56:A1:3F:2C tn-deme-online-boutigue-frontend-service 10.237.98.168 Pod-1/Node-101/eth1/32 (learned.. Eju.:gj %GS 152.0 24 tn-demo-frontend-
192.168.152,101 %53152,0 o
00:50:56:A1:7F:0B tn-deme-online-boutique - checkout-service 0.237.98.168 Pod-1/Node-102/eth1/32 (learned.. o ::j:;:g: Wmns 151.0 24 tn-demo-checkoul
00:50:56:A1:7F:A5 tn=demeo=anline=boutique-redis-cart 10.237.98.166 Pod=1/Node=102/eth1/30 (learmed.. ! H‘”(‘:F‘? w tn-demo=-redis-car
vmm 1018(S) segments:192.168.151.0_24
00:50:56:A1:8E:DB tn-deme-online-boutique- payment-service ":;'m‘l 10.237.98.167 Pod-1/Node-101/eth1/31 (leamed L:: 1038(F) Wmﬁs ey tn-demo-payment:
00:50:56:A1:8F:09 tn=demo=online=boutigue-shipping-service ":;';‘H‘“I 10.237.98.166 Pod-1/Node-101/eth1/30 (learned.. t:: %GS 152.0 24 tn-demo-shipping-
| Page |1 of1 | | Objects Per Page: 100 Displaying Objects 1 - 11 Of 11

ssharman@ssharman-jumphost:~

#CiscolLiveAPJC

Current System Time: 2023-02-03T08:07 UTC-UU:UU_‘
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Scaling application connectivity with vzAny...
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Scaling

connectivity to “application-01"

Y oo

| vrr-on

segments

Network-

192.168.150.0_24
dynamic (P,S) vlans

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

n epg-matched-esg

permit-to-all-applications

application-01

network-segments

| C =—jCCIf=—{ P |
vzAny

All EPGs, ESGs, extEPGs

C CCI P

application-02

0.0.0.0/1
128.0.0.0/1

=SB all-services

CIscoO

#HCiscoLiveAPJC
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Scaling connectivity to “application-02"

CIscoO

e vrr-on

segments

Network-

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

n epg-matched-esg

network-segments

permit-to-all-applications [ ™. .

application-02

0.0.0.0/1
128.0.0.0/1

=SB all-services

#HCiscoLiveAPJC
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Scaling connectivity to “application-03

\-m

J

e vrr-on

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

segments

Network-

n epg-matched-esg

network-segments

vzAny

application-02

0.0.0.0/1
128.0.0.0/1

permit-to-all-applications

application-03

=SB all-services

CIscoO
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Setting the scene...
Designing your Tenants...

Switching to Application Centric mode...

Working with ESGs...

Understanding ACI security...
External Connectivity...
Increasing Security...
Automation Blueprints...

Wrapping up...
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Why are ESGs a better classification option...?
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EPG Security vs ESG Security

Bridge Domain with 1x Bridge Domain with 1 Bridge Domain with
AC| foundational building blocks: subnet and 1x EPG/vlan subnet and multlple multiple subnets and
A Tenant provides an RBAC boundary typically linked to a 2L Vla\'ns mumple EPGs/vians
business function Yo
- A IS mapped to a single Tenant ;;\{&
° A Bridge Domain iS mapped to a Single ﬂ 192.168.1.1/24 ﬂ 192.168.2.1/24 ﬂ 192.168.3.1/24

« A Bridge Domain provides one or more IP gateways (IP —

network-
Secondary) segments |Static Path 101/1/1 - vlan-10 |Static Path 102/1/1 - vlan-20 |§:::12 ::: iggﬁﬁ i} ﬁ:::ig

 An EPG is mapped to a single Bridge Domain

« An EPG provides network backing and maps to: F van donain F v donain
« VMM domains + static or dynamic VLAN(s) [ EPG provides security ——— ——
« Static path(s) + static VLAN(s) across a BD ﬁami!""flg’:iafgcmon
« An EPG defines a security boundary on a Bridge Domain ' —
« An EPG allows open communication for endpoints in the EPG, or =
(optionally) blocked communication for endpoints in the EPG T F Security isolation across Bridge Domains
« Inter EPG communication requires contracts (typically not required h -
when using ESGs) S
 An ESG forms a security boundary on a
« An ESG allows open communication for endpoints in the ESG, or [ ESGs provides security }
(optionally) blocked communication for endpoints in the ESG slelfoss s YRl

* Inter ESG communication requires contracts
» ESG contracts supersede EPG contracts
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What are our endpoint mapping options...”?
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We can use EPGs, Tagged endpoints, Tagged
subnets, or simply Static endpoint mapping...
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Option 1: EPG mapping to a single security zone s,

.. @
Y eno s T’GpG
— vrf-01 NN

All EPGs mapped to
a single ESG =

all-subnets
EPG: 192.168.150.0_24
EPG: 192.168.151.0_24
EPG: 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

network-segments

192.168.150.0_24
VMM Domain
Dynamic PVLAN

192.168.151.0_24
VMM Domain
Dynamic PVLAN

192.168.152.0_24
VMM Domain
Dynamic PVLAN

4 ]
Logical grouping by

EPGS H VDS portgroup name VDS portgroup name VDS portgroup name
U H 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

H PVLAN (P, S) PVLAN (P, S) PVLAN (P, S) '_
all-subnets ; E

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True
- Dynamic PVLANs

ESXi cluster with VMM integration
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',, o,,e's or . & S

‘90 , €9, "esec
Optlcc‘)n 2: EPG mapping for multiple security zones™ ‘iﬁsz;’;zgcgo
demo 2., /oy

~
=== ~
- vrf-01 S
epg-matched-esg
production o

EPG: 192.168.150.0_24
EPG: 192.168.151.0_24

| CHCCIH T H P

N pre-production
'I permit-to-pre-production EPG: 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

network-segments

192.168.150.0_24
VMM Domain
Dynamic PVLAN

192.168.151.0_24
VMM Domain
Dynamic PVLAN

192.168.152.0_24
VMM Domain
Dynamic PVLAN

VDS PG VDS PG VDS PG

VDS portgroup name VDS portgroup name VDS portgroup name
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
PVLAN (P, S) PVLAN (P S) PVLAN (P, S)

production

roduction

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True
- Dynamic PVLANs

[=——————-
0

ESXi cluster with VMM integration

cisco / &/
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Option 3: Tag selectors with VMM integration

ﬂ demo
g vrf-01

applications

ar>|:>lication—61E
VMs matched with tag

—

Key: app
Value: application-01

L CHCCIH I H P |

aDDlication-ez

I
'I permit-to-application-02

VMs matched with tag
Key: app
Value: application-02

L cHcaH I H>»
A

a network-segments

CoB 192.168.150.0_24 E192.168.151.0_24 E192.168.152.0_24

192.168.150.0_24

VMM Domain
Dynamic PVLAN

192.168.151.0_24
VMM Domain
Dynamic PVLAN

192.168.152.0_24
VMM Domain
Dynamic PVLAN

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True
- Dynamic PVLANs

[ Logical grouping by
VM Tag

A

.
application-01

1

1

oo m e

application-02

S

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

VDS portgroup name
192.168.151.0_24
PVLAN (P, S)

ey
—_— e =
iil iil iil iil

VDS portgroup name
192.168.152.0_24
PVLAN (P, S)

VM vCenter Tag = APIC Policy Tag
Key: app
Value: application-01

VM vCenter Tag = APIC Policy Tag
Key: app
Value: application-02

[ PR |

.&‘/

CIsSCO

ESXi cluster with VMM integration
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Option 4: Tag selectors with VMM integration and( 'ecfZ”.';m“\

ﬂ demo

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True
- Manual/static PVLANs

cisco M/

S S
e Proy,; Vg, Wite,
~ vy, 4{1 (:75
\~.~ lsii /I[ (9
NS 17) ~
NS
~
\\\
~ U/
- e
vrf-01 Y
S -
applications
=
application-01 application-02=——
VMs matched with tag > permit-to-application-82 VMs matched with tag
Key: app I Key: app
Value: application-01 Value: application-02
LP ] [P ]
N_- [ERERewEnl_ - FReyene |
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 .
- - =] Static PVLAN |
a network-segments
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
VMM Domain VMM Domain VMM Domain
Static PVLAN Static PVLAN Static PVLAN
Static PVLAN on
intermediary switches
( . .
Logical grouping by
VM Ta VDS portgroup name VDS portgroup name VDS portgroup name
g 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
i PVLAN (P, S) PVLAN (P, S) PVLAN (P, S) :
application-e1 VM vCenter Tag = APIC Policy Tag
Key: app
Value: application-01
ey
VM vCenter Tag = APIC Policy Tag
Key: app
Value: application-02
ESXi cluster with VMM integration
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u " " \\\ ,tas:? (zi}z7
Option 5: MAC selectors, no VMM integration ~Lages ot
ﬂ demo \\~\~?~Dg,
gvr‘f-@l \\\N

applications

aDDlication—elE
Tag Selector

Key: app
Value: application-01

L——HFIEII!PIIP—J
APIC Policy Tags:

» app:application1 -> MAC A, B, C, ...
e app:application2 -> MAC X, Y, Z, ...

— —
=

application-02=
Tag Selector
Key: app
Value: application-02

Pl
E 192.168.151.0_24 E 192.168.152.0_24

I
'I permit-to-application-02

192.168.150.0_24

network-segments

—/

192.168.150.0_24

Assign an APIC policy tag to

Phys Domain
Manual PVLAN

each MAC statically on APIC |

192.168.151.0_24
Phys Domain
Manual PVLAN

192.168.152.0_24
Phys Domain
Manual PVLAN

[ Logical grouping by
MAC Tag

EPG

Settings:

Physical Domain

Static path bindings I
Manual/static PVLANs
Intra EPG Isolation =

Proxy ARP = Tru

S e
application-e1
m-application—az

Lo b

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

ey

VDS portgroup name
192.168.151.0_24
PVLAN (P, S)

— — — —  —

VDS portgroup name
192.168.152.0_24
PVLAN (P, S)

— —  —

VMs MACs matched with tag
Key: app
Value: application-01

[ PR |

VMs MACs matched with tag
Key: app
Value: application-02

True

e

ESXi cluster without VMM integration

cisco W/
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Option 6: IP selectors, no VMM integration

ﬂ demo
g vrf-01

APIC Policy Tags:
* app:application1 -> 1P A, B, C, ...
e app:application2 ->IP X, Y, Z, ...

Assign an APIC policy tag to
each IP statically on APIC |

applications

aDDlication—elﬁ
Tag Selector

—_—

Key: app
Value: application-01

LCHcctH 1 H P |

aDDlication-ez

Tag Selector

I
'I permit-to-application-02

Key: app
Value: application-02

L CHcctH 1 H P |

network-segments

192.168.150.0_24

E 192.168.151.0_24

192.168.150.0_24 192.168.151.0_24

Phys Domain
Manual PVLAN

Phys Domain
Manual PVLAN

CoBN 192.168.152.0 24

Intra EPG Isolation = True
Proxy ARP = True

192.168.152.0_24
Phys Domain
Manual PVLAN

[

EPG

Settings:

- Physical Domain
Static path bindings
Manual/static PVLANs
Intra EPG Isolation =
Proxy ARP = True

True

( Logical grouping by

L IP Tag
I I
application-e1
1 i
I ;
L----:::::::::::::J
m-application—ez
I
I H
e o e o e o

VDS portgroup name
192.168.151.0_24
PVLAN (P, S)

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

Ipayioy oy pplplepleyloyloy Ly Ly spleplepe

VDS portgroup name
192.168.152.0_24
PVLAN (P, S)

VMs IPs matched with tag
Key: app
Value: application-01

VMs IPs matched with tag

Key: app
Value: application-02

[ PR |

ESXi cluster without VMM integration

cisco M/
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Settings:
- Physical Domain

- Static path bindings

Q
Q ss’ N
" & ') Y/ S
. N edd dei 9’7’77 X
- \\~\ "ess "tM @,’t
N
\\\~ @s 40
ﬂ demo NN
~
Q vrf-01 \\N\\ ,I'
applications =
| aJDDlication-Bl% application-02=—
Tag Selector > P . . Tag Selector
Key: app I permit-to-application-02 Key: app
Value: application-01 Value: application-02
[CHcctH 1 H P —{cHcaHTH?>
A
APIC Policy Tags:
» app:application1 -> MAC A, B, C, ...
e app:application2 -> MAC X, Y, Z, ... 192.168.150.0_24 E 192.168.151.0_24 E 192.168.152.0_24
ﬂ network-segments
/- | 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
. . Phys Domain Phys Domain Phys Domain
Assign an APIC policy tag to
each MAC statically on APIC
m application-01 : m Bare metal MACs matched to the APIC tag
- HEEER e
L Value: application-01
ﬂ application-02 : Bare metal MACs matched to the APIC tag
1 Key: app
1 3 F Value: application-@2
Logical grouping by
MAC Tag
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Settings:

Physical Domain

Static path bindings

Intra EPG Isolation = True
Proxy ARP = True

(4 ~
4 \\‘~
4 N
I, Ghd SN
U DO' S
{ ll - ,’) S
q Sy, ¢ S
\ I)g as > N\
u & Q sl SR
. e 9 N, 9N
\\\ dd po. 'be
] = e n Ny
. S, t/p
<. Veg
ol | R
demo Qs
ST N
- vrf-01 N /
=
applications
| r:ynl:)lication-(alﬁ application-02=—
Tag Selector > permit-to-application-82 Tag Selector
Key: app I Key: app
Value: application-01 Value: application-02
[C HcclH 1 H P —cHcaHIH?
y
APIC Policy Tags:
* app:application1 -> 1P A, B, C, ...
« app:application2 -> IP X, Y, Z, ... 192.168.150.0_24 E 192.168.151.0_24
network-segments
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Phys Domain Phys Domain Phys
m application-e1 m__- Bare metal IPs matched to the APIC tag
1 : Key: app
L Value: application-01
EPG application-02 Bare Metal IPs matched to the APIC tag
1 Key: app
H Value: application-02
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I,/I 5/) \\\\\\
. . . . . (:\\QSI}%ZZHQSS,. \~\\\
Option 9: Subnet selectors with mixed Domains s e,
Yo \\\\ 9eg ,,'
. yrf-o1 - /

S/
applications

ndefault—zone P—%
= application-01 m aDDlication-ez

1t-zone 192.168.150,128/26 > -to-applicatione 192.168.150.192/26
5 T E 192.168.151.128/26 | permit-to-application-02 192.168.151.192/26
oo T 192.168.152.128/26 192.168.152.192/26
192.168.152.0/25 C HcaH T Hp L cHcaH T Her
A
L P | y
p—

E 192.168.151.0_24 E 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 -I
VMM Domain VMM Domain Phys Domain
Dynamic PVLAN Manual PVLAN Manual PVLAN

192.168.150.0_24

permit-to-application-01

network-segments

| —
A

- - — Static PVLAN on

VDS portgroup name VDS portgroup name intermediary switches

i 192.168.150.0_24 192.168.151.0_24
e e L RVIAN (P, S) L PVLAN (P, ) __

-

Endpoints matched to subnets
Key: app EPG
Value: application-01

Happlication-al
1
1

. Sy SR .
Settings: e e e ] = Settings:
- VMM Domain application-02 : 1| Endpoints matched to subnets - Physical Domain
. ] : 1| Key: app . s
- Allow uSegmentation = True [ 1| value: application-e2 - Static path bindings

- Manual/static PVLANs siviialalt e

- Manual/static PVLANs
default-zone Endpoints matched to subnets

i Key: default - Intra EPG Isolation = True

m— == == = = — == == == ==
=1 =1 =l =l = =l =1 =1 =l =1

Value: default-zone - Pr-oxy ARP = True

e e e e e e e e T o o o o o o o o o o o o o T, o o o o o o o o o o o e o T S S T

ESXi cluster with VMM integration
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p demo
T

EPG matched default |

security zone

.

Settings:
- VMM Domain

- Allow uSegmentation =
- Manual/static PVLANs

// *\\\\~
4 N
/ 'sQ47~a%$:>~\\
7 cﬂ) ﬂbt ~
(] Ah Q R
\\ fo" g’.et~~\
M . " " " M \\\lq,,. Q” ba Q \\~
\Nt/) q V /'e
. ~\<ﬁ19? 44%§ e
~
‘\{)\O /. V’ ’6/
~ /,
\\\MM Il
\\~\ /
=
applications
efault-zone — r=—
== aDDlication—elE application-02=
default-zone Xﬂ;.a:ﬂpB“ = :I permit-to-application-02 x:;'a:ng" Tag
Value: application-01 Value: application-02
S S 3
A
APIC Policy Tags:
* app:application1 ->IP A, B, C, ...
_’F ) o 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 « app:application2 ->IP X, YV, Z, ...
permit-to-application-01
network-segments
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 L
"""""""""""""""""""""""""""""""""" VMM Domain VMM Domain Phys Domain N =
Dynamic PVLAN Manual PVLAN Manual PVLAN J Assign an APIC policy tag to
each IP statically on APIC
]
Static PVLAN on
VDS portgroup name VDS portgroup name i 1 7
192.168.150.0_24 192.168.151.0_24 Intermedlary SWItChes
Jd__ PVLAN (P, S) __
{1 VMs and IPs matched with tag
Key: app EPG
Value: application-01
Settings:
\I:Zl;.a:gpIPs matched with tag _ Physical Domain
True Value: application-02 - Static path bindings
3 - Manual/static PVLANs
..... - Intra EPG Isolation = True

cisco W/

ESXi cluster with VMM integration
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Option 11: Combined solution + Quarantine

p demo
T

EPG matched default |
security zone

\\\\N\ =

default-zone

efault-zone

|

applications

aDDlication—elE

—_—

VMs and BM Tag
Key: app
Value: application-01

P
A

I
'I permit-to-application-02

Key: a

VMs and BM Tag

'| permit-to-application-01

network-segments

192.168.150.0_24

192.168.150.0_24
VMM Domain
Dynamic PVLAN

192.168.151.0_24

192.168.151.0_24
VMM Domain
Manual PVLAN

192.168.152.0_24

192.168.152.0_24
Phys Domain
Manual PVLAN

Settings:

- VMM Domain

- Allow uSegmentation =
- Manual/static PVLANs

cisco W/

True

m application-e1
e ETTTmTTmTT=TE==
application-az

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

VDS portgroup name
192.168.151.0_24

PVLAN (P, S)

ESXi cluster with VMM integration

#CiscoLiveAPJC
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AN
4 SN
4 Qlla,. ~\‘~
I! l“ 62'7 - N."\
LN
S?EB Q N
N Wtedi ss ~\\
~ N S AN
\\\\ o"k o/atl e//ow
\\\ chacy s
NN $ <)’r
Isolated ESG to e ,,'
prevent E/W traffic Ree A
NS
aar'antine
application-028—
quarantine
pp
Value: application-02
L——IIIEII!I!FP—J
Assign an APIC policy tag to
quarantine endpoints - match based
] on VM Tag, VM name, MAC, IP
Static PVLAN on
intermediary switches
VMs and IPs matched with tag
Key: app EPG
Value: application-01
Settings:
VMs and IPs matched with ta . .
s 8 - Physical Domain
Value: application-@2 - Static path bindings
- Manual/static PVLANs
- Intra EPG Isolation = True

VMs and IPs matched with tag
Key: endpoint
Value: quarantine

Proxy ARP = True
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Why do we need to enable Proxy ARP for IP
mapping...
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MAC addresses are not classified to ESGs when only IP-based
selectors are used. Switching traffic (i.e. within the same subnet)
will not use ESG contracts even if its payload has the IP address

classified to an ESG...

If two IPs in the same subnet from the same EPG are classified
Into different ESGs, those two endpoints can still talk freely
through the MAC and its original EPG...
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Proxy ARP

ﬂ demo

vrf 01

epg-matched-esg

192. 168 150.21

)

192. 168 150.22

ﬂ 192.168.150.0_24
n network-segments £pG
192.168.150.21 192.168.150.22

00:00:00:00:00:21

MAC to MAC

00:00:00:00:00:22

()

allowed

cisco W/
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How do you enable Proxy ARP on the Leaf
Switches...?

Enabling “Allow Micro-Segmentation”
automatically enables Proxy ARP.

Option in a 100% virtual deployment, use

with or without Intra EPG isolation D oo oy s e

N Edit VMM Domain Association - VMware/ucsc-c220m5-vds-01

-
Deploy Immediacy: | Ir

Untagged VLAN Access: [ ]
demo - ED
portBincing: (_Oyvic inding | Epnemers 2 demolnetwork-segments|192.168.150.0_24 ACTIONS W
> C» Quick Start Netflow m\) Summary  Monitor  Configure  Permissions  Ports  Hosts  VMs
. Allow Promiscuous: | Reject
I v ﬁ demo Foraed T N Port binding Static binding
e ansin 5‘ ok Port allocation Elastic
v [l Application Profiles MAG Ghanges: | Reject VLAN ID 1046
Active Uplinks Order:
@ epg-matched-security-groups sty Uptinks: [ s E
~ @ network-segments Custom EPG Name
~ [l Application EPGs
o -
5 % 192.168.150.0_24 e 2 demolnetwork-segments|192.168.150.0_24 ACTIONS ™
3 % 192.168.151.0_24 ,),M‘E.,‘:. ,l.,.‘ : Summary Monitor Config"re Permissions Ports Hosts VMs
_ o Port binding Static binding
> 8§ 192.168.152.0_24 Port alocation  Elastc
Annotations: () Private VLAN  Isolated (1094, 1095)
- [l uSeg EPGs Siobal Alias ; ; /

B Endpoint Security G Enable Intra EPG isolation with
' i @ Proxy ARP if you have a mixed

Enabling Intra EPG isolation / Allow Micro-

virtual and physical environment oo cor oo
Beom Qo5 [setect a vau Segmentation configures PVLANSs on the
ata-Plane Poloer: select s va | port group
Intra EPG Isolation: nenforce )
Proxy ARP is only available o) Add an Intra EPG
Contract

when Intra ESG isolation is
enabled

Name Tenant ~ Contract Type
= Contract Type: Intra EPG Contract

W / I f permit-any demo Intra EPG Conuacir
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vCenter tag/name matching requires read/write
vmm integration...
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Dynamic Polic

Tenants

vy Tag matching from vCenter

@) online-boutique
> [l Application EPGs

> [ uSeg EPGs

System Fabric Virtual Networking &% ubuntu-01 I D2 & @ ACTIONS Vv
cub D i 1 e | s T - [l Endpoint Security Groups
ubernetes ancher enShift enStac
P P Summary Monitor Configure Permissions Datastores Networks Snapshots & ad-service
VMware @ Guest OS: Ubuntu Linux (64-bit) = Contracts
Compatibility: ESXi 6.7 and later (VM version 14)
: Selectors
= VMware VMware Tools: Running, version:11360 (Guest Managed) H
@ hx-dev-01-vds-01 MORE INFO B Tag Selectors
@ hx-dev-01-vds-02 DNS Name: ubuntu-01 [ EPG Selectors

v @ ucsc-c220m5-vds-01
> [m Controllers
> [ Custom Trunk Port Groups

> [ Trunk Port Groups

LAUNCH WEB CONSOLE

LAUNCH REMOTE CONSOLE @

IP Addresses:

Host:

A @

192.168.150.21
VIEW ALL 2 IP ADDRESSES
10.237.98.168

Create ACI Tags to

match vCenter Tags

[ |P Subnet Selectors

[ Service EPG Selectors

Tags Feg-eeP] Function I
( i n order to match a VM Name, please use key __vmm::vmname
Encapsulation: VLAN Tag Collectlon runs Assigned Tag Category Description
Configure Infra Port Groups: [] every 5 min I ad-service Function I:
Delimiter: I L
Enable Tag Collection:
Enable VM folder Data Retrieval
(Bema).[ ‘ *
Access Mode: Read Write Mode © ESG - ad-service 0
Endgoint Retsation Time:{seconds): |0 Summary Policy Operational Health Faults History
VLAN Pool: | all-vlans(dynamic) i
Client Endpoints Contracts Deployed Leaves Tag Selectors
.. . N
Tenant = Policies = Endpoint Tags UHeatty @ ©I| ¥ o *
B Endpoint Tags MAC/IP Endpoint Name Iézellj:rsgg Hosting Server Interface (learned) Encap Base EPG Policy Tags
~ [ Endpoint MAC o i - learned - 5 : vian-1053(P) demo:network- ubuntu-02
~ 00:50:56:A1:73:47 ubuntu-02 e 10.237.98.166 Pod-1/Node-101/eth1/30 (learne vian-1054(S) segments:192.168.151.0 24 ad-service
E 00:50:56:A1:73:47 - 192.168.151.0_24 (VMM) 92168151 21 demo:network-
92. 5 segments:192.168.151.0_24
E 00:50:56:A1:78:E4 - 192.168.152.0_24 (VMM) e o ) i ) vian-1017(P) R ubuntu-03
e, n. 0o 1ra : : 4 00:50:56:A1:78:E4 ubuntu-03 B 0.237.98.168 Pod-1/Node-101/eth1/32 (learne vian-1018(S) segments: 192 168.152.0 24 ad-service
E 00:50:56:A1:83:A5 - 192.168.150.0_24 (VMM) o P
B Endpoint IP 192.168.152.21 segments:192.168.152.0_24
4 10
_ \ learned 10 § - L = vian-1081(P) demo:network- ubuntu-01
00-E0-ER:A1 ubuntu-01 vnm 0.237.98.168 Pod-1/Node-101/eth1/32 (learne vian-1083(S) segments:192.168.150.0_24 ad-service
A demo:network-
W / APIC creates dynamic VMM MAC Tags based seqments:192.168,150.0_24
CISCO (/4 on the assigned Category / Tag in vCenter S— , m— . , .
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Static endpoint mapping...
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demo ~ [ Application EPGs
_ v 8 192.168.150.0_24 St t. P |. T APlC
¢ C’ O SHEET [ Domains (VMs and Bare-Metals) a I C O I Cy a g S O n

' demo
I ﬁ > [ EPG Members
. Policy Tags: e
» [ Application Profiles > [ Static Ports

> @ epg-matched-security-groups B Static Leafs ad-service

b @ network-segments Stat'c EndeintS = Fibre Channel (Paths)

> @ online-boutique [ Contracts

' @ online-boutique
~ [ Networking B Static Endpoint

> Application EPGs
> [l Bridge Domains > [ Subnets -

> [l VRFs B L4-L7 Virtual IPs > [l uSeg EPGs
> [ L20uts I L4-L7 IP Address Pool ~ fml Endpoint Security Groups

> [ L30uts v (@) 192.168.150.0_24 v &% ad-service
14

> [ SR-MPLS VRF L30uts DHCP Relay Labels
IP address ranges B Contracts
> [ Dot1Q Tunnels ND Proxy Subnets
v Selectors
> [ Contracts B Subnets —

B Policies @& 192.168.150.1/24 B Tag Selectors

> [l Protocol - [ Endpoint MAC B EPG Selectors
> [ Troubleshooting MAC addresses 00:50:56:A1:73:47 - *

> [m Host Protection

Stats Health Faults History
s P Subnet Selectors

Policy Tags Resource IDs
00:50:56:A1:73:47 - 192.168.151.0_24 (VMM) = S . EPG Select
ervice electors

AN
> [ Monitoring . 00:50:56:A1:78:E4 - *

Associated Object
> [ NetFlow I 00:50:56:A1:78:E4 - 192.168.152.0_24 (VMM)

uni/tn-demo/BD-192.168.151.0 24/subnet-[192.168.151.1/24]
> [ VMM

00:50:56:A1:83:A5 - * )
uni/tn-demo/BD-192.168.150.0_24/subnet-[192.168.150.1/24]

~ [ Endpoint Tags
> Bl Endpoint MAC IP addresses

00:50:56:A1:83:A5 - 192.168.150.0_24 (VMM) uni/tn-demo/BD-192.168.152.0 24/subnet-[192.168.152.1/24]

f uni/tn-demo/epta piptag-[192.168.150.21]-vrf-01
< = Endpomt P uni/tn-demo/eptags/epiptag-[192.168.150.21]-vrf-01

> [ Endpoint IP . E 192.168.150.21 uni/tn-demo/eptags/epiptag-[192.168.151.21]-vrf-01
> [l Services

E 192.168.151 21 uni/tn-demo/eptags/epiptag-[192.168.152.21]-vrf-01

X uni/tn-demo/eptags/epmactag-00:50:56:A1:73:47-[*]
W Security Bl 192.168.152.21

uni/tn-demo/eptags/epmactag-00:50:56:A1:83:A5-[*]

. / uni/tn-demo/eptags/epmactag-00:50:56:A1:78:E4-[*]
CISCO ( - _ — —
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What if you have a Greenfield deployment...”?
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Greenfield option - 1:1 EPG to ESG

mapping

ﬂ demo

g vrf-01

Network security

groups

network-security-groups

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

Contracts on
ESGs

Network backing

(VLANS)

network-segments

192.168.150.0_24

192.168.150.0_24
VMM Domain
Dynamic PVLAN

192.168.151.0_24
VMM Domain
Dynamic PVLAN

192.168.151.0_24

192.168.152.0_24

192.168.152.0_24
VMM Domain
Dynamic PVLAN

No contracts on

EPGs

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True

- Dynamic PVLANs

cisco M/

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

—_— =
— —

VDS portgroup name
192.168.151.0_24
PVLAN (P, S)

—_— = =

VDS portgroup name
192.168.152.0_24
PVLAN (P, S)

ESXi cluster with VMM integration

#CiscoLiveAPJC

BRKDCN-2984
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Consider automated static MAC tagging derived
from the endpoint I[P address...

Works for Bare Metal and VMs, with or without
VMM Integration...

CISC O M‘/ #CiscoLiveAPJC  BRKDCN -2984



Setting the scene...
Designing your Tenants...
Switching to Application Centric mode...

Working with ESGs...

Understanding ACI
security...

External Connectivity...
Increasing Security...
Automation Blueprints...

Wrapping up...

cisco M/




Allowing open
communication...

cisco M/



There are four options to allow open
communication...

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.htmI#Migrationexample

- VZANy
- Preferred Groups
- EPGs mapped Endpoint Security Groups

- Disable security (not covered, because why would you...?)

cisco M/
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Existing applications typically require unrestricted

communication

Y eno
Q vrf-e1

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

ﬂ 192.168.153.0_24

ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

192.168.150.0_24

192.168.151.0_24

192 .168.152.0_24

192. 168.153.0_24

A

(o]

192.168.154.0_24

192.168.155.0_24

F192. 168.156.0_24

T

The application endpoints require
communication across different
subnets, which is typically achieved
using “vzAny” or “Preferred Groups”

cisco M/

#CiscoLiveAPJC

BRKDCN-2984
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demo

C» Quick Start
ﬁ demo
B Application Profiles
B Networking
B Bridge Domains
— YRGS
& vrf-01
B Multicast
B Multicast IPv6

B Inter-VRF Leaked Routes for ESG

&\ EPG|ESG Collection for VRF

BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 119



The great thing about vzAny provide/consume is that it
allows open communication between all endpoints...

The “bad” thing about vzAny provide/consume is that it
allows open communication between all endpoints...!

cisco M-/ #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 120



vzAny Operation - Consumer and Provider

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

e
common.vrf-01

| common:default

| default

\ 4

unspecified

| default

Y ceno

o1

extEPG

All extEPGs

All EPGs

All ESGs

cisco Lz{/&/

#CiscoLiveAPJC  BRKDCN-2984
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vzAny Operation - Consumer and Provider

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

e
common.vrf-01

| common:default

| default

\ 4

unspecified

| default

Y eeno

s

extEPG

0.0.0.0/1
128.0.0.0/1

a2

All EPGs

All ESGs

#CiscoLiveAPJC  BRKDCN-2984
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vzAny Operation - Consumer and Provider

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

ﬂ shared-services

-

extEPG

0.0.0.0/1
128.0.0.0/1

T

common.vrf-01

| common:default

| default

| default

unspecified

All EPGs

All ESGs

cisco Lz{/&/

#CiscoLiveAPJC  BRKDCN-2984
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vzAny cannot be a Provider for Shared Services

ﬂ shared-services
==

Requirement is to permit ssh from
“core-services” to all endpoints in any
given tenant i.e. tcp-src-any-dst-22

core-services

Name: permit-from-core-services
Subject: tcp

Filter: tcp-src-any-dst-22
Exported: Yes

ﬂ Tenant-01 ﬂ Tenant-02 ﬂ Tenant-03
w01 w01 w01
\ 4

A 4 A 4
Name: permit-from-core-services Name: permit-from-core-services Name: permit-from-core-services
Subject: tcp Subject: tcp Subject: tcp
Filter:  tcp-src-any-dst-22 Filter: tcp-src-any-dst-22 Filter: tcp-src-any-dst-22
Imported: Yes Imported: Yes Imported: Yes

#CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 124




vzAny cannot be a Provider for Shared Services

D shared-services
g vrf-01

, Requirement is to permit ssh from
core-services « . ” . .
core-services” to all endpoints in any

given tenant i.e. tcp-src-any-dst-22
‘ permit-from-core-services

demo

> C» Quick Start

g ﬁ demo Policy
> [ Application vzAny cannot be a provider for
= i Shared Services

General

> [l Bridge Domains
B VRFs Properties 1
Y vrf-01
K Status [ X]
B Multicast
B Multicast IPv6 Error: 400 - vzAny is a provider for Contract uni/tn-demo/brc-permit-to-tn-demo, and the Contract is QoS Class ES

used as Shared Service. vzAny cannot be used as provider for Shared Services unless used in
. Bl Inter-VRF Leaked Routes for ESG combination with PBR Service Graph

& EPGIESG Collection for VRF

> [ L20uts

> [ L30uts

2 been found.
reate a new item.

S 1 1 S
Bl 10 Bl Use vzAny to allow Use vzAny to allow
[ SSH to all EPGS/ESGs | ( i - y

| SSH to all EPGS/ESGs | | SSHto all EPGS/ESGs |
cIsco M/

#CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 125



vzAny can absolutely be your friend, but remember
that vzAny contract relationships are applied to all
EPGs, ESGs, extEPGs in the VREF...

cisco M- #CiscoLiveAPJ C  BRKDCN -2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 126



Properties

Name:

Alias:

Description:

Annotations

optional

: e Click to add a new annotation

Global Alias:

Routing Domain ID:

Segment

Policy Control Enforcement Preference

Policy Control Enforcement Direction

1 2129922

: Enforced

Ingress

: Egress

BD Enforcement Status:

Preferred Group

BGP Timers:

BRKDCN-2984

: Disabled Enabled

select a value

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Preferred Groups

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

|l P

= — There is only one
preferred group per VRF

Preferred Group

192.168.151.0_24 192.168.152.0_24

192.168.150.0_24

192.168.152.0_24
Intra EPG = Unenforced

192.168.151.0_24

192.168.150.0_24
Intra EPG = Unenforced

Intra EPG = Unenforced

/\

Typical “Network Centric” mode

deployment where there is a 1:1
mapping between Bridge

Domainsand EPGs

2.168.150.0_24

Include EPG in
Preferred Group

QoS cla:

Custom QoS:

Data-Plane Polic

intra EPG Isolat

AtleastOne

192.168,150.0_24 i) |

olved Bridge Domain: demo/192.168.150.0_24

orne PR
demo OERO @ VRF - vrf-01
Cr

Name: vrf-01

Alias:

Description: | optional

Annotations: 6

Global Alias:
Routing Domain ID: O
Segment: 2555904

Policy Control Enforcement Preference: Unenforced p

Policy Control Enforcement Direction: Cm

BD Enforcement Status: [ ]

I Preferred Group: ( Disabled

BGP Timers: |select a value

on VRF

Enable Preferred Group

v EPG - 192.168.151.0_24 v EPG-192.168.152.0_24

me

Include EPG in
Preferred Group

AtleastOne

Include EPG in
Preferred Group

192.168.151.0_24 i) | Br 92.168.152.0_24 i)
#CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved.
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There can only be one “Preferred Group” per VRF...

It is not possible to add Contract relationships to a
“Preferred Group”
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demo

C» Quick Start

ﬁ demo

B Application Profiles

@ epg-matched-esg
B Application EPGs

B uSeg EPGs
I Endpoint Security Groups

oo
°®We network-segments

BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 130



Initial state: Isolated groups of workloads

e vrr-on

.&/

Network-

segments

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

192.168.150.0_24
dynamic vlan

192.168.151.0_24
dynamic vlan

192.168.152.0_24
dynamic vlan

7T —

VDS portgroup name
192.168.150.0_24
Dynamic VLAN

VDS portgroup name
192.168.151.0_24
Dynamic VLAN

VDS portgroup name
192.168.152.0_24
Dynamic VLAN

ESXi cluster with VMM integration

#HCiscoLiveAPJC

BRKDCN-2984
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Enable Endpoint Security Groups

Primary/Port Encap VLANSs not
required for directly attached hosts

demo

Domains (VMs and Bare-Met

Q

= Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy lame

WMware/u

VMM Domain On Demand Immediate True native Auto Cos0

Domains (VMs and Bare-Metals) 0
O X .
« Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Custom EPG
Segmentation licy Name
Vhtw On Demand Immediate True native Auto Cos0
Domains (VMs and Bare-Metals) 0
o+ %
~ Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Nlode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy Name

mmediate True 4 native Auto Cos0

VMware/ucsc-c22... VMM Domain On Deman

Static Primary / Encap VLANS are required
when there is an intermediary switching layer
such as UCS Fls

> Address Pool

cisco /4 &_/
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PVLAN and MAC Tagging

2 demolnetwork-segments|192.168.150.0_24 ACTIONS V/

Summary Monitor

Configure Permissions Ports Hosts VMs

Port binding Static binding
Port allocation Elastic

IVLAN ID

124

Details

Distributed switch

ucsc-c220m5-vas-01

cisco W/

Port binding
Port allocation

2 demolnetwork-segments|192.168.150.0_24

Summary Monitor Configure Permissions Ports Hosts

Static binding
Elastic

IPrivate VLAN

Isolated (1157, 1158)

Details

Distributed switch

ucsc-c220m5-vas-01

ACTIONS Vv

VMs

- [ Endpoint Tags

- [ Endpoint MAC

00:50:56:A1:1A:60 - 192.168.150.0_24 (VMM)
00:50:56:A1:3F:2C - 192.168.151.0_24 (VMM)
00:50:56:A1:7F:0B - 192.168.153.0_24 (VMM)
00:50:56:A1:7F:A5 - 192.168.156.0_24 (VMM)
00:50:56:A1:8E:DB - 192.168.154.0_24 (VMM)
00:50:56:A1:8F:09 - 192.168.153.0_24 (VMM)
00:50:56:A1:09:2F - 192.168.150.0_24 (VMM)
00:50:56:A1:22:DE - 192.168.152.0_24 (VMM)
00:50:56:A1:84:4D - 192.168.155.0_24 (VMM)
00:50:56:A1:BO:E2 - 192.168.151.0_24 (VMM)
00:50:56:A1:E9:20 - 192.168.154.0_24 (VMM)

#CiscoLiveAPJC  BRKDCN-2984
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Each EPG has a unique security Tag (pcTag

demo

EPG - 192.168.150.0_24

pcTag: 32771

8.150.0_24
Name: 192.168.1

58.151.0_24 .
Alias:

&g 192

> [ uSeg EPGs

Description: |optional

» [ Endpoint Security Groups
Annotations: 0

Global Alias

uSeq EPG: false
I pcTag(sclass): 32771 I

Contract Exception Tag:

> [l Networking

= Contracts

Prefarred Group Membar: \‘

Flood in Encapsulation:

Configuration Status: ar

Configuration Issues:
Label Match Criteria: | AtieastOne
Bridge Domain: | 192.168.150.0_24 2
Resolved Bridge Domain: demo/192,168.150.0_24

Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

Annlication FPGs

CIsSCO

EPG - 192.168.151.0_24

pcTag: 49155

8\ 192.168.150.0_24 Properti
Name: 192.168.1
&S 192.168.1¢ 4 )

Alias:

€ 192.168.152.0_24

& uSeg EPGs

Description: | optional

B Endpoint Security Groups
[— E
[ Contracts
> [ Policies

= Services

Annotations: e

Global Alias:

uSeg EPG: false
I pcTag(sclass): 49155 I

Contract Exception Tag:

Include

Preferred Group Membar:

Flood in Encapsulation:

Configuration Status:
Configuration Issues:
Label Match Criteria: | AtieastOne

Bridge Domain: | 192.168.151.0_24 2
Resolved Bridge Domain: demof192,168.151.0_24

Monitoring Policy

FHS Trust Control Policy: | select a value

EPG Contract Master:

Annlication FPGs

#CiscoLiveAPJC  BRKDCN-2984

demo

© EPG - 192.168.152.0_24

pcTag: 16390

&g 192.168.1:
Name: 192.168.1
&g 192.168
Alias:
8 192.168.

= uSeg EPGs

Description: | optional

» [ Endpoint Security
Annotations: 6

Global Alias:

uSeq EPG: false
I pcTag(sclass): 16390 I

Contract Exception Tag:

> [ Networking
& Contracts

> [ Policies
= Services

Preferred Group Membar:

Flood in Encapsulation:
Configuration Status: af
Configuration Issues:
Label Match Criteria: | AtieastOne

Bridge Domain: | 192.168.152.0_24 2
Resolved Bridge Domain: demo/192,168.152.0_24

Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

Annlication FPGs

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 135



Enabling ESG micro segmentation on a read/write VMM Domain enables
PVLANS in the hypervisor to control East/West traffic...

plus, micro segmentation also enables Proxy ARP and dynamic endpoint
MAC Tagging...
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What's the impact to traffic when we enable
uSegmentation...?

|l P

permit-icmp

vzAny allows
ICMP

alile
cisco

APIC

vzAny
(allowing ICMP)

Network-

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

segments

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans|

CIsSCO

VDS portgroup name
192.168.150.0_24
Dynamic PVLAN (P,S)

etworking Admin

© EPG - 192.168.152.0_24

QHeatty @ ©I| Y

MAC/IP Endpoint Name

Operations  Apps

| Page 1| Of)

VDS portgroup name
192.168.151.0_24
Dynamic PVLAN (P,S)

freag,

Integrations

demo | ssharman | ciscollve-07

Summary  Policy

Client Endpoints  Configured Access Policies

Learning
Source

Hosting Server Reporting

Controller

Interface (learned) Encap ESG

10.237.98,168 hu-dav-01-vc.. Pod-1/Node-101/eth1/32 laam...  van-1091

Objects Por Page: | 100

Summary  Monitor

Operational

Contracts

Configure

-~ Q00000

Stats

Controller End-Points

Permissions

Health

Policy Tags

demolnetwork-segments|192.168.152.0_24

Ports

Port binding

VLAN ID 1001

Static binding
Port allocation  Elastic

Recent Tasks

Alarms

Q

Faults History
Deployed Leaves

(o} e

ACTIONS v

Hosts  VMs

814ms whilst the change takes
place - but zero packets are

Increase in latency from 0.21ms to

dropped

( ubuntu-03

#CiscoLiveAPJC

ESXi cluster with VMM integration

BRKDCN-2984

192.168.152.21
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Let’s map our EPGs to an ESG...
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Create an Application Profile for Security Groups

tseo APIC (eci-d ~ o -
New Application Profile
| ccoe 0 for Security Groups

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
ALLTENANTS | Add Tenant | Tenant Search: (TR | common | demo | ssharman | cis

demo

Application Profiles

Greate Application Profile

Nim ~

cisco APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantS | common | demo | ciscolive-07 | ciscolive-08 | ssharman
demo
=e Application Profiles
O o

Create Application Profile (]

Name: | spg-matched-security-groups|

Alias:

Description: optional

epg-matched-security-groups ]

Annotations: @)

Monitoring Policy: | select a value

EPGs

+

Name Alias BD Domain Switching Static Path ~ Static Provided Consumed
Mode Contract Contract

A

| Donotcreate EPGs |

VLAN

cisco /4 &_/
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Create a new ESG for Network Segments (EPGs

( Enter ESG name 1

mmo demo

Create new

Endpoint Security Groups

Create Endpoint Security Group O

= )omains

Create an EPG Selector

EPGs In ESG VRF,

“« ”»
Create Endpoint Security Group grOUp 01 [x] Create Endpoint Security Group [x)
STEP 1 > Identity Sl SevancaciCptens STEP 2 > Selectors
Name:f network-ségments | Tag Selectors -
Description: | optional Tag ai Tag Value on
VRF: o
ESG Admin State:
Add EPGs
common.vrf-01
common
copy EPG Selectors:
common EPC Cript
default
common
Create VRF
Select the VRF for the ESG
to be applied against
IP Subnet Selectors: +
- -
Create Endpoint Security Group [x]
° STEP 3 Acvsocad Optioos

Select one or more
EPGs

Description: |optional

Allow Intra ESG traffic i.e.
permit traffic between EPGs

cisco W/

#CiscoLiveAPJC  BRKDCN-2984
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Open communication within the ESG...

CIscoO

vzAny
(allowing ICMP)

Network-

segments

n epg-matched-esg

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

.&/

ESG

o s s e

network-segments

[T S

VDS portgroup name
192.168.150.0_24
Dynamic PVLAN (P,S)

VDS portgroup name
192.168.151.0_24
Dynamic PVLAN (P,S)

VDS portgroup name
192.168.152.0_24
Dynamic PVLAN (P,S)

ESXi cluster with VMM integration

#HCiscoLiveAPJC

BRKDCN-2984
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Matched EPGs now classified with a common pcTag

© EPG - 192.168.151.0_24 (Matc| cf

pcTag: 31

© EPG - 192.168.152.0_24

pcTag: 49157

Name:

Alias:

Description:

Annatations:

Global Alias:

ct Exception Tag

QoS class:

Custom QoS:

Data-Plane

Flood in Encapsulation:

Level3 (Default)

select a value

Configuration Status: app!

Configuration Issues:

Label Match Criteria

Bridge Domain:
Resolved Bridge Domain: «

Manitoring Policy:

FHS Trust Control Policy:

EPG Admin State:

EPG Contract Master:

AtleastOne

192.168.150.0_24

Annlication FPGs

e!

Name: 192.168.151.0_24

Alias:

Description: |optional

pr— ) 4

Global Alias:

QoS class: | Level3 (Default)
Custom QoS: | select a value

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Status: af
Configuration Issues:
Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.151.0_24 [l

Resolved Bridge Domain: demo/192.168.151.0_2

Manitoring Palicy: | select

FHS Trust Control Policy: | select a value

EPG Contract Master:

Annlication FPGs

Name: 192.168.152.0_24

Alias:

Description: |optional

pr— )

Global Alias:

QoS class:

Custom QoS: | select a value

Data-Plane Palicer: | se

Intra EPG Isolatic

Preferred Group Member:

Flood in Encapsulation:

Configuration Status:
Configuration Issues:

Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.152.0_24 i

Resolved Bridge Domain:

Manitoring Policy:
FHS Trust Control Policy:
EPG Admin State:

EPG Contract Master:

Annlication FPGs

#CiscoLiveAPJC  BRKDCN-2984
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Let’s consider any impact to traffic when adding the
remaining EPG to the Security Group...

cisco M-/ #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Add remaining EPG to Single Security Zone

|l P

vrf-01 nepg—matched—esg
Add remaining EPG to

the “network-segments”
security zone

r

»
>

vzAny

network-segments

(allowing ICMP)

Single security
zone
A A e @ OV OO O

clsco

192.168.151.0_24 192.168.152.0_24

192.168.150.0_24

permit-icmp

Integrations

192.168.151.0_24 192.168.152.0_24
dynamic (P,S) vlans dynamic (P,S) vlans
Intra EPG = Unenforced Intra EPG = Unenforced

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

© ESG - group-01 0

Network-
segments

Summary Operational Health Faults History

Policy

Client Endpoints  Contracts Deployed Leaves  Tag Selectors

vzAny allows
ICMP

o L

© Healthy

Base EPG Policy Tags

Leaming  Hosting Server  Reporting  Interface (learned)
Source Controller
Name

Endpoint Name

MAC/IP

0S0SEAITIT U0 lared  opyomiss o

o1 Pod-1/Node-101 feth1/30 (leaned.vmm)

|Page 1 | ot1 Ojects Pee Page: | 10C

ESG

network-segments

pinger

Pinging from “pinger” to “ubuntu-01" Pinging from “pinger” to “ubuntu-03" Pinging from “ubuntu-01" to “ubuntu-03"

ubuntu-03
192.168.152.21
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All EPGs now classified with a common pcTag

EPG - 192.168.150.0_24 (Matc

Name:

Alias:

Description: |optional

Annotations: ) d

Global Alias:

ct Exception Tag
QoS class: | Level3 (Default)

Custom QoS: | select a value

Data-Plane

Flood in Encapsulation:

Configuration Status: app!

Configuration Issues:

Label Match Criteria: | AtleastOne
Bridge Domain: | 192.168.150.0_24

Resolved Bridge Domain: ¢

Manitoring Policy:

FHS Trust Control Policy: | select a value
EPG Admin State:
EPG Contract Master:

Annlication FPGs

EPG - 192.168.151.0_24 (Matg

pcTag: 31

Name: 192.168.151,0_2,

Alias:

Description: |optional

pr— ) f

Global Alias:

QoS class: | Level3 (Default)
Custom QoS: | select a value

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Status: af
Configuration Issues:
Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.151.0_24 [l

Resolved Bridge Domain: demo/192.168.151.0_2

Manitoring Policy:

FHS Trust Control Policy:

EPG Admin State:

EPG Contract Master:

Annlication FPGs

EPG - 192.168.152.0_24 (Mat

pcTag:

Name: 192.168.152.0,

Alias:

Description: |optional

Annotations: ) 4

Global Alias:

QoS class:

Custom QoS: | select a value

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Status:
Configuration Issues:

Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.152.0_24 i
Resolved Bridge Domain: 68.152.0_24

Manitoring Policy:

FHS Trust Control Policy:

EPG Admin State:

EPG Contract Master:

Annlication FPGs

31

CIsSCO

e!

#CiscoLiveAPJC  BRKDCN-2984
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Benefits of EPG to ESG Mapping

- More flexible than using vzAny as it is applied to specific EPGs to create one or more
security groups based on subnets/vlans*

- More secure than vzAny as EPG/ESG mapping does not include the extEPG - a contract is
required for external communication

- More integrated than vzAny as supports provider function for Shared Services

- More flexible than Preferred Groups as you can multiple ESG groups vs a single preferred
group

- More integrated than Preferred Groups as you can create a contract to the whole ESG

* Assumes 1:1 mapping between Bridge Domain and EPG. ESGs can mapping can also be performed on IP subnets
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Allowing restricted
communication...

cisco M/



Let’'s check our understanding on how contracts
work...
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How do contracts work...?

ﬁ_.

ubuntu-01

vlan-10

Tag 32777
ubuntu-01 (pcTag )

192.168.150.21

. . .
Outside —_ ' Inside
+—

permit ubuntu-01 ubuntu-02 tcp 5201 |

frontend-svc
(pcTag 4168)

ubuntu-01
192.168.150.21

—

ubuntu-02

> permit-to-vlan-11

vlan-11
(pcTag 49162)

ubuntu-02
192.168.151.21

*  permit-to-cart-svc

*arrows indicate expected direction of connection i.e. from consumer to provider

cisco W/

#CiscoLiveAPJC  BRKDCN-2984

cart-svc
(pcTag 1856)

ubuntu-02
192.168.151.21
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Consumer and Provider relationships are there to help you visualize the traffic

flow direction
i.e. (typically) from the consumer to the provider

Consumer and Provider relationships do not (by default) prevent TCP
connections being established from the Provider to the Consumer
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Contract Structure...

cart-svc

ubuntu-01 ubuntu-02

192.168.150.21

192.168.151.21

permit-to-cart-svc

tcp =P tcp-src-any-dst-7070 tcp-src-any-dst-7070

J tcp-src-any-dst-443 =m tcp-src-any-dst-443

—bm udp =P udp-src-any-dst-53 =m udp-src-any-dst-53
—bm icmp =P icmp =m icmp

—Pm redirect =P tcp-src-any-dst-80 =m tcp-src-any-dst-80
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Who hasn’t simply done this...
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permit any/any

ubuntu-01
192.168.150.21

iiii
cart-svc

ubuntu-02
192.168.151.21

permit-any

—bm permit-any 4

permit-any

4’@ unspecified

ﬁ # netcat -p [any] ubuntu-02 [any]

ubuntu-01
192.168.150.21
# netcat -1 [any]

A

cisco M/

#CiscoLiveAPJC

» # netcat -1 [any] | ﬁ

ubuntu-02

192.168.151.21
# netcat -p [any] ubuntu-01 [any] |

BRKDCN-2984
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Contracts also trigger route leaking for EPGs...
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Contract

Scope

ﬂ production

E vrf-01

m application

() X

1 endpoints

Q

=3

1 ExG

E‘ application
endpoints B

s application
SCOpe a endpoints
ermit-an =
App - |F ’ i - .
E application
endpoints
E vrf-02 g
s application
SCOpe |n- endpoints
ermit-an =3
VRF  |P y il oo
E application
endpoints
E vrf-03 g
g application
SCOpe a endpoints
ermit-an =3
Tenant |P y o [ exc [
E application
endpoints

E vrf-04

!

8 application

1 endpoints

Q.

Q.

i =c I
1

E application

endpoints

my-app-06

application
endpoints

Bl

application

endpoints

= vrf-05

E vrf-06

my-app-09

B application 8 application
1 endpoints I endpoints
Scope it o o
rmit-an
Global |P€ any S & = I
E application E application
endpoints endpoints
ExG = Applies to either EPGs or ESGs
CIsco M_ #CiscoLiveAPJC  BRKDCN-2984

E vrf-o1

application
endpoints

application

my-app-10

application
endpoints

application
endpoints
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Verifying Contract operation with netcat - Stateful = No

| il

o1

ubuntu-01
192.168.150.21

ubuntu-01
192.168.150.21

permit-to-ubuntu-02

ubuntu-02

tcp

m tcp-src-any-dst-7070

\ 4

‘m tcp-src-any-dst-7070
i (Stateful: No)

——

# netcat -p [any] ubuntu-02 7070

# netcat -1 7070

\ 4

# netcat -p [any] ubuntu-02 7070

v

# netcat -1 7071

# netcat -p 7070 ubuntu-01 5000

# netcat -1 5000

# netcat -1 5000

# netcat -p 7071 ubuntu-01 5000

cisco Lz{/&/

ubuntu-02
192.168.151.21

ubuntu-02
192.168.151.21
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Verifying Contract Operation: EPG/ESG details

Y
G vrf-01

pcTag: 38

ubuntu-01
192.168.150.21

permit-to-ubuntu-02

»
»

pcTag: 5474

Endpoint Security Group Data:
Tenant

Application

ESg

VRF

Intra ESG Isolation

Consumed Contracts
Provided Contracts

Qos Class

Tag List

IP Selectors:
Name

loutput truncated

EIS R [N EF TR NeEl - ME:Mshow esg ubuntu-01 detail

: demo

: endpoint-matched-security-groups
: ubuntu-01

: vrf-01

: unenforced

Policy Tag 38

: permit-to-ubuntu-02

Consumed Contracts Interface :

: unspecified

Match Expression

ip=='192.168.150.21’

ubuntu-02

ubuntu-02
192.168.151.21

ISR [AE B[R Ll kE:Mshow esg ubuntu-02 detail

Endpoint Security Group Data:

Tenant

Application

ESg

VRF

Intra ESG Isolation

Policy Tag : 5474

Consumed Contracts

Qos Class
Tag List

IP Selectors:
Name

loutput truncated

: demo

: endpoint-matched-security-groups
: ubuntu-02

: vrf-01

: unenforced

: permit-to-ubuntu-02|
Consumed Contracts Interface :

¢ unspecified

Match Expression

ip=="192.168.151.21°

cisco M/

#CiscoLiveAPJC

BRKDCN-2984
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Veritying Contract Operation: Contract details

| il
a1

permit-to-ubuntu-02

»

I

ubuntu-02

ubuntu-02

ubuntu-01

192.168.150.21 192.168.151.21

Elh R AR MRk {eElkE:Mshow contract permit-to-ubuntu-02

Tenant Contract Type Qos Class Scope Subject Access-group Dir  Description
demo permit-to-ubuntu-02 ik unspecified g icmp icmp both
demo permit-to-ubuntu-02slaikkd unspecified tcp-src-any-dst-7070eleldy

aci-dev-@1-apic-0l#
Tenant : demo
Access-List :

e

cisco W- #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 162



Veritying Contract Operation: Drop details

Y
G vrf-01

pcTag: 38 pcTag: 5474

permit-to-ubuntu-02 =
I

ubuntu-02

»
»

ubuntu-02

ubuntu-01

Show ACL deny

192.168.150.21 192.168.151.21

VrfEncap
192.168.150.21  129.250.35.250 udp 38849 123 101 Ethernet1/31 \;)-(I:,;I:I-EHQ-;;;
192.168.150.21 23.94.219.146 udp 48979 123 101 Ethernetl/31 VXLAN:2129922
192.168.150.21 84.245.9.254 udp 39062 123 101 Ethernetl/31 VXLAN:2129922
192.168.150.21 149.210.142.45 udp 44073 123 101 Ethernetl/31 VXLAN:2129922
192.168.150.21 164.92.216.152 udp 50220 123 101 Ethernetl/31 VXLAN:2129922

SrclP DstIP | Protocol | SrcPort | h
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Verifying Contract operation with netcat - Stateful = Yes

| il
a1

permit-to-ubuntu-02

——

ubuntu-02
192.168.151.21

ubuntu-02

ubuntu-01
192.168.150.21

tcp

P tcp-src-any-dst-7070

\ 4
‘m tcp-src-any-dst-7070 J ‘

(Stateful: Yes)

ﬁ # netcat -p [any] ubuntu-02 7070 » # netcat -1 7070 ﬁ
# netcat -p [any] ubuntu-02 7070 » # netcat -1 7071
ubuntu-01 ubuntu-02
# netcat -1 5000 # netcat -p 7070 ubuntu-01 5000
192.168.150.21 192.168.151.21
# netcat -1 5000 # netcat -p 7071 ubuntu-01 5000
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Verifying Contracts with Syslog and ELAM

gra’yl@g Search  Streams  Alerts  Dashboards  Enterprise +  System ~ () ;g’u[  © 2
>
n - From: ALl Time Until: Now Select streams the search should include. Searches in all streams if empty v P Not updating ~
.
1 n message: "demo:vrf-@1" e Save [Jload &+Share =
N -
+ APIC (aci-dev-605)
Message Count clsco
q System Tenants Fabric Virtual Networking Admin Operations Apps
3,000,000
Installed Apps Faults
X
2,000,000
Apps ELAM Assistant
1,000,000
Oct 2021 Jan 2022 Apr 2022 Jul 2022 ELAM Assistant t with ELA

All Messages
timestamp 15

2023-06-03 00:25:32.930 +00:00
Jun 83 @1:25:32 BST aci-dev-81-leaf-1082

D_VLAN, Vlan-Id: 83, SMac: @x8@5856a122de,
it ent: 1

Timestamp
2023-06-03 00:25:32.930

Received by
Syslog UDP port 5140 on }* Oceff33a / syslog

Stored in index

graylog_3

Routed into streams
* All messages

: %LOG_LOCAL7-6-SYSTEM_MSG: [E4204936][transition] ||

DMac: ©x8822bdf819ff, SIP: 192.168.152.188, DIP

& 26ec0e20-01a5-11ee-ba3b-00505686785c

facility
local?

facility_num
23

level
6

message
Jun 83 81:25:32 BST aci-dev-81-leaf-182 : %L
CName: demo:vrf-81(VXLAN:2129922), VlanType:
DIP: 10.8.73.67, SPort: 38232, DPort: 6379, S

sequence_number
e

source
2023

CIsSCO

.&‘/

Last Login Ti

Capture (Perform ELAM)

th-demo-online-boutique

Status Node
- rodenion
- rodenioz

Destination Type

Direction

from downlink

from downlink

To SUP/CPU

Integrations

Downl

Source I/F

any

any

Forward Result

ELAM Parameters

Parameters

©)
©)

@ src ip
@ dstip
@ src ip
@ dstip

e @ @ O O QO

VxLAN (outer) header
192.168.150.100
192.168.156.155

192.168.150.100
192.168.156.155

SUP Redirect Reason (SUP code) NONE The packet was not sent to CPU.
Contract
Destination EPG pcTag (dclass) 0x1574 / 5492 (null)
Source EPG pcTag (sclass) 0x157A / 5498 (demo:ftdv-02-eth7-gig-0-4ctxvrf-01:gig-0-4:)
Contract was applied 1 (Contract was applied on this node)
me: 2023-06-04T20:19 U] Drﬂp ITC+01:00
Drop Code no drop
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-~
’ \\\
/ S
~
~
S
~

\~\
~

S
S
<

N
~ ~
Do N
~ AN
~
~ \
~
~
~\
~

S II
\\\\\ III
~ ~ “ - II
permit-to-ubuntu-02 ‘ permit-to-ubuntu-02 | -

| Filter Entry source port = port opened on
- the consumer EPG/ESG P -

B [ B

Filter Entry destination port = port opened on |
the provider EPG/ESG Esrc_m_dst_any

-

tcp-src-any-dst-7070

y A 4
src=any | dst=7070 ‘ src=7070 | dst=any

—
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Getting into the
weeds...!

) . . .re . . . .I 8
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Reversing the Filter ports - Stateful = No

Y-

permit-to-ubuntu-02

ubuntu-02

=
I

ubuntu-02
192.168.151.21

ubuntu-01

192.168.150.21 tcp

m tcp-src-22-dst-any

y

A
‘m tcp-src-22-dst-any
i (Stateful: No)

ﬁ # netcat -p 22 ubuntu-02 5000 » # netcat -1 5000
# netcat -1 22 # netcat -p [any] ubuntu-01 22
ubuntu-01 ubuntu-02
# netcat -1 5000 # netcat -p [any] ubuntu-01 5000
192.168.150.21 192.168.151.21
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Why would you want to reverse the Consumer
and Provider Filters...”?
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vzAny as a contract Provider

src_port = port open on the consumer EPG/ESG [ all [Ew
dsr_port = port open on the provider side EPG/ESG o

Requirement is to permit ssh from
“core-services” to all endpoints in any
given tenant i.e. tcp-src-any-dst-22

core-services

Name: permit-from-core-services
Subject: tcp

Filter: tcp-src-any-dst-22
Exported: Yes

ﬂ Tenant-01 ﬂ Tenant-02 ﬂ Tenant-03
w01 w01 w01

A 4 A 4 A 4
Name: permit-from-core-services Name: permit-from-core-services Name: permit-from-core-services
Subject: tcp Subject: tcp Subject: tcp
Filter:  tcp-src-any-dst-22 Filter: tcp-src-any-dst-22 Filter: tcp-src-any-dst-22
Imported: Yes Imported: Yes Imported: Yes
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vzAny as a contract Provider

src_port = port open on the consumer EPG/ESG

dsr_port = port open on the provider side EPG/ESG @hfdm

, Requirement is to permit ssh from
core-services « . ” . .
core-services” to all endpoints in any

given tenant i.e. tcp-src-any-dst-22
‘ permit-from-core-services

demo

> C» Quick Start

g ﬁ demo Policy
> [ Application vzAny cannot be a provider for
= i Shared Services

General

> [l Bridge Domains
B VRFs Properties 1
Y vrf-01
K Status [ X]
B Multicast
B Multicast IPv6 Error: 400 - vzAny is a provider for Contract uni/tn-demo/brc-permit-to-tn-demo, and the Contract is QoS Class ES

used as Shared Service. vzAny cannot be used as provider for Shared Services unless used in
. Bl Inter-VRF Leaked Routes for ESG combination with PBR Service Graph

& EPGIESG Collection for VRF

> [ L20uts

> [ L30uts

2 been found.
reate a new item.

VZITY |I I| VZITY

{ Use vzAny to allow  ~ ( Use vzAny to allow [ Use vzAny to allow [
SSH to all EPGS/ESGs | | SSHto all EPGS/ESGs | | SSHto all EPGS/ESGs |

cisco M/
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vzAny as a contract Consumer - Filters Reversed

src_port = port open on the consumer EPG/ESG

dsr_port = port open on the provider side EPG/ESG @hfdm

, Requirement is to permit ssh from
demo (D (_3] @ vzZAny

5 in any
C» Quick Start
Policy Operational jSt —_ 2 2
on Profiles General Subject Labels
——
roperti
Match Type: | AtleastOne
Provided Contracts:
Name Tenant Type QoS Class Match Type State
Consumed Contracts:
Name Tenant Type QoS Class State
Consume the
exported contract(s)
Contract Interfaces?
Name Tenant Type QoS Class State
permit-from-core-services demo Contract Interface Unspecified formed
permit-to-core-services demo Contract Interface Unspecified formed
| SSH to all EPGS/ESGs | | SSH to all EPGS/ESGs |

cisco W/
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Setting the scene...

Designing your Tenants...

Switching to Application Centric mode...
Working with ESGs...

Understanding ACI security...

External Connectivity...

Increasing Security...
Automation Blueprints...

Wrapping up...

cisco M/



Where should you place your L3outs...”?
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tenant “common”, “shared-services”, or in the
“workload/user” tenant...
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External Connectivity

ﬂ demo ﬂ shared-services ﬂ common

Q vrf-01 Q vrf-01

ﬂ subnet(s) ﬂ subnet(s)

Q common.vrf-01
ﬂ subnet(s) ﬂ subnet(s)

Network m VLAN m VLAN Network m VLAN m VLAN
Segments (Security isolation per (Security isolation per ﬂ demo Segments (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain) \ 4 Bridge Domain) Bridge Domain)
Q vrf-01
m‘ \{LAN . m V,LAN . ﬂ subnet(s) ﬂ subnet(s) m V.LAN ) m V.LAN 3
(Security isolation per (Security isolation per (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain) Bridge Domain) Bridge Domain)
Network E VLAN m VLAN
Segments (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain) ‘
i emo
(Optional) Security isolation across Bridge Domains VLAN VLAN
(Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)
Apps
(Optional) Security isolation across Bridge Domains

(Endpoints grouped by IP address*)

Apps

Dedicated VRFs and subnets for each

Tenant Wlth Dedlcated L3OUtS (Optional) Security isolation across Bridge Domains

Shared networking with isolated security

Dedicated VRFs and subnets for each
Tenant with Shared L3out

SN SN NSNS NN SN NSNS NSNS NSNS NN SN NSNS NN NN NN NN NN NSNS NN NN NN NN NN NN EEEEEEEEE,
P NN NN NN NN NSNS NN SN NSNS NSNS NSNS NSNS NSNS NN NN SN EE NS EEEEEEEEEEE

cisco /4 &_/
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What's .in 5 L30u_t...?

E External Device E E External Device E
' & ' A '

~ [l L3Outs

. v & shared-services.vrf-01-ospf-area-0.0.0.1

“ [l Logical Node Profiles

ﬂ shared-services

g vrf-e1

101/1/7
10.237.99.233/30

102/1/7
16.237.99.237/30 [Tt .

L
......
L

Switches, Router IDs, Loopback

E border-leafs

|

addresses, Static Routes

> [mm Configured Nodes

v [ Logical Interface Profiles

........... v B leaf-101-eth7

E OSPF Interface Profile

F o
vrf-01-ospf-area—0.0.0.1 [

Interfaces and Routing Protocols

v B leaf-102-eth7

vrf-01-all-ext-subnets

' CHCCIH I H P

IP Address: 0.0.0.0/0

Scope: External Subnets for the extEPG

»
s
s
et
s
s
et
s
wet®
s
s
wet®
s
----
s
wet®
s
s
wet®
s
s
et
s
s
et
=

E OSPF Interface Profile
v [ External EPGs

E all-external-subnets

E core-services-subnets

Subnet Classifier
E lab-desktops-subnets

> permit-to-online-boutique
(scope = vrf)
*arrows indicates direction of traffic flow i.e. from consumer to provider
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Option 1 - Dedicated L3out per Tenant

. i i ili 212
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Dedicated L3out

External Device
A

External Device
A

Y oere
T
e

101/1/7

102/1/7 advertise=yes, shared=no advertise=yes, shared=no
10.237.99.233/30 10.237.99.237/30

192.168.151.0_24

advertise=yes, shared=no

192.168.150.0_24

192.168.151.0_24 192.168.152.0_24

network-
segments

A

I
vrf-01-ospf-area—0.0.0.1

pcTag: 15
vrf-01-all-ext-subnets

IP Address

Scope

0.0.0.0/0 External Subnets fqQr the extEPG

permit-to-online-boutique
(scope = vrf)

»
>

*arrows indicate expected direction of connection i.e. from consumer to provider

cisco Lz{/&/
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External Classification

cisco Lz{/&/

IP Address: °
Subnet Address/mask

Name:

Route Control

Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.

] Export Route Control Subnet Aggregate Route Summarization Policy

[[] shared Route Control Subnet

Route Control Profile:

Name Direction

External EPG Classification

External EPG classifi to identify the external networks associated with this external EPG for policy enforcement (contracts).

External Subnets for External EPG
[ shared Security Import Subnet

+

» |P Address: identifies remote endpoints/subnets

» External Subnets for External EPG: allows packets to/from the L3out with a contract

#CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Option 2 - Shared L3out
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External Device

Shared I=_30u:t — RQute Leaking between VRFs (ESGs

External Device

Y oo

A A
ﬂ shared-services
vrf-e1
101/1/7 102/1/7
10.237.99.233/30 10.237.99.237/30

-

192.168.150.0_24

advertise=yes, shared=yes

n 192.168.151.0_24

advertise=yes, shared=yes

advertise=yes, shared=yes

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

UBY)
X
L C
o w
2 £
+ oo
v v
cwn

Route leak
between VRFs

vrf-01-ospf-area—0.0.0.1

online-boutique

pcTag: 5490

all-services

IP Address Scope

0.0.0.0/1 External Subnets for the extEPG

Cont

Shared Security Import Subnet -
permit-to-tn-demo-online-boutique permit-to-tn-demo-online-boutique
128.0.0.0/1 External Subnets for the extEPG | | (scope = global, exported = yes) (scope = global, exported = yes)
Shared Security Import Subnet

\ 4
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External Classification and Route Leaking

IP Address:

Subnet Address/mask

Name:

Route Control

Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.

O Export Route Control Subnet

[[] shared Route Control Subnet

Route Control Profile:

Name

External EPG Classification

External EPG classifk

External Subnets for External

to identify the external networks associated with this external EPG for policy enforcement (contracts).

EPG

Shared Security Import Subnet

Aggregate Route Summarization Policy

Direction

cisco Lz{/&/

IP Address: identifies remote endpoints/subnets, must match a received route for route leaking purposes
External Subnets for External EPG: allows packets to/from the L3out with a contract
Shared Security Import Subnet: is always required as it leaks the extEPG pcTag to the target VRF
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Shared L3out - Route Leaking between VRFs (ESGs

External Device External Device
/'y ' A

ﬂ shared-services demo
TN T
| vrf-ol | vrf-o1

] S
hared : p.168.151.0 24 n 192.168.152.0 24
shared-services
External Prefixes
C» Quick Start

v ﬁ shared-services “Tag:12674

EPG pcTag:5468

> [ Application Profiles

68.151.0_24 192.168.152.0_24
- [ Networking

> [ Bridge Domains Preﬁx to leak
ciscolive-07/vrf-01

- [ VRFs common/common.vrf-01

v &% vrf-01 0.0.0.0/0 Unspecified Unspecified demo/vrf-01

fgandola/vrf-01
. rwhitear/vrf-01 boutique
B Multicast ssharman/vrf-01

- IP Description Greater Tha

Target VRF(s)
Equal (Prefi

Target Tenants

[ Multicast IPv6

opmmyeagl  External Prefixes

EPG/BD Subnets
B EPG/BD =15 C» Quick Start
[ External Prefixes ) ﬁ A
& EPGIESG Collection for VRF . Bl Application Profiles
- [ Networking ~ P Description aw | 201t Aduerticemen Target VRF(s)
IP Address  Scope [ Bridge Domains Subnets to leak 192.168.150.0/24 Target Tenants shared-services/vif-01
0.0.0.0/1 External Subnets for the extEP 7 [l VRFs 192.168.151.0/24 True shared-services/vrf-01
Shared Security Import Subnet v & vrf-01
192.168.152.0/24 True shared-services/vrf-01
128.0.0.0/1  External Subnets for the extEP| i Multicast
Shared Security Import Subnet [ Multicast IPv6
~ [ Inter-VRF Leaked Routes for ESG
[ EPG/BD Subnets B 'd D X
q ' riage bomain 3
Classify the external subnets and share B External Prefixes Sg S
the extEPG pcTag between VRFs 5 EPGIESS Colction for VRF u
c I s c o M- #CiscoLiveAPJC  BRKDCN-2984 © 2024
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Getting into the
weeds...!

) . . .re . . . 21 9
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How does ACI Route Leaking work for EPGs...7
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External Classification and Route Leaking

IP Address:
Subnet Address/mask
Name:
Route Control
Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.
] Export Route Control Subnet Aggregate Route Summarization Policy
L T
Shared Route Control Subnet
+

Name

External EPG Classification

External EPG classifi to identify the external networks associated with this external EPG for policy enforcement (contracts).

External Subnets for External EPG
Shared Security Import Subnet

» |P Address: identifies remote endpoints/subnets, must match a received route for route leaking purposes
» External Subnets for External EPG: allows packets to/from the L3out with a contract
» Shared Security Import Subnet: is always required as it leaks the extEPG pcTag to the target VRF

» Shared Route Control Subnet: not required when route leaking is configured under the VRF
» Aggregate Shared Routes: creates a prefix-list to aggregate routes
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EPG Route Leaking - L3out is the Provider

External Device E E External Device
/'y ' A

ﬂ shared-services ﬂ demo
=T
N -0 o1

192.168.150.0_24 192.168.151.0_24

101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes| |advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30

H
o

EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

vrf-01-ospf-area—0.0.0.1

network-segments

Route leak
between VRFs

e ) D ag 4

ext-subnet-10.237.96.16
C HCCIMH I P

IP Address Scope ““_,..--

10.237.96.16/28 External Subnets for the extEPG
Shared Security Import Subnet permit-to-10.237.96.16 permit-to-10.237.96.16 <
Shared Route Control Subnet (scope = global, exported = yes) (scope = global, exported = yes)
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EPG Route Leaking - L3out is the Consumer

External Device E E External Device
/'y ' A

ﬂ shared-services ﬂ demo
=T
N -0 o1

192.168.150.0_24 192.168.151.0_24

101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes| |advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30

H
o

EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

IP subnet list
advertise=yes, shared=yes
Sub Cont = no Def SVI GW

vrf-01-ospf-area—0.0.0.1

network-segments

Route leak
between VRFs

ext-subnet-10.237.96.16
CHcaH T H _

e ) D ag 4

IP Address Scope L.--""" ""'-.,.’

10.237.96.16/28 External Subnets for the extEPG
Shared Security Import Subnet permit-to-10.237.96.16 > permit-to-10.237.96.16
Shared Route Control Subnet (scope = global, exported = yes) (scope = global, exported = yes)
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“Shared Route Control Subnet” must match a received route

External Device E E External Device
/'y ' A

ﬂ shared-services ﬂ demo
T ——
==

192.168.151.0_24

101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes| |advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30

192.168.150.0_24

H
o

EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

vrf-01-ospf-area—0.0.0.1

network-segments

Route leak
between VRFs

e ) D ag 4

all-external-subnets
C HCCIMH I P

anunn®® """"--.,

IP Address Scope “‘,.-- "
0.0.0.0/1 External Subnets for the extEPG
Shared security Import Subnet permit-to-all-external-subnets permit-to-all-external-subnets [%
Shared Route Control Subnet (scope = global, exported = yes) (scope = global, exported = yes)

128.0.0.0/1 External Subnets for the extEPG
Shared Security Import Subnet
Shared Route Control Subnet
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Leaking all recelved routes

External Device

External Device

A A
ﬂ shared-services
vrf-e1
101/1/7 102/1/7
10.237.99.233/30 10.237.99.237/30

vrf-01-ospf-area—0.0.0.1

C

D ag 4

all-external-subnets

CCIM I P

IP Address

0.0.0.0/1

128.0.0.0/1

Scope

External Subnets for the extEPG
Shared Security Import Subnet
Shared Route Control Subnet
Aggregate Shared

External Subnets for the extEPG
Shared Security Import Subnet
Shared Route Control Subnet
Aggregate Shared

us
.
.®

*

T

@ vrf-o1

H
o

192.168.150.0_24

advertise=yes, shared=yes

192.168.151.0_24

advertise=yes, shared=yes

advertise=yes, shared=yes

EPG pcTag:10968

192.168.150.0_24

network-segments

EPG pcTag:12674

192.168.151.0_24

EPG pcTag:5468

192.168.152.0_24

Route leak

between VRFs

permit-to-all-external-subnets
(scope = global, exported = yes)

.
------...._...
na,
"

‘4

CIscoO

.&/

#HCiscoLiveAPJC

permit-to-all-external-subnets
(scope = global, exported = yes)

BRKDCN-2984
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Leaking a d:efault= route

External Device | i External Device
/'y ' A

ﬂ shared-services ﬂ demo
192.168.150.0_24 192.168.151.0_24 ﬂ 192.168.152.0_24
101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes| |advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30
EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

vrf-01-ospf-area—0.0.0.1

network-segments

Route leak
between VRFs

e ) D ag 4

all-external-subnets

C HCCIMH I P
IP Address  Scope Tt ......."A
0.0.0.0/0 Shared Route Control Subnet
on

0.0.0.0/1 External Subnets for the extEPG permit-to-all-external-subnets permit-to-all-external-subnets [%

Shared Security Import Subnet (scope = global, exported = yes) (scope = global, exported = yes)
128.0.0.0/1  External Subnets for the extEPG

Shared Security Import Subnet
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Why are we classitying with 0.0.0.0/1 and
128.0.0.0/1...7
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Non dedicated border Leafs

Hyperflex nodes UCS C series servers
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External Device i :
A 4

aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

=
. “
‘0
shared-services 03

.

.

. 03
.
s

* vy
Q vrf-01 (2129920) N

101/1/7
10.237.99.233/30

102/1/7
10.237.99.237/30

| KN ]

IP Address: 0.0.0.0/0

.
N,
‘.
.
e
L
.
Ya,
»
e,
tea,,
“a,

between VRFs

Ya,
g
"
-
"
»
"
Teaa,
L
L
L
"
L1y
o

! l demo !

loutput truncated

W vrf-e1 (2555904) T

Default route via shared-
services:vrf-01

Ik T T shared-services.vrf-01-all-ext-subnets (soifamTE MriEEes)
(Etope.f,global, imported = yes)
T ;iii III iii
Route leak

—

o

. D ssharman
“a

ay
e,
St raay,

vrs 81" (30472426)

Traffic routed via the external
network allows communication
between workloads in different

Tenants despite no routes or

contracts in place

Scope: External Subnets for the extEPG
Shared Route Control Subnet

Shared Security Import Subnet

shared-services.vrf-01-all-ext-subnets
(scope = global, exported = yes)

e, R >
!

shared-services.vrf-01-all-ext-subnets

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234, ethl/7, . ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1, . static, tag 4294967292, rwVnid: vxlan-2555904
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1, . static, tag 4294967292, rwVnid: vxlan-3047426

cisco M/

to Tenant subnets via overlay-1

Default route to external network. Routes

(scope = global, imported = yes) (software updates)
|
aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01
Node 101 (aci-dev-01-leaf-101)
0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7, . rwVnid: vxlan-2129920
!
loutput truncated -
P ————" Default route via shared-
1 services:vrf-01
#CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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External Device

aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

10.237.99.233/30 °

A 4
.
4 .
. “
s
D shared-services '-‘ %,
“ .0.
¥ vy
Q vrf-01 (2129920) ‘e
» .'
. ‘e,
* o,
e Te,
., .....
101/1/7 ‘e, 102/1/7 “tea.,
........
L

| KN

10.237.99.237/30

IP Address: 0.0.0.0/0

Scope:

External Subnets for the extEPG
Shared Route Control Subnet
Shared Security Import Subnet

Ya,
g
"
-
"
»
"
Teaa,
L
L
L
"
L1y
o

Y oo
W vrf-e1 (2555904)

!
loutput truncated

Ll
oe

.F: permit-to-tn-demo

(5cope..=, global, exported

= yes)

(software updates)

..... el

Route leak
between VRFs

—

Default route via shared-
services:vrf-01

. D ssharman
..

permit-to-tn-demo

ay
e,
St raay,

vrs 81" (30472426)

s B

(scope = global, imported = yes)
permit-to-tn-ssharman
(scope = global, imported = yes)

.
>

permit-to-tn-ssharman
(scope = global, exported

= yes)

(software updates)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

¥

Traffic routed via the external
network allows communication
between workloads in different

Tenants despite no routes or

contracts in place

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234, ethl/7,
*via 10.1.176.66%overlay-1,

. static

. ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive
. static, tag 4294967292, rwVnid: vxlan-2555904
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1,

cisco M/

tag 4294967292, rwVnid: vxlan-3047426

Default route to external network. Routes
to Tenant subnets via overlay-1

#CiscoLiveAPJC

BRKDCN-2984

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

!
loutput truncated

=
L

Default route via shared-
services:vrf-01
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Recommendation

Do not use 0.0.0.0/0 in route leaking design...!
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Setting the scene...
Designing your Tenants...
Switching to Application Centric mode...
Working with ESGs...
Understanding ACI security...

External Connectivity...

Increasing Security...

Automation Blueprints...

Wrapping up...

cisco M/




Where should you place your L4-7 devices...”?

Do you want to use Layer 2 or Layer 3 redirects for
service insertion...”?
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tenant “common”, “shared-services”, or in the
“workload/user” tenant...
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Virtual firewall deployment

dsco APIC

System Tenants Fabric Virtual Networking

ALL TENANTS | AddTenant | Tenant Search: [EIEReIgelEElel
shared-services

I C» Quick Start
ﬁ shared-services
B Application Profiles
= Networking
= Contracts
[ Policies
= Services
= L4-L7
[ Service Graph Templates
& Router configurations
[ Devices
Bl ftdv-01-eth5-gig-0-2
Bl ftdv-01-eth6-gig-0-3
Bl ftdv-01-eth7-gig-0-4
Bl ftdv-02-eth5-gig-0-2
Bl ftdv-02-eth6-gig-0-3
B ftdv-02-eth7-gig-0-4
B ftav-03-eths-gig-0-2
B ftav-03-eth6-gig-0-3
Bl ftdv-03-eth7-gig-0-4
Bl ftdv-04-eth5-gig-0-2
Bl ftdv-04-eth6-gig-0-3
E ftdv-04-eth7-gig-0-4
[ Imported Devices
[ Devices Selection Policies
[ Deployed Graph Instances
[ DNS Server Groups (Beta)

ﬂ shared-services

i

ftdv-04-eth5-gig-0-2
vrf: ciscolive

— —

\ 4

A 4

ftdv-04

4

25

ftdv-04-eth6-gig-0-3
vrf: ssharman

ZE

ftdv-04-eth7-gig-0-4
vrf: demo

D ciscolive

|

ZE

ftdv-04-eth5-gig-0-2
vrf: ciscolive

Imported firewall

|l P

EEs

ftdv-04-eth7-gig-0-4
vrf: demo

VRF aware firewalls defined in “shared-
services” and exported to “user” tenants

Benefits of virtual firewall / IPS
* One or more virtual firewalls exported to “user” tenants as required
« Virtual firewalls used for targeted service insertion
* Firewall throughput matches application requirements

Imported firewall

dl AP

System Tenants Fabric Virtual Networking

ALL TENANTS | AddTenant | Tenant Search: [EllEReIge L

demo

I C» Quick Start

: ﬁ demao

ion Profiles

Graph Templates

figurations

-04-eth7-gig-0-4

ver Groups (Beta)

* Firewall ruleset reduced to application requirements
«  Firewall security group members pushed/pulled from APIC (where available)

[ Identity Server Groups (Beta)

B Security

cisco W/

#CiscoLiveAPJC
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ACI| Endpoint Update App (optional

https://dcappcenter.cisco.com/aci-endpoint-update.html

afra)r,
Cisco

APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Downloads

Installed Apps | Faults |

Apps

ELAM Assistant & ACI Endpoint q Nexus Insights Cloud
by Cisce ¥l |Update Connector

Help you perform ELAM(Embedded
Logic Analyzer Module) on ACI nodes
to capture a single packet at a time and
analyze where the packet goes.

Pughes dynamic endpoint information
frofh APIC to Secure Firewall ASA and
Sedure Firewall Management Center

Nexus Insights Cloud Connector (3.x or
higher) implements Direct Streaming
and Nexus Cloud capable telemetry
functionality. These services perform

backend functions only and do not have

LT [T Y —

m D FJT‘E\{V8|J\'E\i|Lalr1ﬂa‘{}“elrﬂtimt Center Overview Analysis Policies Devices Objects Integration ~ Deploy ~Q °€D $# @ ssharmanv vl sEcuRs
Oo Qo ' ' —

AAA Server Dynamic Objects @ demo x
Access List
Address Pools Name Description Number of Mapped IPs
Application Filters APIC_DEMO_EPG-MATCHED-SECURITY-GROUPS_ESG-... 3 A
AS Path APIC_DEMO_NETWORK-SEGMENTS_192.168.150.0_24 1 A K
Cipher Suite List APIC_DEMO_NETWORK-SEGMENTS_192.168.151.0_24 1 A K
Sy sk APIC_DEMO_NETWORK-SEGMENTS_192,168.152,0_24 1 ol

Distinguished Name

DNS Server Group

External Attributes

Dynamic Object

Security Group Tag
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Setting up PBR to a one arm attached firewall...
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Redirect applied to all Filters under the Subject...

ubuntu-02
192.168.151.21

ubuntu-01
192.168.150.21

permit-to-cart-svc

redirect

tcp-src-any-dst-80 tcp-src-any-dst-80

4>P tcp-src-any-dst-443 =m tcp-src-any-dst-443 [

Service Graph
Redirect

-+

-+

IP: 6.6.6.11
MAC: 00:50:56:al:ac:90
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Setting up PBR to a two arm attached firewall...
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Two arm service graph - L2

sut® got®
“--‘ .® .,.. v,
o** o** . te,
. . .
N4 o* ., R
. . . .

* ** * *
Q ° . -
~ - . .

0” e
Q *
Q [y
ftd-4112-cluster .

0008.E3D4.E5F6

3

9 BVI pseudo-IP * —p

Port-channel-10 Port-channel-30

No IP address

No iP address

Service;:Graph Ser'vic“fe Graph
Constimer Provider
Bridge :Domain H

permit-to-cart-svc
\ 4
mr‘edir‘ect =P tcp-src-any-dst-80 =m tcp-src-any-dst-80
4’” tcp-src-any-dst-443 =m tcp-src-any-dst-443
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Do not use Two Arm with L3 redirect...
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Two arm service graph - L3 Cons to Prov

> show route

Codes: L - local, C - connected, S bile, B - BGP

<output truncated>
Gateway of last resort is not set

ftd-4112-cluster C
L

6.6.6.0 255.255.255.0 is directly connected, Port-channell@-vlan-12
6.6.6.10 255.255.255.255
is directly connected, Port-channell@-vlan-12
I8 C 7.7.0 255.255.255.0 is directly connected, Port-Cannel30-vlan-13
7

7.7.7.
7.7.7.10 255.255.255.255 is directly connected, Port-Cannel3@-vlan-13

ServiceiGraph Servié? Graph
Constimer Provider
Bridge :Domain H

m redirect
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tcp-src-any-dst-443 > tcp-src-any-dst-443

tcp-src-any-dst-80 =m tcp-src-any-dst-80
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Two arm service graph - L3 Prov to Cons

ftd-4112-cluster

> show route

Codes: L - local, C - connected, S bile, B - BGP

<output truncated>
Gateway of last resort is not set
C @ 255.255.255.0 is directly connected, Port-channell®-vlan-12

6.6.6.
L 6.6.6.10 255.255.255.255
is directly connected, Port-channell@-vlan-12
7
7

C

@ 255.255.255.0 is directly connected, Port-Cannel3@-vlan-13

7.7.7.
7.7.7.10 255.255.255.255 is directly connected, Port-Cannel3@-vlan-13

Serviéf Graph
Provider

ServiceiGraph
Constimer
Bridge :Domain

m redirect

cisco Lz{/&/

tcp-src-any-dst-80

4’” tcp-src-any-dst-443
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Layer 2 vs Layer 3 firewall insertion

Layer 2 - two arm attached - Layer 3 - one arm attached
. Transparent IPS mode . Simple “default” routing

. Slightly higher throughput . Easier installation method

.- No routing . Used by more than 95% of customers
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Using Service Graphs for Security Enforcement
and/or Application Dependency Mapping...
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namic Endp

External Device

oint Updates

External Device

'
3
.
.
.
.
.
.

=)
.llIl]lIlIl"

PETTTTITTIITTN
T TT
.0

FMC EPU

mann,

Canamannnans®

CIscoO

Cennnnnnnnans® Cennnnnnnnans® cart Redis cache TCP 6379
A A
ﬂ shared-services checkout cart TCP 7@70
S TCP 7000
=T ) Y\ N currency
- vrf-e1 email TCP 5000
IP Address: ?;3‘2‘2’3 . payment TCP 50051
-0.0.9/ product catalog TCP 355e
Scope: External Subnets for the extEPG shipping TCP 58051
Shared Security Import Subnet frontend adservice TCP 9555
cart TCP 707€
C HccT | P | checkout TCP 5058
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
Route leak shipping TCP 50051
Y between VRFs outside frontend TCP 80/8080
demo
vrf-01 v recommendation product catalog TCP 355e
n online-boutique v
J
Name: permit-to-online-boutique-frontend-services
Scope: global
Exported: yes (to shared-services) ﬁ
-
1 Subject: tep
1 Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
: Stateful: no
1 Filter: tcp-src-any-dst-80 ‘
1 tcp-src-any-dst-8080
1 E
1 H
1 H Name: permit-to-online-boutique-backend-services
1 7 Scope: global
1 H Exported: no
1 i____________________________________________.!_________.._______________________.
: 1 Subject: permit-any
1 1 Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
1 \ 4 Stateful: no
: 6.6.6.0_24 Cont Filter: permit-any
1 A Name: intra-esg-online-boutique-backend-services
L Service Graph € —mm e Scope:  vrf
Redirect 1 Exported: no
Subject: permit-any
Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
Stateful: no
Filter: permit-any
>, L.
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Targeted Flow Analysis g |

External Device

External Device

A : A .‘uuuuu-.“ F .
ﬂ shared-services E E E
vrf-01 A g i :
IP Address: 0.0.0.0/1 FMC '.' ',’ EPU ’.'
128.0.0.0/1 nnans censnnananas
Scope: External Subnets for the extEPG
Shared Security Import Subnet
€ HcCT [ P |
. Syslog
Route leak s
between VRFs =
v 7
g n online-boutique L

ESG

y
ﬂ_
frontend-service

permit-to-online-boutique-frontend-services
Scope: global
Exported: yes (to shared-services)

-
: Subject: tep

1 Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4 : s
1 Stateful: no s

: Filter: tcp-src-any-dst-80 H ‘

1

Name: permit-to-online-boutique-backend-services
Scope: global
Exported: no

CIscoO

#HCiscoLiveAPJC

BRKDCN-2984

Subject: permit-any
: 1 Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
1 A 4 Stateful: no
1 6.6.6.0_24 Come Filter: permit-any
: A Name: intra-esg-online-boutique-backend-services
i Service Graph € —mm e Scope:  vrf
Redirect [ Exported: no

Subject: permit-any

Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4

Stateful: no

Filter: permit-any

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Targeted Flow Analysis and Enforcement

External Device External Device Y
i i JRELIICLIE Jaelcsce.
ﬂ shared-services E E E
e B H :
g vrf-o1 A E : H
: : : EPU :

.

IP Address: 0.0.0.0/1
128.0.0.0/1

ACETTTTTTTTTES

Scope: External Subnets for the extEPG
Shared Security Import Subnet

C HcciH 1T HP]

Route leak - Cisco Secu:e Workload SysAIog

between VRFs o

Name: permit-to-online-boutique-frontend-services

Scope: global B

Exported: yes (to shared-services) B ﬁ : |
[ —— H J 3
: Subject: tep B i
1 Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4 : o
1 Stateful: no s s
: Filter: tcp-src-any-dst-80 : $ ‘
1

Name: permit-to-online-boutique-backend-services
Scope: global
Exported: no

Subject: permit-any
: Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
1 Stateful: no
1 6.6.6.0_24 Come Filter: permit-any
: A Name: intra-esg-online-boutique-backend-services
i Service Graph € —mm e Scope:  vrf
Redirect [ Exported: no
Subject: permit-any
Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
Stateful: no
Filter: permit-any

CIscoO
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Tightening
Security...




Step 1: Assign Endpoints to the “correct” ESG...
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Assign endpoints by Tagging the endpoints to the
correct group...

Y e
e vrr-on

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

192.168.150.0_24

192.168.151.0_24
dynamic (P,S) vlans

dynamic (P,S) vlans

192.168.152.0_24

0.0.0.0/1
dynamic (P,S) vlans

Network-
segments

128.0.0.0/1

n epg-matched-esg

network-segments

permit-to-all-applications

application-01

I
application-02

=SB all-services

cisco / &_/
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Step 2: Decide how to tighten security...
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Security

Application security options...

--------------------------------------------------------------------------------------------------------------- CiSCO Secure CECTLELE L L LS
Workload

N
Split apps into discreet
Tenants/VRFs - repeat )

B — s
B = e, e
T R B
[ Smoocrasne o) | qummm | Jreeniizove |
DR | e | Conet e deecioncr
B e [rormicnonone |

Open contracts — Which applications can
[ between applications ] [ communicate?

OPEN CONMTACIS IO | ... teeteeteeeseessseessessses s s sse s s e s ses s s eS8 eSS4 e 5828 AR E4eeEeEER e ER e R bbb
vzAny

CISCo W‘/ Application Knowledge
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Remember this from a little earlier...
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permit any/any

ubuntu-01
192.168.150.21

permit-any

iiii
cart-svc

ubuntu-02
192.168.151.21

—bm permit-any

4>P permit-any

4’@ unspecified

ﬁ # netcat -p [any] ubuntu-02 [any]

ubuntu-01
192.168.150.21

A

# netcat -1 [any]

cisco W/

#HCiscoLiveAPJC

» # netcat -1 [any] | ﬁ

ubuntu-02
192.168.151.21

# netcat -p [any] ubuntu-01 [any] |

BRKDCN-2984
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permit any/any with vzAny

Y-

permit-to-frontend-svc |permit-src-any-dst-any

ubuntu-01
192.168.150.21

permit-src-any-dst-any

permit-src-any-dst-any

| A11 extEPGs

All EPGs

All ESGs

.
N,
.
LN
LN
'''''''
'''''
''''''
.
......
N,
L

LN
.
.
.
.
i
"
-----

"
"
------
.
........

any external any EPG

any ESG
device attached device attached device

cisco M/
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Y o

-
-1

application-01
application-02

| permit-to-all-applications

application-03

application-04

application-05

/

| permit-to-application-05 B

vzAny permit-to-all-applications
(all EPGs/ESGs/extEPGs)

permit-src-any-dst-any

application-01

vzAny with permit-src-any-dst-any allows
bi-directional communication on any port
between all applications

vzAny permit-to-all-applications
(all EPGs/ESGs/extEPGs)

permit-src-any-dst-any

application-02

vzAny with permit-src-any-dst-any allows
bi-directional communication on any port
between all applications

application-04 permit-to-application-03

permit-src-any-dst-any

application-03

Bi-directional communication on any port
between application-04 and application-03

application-03 permit-to-application-04
application-05

permit-tcp-src-any-dst-443

application-04

Communication from application-03 and
application-05

application-04 permit-to-application-05

and intra application flows)

permit-src-any-dst-any

application-05

Bi-directional communication on any port
via firewall between application-04 and
application-05

(Service graph to FTD for inter
cisco M/
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Let’s tighten the contract to our online-boutique
application...
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Tighten access to our online-boutique application...

External Device

External Device

A A
ﬂ shared-services
- vrf-01 A 4 A 4
IP Address: 0.0.0.0/1
128.0.0.0/1 . : N
Name: permit-to-tn-demo-online-boutique
Scope: External Subnets for the extEPG Imported: yes (from demo)
Shared Route Control Subnet* > .
Shared Security Import Subnet 7| subject: tcp
Stateful: yes
Filter: tcp-src-any-dst-80
tcp-src-any-dst-8080

| i

.

Name: permit-to-core-services
Imported: yes (from shared-services)

Name:

Subject: udp
Stateful: no
udp-src-any-dst-53
udp-src-any-dst-123

Subject: tcp
Stateful: no

Filter: Filter:

permit-from-core-services
Imported: yes (from shared-services)

tcp-src-22-dst-any

A

Route leak
between VRFs

network-segments

Name:
Exported:

\ 4

Subject: tcp
Stateful: yes
Filter:

tcp-src-any-dst-80
tcp-src-any-dst-8080

permit-to-tn-demo-online-boutique
yes (to shared-services)

Network-
segments

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.151.0_24

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

CIscoO

.&/

#HCiscoLiveAPJC

BRKDCN-2984

online-boutique

=B all-services

—_— = m_— S == == = =

T

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 5000
payment TCP 58051
product catalog TCP 3550
shipping TCP 500851
frontend adservice TCP 9555
cart TCP 7078
checkout TCP 5858
currency TCP 7000
product catalog TCP 3558
recommendation TCP 8688
shipping TCP 580851
outside frontend TCP 80/8080
recommendation product catalog 3558
k4
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Setting the scene...

Designing your Tenants...

Switching to Application Centric mode...
Working with ESGs...

Understanding ACI security...

External Connectivity...

Increasing Security...

Automation Blueprints...

Wrapping up...

cisco M/




Application tiers across subnets
Application Centric Blueprint #1 - ESG “wrapper” for all services B

cart Redis cache TCP 6379
Y eno
| checkout cart TCP 7070
- currency TCP 7000
g vrf-e1 email TCP 5008
. payment TCP 50851
Consumers H product catalog TCP 3550
. o : shipping TCP 50851
Single security zone for
q q O : cart TCP 7070
all application services checkout T sose
: currency TCP 7000

product catalog TCP 3558

1i bouti recommendation TCP 8080
online-boutique C -CCI -I ) shipping TCP 50051

SEB all-services \ outside frontend TCP 80/8080

[ frontend ]

shipping [

recommendation product catalog TCP 3550

payment

7,
e,
v

currency
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Application tiers across subnets

Application Centric Blueprint #2 - Intra ESG Isolation B
ﬂ demo cart Redis cache TCP 6379

checkout cart TCP 7070

_ currency TCP 7000

Q vrf-e1 email TCP 5008

Consumer\s . payment TCP 56851

: . product catalog TCP 3558

0 0 o H Flrewall/IPS shipping TCP 50051

Single isolated security zone preg—— > frontend adservice

. . - H : cart TCP 7070

for all application services \ checkaut 100 sase

: : currency TCP 70008

H H product catalog TCP 3550

s s recommendation TCP 8088

online-boutique C cCI P shipping TCP 56851
all-services \ outside frontend TCP 88/8080

Intra ESG contract with :
recommendation product catalog TCP 3558

[ frontend ] Service Graph redirect

to Firewall/IPS

Protect against application
vulnerabilities such as Log4j

~

shipping

[ payment

N
] [ currency
7
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Application tiers across subnets

Application Centric Blueprint #3 - Dedicated AP/ESG for backend database

Y oo

[ frontend ]

cart
| checkout
g vrf-e1
Consumers
: frontend
d P

I35 all-services outside

recommendation

shipping ................ | email
§ e T A .
[ payment
[ product catalog ] [ cart ] [ currency

Redis cache

cart

currency

email

payment

product catalog
shipping
adservice

cart

checkout
currency
product catalog
recommendation
shipping

frontend

product catalog

n databases

ESG

redis

and ESG (with contract)
database services

Dedicated Application Profile

for

cisco M/
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TCP 6379

TCP 7070
TCP 7000
TCP 5eee
TCP 56851
TCP 3550
TCP 50051

TCP 9555
TCP 7070
TCP 5050
TCP 7008
TCP 3558
TCP 8088
TCP 50851

TCP 80/8e80

TCP 3558
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Application tiers across subnets

Application Centric Blueprint #4 - Inbound firewall/IPS + backend contract B

cart Redis cache TCP 6379
Y e
| checkout cart TCP 7070
i i _ currency TCP 7000
vré-en email TCP 5008
t TCP 50851
Consumer\s ............. . paymen

H . product catalog TCP 3558
H > ‘E‘t‘ﬁ Inbound firewall/IPS Phipping TCp se851

v e— — .

H frontend adservice TCP 9555

H cart TCP 7070

H checkout TCP 5050

: currency TCP 7000

: product catalog TCP 3558

online-boutique recommendation TCP 8086
- C [ shipping TCP 50051

3 all-services : - ot :
{ Inbound Firewall between ] o frontend P sefsmen

recommendation product catalog TCP 3550

Consumers and Application

[ frontend

lIIEHHHHHHHIIl
shipping .,

] [ cart ] [ currency

CHeccaHIH P

n databases

S redis

_ Dedicated Application Profile
and ESG (with contract) for

database services
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Application tiers across subnets

Application Centric Blueprint #5 - Inbound firewall/IPS + backend firewall/IPS

Y oo

Consumers and Application

cart
| checkout
g vrf-e1
(:()r1 SUmMenrs e .
H Inbound firewall
LA » — — e ., \ frontend
online-boutique C P
I35 all-services . outside
Inbound Firewall between
recommendation

[ frontend ]

lIIEHHHHHHHIIl
shipping )

payment

T,
o,
v

currency

Redis cache

cart

currency

email

payment

product catalog
shipping
adservice

cart

checkout
currency
product catalog
recommendation
shipping

frontend

product catalog

n databases

S redis

Database firewall

Backend Firewall between
Application and Database

cisco M/
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TCP 6379

TCP 7070
TCP 7000
TCP 5eee
TCP 56851
TCP 3550
TCP 50051

TCP 9555
TCP 7070
TCP 5050
TCP 7008
TCP 3558
TCP 8088
TCP 50851

TCP 80/8e80

TCP 3558
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Application tiers across subnets

Application Centric Blueprint # - ESG per application tier

ﬂ cart Redis cache TCP 6379
demo
checkout cart TCP 7070
<=E= currency TCP 7000
vrf-e1
- email TCP 5000
payment TCP 50851
Consumers product catalog TCP 3558
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog  TCP 355@
Tine-bouti recommendation TCP 8086
online-boutique shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

product
catalogue

cisco / &_/
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Application tiers across subnets

Application Centric Blueprint #7 - Dedicated AP/ESG for backend database

cart

| il P

Redis cache

TCP

6379

-
N -1

Consumers

online-boutique

product
catalogue

checkout cart TCP 7070
currency TCP 7000
email TCP 5000
payment TCP 50851
product catalog TCP 3558
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 70008
product catalog  TCP 355@
recommendation TCP 8088
shipping TCP 50851
outside frontend TCP 80/8080
recommendation product catalog TCP 3558

databases

asco Laye/

#CiscoLiveAPJC  BRKDCN-2984
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Application tiers across subnets

Application Centric Blueprint #8 - ESG per application tier + frontend firewall/IPS

| il P

-
-0

Consumers
Frontend firewall/IPS

online-boutique

product
catalogue

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 5000
payment TCP 50851
product catalog TCP 3558
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 70008
product catalog  TCP 355@
recommendation TCP 8088
shipping TCP 50851
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

“ databases

asco Laye/
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Application tiers across subnets

Application Centric Blueprint #9 - ESG per application tier + frontend firewall/IPS + backend firewall/IPS e

CIscoO

| il P

product
catalogue

cart Redis cache TCP 6379
checkout cart TCP 7070
<= _ currency TCP 7600
- vrf-e1 email TCP 5000
it TCP 5ee51
consumenrs e - paymen
: . product catalog TCP 3558
Inbound firewall Phipping Tep seesi
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog  TCP 355@
Tine-bouti recommendation TCP 8086
online-boutique shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

databases

Database firewall
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Application tiers across subnets

Application Centric Blueprint #10 - ESG per application tier + frontend, backend, and payment firewall/IPS

| il P

product
catalogue

cart Redis cache TCP 6379
checkout cart TCP 7070
- - currency TCP 7008
- vrf-e1 email TCP 5000
it TCP 5ee51
Consumers e paynen
. product catalog TCP 3558
Inbound firewall Phipping Tep seesi
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog  TCP 355@
Tine-bouti recommendation TCP 8086
online-boutique shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

n databases

Database firewall

CIscoO
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The ultimate aim is to provide a fully consumable
fabric where resources are automated on
demand...
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Example Internal Private Cloud Design - shared subnet(s

External Device External Device
s ' 'y

common.vrf-01

shared-services

IP Address: 0.0.0.0/1
128.0.0.0/1

Route leak
between VRFs

Name: 10.1.0.0_16
Gateway: 10.1.0.1/16
Shared Between VRFs: Yes
Advertise Externally: Yes

Scope: External Subnets for the extEPG
Shared Route Control Subnet*
Shared Security Import Subnet

permit-to-core-services permit-from-core-services
(exported from shared-services)| |(exported from shared-services)} | i permit-to-tn-demo-application-1
A (exported to shared-services)

network-segments

PG

""" permit-to-tn-demo-application-2
(exported to shared-services)

""" permit-to-tn-demo-application-3
(exported to shared-services)
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Example Internal Private Cloud Design - Auto Cleanup
Isolation

External Device External Device
s ' 'y

common.vrf-01

shared-services

IP Address: 0.0.0.0/1
128.0.0.0/1

Route leak
between VRFs

Name: 10.1.0.0_16
Gateway: 10.1.0.1/16
Shared Between VRFs: Yes
Advertise Externally: Yes

Scope: External Subnets for the extEPG
Shared Route Control Subnet*
Shared Security Import Subnet

permit-to-core-services permit-from-core-services
(exported from shared-services) (exported from shared-services)} | permit-to-tn-demo-application-1 - i
A (exported to shared-services)

network-segments

PG

""" permit-to-tn-demo-application-2
(exported to shared-services)

""" permit-to-tn-demo-application-3
(exported to shared-services)
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Setting the scene...

Designing your Tenants...

Switching to Application Centric mode...
Working with ESGs...

Understanding ACI security...

External Connectivity...

Increasing Security...

Automation Blueprints...

Wrapping up...

cisco M/



Select one or more Design Patterns...

Carefully consider the use of:
- Tenant “common”

- Using a “shared services” tenant

- vZANny

- Dedicated border Leafs (recommended)
- Contract scopes

- External EPG with the classifier 0.0.0.0/0

CIsco M‘/ HCiscoLiveAPJC  BRKDCN-2984
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Benefits of Shared Service model...

- Looks and feels like a Public Cloud model of working

- Network team maintains control of North / South route peering
- Network team maintains control of Inter VRF route leaking

- Each Tenant can control their own CIDR range

- Each Tenant can control their own security rules

. Each Tenant can have private (non routable subnets)

- Security services can be easily inserted in the Tenants

- Do not use 0.0.0.0/0 as the extEPG classifier in a shared model

Ccisco M. #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 305



Implement ESG “wrappers”...

Wrapping applications into ESGs provides the following benefits

for both virtual and physical workloads:

- Improved application visibility
- Improved auditing capabilities
- Improved troubleshooting

- Intelligent service insertion

- Security tied applications rather than network segments

- Reduce the reliance on monolithic physical security devices

cisco W/
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Automation Considerations...

- A simple consumption model is everything

- Single API for all networking functions

- Application security requirements should be declared to the infrastructure

- Add virtual application firewalls to deployments if required

- Large physical monolithic firewalls are useful at network boundaries, however they should

only provide broad security rules

- Remove unnecessary overlay networks that add layers of complexity

cisco W/
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Getting started resources

Visual Studio Code with extensions
Yaml
Indent Rainbow
Hashi Terraform

https://netascode.cisco.com/solutions/aci/terraform/overview

https://developer.cisco.com/docs/nexus-as-code/introduction/

https://aithub.com/netascode/terraform-aci-nac-aci/tree/main

https://aithub.com/netascode/nac-aci-simple-example

https://aithub.com/netascode/nac-aci-comprehensive-example

https://qithub.com/spsharman/CiscolLive2024
https://aithub.com/spsharman/aci-prod

https://aithub.com/spsharman/aci-dev-01

https://tl10k.dev/cateqories/terraform/nexus-as-code-architecture
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https://netascode.cisco.com/solutions/aci/terraform/overview
https://developer.cisco.com/docs/nexus-as-code/introduction/
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https://github.com/netascode/nac-aci-simple-example
https://github.com/netascode/nac-aci-comprehensive-example
https://github.com/spsharman/CiscoLive2024
https://github.com/spsharman/aci-prod
https://github.com/spsharman/aci-dev-01
https://tl10k.dev/categories/terraform/nexus-as-code-architecture/

ESG Design Guide

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-aci-esg-design-guide.html?cachemode=refresh

Cisco ACI Endpoint Security Group (ESG) Design
Guide

Updated: May 25, 2023

Bias-Free Language Contact Cisco Vv

Goals of this document Q

@ save + Download el Print
Table of Contents —

Goals of this document Contents

Prerequisites Goals of this document

. Prerequisites
Terminology
Terminology

Introduction Introduction
Network-centric to Application... + Network-centric to Application-centric Migration Story: Pseudo Co
. Overview of Pseudo Company’s Cisco ACI Deployment

ESG Design Examples + pany ploy
Network Deployment

Appendix: Cisco ACI| Tenant D... + o

Reference Application

FAQ Endpoint Group vs Endpoint Security Group
See Also Design Blueprint-Single ESG per Application

Migration Steps

Step 1: Implement a single ESG for open communication between subnets (EPG selectors)

Ccisco L‘V&. #CiscoLiveAPJC  BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 309



Now available on dCloud

https://dcloud2-sjc.cisco.com/content/demo/333928?returnPathTitleKey=content-view

Segmenting your ACI Fabric with ESGs and Secure Firewalls Schedule

Information Resources

Overview

In this demonstration we review how PseudoCo can convert its Cisco ACI fabric from a network-centric design to an application-centric design via the use of EndPoint
Security Groups (ESGs).

PseudoCo has deployed its Cisco ACI fabric in what is commonly described as a network-centric design where there is a 1:1 mapping of Bridge Domains to (Endpoint
Groups) EPGs. As part of the network implementation, PseudoCo chose to implement a VMM domain to simplify the management of VLANs between the Cisco ACI
fabric and the ESXi hosts.

The focus of this demo is PseudoCo’s multi-tier reference application (online-boutique). The online boutique application has been deployed across the different
network segments (subnets) within the " demo" tenant. The demonstration reviews various design blueprints which can be used to secure the application using ESGs
by introducing the use of contracts, service graphs and next generation firewalls.

When you run this demonstration an instance of the online-boutique application is deployed on VMs connected to a real ACI fabric.
This demonstration should be used in combination with these supporting materials:

e White Paper: Cisco ACI Endpoint Security Group (ESG) Design Guide
e Introduction to Application-Centric design using ESGs: Endpoint Groups vs Endpoint Security Groups
e Demo instructions: Guided Walk-through
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Try the Walk in Lab (LABDCN-2287) in the World of
Solutions...
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@\,73 Complete your surveys in the Cisco Live mobile app.
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Continue
your education

LABDCN-2287 - ACI Segmentation...

BRKDCN-2634 - Deploying EVPN G/W...

BRKDCN-2673 - Nexus-as-Code...
BRKDCN-2910 - Upgrading ACI...
BRKDCN-2949 - ACI Multi-Pod...
BRKDCN-2980 - ACI Multi-Site...
BRKDCN-3900 - ACI Forwarding...
BRKDCN-3982 - ACI PBR Deep Dive\.

. Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand

Contact me at: ssharman@cisco.com
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