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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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« Introduction
- Nexus Dashboard Platform

- Day 2 operations with Nexus
Dashboard Insights

- Use cases

- Conclusion
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Innovation is key to success

Less than
years
of the S&P 500 companies will Average life span of companies of consumers would switch providers
have disappeared by 2027. J Down 43 years (from 1958). or pay a premium for innovative and
Challenge: Innovation at scale Reasons: Competitors, market shifts, costs sustainable offerings.

Sources: McKinsey and IBM Research Insights
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43%

% of IT time spent
troubleshooting?

S250K o

average cost of
unplanned downtime?

Human error is a
leading cause of
breaches and hacks'

01001

1IDC, Cybersecurity is a Daunting Challenge that Requires a Holistic Solution: Implications from Cloud Pulse, 1Q19 Survey, DOC #US45678519, December 2019
2McKinsey Study of Network Operations for Cisco-2016 ‘
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“Connectivity is a service. It must be deployed, managed,
and monitored consistently anywhere my business needs it.” “| trust Cisco to keep my operations running 24x7.”

IIr
CISCO

Our customers’
voice

“| need better tools to reduce manual correlation
times and fix issues faster.”

“Given the breadth of its portfolio, the more Cisco integrates their products
across different technologies and domains, the more benefits | get as a customer.”

cisco W&- #CiscolLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Life of a [data centre| network-admin

Business Impact




Introducing Cisco Nexus Dashboard

cisco Lz{/&/

Common platform built

for automation

-

\_

G~ = °*.
\0)
W~ il

One platform, all services,

open APIs

\

IT Ops transformation

\_

Bridging the gap between
DevOps and NetOps

\

J
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Cisco Nexus
Dashboard
Platform

cisco L{V@/



. @ Product; hav.e evolvgd through the
We have embarked on a journey e
Towards simplification and unification

N I ) L) () L) L] L) )

2004 2008 2014 2017 2018 2019 2021

DCNM Unified
YA\ Nexus Dashboard

DCNM @ P~ integration
WA\
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Which leads us here...
Unified Nexus Dashboard

PFOViSiOning Controller Orchestrator

Automation

O pe rati O n S | nsig hts Visibility Analytics (Dl[lll@ Troubleshooting Compliance

Access to Nexus Dashboard services/features is based on the Cisco Nexus 9000

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Nexus Dashboard

Onboard sites with standalone NX-OS switches and enable them with Insights

Visibility Analytics él]]ﬂ‘) ‘. . . .\ Troubleshooting {C[:PB Compliance
v Nexus Dashboard

Standalone

&« &2
«> &«
« = « =
&« &«
o= o= o=

ND 3.2 - Now available!
cisco Lz{/&/
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Nexus Dashboard

Unified Image

Insights Orchestrator  Controller
6.2 4.1 12.0

¢3  Different software versions

¢3  Installed and managed independently

ND 3.2 - Now available!
cisco Lz{/&/
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Nexus Dashboard
Unified Image

( BerorRe )

Insights Orchestrator  Controller
6.2 4.1 12.0

"Ya 0

@ Single .iso or .ova includes all
services

Direct upgrade from previous
versions?

AN
©

ND 3.2 - Now available!
cisco Lz{/&/

#CiscoLiveAPJC ~ BRKDCN-2615

STARTING (v3.1)

Insights Orchestrator Controller

Integrated Services

I

Nexus Dashboard 3.1

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Which leads us here...
Unified Nexus Dashboard

el Nexus Dashboard

n 2 0 &
45 Overview Welcome, Carlos Refresh
Tuesday, August 22, 08:35 AM
Manage
Global View Topology Journey
Analyze
f \ Il Fabri an I 3
Admin
Explorer -
Analyse Automate Manage A rer -
b & X e ;' T.o.k)’osilo
gack O — (e PR S
S tct S gle ackup RBAC Avee o Mambai |
credentials sign-on and restore S
N ¥ ‘
aws S8oPaulo “‘
Integrations Upgrade Change Syslc_)g ) \
and downgrade management and audit logs !
o a )vAe\bnumeSule
[ ]
Recent Activity Anomalie Advisorle
~” U M D
One product © raveson e A o B
removed by drodriguez - i
AWS Cloud S86 Paul Anomaly Level Critical Advisory Level Critical @n O3
o O TR0 e 2 total critical anomalies, out of tal critical advisori f
added by Fthomas which 2 occurred in the last week Traffic (T8 Endpoints
2 1.2 @ [3 s00

v
cisco Lz{@/
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DI\
Operations with

Nexus
Dashboard
Insights
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Nexus Dashboard Insights
Putting it all together

now
Cisco.com e
Intent artifacts @ B, DNs
<17 integration lunk:
splunk>
Policy/ N IZ

config [] [] @ Data
=] =] H
Infra % enrichment \

state = =] =] : /\
Correlation \

BE o ]%

{REST:API}

—> 100 sy
Sile]
001011 yelo8

0o

= = == “®] Baselines Nexus
Q f Dashboard
L} Intent > Software and / Insiahts
?0 9 .

. hardware o?\<>—o Mode”ng @ Email

conmi ielemetry A" N
Infra AppDynamics r‘ \/ VM

@ state integration @

Ly w™
integration E|_~|P—> Kafka
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Simplified user experience
Consistent with other ND services and helpful guidance

Ciceo Nexus Dashboard

@ Overview
& Operate

® Analyze
© Configure

o Admin

Explore

M Bookmarks

Logical navigation
and feature grouping

cisco Lz{/&/

Nexus Dashboard Insights
Cisco Nexus Dashboard 9!

X Overview

Welcome, oneview

Click each step below to discover different Insights features and finish setting up your sites
M Bookmarks

- Meet Insights

/> Take a tour and learn the basics

Enable Insights on your
Sites

Enable your Sites to use Insights

Site Details
Ensure your Sites are ready to
make the most of Insights
Global View

All your Sites in a single place

oL :b

Topology 1
Visualize all your connections

f
.

You're all set!

© Operate Tuesday, November 14, 01:25 PM (CET)
@ Analyze
Global View  Journey: Getting Started
& Configure —
o Admin
Getting Started Map v S
Explore

cisco

XX Overview
© Manage
© Analyze

o Admin

Explorer

M Bookmarks

Helpful guidance for first

time setup

#CiscolLiveAPJC

New Analysis Hub for advanced features

Nexus Dashboard Insights.

Analyze ) Analysis Hub
Analysis Hub

Analyze and troubleshoot your network with advanced analytics tools optimized for you to gain valuable insights into the performance

and health of your network.

Compliance Aci Only

mpliance wit

o Monitor your fabric’s

d Policy CAM  ACI Only

Monitor your network’s p

Pre-Change ACI Only

« . tial impact of configuration

D

Conformance

your hardware and software

Connectivity

Analyze flows from one endpaint to another

@Traffic Analytics ¥x-0S Onty

BRKDCN-2615

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Anomalies and advisories

Anomalies

 Anomalies are triggered by
negative events or when a resource
deviates from it baseline metrics

» Advisories represent matches
between the inventory devices and:
« PSIRT
* Field Notice
« End-Of-Life milestones
« Best Practices(NX-0OS only)

Holistic event dashboard | targeted notice matches
c ISCO W./ #CiscoLiveAPJC BRKDCN-2615
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Use Cases
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Cisco Nexus Dashboard Insights

Current feature set

Topology Microburst detection

Visibility

. . Capacity planning
and monitoring

Explorer queries

N OR-S
@ 0 ®

Control plane statistics Interface statistics

Flow telemetry Integrations

Analytics
nd correlation

Assurance Delta and pre-change analysis

Q @
© O

< géé Endpoint analytics Anomalies
@ Conformance and lifecycle @ Upgrade analysis
Advisories PSIRT notification (©  Field notices
and tools _ ~
TAC assist ﬂ Bug scan

cisco p/‘/
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Common real world ops questions

Visibility, Sustainability,
and Capacity
What is the current network
utilisation?
How many ports do | have available?

Am | running out of hardware TCAM
space?

How energy efficient is my
environment?

Operations

cisco W-/ #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Visibility
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Capacity & Visibility

er)%-s Dashboard Insight Visibility
}

Al Nexus
15¢0 Nexus Dashboard

Global View Journey: Getting Started Topology Custom Dashboards

[oowisus- ]

noi Advisores Sites
s -y stable &2

Endpaints steml Teafic

Anomaly Level Critical Advisory Level Critical 15178

125 total critical anomalles, out of which 118 occurred in the 2 total critical advisories, out of which 0 occurred in the last
week

Where should | focus my attention?

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Capacity & Visibility

Nexus Dashboard Insight Visibility

Site Detail Global
|

X oar Insights
cisco Nexu N A

Operate » Sites ! MIL1-PHY-ACI
B Overview

o) Operate MIL1-PHY-ACI Refresh [ actians - |

D Analyze

~ Overview Inventory Connectivity Anomalies Advisories Integrations
Configure

o Admin

e o Interfaces

390 390

Baokmarks Anomaly Level Critical Advisory Level Major Total

6 total critical anomalies, out of which 2 total major advisories, ou
1 occurmed in the last week 0 occurred in the last

Physical

General Connectivity

ACH ! " 13 1 6
Endpoints L3 Neighbors

® Hoalthy

Inventory

Jan 12,2024, 11:35:32 Contrallers Switches

1 8

View Hardware Resources  View Capacity

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Capacity & Visibility

Nexus Dashboard Insight Visibility

Inventory Global

altilis  Mavie Bashbo 5
tisce. Mexus Dashboard Insights

T Site

%t Overview
Operate Inventory Retresh l

Analyze

Configure
Controllers  Switches.

Adrin = Switch

Explore Switches l

Bookmarks

Software

Name Anomaly Level  Advisory Level  Site Switch Role  Serial Number
Version

core-1 w Critical MIL-PHY-CORE 9K-C92 3481 spine FDO260B05W4

core-2 GCritical MIL-PHY-CORE NK-C9234BGC-X spine FDO260B061V

leaf-1101 Healthy MIL1-PHY-ACI 93180YC-FX: leaf FDO27090782 15.2(8e)
leaf-1102 Healthy MIL1-PHY-ACI NOK-C93180YC-FX3 leaf FDO27090FK6 15.2(8e)
leaf-1103 Major MIL1-PHY-ACI NGK-C93180VC-FX-24 leaf FDO24240CU9  15.2(8e)
leaf-1601 Healthy MIL1-PHY-ACI NK-C93180YC-FX3 leaf FDO27090FBU 15.2(8e)
leaf-1603 Healthy MIL1-PHY-ACI NOK-CO34BGC-FXP leaf FDO24030UZ8 15.2(8e)
rleaf-3101 Healthy MIL1-PHY-ACI NGK-C93180YC-FX3 leaf FDO27090788 15.2(8e)
spine-2101 & Healthy Major MIL1-PHY-ACI NGK- 2€ spine FDO25300H4F 5.2(8e)

spine-2601 Major MIL1-PHY-ACI N9K-C9332C spine D v 15.2(8e)

What is running in this environment?

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Nexus Dashboard Insight Visibility

Switch View

alttls Neyus Dashboars I
et Nexus Dashboard nsights

leaf-1101

MIL1-PHY-ACI

W Overview
©. Operate
© Analyze Overview Connectivity Anomalies Advisories

& Configure

Admin e ? Interfaces
54 54

No Anomalies No Advisories Total Physical

Boalanasks No anomalies found No advisaries found

Switch View View Hardware Resources View Capacity

M NENNEENNENNEN mas
ANNANRANNNN AANANRANRAAN ===

: 4 6 8 W 12 4 1 W oW o2 ou R R
Port diagram key

General Connectivity

MIL1-PHY- (ACI) Leaf 2 1
ACI
Endpoints L3 Neighbors

Capacity & Visibility

Global

|
Site

}

Switch

}

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Nexus Dashboard Insight Visibility

Switch Capacity Global
|

Site

}

Switch

}

Capacity for leaf-1101 © current +

Am | running close to capacity?

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




Nexus Dashboard Insight Visibility

Interface Statistics

Capacity & Visibility

Global

|
Site

}

Switch

}

Interface

b

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Capacity & Visibility

Nexus Dashboard Insight Visibility

Interface Microburst Global
|

‘e’ Nexus Dashboard Interface Details for eth1/1 on leaf-1101

Site
Overview Trends and Statistics QoS Anomalies
Switch
S Interface
[
Microbursts by  Top 25 Bursts by Duration on  All Queves

Queve Burst Duration (ns) £ StartTime Starting Value Poak Value

queue

queue-8

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Nexus Dashboard Insight Visibility

Interface DOM Global
|
Site
|

Switch

}

Interface

b

Transceiver

Are the physical transceivers still functioning correctly?

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




Capacity & Visibility

Nexus Dashboard Insight Visibility

Fabric Wide Database Global
|

Operate » Sites ! MIL1-PHY-ACI S|te

aluils  Nexus Das i
‘cisco Nexus Dashboard Insights

B Overview

o Operate MIL1-PHY-ACI Refresn =B l

© Analyze

Overview Inventory ivi Advisories

© Configure

e Switch

Interfaces L3 Neighbors Endpoints vPC Domains  Flows l

Explore

Bookmarks

Interface
Anomaly Level

b

Endpoint

4 Anomaly

IP Addresses Hostnames
Level

Connected To Interface  Status Tenant

pod1-
§ application- .
00:50:56:B6:E9:81  172.16.3.101 i X eat-101 prod_vr

01.photonic.lab

podi-backup-
media-
00:50:56:86:FC:78  172.16.5.101 O  eat-1n backup_vrf

server.photonic.|
ab

_____ pod1-client- . - . -
00:50:56:86:49:60  172.16.1.101 01.hotonic.Jab CEEDp  teat-1101 Active marvel_tn  prod_vr

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Capacity & Visibility

Nexus Dashboard Insight Visibility
Endpoint Visibility - IP Mobility Glolbal

IP Dettails for IP 172.16.1.101

Site
Overview IP History Anomalies
IP History for Last day l
Nodes changed from leaf-1102 to leaf-1103 5
01/24/2024 6:09:07 PM SWItCh
Interface changed from eth1/2 to eth1/3 l

Hypervisor changed from host-3115 to host-14004
012812024 6:08:45 PM Interface
vcenterHostName changed from 10.58.30.146 to 10.58.30.148 l l

Endpoint

Nodes changed from leaf-1101 to leaf-1102

Interface changed from eth1/1 to eth1/2
12412024 6:01
Hypervisor changed from - to host-3115

VM Name changed from - to vm-14419

Hypervisor changed from host-3096 to -
01/24/2024 6:06:22 PM VM Name changed from vm-14419 to -

vcenterHostName changed from 10.58.30.145 to -

2024 4:40:16 PM Hostname(s) for 172.16.1.101 changed to 172.16.1.101 - pod1-client-01.photonic.lab +

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Nexus Dashboard Insight Visibility

Endpoint Visibility - Augmenting the data sources Global

€ IP Details for IP 172.16.3.101

Virtual Machine repository_vm Site

Overview Anomalies Topology Trends and Statistics

Anomaly Score

e No anomalies found Switch

}

Interface

b

Endpoint

Datastore TN-SDD-101

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Nexus Dashboard Insights

Policy CAM

Insights

Operate
Analyze Associated Policies

Configure @ Provider Tenant  view Al (5)

Admin

systemdefault
Explore 15801362 Entries
Bookmarks

marvel_tn
108 of 362 Entries.
50 of 362

Contract View All (12)
systemdefault

156 of 362 Entries

shared_|3out_con

48 of 362 Entries

fe_to_app_con

48 of 362

@ Consumer Tenant viewall(5) @ Provider EPG Viaw A (12)

marvel_tn

156 of 362

systemdefault

156 of 362

mgmt
36 of 362
© Filter

systemdefault

156 of 362

ip_any_fit
60 of 362
implicit

31 of 362

systemdefault
156 of 362
application_epg

48 of 362

any_external_subnet
48 0f 362
viewni (s} @@ Node View All (6)
leaf-1103
62 of 362
leaf-1101
60 of 362
leaf-1102

60 of 362

@ Consumer EPG  view il (12)

systemdefault

156 of 362 Entries

nginx_epg

48 0f 362 Entries

apache_epg

36 0f 362

#CiscoLiveAPJC ~ BRKDCN-2615

Capacity & Visibility
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Capacity Planning

Am | running out of capacity?
Scale Conformance Reports

Analyze » Analysis Hub » Conformance

Conformance Report

Showing latest data for the sites respectively for Nov, 2023. View details

Total Scalability Metrics Violations

© 0 Violated Limits 4 0 Approaching Limits
~ 0 new violated limits. 0 new approaching limits -
mswd o common Usage Trends over Time
The number af metrics violating the supported limits remained The number of metrics approaching the supported limits remained
Summary Hardware/Software Scale the same since last manth the same since last month

All Sites Summary

Scale Conformance on Switch ams-leaf-102 X
Overall Scale Conformance Level Top 5 Switches by Scalability Metric V
General
0 sites have metrics violated ° No Switches with Scalability Metric Violations
° limits and 0 sites have metrics Site Software Version Model Forwarding Scale Profile
approaching limits
Amsterdam  16.0(3e) NSK-CO3240YC-FX2 dual-stack
Scalability Metrics Scale Metrics
Controlar Lavel Swdich Level Confarmance Status == Conformant Edit Clear All
® Violated Limits o = Violated Limits 0
Approaching Limits 0 Approaching Limits 0
© ApproschingHimits - Approschingtimits Metric CGonformance Status Resource Usage &
u Conformant 28 = Confarmant 137
. 2.08%
Number of Routed interfaces @ Conformant
10i48 @
Number of Routed interfaces per VRF © Conformant © 1 conformant

Monthly view of resource Number of VLANS ® Conorman
utilsation Nusiser of Exernl e per L3 Ot S

® 1 conformant

B 0.30%
6 of 2000 @

Number of VRFs @ Conformant

B 0.29%
Number of BDs @ Conformant

Details by node and category

cIsco '&/

#CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



What is the energy consumption of my fabrics?
Sustainability Analysis Enerey

For October, you've used significantly more energy from the grid
across your sites
Analyze 7 Analysis Hub 7

Sustainability Report

Usage October ;1"":"“'9“"'“'3
ont
October At A Glance © o I
s s i s o e bl
October Summary Emissions for October Energy Mix
@ Estmated «  Estimatad Switch Power Consumption © g Estimatod Emisions ¢
$675.49 7 1648.51kWh 260.78 kgCO2e 1986% '\ ’/" 62% ..
’ thly dlont =)
et soirese
- ” L 5% L] il 7.85
. . a3
Cost . o 313% .
. 01 onx
Since your energy usage s higher for October than normal, we're = a0 8 7“”“;‘“,
expecting your energy bills to higher overall

Est. Daily Cost for October Share of Daily Cost Per Site Hourly Energy Mix

$217 e

ad daily cost for October, t B "
Amsterdarm 37%
W Barcalona 17.63%  Bloma -
B
. -

isage and the average energy
jlor

#CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Nexus Dashboard Insights
Sustainability integrations

Nexus Dashboard % Insights

N e & =

cisco

Overview

Admin > Integrations > Add Integration

Add Integration

Refresh

Operate

I vCenter Server
contigere
2o Admin
Noxus Dashboard Orchestrator
O @) assiranetworkintant by aguregating anomalies that occur across mulipl sis
(ACH only
Panduit POU
® o Monitor eneray ussge and unlock sustainabilty insights for stes and individua devi
Wertiv POU

< Cancel

® Cisco Systems, Inc. Privacy policy

Terms of service

Current date and tima is January 1, 2023, 10:00:00 AM (EST)

Power Use, Costs, CO2 emissions all

c1sco 'p/‘/

#CiscolLiveAPJC

Insights 0 o & 2=

Admin > Integrations

pduC-Austin
USA

Austin, TX

Overview  PDUs

pduC-Austin

2 items found

Fitter ] Add PDU
PDU Name Serial Number Model Type Collection Status 1P Address(es) Outlets Total Power &
P36GC7M - &
PDU-A CN20B36004 Wye © ok 10132.80.84 36 286 Watts
Pandult 3
P24E28M
PDU-B CN18186074 I Wye © ok 10.136.20:! 24 94 Watts

Rows per page | 10 |

Ovarview Ade
pe

Explorer :

Oporate ov

Analyze

Configure

Ao Admin

PDU PDU-A

General

CN20836004 @ Pandut

Phases

Firer

o Circuit B1
YO wes s

Wi Outlet1
© 27was

§ Outiet2
WO o waus

§i Outlet-3
G 0wt

o

PIBOCTM  Wye

10132.80.84

Circuit B2
62 Watts

Outlet-a
a1 watts

Outlet-5

> 0watts

Outlet-6
21 Watts

203 Watts

23

) (%]=)
Q Circult B3
O owns o
outlet-7
I'IA ) O Watts.
J Outlet-s
S owaus
Outlet-9
" !

O owats

BRKDCN-2615
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NDI and Splunk

cisco L{V&/




Nexus Dashboard Insights
Splunk integration

CeReee Ao and d-on
0110
“B-

e L~ J_ - 9000 01 1 o
R EEEFER A — \ ¢
o
Ba splunk>

NI anomalies on
Splunk dashboard

User-configurable
anomaly pull

Periodic syncing of anomalies
to Splunk data lake

Visibility, monitoring, and cross-tier correlation

cisco W&- #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Common real world ops questions

Visibility, Sustainability,
and Capacity

What is the current network
utilisation?

D’ Where is the problem and what’s
the blast radius?

"
How many ports do | have available? How do | reduce MTTR:

i ”?
Am | running out of hardware TCAM How d.o | prove network !S healthy.
space? How identify Al/ML traffic issues?

How energy efficient is my

environment? Operatlons

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Flow table, NetFlow, sklow, IPFIX support

NetFlow collector support
or Traffic Analytics

cisco

Stealthwatch

Stealthwatch

Switch streaming to NetFlow
collectors and Nexus Dashboard
(using NetFlow or Traffic Analytics)

cisco W&. #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Can | store more data?
Remote flow data storage

222000

Export 5-tuple or full flow information to external

storage via NFS mount

Cisco Nexus
Dashboard
Insights app

Cisco Nexus External NFS
\ Dashboard Insights / storage

cisco W&-/ #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47




Flow telemetry
Flow table events (FTE)

Flowevent Buffer Drop

For every FTE NDI creates a
new anomaly

Operators can be notified
about this within seconds

The overall Anomalies page
provides insights on what else
IS happening in the fabric

Easier Event Correlation | Faster MTTD

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




Flow telemetry
FTE table

Al ' ——— "
dveh'  Nexus Dashboard Insights

& Overview

Every device exports its own S

& configure

o Admin

view about the flow

. Packet Drop  Flow Move

Explore Record Time Nades FlowType  Pratocol Latency Indicator  Indicator | Address

Bookmarks Jan 252024 leaf-1103

08:30:44.507 AM  leaf-1101 0 o

Jan 25 2024 leaf-1102
08:30:58.676 AM  leaf-1101

NDl StiCheS the Same paCket Jan 25 2024 leaf-1103

08:40:00.566 AM  leaf-1101

across all the reported hops .

08:40:00.669 AM  leaf-1101

Jan 25 2024 rleaf-3101
08:40:02.560 AM  leaf-1101

Jan 252024 leaf-1103
0B:40:02.580 AM  leaf-1101

This table displays the end-to-

08:40:02.604 AM  leaf-1101

Jan 25 2024 rleaf-3101

end flow

Jan 252024 leaf-1103
0B:40:06.574 AM  leaf-1101
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Flow telemetry
Flow detail

“dseh Nexus Dashboard Flow Record detail for 172.16.3.101 to 172.16.1.102

General

How many packets were sent? 2 s

Aggregated Flow Information

2 Jan 252024 08:39:44.597 AM  Jan 25 2024 0B:40:06.702AM  IPvd

How many received?

Ingress Egress

172.16.3.101 80 Jan 25 2024 08:40:06.702 AM 172.16.1.102 39726 Jan 25 2024 08:40:06.702 AM

What's the average latency? S EI R R e

Interface Interface
eth1l eth/2

Show me the path!

cisco W&- #CiscolLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



consumer provider
Flow telemetr a1
EPG1 tcp5001
= .
L4-L7 service awareness Redirect

Flow Record detail for 172.16.1.103 to 172.16.3.101

General

Record Time Flow Type Protocol Latency Packet Drop Indicator

Jan 25 2024 10:19:01.552 AM IPvd TCP dus 0

Aggregated Flow Information

Record Count Start Time End time Flow Type Protocol Latency Packet Drop Indicator

6 Jan 25 2024 10:18:45.721 AM Jan 25 2024 10:24:01.826 AM 1Pv4 6 3ps 0
Ingress ~ Egress
IP Address TCP PORT Last Updated Tenant VRF IP Address TCP PORT Last Updated Tenant VRF
172.16.1.103 54542 Jan 252024 10:24:01.826 AM marvel_tn prod_vrf 172.16.3.101 80 Jan 25 2024 10:24:01.826 AM marvel_tn prod_vrf
EPG Packets Bytes Burst max (Bytes) Protocol Switches EPG Packets Bytes Burst max (Bytes) Protocol Switches
apache_epg 251 195052 752 6 leaf-1102 application_epg 2445 331946 1216 [ leaf-1101
Interface Interface
eth1/3 eth1/1

Path

172.16.1.103 leaf-1102

spine-2101 leaf-1103 VASA

leaf-1103

spine-2101 leaf-1101

172163101
P Port: 80

Show me the path!

Cisco

.&‘/

#CiscoLiveAPJC ~ BRKDCN-2615
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ND 3.2

Nexus Dashboard Insights
Traffic analytics - general availability (NXOS+ACI)

Clients (20)

Service Endpoint Categories by Score

Traffic Score  Name

NX-OS & ACI support

Nodeintf EPG Vian/8D Tenant VRF Sessions Tx Rx Average Latency Max Latency

1P Address
m Critical 3 m Healthy 2 Warning 1
6 Web Storage Unclassified 172427148
Total Fila Transfer Fila Sharing .

Monitoring

Manage Service Endpoint Categories

© conieal

3 A Waming

© ety

© Heatiny

© Hearmy

Category == Web

10:00 AM 10:30 AM 11:00 AM

Requires: NXOS - 10.4.2 / ACI - 6.1.1 (Q2 CY24)

3 & 6 nodes pND cluster | 3 node VND cluster | FX and later platforms

cisco Lz{/&/

11:30 AM

Congestion, laten drops
Customise categories

Detect potential issues, top talkers faster

Traffic Profile
Qver the Last 2 hours

Tx Rx

~ m Sworage 1Tbps

‘ 19 Classified 0.3 Thps ( 53
Tbps. W Web 0.5Tbps Tops.

\.J View Other Services \J

Top Service Endpeint Score Changes

Qver the Last 2 hours

Auto-discovered services (Web, FTP, etc)

CATEGORIES SCORE CHANGE AFFECTING METRIC Pervasive - filters/rules not needed
Storage Healthy — Critical Latency ~*

File Sharing Warning > Critical Congestion ~*

Web Healthy 4 Warning Bandwidth ~*

Unclassified Warning — Healthy Drops

| 1-week data retention
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Why is there an evolution needed?

Use Case

Statistics of all Traffic in the
Network

In-depth view of Data-Plane
Full Path Visibility

End-to-End correlation of traffic in
the Network

Immediate Notification of Events
(e.g. ACL drops, QoS drops,..)

o J

cisco Lz{@/

1st Solution

Statistics of all Traffic in the
Network

In-depth view of Data-Plane
Full Path Visibility

End-to-End correlation of traffic in
the Network

Immediate Notification of Events
(e.g. ACL drops, QoS drops,..)

Full Statistics
High Scale
No in-depth Details

XXEA

X

/ 2nd Eyolution

\ Flow Telemetry

Statistics of all Traffic in the
Network

In-depth view of Data-Plane
Full Path Visibility

End-to-End correlation of traffic in
the Network

Immediate Notification of Events
(e.g. ACL drops, QoS drops,..)

/ Single Flow Statistics

#CiscolLiveAPJC

Limited Scale

k In-depth Details

~
W
X
v
v
v
o

BRKDCN-2615

3@ Evolution

Statistics of all Traffic in the
Network

In-depth view of Data-Plane

Full Path Visibility

End-to-End correlation of traffic in
the Network

Immediate Notification of Events
(e.g. ACL drops, QoS drops,..)

Full Statistics
High Scale
In-depth Details

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



roubleshooting
Endpoint Connectivity
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Nexus Dashboard Insights

Analysis Hub

Nexus Dashboard % Insights v

Overview Analyze > Analysis Hub

Analysis Hub
Manage

Analyze and troubleshoot your network with as

®‘ Analyze
Admin P Compliance ACI Only
T= itor your fz
custom a

Explorer

Connectivity

A ws from one end

your site(s

between two points in time

Multicast NX-0S Only

multicast a

dvanced analytics tools optimized for you to gain valu

Conformance

your hardware and

Bug Scan

Learn at

bugs a

able Insights intc

Refresh

the performance and health of your network.

]ﬂl Policy CAM  ACi Only
Mo ur n rk's policies

Sustainability

7

Log Collector
ct

Unify

Cisco

.&‘/

#CiscoLiveAPJC ~ BRKDCN-2615

simplify network operations
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Nexus Dashboard Insights
Connectivity analysis (with active path)

Connectivity

Analysis Results

@  Jobstatus Completed

Details

ation Time

Jan 312024,
12115:33.000 PM

Destination MAC

Path Summary

End Time
Jan 312024,
12:21:21.000 PM

Source Port

o

Source

Ethernet1

loopback1

Run Time Source IP Destination IP Source VLAN
5 Minutes 44 Seconds 172171101 17217.2101 -
Destination Port Protocal Flow Type
443 TCP VXLAN
. 0
— —_—
©
spine-2201 leaf-1202
e Ethernet1/27  Ethe 29 Etherne Ethernet1/2
e Ethern®{1/30 Ethemet1/54  loopback!

leat-1 zoa\

Ethernet1/53,
Ethernet1/54
nvel

—

(4]

Flow Status Failed
Consistency check failed on leaf-1202

Actions v

VRF Name

Source MAC

production_vrf -

Analyze Active Path
Enabled

Run Type
FULL

nvel

spine-2202 leaf-1201
Ethemnet1/27  Ethemnet1/29 Ethemnet1/54  loopback1
Ethernet1/30 Ethernet1/53

D

Destination

Define and trace flows across the fabric with detailed path info

cisco Lz{@/

#CiscolLiveAPJC

BRKDCN-2615
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Nexus Dashboard Insights
Connectivity analysis (with active path

P
leaf-1202(
Ethernet1/53
Description Command Status Error
‘show consistency-checker forwarding
L3 route state validator single-route ipvd 172.20.21.2/32 vrf @Fail CC_ERR_INVALID_ROUTE_TYPE
default brief
Physical Front Panel Port Link state show consistency-checker link-state ©pass ~
validator interface Ethernet1/53 brief
N - show consistency-checker 13-interface ~
L3 physical routed port state validator Interface Etherner1/53 brief (©Ppass
show consistency-checker gwmacdb
Gateway mac state valklator interface Ethernet1/53 brief ©pass
Ethernet1/54
Description Command Status Error
Physical Front Panel Port Link state show consistency-checker link-state @pass ~
validator interface Ethernet1/54 brief
. . show consistency-checker I3-interface ~
L3 physical routed port state validator interface Ethernet1/54 brief (©Pass
show consistency-checker forwarding
L3 route state validator single-route ipvd 172.20.21.2/32 vrf (©Pass -

Define and trace flows across the fabric with detailed path info

cisco Lz{@/
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BRKDCN-2615
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Analysis Hub

Delta analysis

Insights.
General

° Delta Analysis Completed

. d on January 16, 2024, 11:53:06 AM
D Analyze

Configure

" MIL1-PHY-ACI INSTANT January 15, 2024, 02:34:47 PM January 16, 2024, 10:16:35 AM 0d 19hr 41m 485
\amin

Explore Heaith Deita  Policy Delta
Bookmarks
Anomaly Count

Health Delta by Resources View Changed

Resources Total Earlier Total Later Unhealthy Earlier  Unhealthy Later  Cleared & Unchanged

App Profiles 5 s 1 1 0

0

What recently changed?
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Assurance
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Common real world ops questions

Visibility, Sustainability,

and Capacity \t
. - Where is the problem and what’s
What is the current network .
e the blast radius?
utilisation?

How do | reduce MTTR?

How many ports do | have available? )
How do | prove network is healthy?

Am | running out of hardware TCAM
space?
How energy efficient is my

environment? OperathnS

Assurance
Am | doing correct
configuration?

Are interdependencies known?

Does the change impact
something am not aware of?

cisco W- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Assurance

Explore your fabric with a simple query

Explore

Explore [ Connectivity v ] for | sit

Site [ MIL1-PHY-ACI v] on [ Jan 25th 2024, 10:16 AM v ]
Ask a question
[ Can EPG:uniftn-marvel_tn/ap-prod_app/epg-apache_epg talk to EPG:uni/tn-marvel_tn/ap-prod_app/epg-application_epg * ]

Query Results

Can source talk to destination?

apache_epg

How do different objects relate to each other? Can certain object communicate?

cisco Lz{/&/
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Assurance

Explore your fabric with a simple query

Explore X
Explore [ Connectivity v ] for | site [ MIL1-PHY-ACI V] on [ Jan 25th 2024, 10:16 AM e ]
[ Can EPG:uniftn-marvel_tn/ap-prod_app/epg-apache_epg talk to EPG:unif/tn-marvel_tn/ap-prod_app/epg-application_epg X ]
How do they talk?
apache_epg application_epg
Connectivity
Source EPG Destination EPG Source Prefix Destination Prefix Source VRF Destination VRF Ee
apache_epg application_epg 17216.1.0/24 17216.3.0/24 prod_vrf prod_vrf

Check all the details —_ page [ 1 of 1 € <rroa

Policy Forwarding Endpoints

Security Flows between apache_epg and application_epg

L Policy Enforcement N Source Port Source Port Destination
Source Epg Destination Epg VRF Policy Owner Ether Type  Protocol From To portFrom %
apache_epg application_epg prod_vrf fe_to_app_con ip iemp unspecified  unspecified  unspecified  uns
apache_epg application_epg prod_vrf fe_to_app_con ip tep unspecified  unspecified  http http
5 ~  Rows Page 1 of 1 1-2 of 2

How do different objects relate to each other? Can certain object communicate?

cisco M- #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Assurance

Compliance management

Naming Convention

Requirement Violations “VRF names shall end with _vrf”
% of Compliance Requirements Fully Satisfied v

Configuration Rules

\ “VRF shall be enforced”

Segmentation
“PCI must not talk to non PCI”

SLA
“APP must talk to DB on 1433”

Traffic Restriction
“INET must not talk to WEB on ssh”

Configuration compliance (the IT blueprint) | Business and regulatory compliance (risk management)

cisco W&-/ #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Assurance

Configuration Compliance using Insights
One option for each Use Case

0O 00 @®

Snapshot-based Import-based Template-based Manual
Freeze your entire Provide a golden config Define a set of best Define your required
config and be notified for a specific practices (naming or values for some
with a critical alert in object/section and be configuration) attributes for the most
case anyone modifies it notified with a critical requirements for any common objects in the
alert in case anyone object in the fabric fabric
modifies it
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Compliance

Some more configuration examples

Nexus Dashboard

i
€isco

@ Overview
) Operate
@ Analyze
© configure

o Admin

Explore

Bookmarks

Insights -

Configure » Alerts and Rules
Alerts and Rules

Anomaly Rules Compliance Rules

reate Compliance Rule

Last Modified

Name Description Sity Rule Ty + stat
pi ite ule Type ate Time (&)
- Feb 14, 2024
MARVEL_TN_PROD_VRF_SUBNETS_MUST_BE_EXTERNAL All Subnets in marvel Tenant must be public MIL1-PHY-ACI  Configuration Enabled 058 A
; Feb 14, 2024
MARVEL_TN_PROD_APP_FREEZE Production Application Profile baseline. No new objects are allowed MIL1-PHY-ACI  Configuration Enabled 1100 An
) Feb 14, 2024
MARVEL_TN_BCK_APP_INCREMENTAL_ONLY Backup Application Profile baseline. New objects are allowed MIL1-PHY-ACI  Configuration Enabled 055 A
Feb 14, 2024
MARVEL_ALL_BDs_LOWER_CASE Ensure a proper naming convention MIL1-PHY-ACI  Configuration Enabled 102
Feb 13, 2024
MARVEL_TN_IPAM_REQUIREMENTS Netbox IPAM API/Sync MIL1-PHY-ACI  Configuration Enabled 013
- Feb 14, 2024
MARVEL_APACHE_CANNOT_TALK_TO_MYSQL No traffic allowed from Apache to MySQL MIL1-PHY-ACI ' Communication @ Enabled 1115 AM
. Feb 14, 2024
MARVEL_FRONTEND_EXT_ACCESS ICMP must always be allowed outbound MILI-PHY-ACI  Communication @ Enabled 14 A
- Feb 14, 2024
MARVEL_NGINX_MIGHT_TALK_TO_MYSQL Only TCP 3306 is allowed from Nginx to MySQL MIL1-PHY-ACI  Communication @ Enabled T A
20 v  Rows Page 1 of 1 1-8 of 8

Cisco Systems, Inc.

c1sco 'p/‘/
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Assurance

Pre-change management

If new anomalies...

If new anomalies...

Prepare change Run pre-change Run change Run delta
validation analysis

Validate changes before you make them | Avoid potential errors and adapt changes more quickly

cisco W&- #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Proactive
Operations
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Common real world ops questions

Visibility, Sustainability,
and Capacity \
. Where is the problem and what’s
What is the current network :
S the blast radius?
utilisation? How do | red MTTR?
How many ports do | have available? H dO\IN ol reduce cis h ' thv'?
Am | running out of hardware TCAM ow do [ prove network is healthy
space?

How energy efficient is my .
environment? OperathnS

Proactive operations
Was the issue preventable?

Is the network exposed to
known vulnerabilities?

Can | get proactive advice?

Assurance
Am | doing correct
configuration?

Are interdependencies known?

Does the change impact
something am not aware of?

cisco W. #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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HOW do | plan for HVV/SVV ||fecyC|eS’?? Proactive operations

Hardware and software conformance

Hardware/Software Conformance Status

Overall Conformance Status Devices by C Status

= Critical 0
Overall Hardware/Software Conformance Status Healthy Warming 0

As of today, there are 12 devices that have healthy = Hoalthy 12
conformance status, which will remain the same for the next
18 months.

Conformance Outlook

Overall Hardware Software

Healthy In 15 Montns

W Critical 0% (0 Devices)
As of today, there are 12 devices that have healthy Warning 25% (3 Devices)
conformance status, which will remain the same for Hoaltny 75% (9 Devices)
the next 18 months. Unavailable 0% (0 Devices)
W Critical
B Waming
W Healthy

Feb 25 May 25
W Unavailable

Tight control over HW and SW lifecycles | Easy planning for future upgrades
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Proactive operations

PSIRT/FN advisory

Patch management

@ Overview Advisories Refresh
©) Operate
©  Analyze
© Configure o )
All Advisories © Active Now
o Admin
Filter Unacknowledged ~
Explore
M Bookmarks Advisory Level Category v
Hardware EOL 4
6 ¥ Major PSIRT2
s
Title Advisory Level Category Site Nodes &
B10-MAN-PROD-API
c02
CSCwh82544: User home directory privilege level settings are higher than 750 [ § Warning ] PSIRT MANCHESTER MANCHESTER
View all (3 total)
B10-PROD-LON-SPIN
End-of-Sale and End-of-Life Announcement for the Cisco Nexus 9332C and 9364C Fixed Spine E-01
Switches - Clsco an —arfuae Jor LONDON LONDON
View all (2 total)
B10-PROD-LON-APIC
End-of-Sale and End-of-Life Announcement for the Cisco Application Policy Infrastructure Con - 03
troller (APIC-L2 and APIC-M2) Hantwase BOC LONDON

LONDON
View all (3 total)

c1sco '&‘/
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Bug scan

Proactive bug analysis

Nexus Dashboa

% Insights -

Proactive operation

1®: Overview

Summary

© Mmanage ° Overall Active Bugs Severity Level Healthy
® JAnairee No active bugs found
o Admin
Active and Susceptible Bugs per Site -
Explorer
Bookmarks doloud-rtp W Major 21 i, Warning 86 nxos-deloud-rtp W Major 3 i Warning 11
9 Affected Nodes 4 Affected Nodes
Bugs
Filter
Severity Level Type v
Warning 97 Susceptible 121
= Major 24
121
Total

BugID Severity Level Type (D % Affected Nodes (&)
rtp-apicl

CSCvb13193 i, Warning Susceptible rip-apic2
View all (3 total)
rtp-apicl

CSCvb38662 W Msjor Susceptible rtp-apic2

c sco &. #CiscolLiveAPJC BRKDCN-2615
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Proactive operations

Upgrading with confidence
Typical challenges

. Assurance that all pre-requisites have been satisfied

Time required to run all pre-checks and post-checks

. Complexity of analysis of potential issues in target release

o Lack of visibility of potential impact

cisco W&-/ #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 72



Proactive operations

Upgrade with confidence

Pre-upgrade checks

Physical interfaces

Post-upgrade checks

Physical interfaces

Neighbors Neighbours
Routes Routes
Endpoints Endpoints (lower

number discovered)

A<«
T
!
AX <L L

Capacity utilisation Capacity utilisation

Pre and post upgrade differentiation analysis | Prevent issue exposure and discovery by end user

cisco W&-/ #CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



Upgrading with confidence

Pre-upgrade and post-upgrade

Pre-upgrade checks
Version and bug info / validation

Advice about potential conditions that

exist before upgrade (not just faults)

Post-upgrade delta analysis

Proactive operations

A el Nexus Dashboard

nnnnnnnnnnn

Resources

« Did |l fix it? Did | break it? Did | change it?

cisco Lz/&/

- - - -
llllllllllllllllllllll |l Unit
| -
| ~
| -
| -~ -

#CiscoLiveAPJC ~ BRKDCN-2615
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NDI and
ServiceNow
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Nexus Dashboard Insights
ServiceNow integration

. . . @ @ @ Apps for NOW platform
0110 User-configurable

110010 anomaly pull
0110

um% n | n u‘m"‘ ll‘lllrr\ ﬁl ?OOO Incident numbers
TR
- by N ﬁ
== K N _
ciocio o Service aware

. * Anomalies CMDB

Assignment groups/users

Ticket creation on
NOW platform

| servicenow
Nexus Dashboard Insights

Ticketing automation for Nexus Dashboard Insights

cisco W&- #CiscoLiveAPJC ~ BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 77




erviceNow Dashboards and Detalls

servicenow story  Works Admin Shared admin dashboard -

T Filter

Welcome to Admin Home, Matthias!

Home
Manage, monitar, and all yaur da y admin and tool
Cisco ND pplication

Track what'’s important to you

Shared admin dashboard -

Open incidents © Open request items O i Prob... i Hardening compliance score
— — 14 85%
== (o]
No data available. Na data available.
There i o data svalbie for th selected criters, There s o data avalble fo the seected cieria,
B Cha.. @ Critical Updates
Open P1 . Agingincidents Request items R Request items
incidents : aver 24 hrs : aver 24 hrs : awaiting approval

0 0 0 0 89 2

c1sco 'p/‘/
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ServiceNow Dashboards and Details

Cisco

All

History ~ Work

Shared admin dashboard

Welcome to Admin Home, Matthias!

.&‘/

Track what'’s important to you

Shared admin dashboard -

Open incidents 0

No data available.

Thene s no data for the selected criteria

Open P1 . Aging incidents
incidents : aver 24 hrs

0 0

Cisco Nexus Dashboard Insights 'Ic||l§cl|oll

Anomalies SelectClusterf &+ Selectinsights Group a1l v Select Site] A1 ~

AnomaliesBy [Severity +

Fom 2024100119314 5] To | 200mtt0t93t4s | o (EEDCEE o
Anomalies By Severity CRITICAL MAJOR Top 10 Nodes

scaleleal-202 o Major

" 31 77 486 scaleleaf-204 & Major

S1-LEAF1102 & Major

WARNING OTHER scaleleaf-201 + Major
scaleleaf-203 * Major
19 0
S$1-LEAF1101 + Major
apic2-mdrl * Critical
apic3-mdrl # Critical
51-5PINE1202 o Major
S1-LEAF1103 o Major
Manor =486 (79.28% M Major = 77 (12.56%)
W Critical = 31(5.06%) I Waming=19(3.1%)
= T & Anomalies AnomalylD - Search @ | Actions on selected rows. v
Al » End Time »= 2024-10-0119:31:44 > End Time <= 2024-11-10 19:31:44
Anomaly ID Incident ND Cluster Created Updated Severity Start Time End Time Resource Type Node Nar
B . 2024-10-15 2024-10-15 2024-10-14 2024-10-14.
END512957800396 femoty) crostend 241015 ZREI0I binor o P, endpoint
#CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved.
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ServiceNow Dashboards and Details

ilter

Welcome to Admin Home, Matthias!

Home

Clsco ND Insigh

Mana;

Application

Dashboards

Scheduled

Alerts

Cisco

.&‘/

History

Track what'’s important to you

Work:

, manitor, and discaver all your d

Shared admin dashboard -

Open incidents

‘I_II_I

O]

No data available.

These i 1o data v

o the selected crteria

Open P1
incidents

0 0

Aging incidents
aver 24 hrs

Shared admin dashboard

Anomalies

& = - | clete
Created 2024-06-2013:34:32 ¢ = [ wpdste || oole +
Anomaly ID  BGP403888156890 Alert Type  anomaly
Anomaly Score 23 Anoemaly Type  HIGH_RATE_OF_CHANGE
Insights Group  default Category CONNECTIVITY
Fabric Name  MLG1 Severity Warning
Node Names  52-LEAF2102 Title
Cisco Nexus Dashboard Insights
Ancraalies. Vendor CISCO_ACI Resource Type  BGP
Anomalies By [Severity « Entity Name  wrl-common:shared wri/peersubnet-[172 Resource Mame  ROUTE_PREFIX
Acknowledged Recommendation .~
From 2041001193144 [5] To | 2024-11-10 193844
Cleared Impact .
Anomalies By Severity Eugired Sereaming Anomly
StartTime  2024-05-2108:04.08 Clear Time  2024-05-2108:38:27
" End Time  2024-05-2108:14:10 Master Clear Time
Acknowledgement Time
Mnemonic Title  BGP_PREFIX_RECEIVED_COUNT _FLUCTUATION
Mnemonic Number 100,095
BGP i s varying
Anomaly String  [common-shared_vrf;172,16.23.21:ipvé-ucast]: 5 BGP peer prefiees were suddenly added
Anomaly Reason  [commeon:shared_vrf:172.16 23.21:pvd-ucast]: 5 bgp peer prefixes were suddenly added
Manor =486 (79.28%) B Major = 77 (12.56%)
B Crteni= 51(606%) I Waming 19 (31%) s = sn on flring.._ e me s - B —
= T & Anomalies| Anomalyll - | Search @ | Actions on selected rows. v
Al » End Time »= 2024-10-0119:31:44 > End Time <= 2024-11-10 19:31:44
Anomaly ID Incident ND Cluster Created Updated Severity Start Time End Time Resource Type Node Nai
B crestndi 2024-10-15 2024-10-15 finor 2024-10-14 2024-10-14.
END5129978003%96 lempty) 'st=ndi 09:47:00 09:47.00 Minor 171317 17:2139 endpoint
#CiscoLiveAPJC BRKDCN-2615 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



How Can |
Access These
Features?
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Purchasing Nexus Dashboard Insights
NDI is included with Nexus 9000 switch licenses

-—w
g
v

O\ Insights ! h
v

T3
= Controller @ @ @
=
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Nexus Dashboard Insights features

“Q

Essentials Advantage Premier

Hardware/software lifecycle & EoS

Conformance -
Verified scale

One fabric at a time

Topology
Across fabrics

© ©
© OO 006
©

Switch/interface down + Sev-1 PSIRT & EoS

Anomalies and Advisories
All anomalies and advisories

@
© OO0 6

Software Upgrade Basic upgrade checks & TAC Assist

Support3 Full upgrade analytics

Sustainability
Bug Scan, CAM Analyser

Analytics and Flow and Traffic
Troubleshooting Connectivity and Explorer

Delta (pre/post)

®
0 00
© 000606 0o

Compliance

. / 1 Fabric-Level Sustainability only 2 Integration with Panduit 3 Software Upgrade from Insights in roadmap, only Pre-Upgrade Analysis available on ND 3.0 and 3.1 ND ordering guide
CISCO (24
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Nexus Dashboard Insights features

“Q

Essentials Advantage Premier

Global, fabric, switch, ports, endpoints, VMs

Inventory
L3 neighbours, IPv4/v6 routing tables*, capacity

PFC/ECN (NX-OS/NDFC Only)

Al/ML and QoS
Microbursts

©
© OO0 006
©

VMware

O]
OO0 0O06 6

H

Integrations DNS
All (Splunk, ServiceNow, AppD, Panduit)

O]
©

Journey, ND multi-cluster support
Multicast PIM, IGMP (NX-OS/NDFC only)

Log Collector

OIHCHOHONC)

Others Snapshots (ACI only) and Snapshot Assistant
Customised alerts and compliance rules
Customisable dashboards

Pre-change analysis (ACI only)

OO0
O 6O6
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Summary

cisco L{V&/



Common real world ops questions

Visibility, Sustainability,
and Capacity \
. Where is the problem and what’s
What is the current network .
S the blast radius?
utilisation? How do | red MTTR?
How many ports do | have available? H dO\IN ol reduce Cish ' thy?
Am | running out of hardware TCAM ow do [ prove network s healthy
space?

How energy efficient is my .
environment? Operatlons

Proactive operations
Was the issue preventable?

Is the network exposed to
known vulnerabilities?

Can | get proactive advice?

Assurance

Am | doing correct
configuration?

Are interdependencies known?

Does the change impact
something am not aware of?
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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