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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKDCN-2615

4BRKDCN-2615 © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public



-

Agenda

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Introduction

• Nexus Dashboard Platform

• Day 2 operations with Nexus 
Dashboard Insights

• Use cases

• Conclusion
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The golden age of 

app development

network                    operations

BRKDCN-2615 6



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Innovation is key to success

of the S&P 500 companies will 
have disappeared by 2027.

Challenge: Innovation at scale

75%

500

Average life span of companies 
Down 43 years (from 1958).

 Reasons: Competitors, market shifts, costs

Less than

18
years

Sources: McKinsey and IBM Research Insights

of consumers would switch providers 
or pay a premium for innovative and 

sustainable offerings. 

70%

BRKDCN-2615 7
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#1
Human error is a 
leading cause of 

breaches and hacks1

average cost of 
unplanned downtime2 

$250K/hour 43%
% of IT time spent 
troubleshooting2

2McKinsey Study of Network Operations for Cisco–2016

1IDC, Cybersecurity is a Daunting Challenge that Requires a Holistic Solution: Implications from Cloud Pulse, 1Q19 Survey, DOC #US45678519, December 2019

BRKDCN-2615 8
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Need to innovate faster
“Connectivity is a service. It must be deployed, managed, 

and monitored consistently anywhere my business needs it.”

Need to accelerate time to troubleshoot 
“I need better tools to reduce manual correlation 

times and fix issues faster.”

Extend visibility, reduce screens in the NOC
“Given the breadth of its portfolio, the more Cisco integrates their products 
across different technologies and domains, the more benefits I get as a customer.”

Must minimise risk and avoid downtime
“I trust Cisco to keep my operations running 24x7.”

Our customers’ 
voice

BRKDCN-2615 9
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Life of a [data centre] network-admin

Tasks Business Impact

Innovation and growth

Reliability, risk control, 

brand, user experience

Provision the network

Operate the network

(troubleshoot, fix, analyse)

BRKDCN-2615 10
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Common platform built 
for automation

One platform, all services, 
open APIs 

Bridging the gap between 
DevOps and NetOps

IT Ops transformation

Introducing Cisco Nexus Dashboard

BRKDCN-2615 11
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2017 20242019 

We have embarked on a journey

Network 
Assurance Engine

Network 
Insights Advisor

Network 
Insights Resources

2018

Nexus 
Insights

Multi-Site 
Orchestrator

ACI

Nexus Dashboard
Insights

2021 2004 2014

2-way 
integration

Unified 
Nexus Dashboard

2008

DCNM
LAN

DCNM
SAN

Nexus Dashboard
Orchestrator

Nexus Dashboard
Fabric Controller

LAN/SAN

Products have evolved through the 
           years with microservices-based    
           architectures & other enhancements

BRKDCN-2615 13

Towards simplification and unification
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Visibility Analytics Troubleshooting Compliance

Provisioning

Operations Insights

Automation

Access to Nexus Dashboard services/features is based on the Cisco Nexus 9000 switch license tier

Controller Orchestrator

Which leads us here…
Unified Nexus Dashboard

BRKDCN-2615 14
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Nexus Dashboard

15BRKDCN-2615

ACI

NDFCStandalone

Nexus Dashboard
Insights

NEW!

Troubleshooting ComplianceVisibility Analytics

ND 3.2 – Now available!

Onboard sites with standalone NX-OS switches and enable them with Insights
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Nexus Dashboard

16BRKDCN-2615

BEFORE

Insights 
6.2

Orchestrator 
4.1

Controller 
12.0

App compatibility

Platform 2.3

Different software versions

Installed and managed independently

ND 3.2  – Now available!

Unified Image
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2 2.3 and 3.0. Check release notes for full info

STARTING (v3.1)

Single .iso or .ova includes all 
services

Nexus Dashboard 3.1

Insights Orchestrator Controller 

Integrated Services

Direct upgrade from previous 
versions2

Nexus Dashboard

BEFORE

Insights 
6.2

Orchestrator 
4.1

Controller 
12.0

App compatibility

Platform 2.3

17

ND 3.2 – Now available!

Unified Image

BRKDCN-2615
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Which leads us here…
Q4CY24

Planning

Integrations

Backup
and restore

Single 
sign-on

RBAC

Upgrade
and downgrade

Change
management

Syslog
and audit logs

Switch
credentials

One product

Analyse Automate Manage

Unified Nexus Dashboard
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Day 2 
Operations with 
Nexus 
Dashboard 
Insights
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Nexus Dashboard Insights

Intent 

Policy/
config 

Infra 
state 

Intent 

Policy/
config 

Infra 
state 

Software and 
hardware 
telemetry 

Data 
enrichment 

VM 
integration 

DNS 
integration 

Cisco.com
artifacts

AppDynamics 
integration 

Correlation

Baselines 

Modeling 

Nexus 
Dashboard 

Insights 

{REST:API}

Syslog 

Email 

Kafka 

BRKDCN-2615 20

Putting it all together
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Simplified user experience

New Analysis Hub for advanced features

Helpful guidance for first 
time setup

Logical navigation 
and feature grouping

BRKDCN-2615 21

Consistent with other ND services and helpful guidance
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Anomalies and advisories

Holistic event dashboard | targeted notice matches 

• Anomalies are triggered by 
negative events or when a resource 
deviates from it baseline metrics

• Advisories represent matches 
between the inventory devices and:
• PSIRT
• Field Notice
• End-Of-Life milestones
• Best Practices(NX-OS only)

BRKDCN-2615 22
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Cisco Nexus Dashboard Insights
Current feature set

Visibility 
and monitoring

Explorer queriesCapacity planning

Topology Microburst detection

Control plane statistics Interface statistics

Analytics 
and correlation

Flow telemetry Integrations

Delta and pre-change analysis Assurance

Endpoint analytics Anomalies

Advisories 
and tools

Conformance and lifecycle Upgrade analysis

TAC assist Bug scan

PSIRT notification Field notices

BRKDCN-2615 24
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Operations

Visibility, Sustainability, 
and Capacity

What is the current network 
utilisation?

How many ports do I have available?

Am I running out of hardware TCAM 
space?

How energy efficient is my 
environment?

Common real world ops questions

BRKDCN-2615 25
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Nexus Dashboard Insight Visibility
Global View

27BRKDCN-2615

Capacity & Visibility

Where should I focus my attention?

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Site Detail

28BRKDCN-2615

Capacity & Visibility

Where should I focus my attention?

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Inventory

29BRKDCN-2615

What is running in this environment?

Capacity & Visibility

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Switch View

30BRKDCN-2615

How are my switches configured and what’s connected?

Capacity & Visibility

Global

Site

Switch

Interface

Endpoint Transceiver



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Nexus Dashboard Insight Visibility
Switch Capacity 

31BRKDCN-2615

Am I running close to capacity?

Capacity & Visibility

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Interface Statistics

32BRKDCN-2615

Capacity & Visibility

Should I upgrade from 1G, 10G, 25G, or 100G?

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Interface Microburst

33BRKDCN-2615

Where there any recent microbursts?

Capacity & Visibility

Global

Site

Switch

Interface

Endpoint Transceiver
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Capacity & Visibility

Nexus Dashboard Insight Visibility
Interface DOM

34BRKDCN-2615

Are the physical transceivers still functioning correctly?

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Fabric Wide Database

35BRKDCN-2615

To which device is this endpoint connected?

Capacity & Visibility

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Endpoint Visibility – IP Mobility

36BRKDCN-2615

Capacity & Visibility

Where has this endpoint been seen?

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insight Visibility
Endpoint Visibility – Augmenting the data sources

37BRKDCN-2615

Holistic Event Dashboard | Targeted Notice Matches 

Capacity & Visibility

Global

Site

Switch

Interface

Endpoint Transceiver
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Nexus Dashboard Insights
Policy CAM

Capacity & Visibility

BRKDCN-2615 38

Who is consuming the TCAM space?
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Am I running out of capacity?
Scale Conformance Reports

Details by node and category

Usage Trends over Time

Monthly view of resource 
utilsation

Capacity Planning

BRKDCN-2615 39
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What is the energy consumption of my fabrics?
Sustainability Analysis

Power Use, Costs, CO2 emissions all trending over time

BRKDCN-2615 40
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Nexus Dashboard Insights
Sustainability integrations

BRKDCN-2615 41

Power Use, Costs, CO2 emissions all trending over time
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NDI and Splunk
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Nexus Dashboard Insights
Splunk integration

NI anomalies on
Splunk dashboard

User-configurable
anomaly pull

Periodic syncing of anomalies 
to Splunk data lake

Nexus® Dashboard 
Insights (NI) 

Splunk Enterprise 

VMVMVM

App and add-on

Nexu
s

9000

NI
Anomalies

Visibility, monitoring, and cross-tier correlation

BRKDCN-2615 44
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Operations

Visibility, Sustainability, 
and Capacity

What is the current network 
utilisation?

How many ports do I have available?

Am I running out of hardware TCAM 
space?

How energy efficient is my 
environment?

Troubleshooting
Where is the problem and what’s 

the blast radius?

How do I reduce MTTR?

How do I prove network is healthy?

How identify AI/ML traffic issues?

Common real world ops questions

BRKDCN-2615 45
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Stealthwatch

NetFlow collector support 
or Traffic Analytics 

Nexus Dashboard Insights

46

Flow table, NetFlow, sFlow, IPFIX support

BRKDCN-2615

Switch streaming to NetFlow 
collectors and Nexus Dashboard 

(using NetFlow or Traffic Analytics)
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Can I store more data?
Remote flow data storage

Cisco Nexus 
Dashboard Insights 

Cisco Nexus 
Dashboard 
Insights app

External NFS 
storage

Export 5-tuple or full flow information to external 
storage via NFS mount

BRKDCN-2615 47
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Flow telemetry
Flow table events (FTE)

48BRKDCN-2615

Easier Event Correlation | Faster MTTD

For every FTE NDI creates a 
new anomaly

Operators can be notified 
about this within seconds

The overall Anomalies page 
provides insights on what else 
is happening in the fabric
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Flow telemetry
FTE table

49BRKDCN-2615

Every device exports its own 
view about the flow

NDI stiches the same packet 
across all the reported hops

This table displays the end-to-
end flow

Troubleshooting
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How many packets were sent?

How many received?

What’s the average latency?

Show me the path!

Troubleshooting

Flow telemetry
Flow detail

50BRKDCN-2615
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EPG
EPG1

EPG
EPG2

Contract 
tcp5001

Redirect

providerconsumer

Flow telemetry
L4-L7 service awareness

Show me the path!

Troubleshooting

BRKDCN-2615 51
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ND 3.2

Nexus Dashboard Insights

52BRKDCN-2615

Traffic analytics – general availability (NXOS+ACI)

NX-OS & ACI support

Congestion, latency, drops

Customise categories

Detect potential issues, top talkers faster

Auto-discovered services (Web, FTP, etc)

3 & 6 nodes pND cluster  |  3 node vND cluster  |  FX and later platforms  |  1-week data retention

Requires: NXOS – 10.4.2 / ACI – 6.1.1 (Q2 CY24)

Pervasive - filters/rules not needed
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Why is there an evolution needed?

BRKDCN-2615

Use Case

In-depth view of Data-Plane

Full Path Visibility

End-to-End correlation of traffic in 
the Network

Statistics of all Traffic in the 
Network

Immediate Notification of Events 
(e.g. ACL drops, QoS drops,..) 

1st Solution
Netflow

In-depth view of Data-Plane

Full Path Visibility

End-to-End correlation of traffic in 
the Network

Statistics of all Traffic in the 
Network

Immediate Notification of Events 
(e.g. ACL drops, QoS drops,..) 

Full Statistics
High Scale

No in-depth Details

2nd Evolution
Flow Telemetry

In-depth view of Data-Plane

Full Path Visibility

End-to-End correlation of traffic in 
the Network

Statistics of all Traffic in the 
Network

Immediate Notification of Events 
(e.g. ACL drops, QoS drops,..) 

Single Flow Statistics
Limited Scale

In-depth Details

3rd Evolution
Traffic Analytics

In-depth view of Data-Plane

Full Path Visibility

End-to-End correlation of traffic in 
the Network

Statistics of all Traffic in the 
Network

Immediate Notification of Events 
(e.g. ACL drops, QoS drops,..) 

Full Statistics
High Scale

In-depth Details
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Troubleshooting 
Endpoint Connectivity
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Nexus Dashboard Insights
Analysis Hub

55BRKDCN-2615

Unify and simplify network operations

Troubleshooting
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Nexus Dashboard Insights
Connectivity analysis (with active path)

56BRKDCN-2615

Define and trace flows across the fabric with detailed path info

Troubleshooting
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Nexus Dashboard Insights
Connectivity analysis (with active path)

57BRKDCN-2615

Define and trace flows across the fabric with detailed path info

Troubleshooting
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Analysis Hub
Delta analysis

58BRKDCN-2615

Troubleshooting

What recently changed?
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Assurance
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Operations

Visibility, Sustainability, 
and Capacity

What is the current network 
utilisation?

How many ports do I have available?

Am I running out of hardware TCAM 
space?

How energy efficient is my 
environment?

Troubleshooting
Where is the problem and what’s 

the blast radius?

How do I reduce MTTR?

How do I prove network is healthy?

Assurance
Am I doing correct 

configuration?

Are interdependencies known?

Does the change impact 
something am not aware of?

Common real world ops questions

BRKDCN-2615 60
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Explore your fabric with a simple query 

Ask a question

Get a quick answer

How do different objects relate to each other? Can certain object communicate?

Assurance

BRKDCN-2615 61
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Ask a question

Get a Quick AnswerCheck all the details

How do different objects relate to each other? Can certain object communicate?

Assurance

Explore your fabric with a simple query 

BRKDCN-2615 62
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Compliance management

Naming Convention
“VRF names shall end with _vrf”

Configuration Rules
“VRF shall be enforced”

Segmentation
“PCI must not talk to non PCI”

SLA
“APP must talk to DB on 1433”

Traffic Restriction
“INET must not talk to WEB on ssh”

Configuration compliance (the IT blueprint) |   Business and regulatory compliance (risk management)

Assurance

BRKDCN-2615 63
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Configuration Compliance using Insights

64BRKDCN-2615

One option for each Use Case

Snapshot-based Import-based Template-based Manual

Freeze your entire 
config and be notified 
with a critical alert in 

case anyone modifies it

Provide a golden config 
for a specific 

object/section and be 
notified with a critical 
alert in case anyone 

modifies it

Define a set of best 
practices (naming or 

configuration) 
requirements for any 
object in the fabric

Define your required 
values for some 

attributes for the most 
common objects in the 

fabric

Assurance
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Compliance
Some more configuration examples

65BRKDCN-2615
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Pre-change management

Prepare change Run pre-change 
validation

Run change Run delta 
analysis

If new anomalies...

If new anomalies...

Validate changes before you make them | Avoid potential errors and adapt changes more quickly

Assurance

BRKDCN-2615 66
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Operations

Visibility, Sustainability, 
and Capacity

What is the current network 
utilisation?

How many ports do I have available?

Am I running out of hardware TCAM 
space?

How energy efficient is my 
environment?

Troubleshooting
Where is the problem and what’s 

the blast radius?

How do I reduce MTTR?

How do I prove network is healthy?

Proactive operations
Was the issue preventable?  

Is the network exposed to 
known vulnerabilities?

Can I get proactive advice?

Assurance
Am I doing correct 

configuration?

Are interdependencies known?

Does the change impact 
something am not aware of?

Common real world ops questions

BRKDCN-2615 68
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How do I plan for HW/SW lifecycles??
Hardware and software conformance

Tight control over HW and SW lifecycles | Easy planning for future upgrades

Proactive operations

BRKDCN-2615 69
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PSIRT/FN advisory
Patch management

Proactive operations

BRKDCN-2615 70
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Bug scan
Proactive bug analysis

Proactive operations

BRKDCN-2615 71
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Upgrading with confidence
Typical challenges

Assurance that all pre-requisites have been satisfied

Time required to run all pre-checks and post-checks

Complexity of analysis of potential issues in target release

Lack of visibility of potential impact

Proactive operations

BRKDCN-2615 72
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Upgrade with confidence

73BRKDCN-2615

Pre-upgrade checks

Physical interfaces

Neighbors

Routes

Endpoints 

Capacity utilisation

Post-upgrade checks

Physical interfaces

Neighbours

Routes

Endpoints (lower 
number discovered)

Capacity utilisation

Pre and post upgrade differentiation analysis  |   Prevent issue exposure and discovery by end user

Proactive operations
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Upgrading with confidence
Pre-upgrade and post-upgrade

• Pre-upgrade checks

• Version and bug info / validation

• Advice about potential conditions that 

exist before upgrade (not just faults)

• Post-upgrade delta analysis

• Did I fix it?  Did I break it?  Did I change it?

Proactive operations

BRKDCN-2615 74
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Nexus Dashboard Insights
ServiceNow integration

User-configurable
anomaly pull

Incident numbers
and details

Assignment groups/users

Ticket creation on
NOW platformServiceNow ITSM app

on Nexus Dashboard
ServiceNow 

ITSM/ITOM platform

VMVMVM

Nexus Dashboard Insights 

Apps for NOW platform 

Service aware
CMDB

Nexu
s

9000

NI App

NI
Anomalies

Ticketing automation for Nexus Dashboard Insights

BRKDCN-2615 77
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ServiceNow Dashboards and Details

78BRKDCN-2615
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ServiceNow Dashboards and Details

79BRKDCN-2615



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ServiceNow Dashboards and Details

80BRKDCN-2615
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How Can I 
Access These 
Features?



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Purchasing Nexus Dashboard Insights

82BRKDCN-2615

PremierAdvantageEssentials

NDI is included with Nexus 9000 switch licenses

No Nexus without Nexus Dashboard

All Features

Controller

Insights
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Capabilities Essentials Advantage Premier

Conformance

Hardware/software lifecycle & EoS

Verified scale

Topology 
One fabric at a time

Across fabrics

Anomalies and Advisories

Switch/interface down + Sev-1 PSIRT & EoS

All anomalies and advisories

Software Upgrade 
Support3

Basic upgrade checks & TAC Assist

Full upgrade analytics

Analytics and 
Troubleshooting

Sustainability

Bug Scan, CAM Analyser

Flow and Traffic

Connectivity and Explorer

Delta (pre/post)

Compliance

Nexus Dashboard Insights features

83BRKDCN-2615

1 Fabric-Level Sustainability only Detailed list available on ND ordering guide2 Integration with Panduit 3 Software Upgrade from Insights in roadmap, only Pre-Upgrade Analysis available on ND 3.0 and 3.1

1 2

https://www.cisco.com/site/us/en/products/networking/cloud-networking/nexus-platform/index.html
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Capabilities Essentials Advantage Premier

Inventory

Global, fabric, switch, ports, endpoints, VMs

L3 neighbours, IPv4/v6 routing tables*, capacity

AI/ML and QoS 
PFC/ECN (NX-OS/NDFC Only)

Microbursts

Integrations

VMware

DNS

All (Splunk, ServiceNow, AppD, Panduit)

Others

Journey, ND multi-cluster support

Multicast PIM, IGMP (NX-OS/NDFC only)

Log Collector

Snapshots (ACI only) and Snapshot Assistant

Customised alerts and compliance rules

Customisable dashboards

Pre-change analysis (ACI only)

Nexus Dashboard Insights features
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Operations

Visibility, Sustainability, 
and Capacity

What is the current network 
utilisation?

How many ports do I have available?

Am I running out of hardware TCAM 
space?

How energy efficient is my 
environment?

Troubleshooting
Where is the problem and what’s 

the blast radius?

How do I reduce MTTR?

How do I prove network is healthy?

Proactive operations
Was the issue preventable?  

Is the network exposed to 
known vulnerabilities?

Can I get proactive advice?

Assurance
Am I doing correct 

configuration?

Are interdependencies known?

Does the change impact 
something am not aware of?

Common real world ops questions

BRKDCN-2615 86
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Complete Your Session Evaluations

88

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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