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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKDCN-2613
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• AI/ML Applications

• What Are Their 
Requirements?

• Building a High-
Performance AI DC

• Conclusion
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AI is everywhere!

6BRKDCN-2613

Face recognition

Self-driving vehicles

Conversational agents

Machine translation

Image generation

Recommender systems

Analysis of medical images



Let’s Talk about 
AI Infrastructure
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What do I actually need?
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Back to first principles
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Training Data

Data

Labels

Trained 
Model

Training

Model architecture

Validation Data

Data

Labels

Assess 
Results

Testing

Real Data

Data Predictions

Inferencing

Trained 
Model

Trained 
Model

Training

Validation

Inferencing

Machine Learning Overview
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Model Architecture

BRKDCN-2613

input layer hidden layer 1 hidden layer 2 output layer
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Model Training

a1

a2

an

b1

b2

b3

bn

c1

c2

c3

cn

D
a
ta

Expected
Label

Calculated
Label

Feed forward phase
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input layer hidden layer 1 hidden layer 2 output layer
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Model Training

a1

a2

an

c1

c2

c3

cn

D
a
ta

Expected
Label

Calculated
Label

Difference / 
Error

b1

b2

b3

bn

Back propagation phase
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input layer hidden layer 1 hidden layer 2 output layer
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Model Training

a1

a2

an

c1

c2

c3

cn

Optimiser phase

b1

b2

b3

bn
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input layer hidden layer 1 hidden layer 2 output layer
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Putting the “Distributed” in Distributed ML Training

Training 
data

Node 1

Node 2

Node N Trained ModelUntrained 
Model

?

?

?
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Putting the “Distributed” in Distributed ML Training
Model Parallelism

Training 
data

Node 1

Node 2

Node N Trained ModelUntrained 
Model
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Putting the “Distributed” in Distributed ML Training
Data Parallelism

Training 
data

Node 1

Node 2

Node N Trained ModelUntrained 
Model
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GPU: 0

Optimiser

21



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Distributed Training – Naïve approach doesn’t work

GPU: 0

Optimiser

GPU: 1

Optimiser

GPU: N

Optimiser
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GPU: 0

Optimiser

GPU: 1

Optimiser

GPU: N

Optimiser

Nvidia Collective Communications Library (NCCL)
AllReduce
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Model Inferencing

a1

a2

an

b1

b2

b3

bn

c1

c2

c3

cn

D
a
ta

Prediction

Inferencing (Feed forward phase only)
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input layer hidden layer 1 hidden layer 2 output layer
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Impact of Retrieval Augmented Generation

Vector 
DB

Data 
Ingestion

ChunkingDocument

Retrieval & 
Synthesis

“42”

5 G B

Embedding Query Vector Index Search

Document Embedding

Top K Chunks Ranked K Chunks

Embedding 
Model

5 G B

LLM
Llama 2 13B (bfloat16)

2 9 G B

Re-ranking 
Model

5 G B

GPU GPU GPU GPU

These embedding models need to 
be run close to the data

25
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Back to infrastructure
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Generalised AI Infrastructure

Backend Network

“AI” Servers

Frontend Network

GPU
2-8

Intra-host 
interconnect
e.g. “NVLink”

GPU
NICs

Host
NICs

CPU CPU

NV

Inter-host interconnect
e.g. “Infiniband”/RoCE

GPU
2-8

GPU
NICs

Host
NICs

CPU CPU

NV

GPU
2-8

GPU
NICs

Host
NICs

CPU CPU

NV

Storage

Management

External
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When do GPU interconnects matter for 
inferencing?

29

LLM
Llama 3.1  405B (FP16)

8 1 0 G B

CPU/Memory/Storage

6 4 0 G B  M E M O R Y

Host

H100 H100 H100 H100

H100 H100 H100 H100

CPU/Memory/Storage

6 4 0 G B  M E M O R Y

Host

H100 H100 H100 H100

H100 H100 H100 H100

LLM
Llama 3.1  70B (FP16)

1 4 0 G B

CPU/Memory/Storage

6 4 0 G B  M E M O R Y

Host

H100 H100 H100 H100

H100 H100 H100 H100

LLM
Llama 3.1  8B (FP16)

1 6 G B

CPU/Memory/Storage

6 4 0 G B  M E M O R Y

Host

H100 H100 H100 H100

H100 H100 H100 H100

Intra-host and inter-host GPU 
interconnect not required

Inter-host GPU interconnect 
not required

Intra-host and inter-host GPU 
interconnect required

*KV Cache, inferencing server optimisations, etc. ignored for simplicity

BRKDCN-2613
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Example Infrastructure Requirements by Workload

Workload type Small* model 
inferencing / RAG

Large* model 
inferencing / RAG

Fine Tuning Small* model 
training

Large* model 
training

AI Accelerator 
(GPU)

Maybe
0-2 GPU per 

server

Yes
2-8 GPU per 

server

Yes
4-8 GPU per 

server

Yes
2-4 GPU per 

server

Yes
8 GPU per server

Cluster size 0 – 100’s
Scales horizontally 
with request rate

0 – 100’s
Scales horizontally 
with request rate

20-80 GPUs
~10’s of servers

20-80 GPUs
~10’s of servers

>1000 GPUs
100s of servers

Intra-host GPU 
interconnect (e.g. 
NVLink)

No Maybe** Maybe Yes Yes

Inter-host GPU 
interconnect 
(“Backend” 
network)

No Probably Not** Maybe
200-400G RoCE

Maybe
200-400G RoCE

Yes
200-400G 

RoCE/Infiniband

“Frontend” 
network

“Any” 100-400G 100-400G 100-400G 100-400G

* “Small” and “Large” here are relative to the size of the GPU. i.e. Small can fit in memory of a single GPU. 
** Depends on parallelism strategy, e.g. Tensor Parallel, Pipeline Parallel, etc.

BRKDCN-2613 30
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AI/ML Backend Network Requirements

Non-Blocking, 
High Bandwidth Lossless

Low, Consistent 
Latency

1 2 3

400/800G

Dynamic Load Balancing

Static Pinning

ECMP with UDF

Requirement

Driver

Solution

2% packet loss can 
cause training to be 

8x slower

Data transferred 
during training 

increases at almost 
6x model size

Increased network delay 
and variance degrade 

distributed training 
performance

RoCEv2

DCQCN (PFC/ECN)

Dedicated buffers

Optimised ASICs

Rich QoS

Intelligent Buffer 
Management

4

Operations

AI Infrastructure is 
expensive, downtime 

and performance 
degradation are 

expensive

AI Fabric Automation

AI Fabric Visibility

Telemetry

BRKDCN-2613 31
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512 GPU Cluster Connected at 400G per GPU

…

Spine-1 Spine-2 Spine-3 Spine-4 Spine-5 Spine-6 Spine-7 Spine-8

Leaf-1 Leaf-2 Leaf-3 Leaf-16

4 x 400G Connections Per Spine

Server-1 Server-2 Server-3 Server-4 Server-5 Server-6 Server-7 Server-8 Server-9 Server-10 Server-11 Server-12 Server-61 Server-62 Server-63 Server-64

Non-Blocking, 
High Bandwidth

BRKDCN-2613 32
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Collective Communication between GPU Servers

Host-1 Host-2

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

G1 G2 G3 G4 G5 G6 G7 G8 G1 G2 G3 G4 G5 G6 G7 G8
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Collective Communication between GPU Servers

Host-1 Host-2

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

G1 G2 G3 G4 G5 G6 G7 G8 G1 G2 G3 G4 G5 G6 G7 G8

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

NIC
1

NIC
2
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3
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Collective Communication between GPU Servers

Host-1 Host-2

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7
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8
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Collective Communication between GPU Servers

Host-1 Host-2

Leaf-1 Leaf-8

Port 1 on all hosts connects to Leaf-1, Port 2 on all hosts connects to Leaf-2, and so on.

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

G1 G2 G3 G4 G5 G6 G7 G8 G1 G2 G3 G4 G5 G6 G7 G8
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Rails Design for Inter-GPU Network

Host-1 Host-2

Leaf-1 Leaf-8

Spine-1 Spine-2 Spine-3 Spine-4

Using Cisco Nexus 9364D-GX2A switch (64 port x 400 GbE) 

Port 1 on all hosts connects to Leaf-1, Port 2 on all hosts connects to Leaf-2, and so on.

400 GbE

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

NIC
1

NIC
2

NIC
3

NIC
4

NIC
5

NIC
6

NIC
7

NIC
8

G1 G2 G3 G4 G5 G6 G7 G8 G1 G2 G3 G4 G5 G6 G7 G8
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512 GPU Cluster Connected at 400G per GPU
Rails Design

Spine-1 Spine-2 Spine-3 Spine-4 Spine-5 Spine-6 Spine-7 Spine-8

4 x 400G Connections Per Spine

…Leaf-1 Leaf-2 Leaf-3 Leaf-16

Server-1 Server-2 Server-3 Server-4 Server-5 Server-6 Server-7 Server-8 Server-9 Server-10 Server-11 Server-12 Server-61 Server-62 Server-63 Server-64

400Gbps
GPU NIC1

GPU NIC2

GPU NIC3

Non-Blocking, 
High Bandwidth

BRKDCN-2613
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Fabric Load Balancing – The challenge

39BRKDCN-2613

Link

UDP Flow

100% 
utilisation

60% 
utilisation

UDP Flow

UDP Flow

UDP Flow

UDP Flow

Link

UDP Flow

UDP Flow

UDP Flow

Non-uniform link 
utilisation

Default ECMP load-balancing 
based on Layer 4 UDP flow

Cisco 
Nexus 9000 

Switch

AI/ML backend 
network traffic 
(RoCEv2) has 
very little 
entropy
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Fabric Load Balancing – The solutions

40BRKDCN-2613

Cisco
 Nexus 
9000 

Switch

Link UDP 
Flow

Link
UDP 
Flow

ECMP with UDF
Load-balance based on IB 

destination queue pair

Nearly uniform link utilisation

Cisco Nexus 
9000 Switch

82% 
utilisation

78% 
utilisation

Cisco 
Nexus 
9000 
Switch

Link

Link

Static Pinning
Statically pin all traffic on an ingress 

port to an egress port and vice-versa

Dynamic Load Balancing (DLB) 
Dynamically load balance flowlets 
based on real-time link utilisation

Non-Blocking, 
High Bandwidth
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RDMA Over Converged Ethernet – RoCE/RoCEv2

44BRKDCN-2613

Eth L2 
Header

E
th

 
T
y
p
e IB GRH

IB BTH+
(L4 HDR)

IB Payload ICRC FCSRoCE

RoCEv2
Eth L2 
Header

E
th

 
T
yp

e IP Header
IB BTH+
(L4 HDR)

IB Payload ICRC FCS
UDP 

Header

System 
Memory

GPU 
Memory

System 
Memory

CPU GPU CPU

RDMA 
NIC

RDMA 
NIC

PCIe PCIe

Ethernet Network

GPU 
Memory

GPU

IB Network
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3
S1

SIP:Host A; DIP:Host X; ECN:0x10 SIP:Host B; DIP:Host X; ECN:0x10 

• Priority Flow Control (PFC)

• Explicit Congestion Notification 
(ECN)

• Data Centre Quantised 
Congestion Notification 
(DCQCN)

• PFC + ECN

• See BRKDCN-2921

Congestion Control 

45BRKDCN-2613
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Nexus Dashboard Fabric Controller

Day0 Provisioning for AI/ML Networks

Custom QoS Classification/Marking

Operations

BRKDCN-2613 47
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Nexus Dashboard Insights

Congestion Scores Network Hotspots PFC, ECN Statistics

Operations

BRKDCN-2613

Congestion Scores Network Hotspots PFC, ECN Statistics

48
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AI/ML Networking Blueprint

49BRKDCN-2613
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Nexus: Power of Systems

Outcomes

Cisco Nexus Dashboard

Cisco AI/ML Blueprint

Nexus
9000

Spine

Leaf

GPU
Clusters

ControllerInsights Orchestrator

Best performing 

AI/ML networks, focus 
on app performance

Dynamic congestion 

avoidance for 
various workloads

Lower TCO 

Intelligent buffering, 

low latency, telemetry / 
visibility, RoCEv2

One IP / Ethernet 

network vs. dedicated 
front-end / back-end

Validated designs

for network and 
ecosystem partners

Cisco 400G DR4/ 100G DR Optics

BRKDCN-2613 50
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A Brief Word on Ultra Ethernet

51BRKDCN-2613
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Example Infrastructure Requirements by Workload

Workload type Small* model 
inferencing / RAG

Large* model 
inferencing / RAG

Fine Tuning Small* model 
training

Large* model 
training

AI Accelerator 
(GPU)

Maybe
0-2 GPU per 

server

Yes
2-8 GPU per 

server

Yes
4-8 GPU per 

server

Yes
2-4 GPU per 

server

Yes
8 GPU per server

Cluster size 0 – 100’s
Scales horizontally 
with request rate

0 – 100’s
Scales horizontally 
with request rate

20-80 GPUs
~10’s of servers

20-80 GPUs
~10’s of servers

>1000 GPUs
100s of servers

Intra-host GPU 
interconnect (e.g. 
NVLink)

No Maybe** Maybe Yes Yes

Inter-host GPU 
interconnect 
(“Backend” 
network)

No Probably Not** Maybe
200-400G RoCE

Maybe
200-400G RoCE

Yes
200-400G 

RoCE/Infiniband

“Frontend” 
network

“Any” 100-400G 100-400G 100-400G 100-400G

* “Small” and “Large” here are relative to the size of the GPU. i.e. Small can fit in memory of a single GPU. 
** Depends on parallelism strategy, e.g. Tensor Parallel, Pipeline Parallel, etc.

BRKDCN-2613 52
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Broad Spectrum of Compute Form Factors

53BRKDCN-2613

Virtualisation and Kubernetes 

AI Tooling

AI Frameworks

FlashStackFlexPod
Blade Servers
UCS X-Series

Edge
UCS X-Series

Direct

Hyperconverged

Cisco Intersight

Rack Servers
UCS C-Series

Converged
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GPU-Accelerated Rack Servers

C240 M6 INTEL
C245 M6 AMD

5x NVIDIA A10

3x NVIDIA A16

3x NVIDIA A30

3x NVIDIA A40

3x NVIDIA A100-80

C-Series Rack Servers

C220 M6 INTEL
C225 M6 AMD

3x NVIDIA T4 3x NVIDIA L4

3X INTEL FLEX140

C220 M7 INTELC240 M7 INTEL

3x NVIDIA A16

3x NVIDIA A30

3x NVIDIA A40

3x NVIDIA A100-80

2x NVIDIA H100-80

3x NVIDIA L40

8x NVIDIA L4

5X INTEL FLEX140

3X INTEL FLEX170

NVIDIA L40S

C245 M8 AMD
(server not shipping yet)

NVIDIA H100-80

NVIDIA L40S

NVIDIA L40

NVIDIA L4

NVIDIA H100-NVL

NVIDIA A16

NVIDIA L4
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X-Fabric

X-Fabric 

PCIe node supports up to:

P
C

Ie
 N

o
d

e
 1

P
C

Ie
 N

o
d

e
 3

P
C

Ie
 N

o
d

e
 4

4x 
Intel Data Center 
GPU Flex 140

2x
Intel Data Center 
GPU Flex 170

2x 
Nvidia A16

2x
Nvidia H100

Nvidia L40

Nvidia L40S

Nvidia A40

Nvidia A100

Nvidia H100 NVL

4x 
Nvidia T4

Nvidia L4

P
C

Ie
 N

o
d

e
 2

X-Fabric decouples the lifecycles of CPU, GPU, memory, 
storage and fabrics - providing a perpetual architecture 
that efficiently brings you the latest innovations. 

Cloud-powered composability with Cisco Intersight

Flexible GPU acceleration across server nodes

No backplane or cables = easily upgrades

UCS X-Fabric Technology and PCIe Nodes with GPU

BRKDCN-2613 55



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

High-Density GPU Servers

UCS Accelerated | UCS c885A M8 

Built for data-intensive use cases like model training and deep learning

2 CPUs
AMD Genoa (96 cores)/Turin

NVIDIA HGX with 8 GPUs

NVIDIA H100, H200, B100 with NVLink
AMD MI300 with Infinity Fabric

Network 

(8) NVIDIA ConnectX-7 BF3 B3140H (E-W)
(5) NVIDIA BF3 B3220, B3240 (N-S)

Power 

(6) 3000W and (2) 2400W 

N E W

BRKDCN-2613 56
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System Tunning Recommendations

57BRKDCN-2613

• BIOS tunings:

            - Processor Configuration:  

  Intel Virtualisation Technology : <Enabled>

  Intel Hyper-Threading Technology : <Enabled>

  CPU Performance  :  <HPC>

            - Power & Performance Configuration:

 Processor C1E : <Disabled> 

 Processor C6 : <Enabled>

 Package C-State control : <C0/C1 State>

 Uncore Frequency Scaling:  <Enabled>

• Thermal : Fan Control Policy : <Maximum Power>

• PCIe : Width, Speed, Max Payload Size, Max Read Request 

• OS tunings : CPU Power, TCP Parameters & Memory Settings

C1E is one of the automatic power-
saving features which is triggered 
when the system is idle. Best to disable 
it when overclocking 

C6 BIOS will automatically disable CPU 
core and cache for power saving

In C0/C1 state all of the cores are 
locked at maximum performance and 
will cause a higher consumption of 
power

Uncore Frequency Scaling “enabled” 
stops the processor from dynamically 
changing frequencies based on 
workload to save power
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AI Advisor tool for 
configuration guidance

Fully supported stack 
including Cisco and 3rd 
party components

Deploy AI with 
confidence

Orderable, validated 
AI-Ready infrastructure 
stacks

Faster time to value with 
pre-configured solutions

E X T E N D  T O  
C O N V E R G E D  A N D  

H Y P E R C O N V E R G E D

L A N  A N D  S A N  N E T W O R K I N G

A C C E L E R A T E D  C O M P U T E

K U B E R N E T E S

O P E R A T I O N S

UCS

NEXUS

A U T O M A T I O N A I  T O O L I N G

INTERSIGHT &
NEXUS DASHBOARD

NVAIE | NIMS

Cisco AI-Ready Infrastructure Stacks

AI PODs

A D V A N C E D  S E R V I C E S

C O M I N G  S O O N

AI Pods

BRKDCN-2613 58
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Key Takeaways

• Don’t get distracted by the latest shiny 
object

• Ensure Infrastructure strategy is 
correctly mapped to real AI 
requirements

• “Evolution not Revolution” – align AI 
initiatives with existing investments

Define your AI 
Infrastructure 
Strategy

• “Standardize and De-risk” - 
streamline AI deployments with 
validated reference architectures

• Leverage Cisco’s experience

• Visit us at the Cisco Booth

Accelerate AI 
Initiatives

• Identify AI projects and key 
stakeholders

• Determine AI workload types and likely 
deployment locations

• Understand infrastructure requirements 
for AI projects

Understand your 
AI requirements
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Complete Your Session Evaluations
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Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKDCN-2613
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me via WebEx/Email: 
cgascoig@cisco.com

62BRKDCN-2613

http://www.ciscolive.com/on-demand


Thank you
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Appendix – 
Reference slides



Congestion 
Management 
Needs to Work 
As a System
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No Congestion Example
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3 S1

SIP:Host X; DIP:Host A; ECN 0x10

SIP:Host X; DIP:Host B; ECN 0x10

SIP:Host X; DIP:Host A; ECN 0x10

SIP:Host X; DIP:Host B; ECN 0x10

SIP:Host X; DIP:Host A; ECN 0x10

SIP:Host X; DIP:Host B; ECN 0x10
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Light Congestion Example
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3 S1

SIP:Host X; DIP:Host A; ECN 0x10

SIP:Host X; DIP:Host B; ECN 0x10

SIP:Host X; DIP:Host A; ECN 0x10

SIP:Host X; DIP:Host B; ECN 0x10

SIP:Host X; DIP:Host A; ECN 0x11

SIP:Host X; DIP:Host B; ECN 0x11
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Light Congestion Example –CNP Message
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3 S1

SIP:Host X; DIP:Host A; CNP

SIP:Host X; DIP:Host B; CNP

SIP:Host X; DIP:Host A; CNP

SIP:Host X; DIP:Host B; CNP

SIP:Host X; DIP:Host A; CNP

SIP:Host X; DIP:Host B; CNP

CNP messages must be marked correctly to get into the priority queue
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PFC Congestion Leaf
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3 S1

SIP:Host A; DIP:Host X; ECN:0x10 

SIP:Host B; DIP:Host X; ECN:0x10 
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3 S1

SIP:Host A; DIP:Host X; ECN:0x10 SIP:Host B; DIP:Host X; ECN:0x10 

PFC Congestion Leaf + Spine

71BRKDCN-2613
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Host A Host B Host X

Q3 Q3 Q3

L1 L2 LX

Q3 S1

P
F
C

P
F
C

PFC Congestion Leaf + Spine + Leaf
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ECMP Hashing
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ECMP, Telemetry Assisted Ethernet and Fully 
Scheduled Fabrics
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ECMP, Telemetry Assisted Ethernet and Fully 
Scheduled Fabrics

75BRKDCN-2613

X



How About 
Pinning?
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Default ECMP algorithm
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• By default, ECMP looks at source and destination IP and Layer 4 ports

• Hosts in an AI fabric may belong to uniform subnets 

• Layer 4 ports, destination port is 4791 for RoCEv2

• Entropy comes from Layer 4 Source Port

N9K-switch# show ip load-sharing
IPv4/IPv6 ECMP load sharing:
Universal-id (Random Seed): 2467474893
Load-share mode : address source-destination port source-destination
Rotate: 32
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User Defined Field (UDF) ECMP algorithm
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• UDF ECMP looks at source and destination IP and User Defined Field in a packet

• Users can choose what field to use to enhance entropy

• Every RoCE conversation is identified by Destination Queue Pair, in the IB header

• Destination Queue Pair is a 3-byte field

ip load-sharing address source-destination udf offset 33 length 24

N9K-switch# show ip load-sharing
IPv4/IPv6 ECMP load sharing:
Universal-id (Random Seed): 908907021
Load-share mode : address source-destination udf offset 33 length 24
Rotate: 32
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User Defined Field (UDF) – Destination Q Pair
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• UDF offset of Nexus 9000 switches starts from the IP header

• Destination Q Pair is 33 bytes from the beginning of IP field 
(IP (20B) + UDP (8B) + IB (5B)) or 6th byte in the InfiniBand header
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User Defined Field (UDF) – Destination Q Pair
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NVIDIA Rail-
Optimised 
Design
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Some Things I Learned at NVIDIA GTC
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Remember about rail
optimised designs when 
building large NVIDIA 
GPU clusters

BRKDCN-2613 88



Tips for Building a 
High-Performance 
AI Fabric
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To get RoCEv2 to work 
as expected it is critical 
to configure the NICs 
and OS correctly

BRKDCN-2613 90



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Configure Your Ethernet NICs
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Mellanox ConnectX-6 NIC
2 Port 100G Ethernet NIC

cat /etc/netplan/00-installer-config.yaml

<CLIP>
        ens1f0np0:
      dhcp4: false
    ens1f1np1:
      dhcp4: false
  vlans:
    ens1f0np0.101:
      id: 101
      link: ens1f0np0
      addresses:
      -  192.168.101.11/24
      routes:
      -  to: 192.168.0.0/16
        via: 192.168.101.1
        metric: 100
    ens1f1np1.101:
      id: 101
      link: ens1f1np1
      addresses:
      -  172.16.101.11/24
      routes:
      -  to: 172.16.0.0/16
        via: 172.16.101.1
        metric: 100

VLAN Config Required for PFC

VLAN Encap is 101
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Configure the “marking” Ubuntu Example
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sudo apt-get install vlan

sudo bash -c 'echo 1 > /sys/class/net/ens1f0np0/ecn/roce_np/enable/3'  

sudo bash -c 'echo 1 > /sys/class/net/ens1f1np1/ecn/roce_np/enable/3'

sudo bash -c 'echo 6 > /sys/class/net/ens1f0np0/ecn/roce_np/cnp_802p_prio'

sudo bash -c 'echo 6 > /sys/class/net/ens1f1np1/ecn/roce_np/cnp_802p_prio'

sudo bash -c 'echo 48 > /sys/class/net/ens1f0np0/ecn/roce_np/cnp_dscp'

sudo bash -c 'echo 48 > /sys/class/net/ens1f1np1/ecn/roce_np/cnp_dscp'

sudo mlnx_qos -i ens1f0np0 --trust=dscp --pfc 0,0,0,1,0,0,0,0   

sudo mlnx_qos -i ens1f1np1 --trust=dscp --pfc 0,0,0,1,0,0,0,0

sudo sysctl -w net.ipv4.tcp_ecn=1

sudo cma_roce_mode -d mlx5_0 -p 1 -m 2

sudo cma_roce_mode -d mlx5_1 -p 1 -m 2

sudo cma_roce_tos -d mlx5_0 -t 96  

sudo cma_roce_tos -d mlx5_1 -t 96

sudo vconfig set_egress_map ens1f0np0.101 4 3  

sudo vconfig set_egress_map ens1f1np1.101 4 3  

Enable ECN for class 3

Enable CNP L2 egress priority to 6, 
“enable CNP”

Map CNP to DSCP 48

Map PFC to priority 3

Enable ECN for traffic

Set mode to RoCEv2 on the NIC

Set TOS  to 96 (DSCP CS3 or  24 
Dec) for RoCEv2 traffic

Egress map RoCE traffic to priority 3



Recommendations 
for Server Tunning*

*These recommendations were 
done in conjunction with
Vijay Durairaj
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System Tunning Recommendations
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• BIOS tunings:

            - Processor Configuration:  

  Intel Virtualisation Technology : <Enabled>

  Intel Hyper-Threading Technology : <Enabled>

  CPU Performance  :  <HPC>

            - Power & Performance Configuration:

 Processor C1E : <Disabled> 

 Processor C6 : <Enabled>

 Package C-State control : <C0/C1 State>

 Uncore Frequency Scaling:  <Enabled>

• Thermal : Fan Control Policy : <Maximum Power>

• PCIe : Width, Speed, Max Payload Size, Max Read Request 

• OS tunings : CPU Power, TCP Parameters & Memory Settings

C1E is one of the automatic power-
saving features which is triggered 
when the system is idle. Best to disable 
it when overclocking 

C6 BIOS will automatically disable CPU 
core and cache for power saving

In C0/C1 state all of the cores are 
locked at maximum performance and 
will cause a higher consumption of 
power

Uncore Frequency Scaling “enabled” 
stops the processor from dynamically 
changing frequencies based on 
workload to save power
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BIOS Tuning - CPU Performance (HPC)
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BIOS Tuning – Processor Power States
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Thermal – Fan control Policy
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OS Tuning - 1

BRKDCN-2613

• Mellanox Automatic tuning for Performance

# mlnx_tune -p HIGH_THROUGHPUT

• Disable the TCP Timestamps for better CPU Utilisation 

# sysctl -w net.ipv4.tcp_timestamps=0 

• Enable the TCP selective acks option for better throughput:

# sysctl –w net.ipv4.tcp_sack=1 

• Increase the maximum length of processor input queues:

# sysctl -w net.core.netdev_max_backlog=300000

• Increase the TCP maximum and default buffer sizes using setsockopt():

# sysctl -w net.core.rmem_max=4194304

# sysctl -w net.core.wmem_max=4194304

# sysctl -w net.core.rmem_default=4194304

# sysctl -w net.core.wmem_default=4194304

# sysctl -w net.core.optmem_max=4194304

Part of the mlnx_tune utility. This 
command does all the NIC optimisation 
recommended by Mellanox

The rest of these are recommendations 
by Mellanox for “Tuning the Network 
Adapter for Improved IPv4 Traffic 
Performance”
 
https://mellanox.my.site.com/mellanoxcommunity/s/article/linu
x-sysctl-tuning
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OS Tuning - 2

BRKDCN-2613

• Increase memory thresholds to prevent packet dropping:

# sysctl -w net.ipv4.tcp_rmem="4096 87380 4194304"

# sysctl -w net.ipv4.tcp_wmem="4096 65536 4194304”

• Enable low latency mode for TCP:

# sysctl -w net.ipv4.tcp_low_latency=1

# sysctl -w net.ipv4.tcp_adv_win_scale=1

• Disable OS watchdog & Numa balancing:

# echo '0' > '/proc/sys/kernel/nmi_watchdog’

# echo 0 > /proc/sys/kernel/numa_balancing

• Fine tuning Kernel task scheduler :

# echo 100000000 > /proc/sys/kernel/sched_min_granularity_ns

# echo 50000000 > /proc/sys/kernel/sched_migration_cost_ns

These are recommendations by Mellanox 
for “Tuning the Network Adapter for 
Improved IPv4 Traffic Performance”
 
https://mellanox.my.site.com/mellanoxcommunity/s/article/linu
x-sysctl-tuning

Set to maximum acceptable values in 
nanoseconds (1 sec and ½ sec)



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

PCIE Tuning for the Best Performance

Default PCIE Attributes : Width | Speed | Max Payload Size | Max Read Request
List PCI command to find out 
where the Mellanox NICs are 
connected

List PCI command to show location 
5e:00.0 settings. Speed
determines the number of PCIe 
transactions possible. The speed is 
measured in GT/s which stands for 
"billion transactions per second"

Ubuntu/Debian: sudo apt install pciutils

The PCIe Max Payload Size 
determines the maximum size of a 
PCIe packet, or PCIe MTU (similar 
to networking protocols). This 
parameter is set only by the system 
and depends on the chipset 
architecture (e.g. x86_64, Power8, 
ARM, etc).

BRKDCN-2613 100
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PCIE Tuning for the Best Performance

BRKDCN-2613

Tuned PCIE Attributes : Width | Speed | Max Payload Size | Max Read Request

Ubuntu/Debian: sudo apt install pciutils

The first digit is the PCIe Max Read 
Request size selector.

The acceptable values are: 
0 - 128B, 1 - 256B, 2 - 512B, 
3 - 1024B, 4 - 2048B 
and 5 - 4096B.



What does the Network 
Configuration Look 
Like?
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QOS Configs Classification
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class-map type qos match-all class-q3

  match dscp 24

class-map type qos match-all class-q7

  match dscp 48

policy-map type qos QOS_classification_policy

  class class-q3

    set qos-group 3

  class class-q7

    set qos-group 7

  class class-default

    set qos-group 0

Put packets with DSCP 24 into 
“class-q3”

Put Packets with DSCP 48 into 
“class-q7”

Put packets from class-q3 into 
queue 3

Put packets from class-q7 into 

queue 7

Everything else goes into default or 

queue 0

CLASS MAP

POLICY MAP
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QOS Configs Queuing and Scheduling
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policy-map type queuing custom-8q-out-policy

  class type queuing c-out-8q-q7

    priority level 1

  class type queuing c-out-8q-q6

    bandwidth remaining percent 0

  class type queuing c-out-8q-q5

    bandwidth remaining percent 0

  class type queuing c-out-8q-q4

    bandwidth remaining percent 0

  class type queuing c-out-8q-q3

    bandwidth remaining percent 60

    random-detect minimum-threshold 150 kbytes maximum-threshold 3000 kbytes drop-probability 7 weight 0 ecn

  

Queues 7 is set up as a priority 
queue

Queues 3 received 60% of the 
bandwidth and ECN marking 
enabled starting at 150KB of buffer 
utilisation, drop probability of 7%

POLICY MAP “type queuing”
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QOS Configs Queuing and Scheduling
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class type queuing c-out-8q-q2

    bandwidth remaining percent 0

  class type queuing c-out-8q-q1

    bandwidth remaining percent 0

  class type queuing c-out-8q-q-default

    bandwidth remaining percent 40

Queues 1 and 2 receive 0% 
guaranteed bandwidth

Default queue receives 40%

POLICY MAP cont.
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QOS Configs cont. 
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policy-map type network-qos custom-8q-nq-policy

<snip>

  class type network-qos c-8q-nq3

    mtu 9216

    pause pfc-cos 3

<snip>

system qos

  service-policy type network-qos custom-8q-nq-policy

  service-policy type queuing output custom-8q-out-policy

Use a policy-map of type network-
qos to add PFC to queue 3

MTU is used as a way to calculate 
headroom for the non-drop queue.

POLICY MAP “type networking”

SYSTEM QOS

Attach policy maps of "type 
queuing" and "type network-qos" 
system wide.

This will trigger ECN marking and 
ports configured with PFC will 
receive and honor those frames, as 
well as generate pause frames as 
needed
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QOS Configs Interfaces
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interface Ethernet1/1

  service-policy type qos input QOS_classification_policy

  priority-flow-control mode on

  priority-flow-control watch-dog-interval on

Attach the service policy to the 
interface.

Enable PFC

Enable PFC Watch Dog using a 
default interval of 100 milliseconds.



Thank you
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