
#CiscoLiveAPJC



#CiscoLiveAPJC

Yusuf Bhaiji, Director, Global Certifications
linkedin.com/in/YusufBhaijiCisco
@YusufBhaiji
BRKCRT-2679

CCNP: Diving into the new 
Multicloud Certifications



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCRT-2679
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• Value of Cisco Certification

• Cisco Multicloud Specialist 
Certifications

• Cloud in your network

• What to expect!

• Preparing for the new exams
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Multicloud are the defacto IT model...

7BRKCRT-2679

Organizations are 

operating Multicloud 

Environment today

are moving workloads 
between on and off-premises 

environments weekly1 

Organizations are using 
Multicloud tools to address 

business challenges

451 Research and Cisco, “Global Hybrid Cloud Trends Report”, May-22
IDC, “Hybrid Cloud: An Inevitability for Most Enterprises”, Oct-21
Flexera State of Cloud 2023 Report

  

87% 58% 62%

7BRKCRT-2679



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Campus Home Data center Edge | IoT and OT

Private
cloud

Security

Service
providers

Cloud 
providers

Colocation

SaaS

SaaS

SaaS

SaaS

SaaS

Multicloud 
app-centric 
infrastructure is 
now the de facto 
operating model
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Capabilities for Multicloud Journey

9BRKCRT-2679

Connect

Seamlessly connect all 
your on-premise, 

private cloud, public 
cloud and co-lo with 
consistent policy and 

automation.

Observe
Ensure ideal Digital 

Experience for 
customers, partners 

and employees across 
multi-cloud 

environment with 
optimal cost.

Secure

Implement Zero Trust 
access for workforce 
and workloads across 
your cloud continuum.

BranchRemote User IoTHQColo / On 
Premise Data 

Center

SaaS

Home

9BRKCRT-2679
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Capabilities for Multicloud Journey

10BRKCRT-2679

SecOps

NetOps InfraOps

AppOps

Connect Secure Observe



Value of 
Certification
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Benefits of 
Cisco Certification

The benefits of certification are real:

12BRKCRT-2679

More attractive to hiring 
companies and existing 
managers

Ability to gain a higher salary

Keeps you in sync with 
changing technology

Cisco Certifications are time-honored proof you 
know what you’re doing. Plus, they’re ANSI and NIST 
certified, which means they’re industry certs with 
greater value in the marketplace.

1 Pearson VUE 2023 Value of IT Certification

of respondents received a salary increase 
after earning their credentials37%

of those who earned a pay increase were 
rewarded within three months of getting 
certified, and 83% were rewarded within 

six months 
58%

received pay increases of 30% or more35%

https://home.pearsonvue.com/voc
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How Cisco Multicloud Specialist Certifications can improve your career as an IT professional

Benefits of Cisco Multicloud Specialist Certifications 

13BRKCRT-2679

Become more marketable as a sought-after 
Multicloud expert

Architect optimal solutions using multiple 
cloud platforms

Obtain a credential for leading intricate hybrid and 
Multicloud migration initiatives

Gain an edge over cloud generalists by showcasing 
specialized Multicloud proficiency

Combine with the relevant core Cisco professional exam 
to attain CCNP professional-level certifications

According to the Cisco 2022 
Global Hybrid Cloud Trends 

Report, 93% of organizations 
now operate in Multicloud 

environments
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Future Trends and Tech Focus

BRKCRT-2679

TOP TECHNICAL AREAS FOR THE FUTURE

Active & Inactive
Audience

45% 42% 33% 28% 25% 16%52% 49% 41% 38% 29% 29% 28%

Network 
Security

Cloud Cybersecurity Network Automation 
and Programming

Network 
Design

Data 
Center

Enterprise 
Architecture

The increasing importance of Network Automation & Programming is also reflected in shifting IT responsibilities over the past 3 years. 
Network Automation responsibilities have grown significantly among both Active and Inactive certification holders.

+7% +7% N/A +5% +1% +4% +12%3-Year Change:

2020 2023

ADDED 
IN 

2023
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Specialty areas of interest in the next 12 months
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Cisco Multicloud 
Specialist 
Certifications
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Cisco Multicloud 
Specialist 
Certifications 
and CCNP

17BRKCRT-2679

CCNP Enterprise

• Designing and Implementing Cloud Connectivity 
(ENCC 300-440)

• Designing and Implementing Enterprise Network 
Assurance (ENNA 300-445)

CCNP Security Track

• Designing and Implementing Secure Cloud Access 
for Users and Endpoints 
(SCAZT 300-740)

CCNP Certification Tracks and 
related Multicloud Concentration

• These exams are components of their 
respective CCNP certification tracks.

• They can be combined with the relevant 
core Cisco professional exam to attain CCNP 
professional-level certifications.

17
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Two Exams: Core + 1 Concentration

Enterprise Core

Security Core

Service Provider Core

Collaboration Core

Data Center Core

One Exam

One Exam

Ent Adv 
Routing

Ent 
Design

SD-WAN Wireless 
Implement

Wireless 
Design

Ent 
Automation

Firepower ISE ESA WSA VPN
Security 

Automation

SP Adv 
Routing

SP VPN
SP 

Automation

Collab 
Apps

Call Control 
& Mobility

Cloud & 
Edge

Collab 
Automation

DC 
Design

DC 
TShoot

ACI
DC 

Automation

DevNet Core DevOps Tech Auto 
in CCNP

CCNA

DevNet Associate

Core + Lab

Ent Infrastructure 
Lab

Security Lab

Service Provider 
Lab

Collaboration Lab

Data Center Lab

Ent Wireless 
Lab

One Exam

CyberOps Core DFIRCyberOps Associate

Adv ACI

Cisco Career Certifications

Threat 
Hunting

DevNet Expert

CyberOps Expert 

Network 
Assurance

Core + Lab

Future
Offering

Cloud 
Security

18BRKCRT-2679

Cloud 
Connectivity

Cloud 
Infra

Multicloud 
Certs

Two Exams: Core + 1 Concentration

Two Exams: Core + 1 Concentration
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First date to test: September 20, 2023 (available now)
Exam certifies knowledge of designing and implementing cloud connectivity, including:

Designing and Implementing Cloud Connectivity 
(ENCC 300-440) 

19BRKCRT-2679

Architecture 
Models

Design IPsec Cloud
Connectivity

SD-WAN Cloud
Connectivity

Operation

1.0 Architecture Models

2.0 Design

3.0 IPsec Cloud Connectivity

4.0 SD-WAN Cloud Connectivity

5.0 Operation

15%

15%

25%

25%

20%
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First date to test: November 20, 2023 (available now)
Exam certifies a candidate's knowledge of:

Designing and Implementing Secure Cloud Access 
for Users and Endpoints (SCAZT 300-740) 

20BRKCRT-2679

1.0 Cloud Security Architecture 

2.0 User and Device Security 

3.0 Network and Cloud Security 

4.0 Application and Data Security 

5.0 Visibility and Assurance

6.0 Threat Response

10%

20%

20%

25%

15%

10%

Cloud Security
Architecture

Threat ResponseNetwork and
Cloud Security

Application and
Data Security

User and Device
Security

Visibility and
Assurance
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First date to test: May 20, 2024 (available now)
Exam certifies a candidate's knowledge of:

Designing and Implementing Enterprise Network 
Assurance (ENNA 300-445) 

21BRKCRT-2679

1.0 Platforms and Architecture 

2.0 Data Collection Implementation 

3.0 Data Analysis 

4.0 Insights and Alerts

30%

30%

20%

20%

Insights and AlertsData AnalysisPlatforms and 
Architecture

Data Collection 
Implementation



Cloud in your 
network
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Cloud lifecycle

23BRKCRT-2679

Connect

Secure

Monitor



Connect
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A network engineer must integrate Cisco 
SD-WAN with AWS.

25BRKCRT-2679



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 26BRKCRT-2679



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What are the steps to accomplish the 
integration?

• Enable Cloud Global Setting.

• Select the Cloud provider.

• Choose the AWS Transit Gateway and CSR in Transit VPC.

• Select the software license approach.

• Chose the Instance Size.

• Enter the Subnet Pool and Cloud Gateway BGP ASN Offset.

• Pick the Intra Tag Communication and Default Route.

• Update the configuration.

27BRKCRT-2679
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Drag and drop the steps from the left to the right 
to configure Cisco SD-WAN  with AWS.

Select the license approach and 
Instance size.

28BRKCRT-2679

Enter the Subnet Pool and Cloud Gateway 
BGP ASN Offset.

Enable Cloud Global Setting and select 
the Cloud provider.

Pick the Intra Tag Communication and 
Default Route.

Choose the AWS Transit Gateway and 
CSR in Transit VPC.

Enable Cloud Global Setting and select 
the Cloud provider.

Choose the AWS Transit Gateway and 
CSR in Transit VPC.

Select the license approach and
Instance size.

Enter the Subnet Pool and 
Cloud Gateway BGP ASN Offset.

Pick the Intra Tag Communication 
and Default Route.



Secure
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A network engineer must configure Cisco ISE 3.1 
SAML SSO integration with Cisco Duo SSO.

30BRKCRT-2679
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Steps to accomplish the task:

• Configure Cisco ISE SP details in Duo Admin Panel for Generic SP:

32BRKCRT-2679
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A network engineer is configuring Cisco ISE SAML to authenticate users through Cisco Duo SSO.
 
Which group must the engineer configure on Duo Admin Panel to accomplish the requirement?

A. ISE Admin

B. Identity Admin

C. MnT Admin

D. Elevated System Admin

36BRKCRT-2679



Monitor
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A company has connected its infrastructure with a cloud 
provider and secured access for users, devices and 
application. The engineer must monitor and diagnose 
possible issues.

38BRKCRT-2679
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A network engineer is receiving multiple complaints about 
poor experience during calls. The employees describe 
the issue as chopped voice when using Webex over 
Meraki wireless. What is the cause of the issue?

A. Packet loss

B. Routing

C. Network overload

D. Jitter

40BRKCRT-2679



What to expect!
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Exam Blueprint 

42BRKCRT-2679

https://learningnetwork.cisco.com
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15%   1.0   Architecture Models

1.1   Describe internet-based connectivity to cloud providers (AWS, Azure, and Google 
        Cloud)

1.1.a   Native IPsec

1.1.b   Cisco SD-WAN Internet connectivity

1.2   Describe private connectivity to cloud providers (AWS, Azure, and Google Cloud)

 1.2.a MPLS provider

 1.2.b Colocation provider

 1.2.c  SDCI regional cross-connect

1.3   Describe connectivity to SaaS cloud providers (AWS, Azure, and Google Cloud)

Deciphering the Blueprint 

Cloud Connectivity (Exam 300-440)

43BRKCRT-2679

Task

Domain

Subtask
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Blueprint Verbs

44BRKCRT-2679

Describe/Explain/Understand

Compare/Differentiate

Configure/Interpret/Implement/Recommend

Diagnose/Troubleshoot/Determine/Analyze/Validate

Depth of Knowledge
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Multiple choice

Drag and drop

Performance-based Lab question

45BRKCRT-2679

Types of questions



Sample 
Questions
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(ENNA 300-445)

1.4 Describe ThousandEyes 
WAN Insights

Describe QuestionTask

What is a functionality of ThousandEyes 
WAN Insights?

A. tune policies and paths

B. set user passwords

C.generate device certificates

D.configure port channels on IOS XE
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(SCAZT 300-740)

1.4 Describe the SAFE 
architectural framework

Describe QuestionTask

Which architecture is utilized to defend 
against threats?

A. Cisco SAFE

B. ZTA

C.SASE

D.MITRE
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(ENCC 300-440)

2.1 Recommend the 
 connectivity model to 
 provide high availability,  
 resiliency, SLAs, and 
 reliability based on 
 and technical requirements

Recommend QuestionTask

A company has multiple branch offices across different 
geographic locations and a centralized data center. The 
company plans to migrate its critical business applications 
to the public cloud infrastructure hosted in AWS. The 
company requires high availability, redundancy, and low 
latency for its business applications. Which connectivity 
model meets the requirements?

A. Direct Connect with dedicated connections

B. site-to-site VPN with AWS VPN gateway

C. Express Route

D. hybrid connectivity with Cisco SD-WAN
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Task Configure Question

(ENCC 300-440)

4.2 Configure Cisco SD-WAN 
 OnRamp to a SaaS cloud 
 provider

BRKCRT-2679

An engineer must use Cisco vManage to update 
the Cisco Webex server information in Cloud 
OnRamp for SaaS. Drag and drop the steps from 
the left into the order on the right to complete the 
configuration.

Step 1Select Application Aware Policy Routing

Select Configure

Select Cloud OnRamp for SaaS

Modify the Webex server information 

Step 2

Step 3

Step 4
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Task Diagnose Question

(ENNA 300-445)

3.1 Diagnose 
network issues, such 
as packet loss, 
congestion, routing, 
and jitter using 
collected data

BRKCRT-2679

The C-level of a company reported chopped audio during a 
board meeting. During investigation, an engineer exported 
the diagram from ThousandEyes. What is the cause of the 
issue?

A. Power outage

B. Congestion

C. Routing

D. Jitter



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Task Diagnose Question

(ENCC 300-440)

5.1 Diagnose IPsec 
internet-based 
secure cloud 
connectivity between 
an on-premises 
Cisco IOS XE router 
to a native AWS, 
Azure, and Google 
Cloud endpoint

BRKCRT-2679

An engineer is troubleshooting an IPsec connectivity 
issue between an on-premises data center and a 
public cloud provider.  What is occurring?

A. mismatched organization name

B. mismatched Perfect Forward Secrecy

C. certificate revocation failure

D. certificate verification failure



Preparing for the
new exams

https://learningnetwork.cisco.com
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Multicloud 
Certification 
Learning Paths 
on Cisco U.  

55BRKCRT-2679

CCNP Enterprise Track

CCNP Security Track

CCNP Enterprise Track

Designing and Implementing Cloud Connectivity
(ENCC 300-440) 1.0

Designing and Implementing Secure Cloud 
Access for Users and Endpoints
(SCAZT 300-740) 1.0

Designing and Implementing Enterprise 
Network Assurance
(ENNA 300-445) 1.0
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Cloud-native 
Security Policies

Regulatory Compliance 
Requirements

ENCC Cisco U. Learning Path & ILT

56BRKCRT-2679

Track 1
Public Cloud 
Connectivity 

Architecture Models

Public Cloud 
Fundamentals

Internet-based 
Connectivity to Public 

Cloud

Private Connectivity to 
Public Cloud

SaaS Connectivity

Track 2
Public Cloud 

Connectivity Design 
Best Practices

Resilient and Scalable 
Public Cloud 
Connectivity

Design Case Study
Designing Enterprise 
Cloud Connectivity

Track 3
Internet-based Public 

Cloud Connectivity

Internet-based Public 
Cloud Connectivity

+ LAB (3)

Overlay Routing 
Deployment

+ LAB

Track 4
Cisco Catalyst

SD-WAN Public Cloud 
Connectivity

Track 5
Public Cloud 
Connectivity 

Troubleshooting

Internet-based Public 
Cloud Connectivity 

Diagnostics
+ LAB

Overlay Routing 
Diagnostics

+ LAB

Cisco 
SD-WAN Public Cloud 

Connectivity 
Diagnostics

+ LAB

Cisco
SD-WAN Internet-based 

Cloud Connectivity
+ LAB

Cisco
SD-WAN Cloud Security

+ LAB

Cloud OnRamp for SaaS

Application Quality of 
Experience

+ LAB

Cisco SD-WAN Policies
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SCAZT Cisco U. Learning Path & ILT 
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Industry Security 
Frameworks

Cisco Security 
Reference Architecture 

Fundamentals

Cisco Security 
Reference Architecture 

Common Use Cases
+ LAB

Cisco SAFE Architecture

Track 1
Cloud Security 
Architectures

Track 2
User and Device 

Authentication and 
Posturing

Certificate Based User 
and Device 

Authentication

Cisco Duo Multifactor 
Authentication

+ LAB 

Cisco ISE Endpoint 
Compliance

+ LAB

SSO with SAML and 
OpenID Connect (OIDC)

Deploying On-Premises 
Threat Prevention

+ LAB

Examining Content 
Filtering

+ LAB (2)

Exploring Cisco Umbrella 
SIG

+ LAB (2)

Reverse Proxy

Secure Cloud 
Applications with Cisco 

Umbrella + LAB

Exploring Cisco SD-WAN 
ThousandEyes + LAB

Security Policies for 
Remote Access VPN

+ LAB

Cisco Secure Access and 
Secure Firewall + LAB

Track 3
Control and Secure 

Access to Cloud 
Applications

Track 4
Cloud Application and 

Data Security

Track 5
Cloud Visibility 
and Assurance

Automation of Cloud 
Threat Detection and 

Response
+ LAB

Response to Cloud 
Threats

Automation of Cloud 
Policy

Track 6
 Responding to 

Threats in the Cloud

Cisco Duo with Cisco 
AnyConnect for Remote 

Access
+ LAB 

Cloud Visibility and 
Assurance

Cisco Secure Network 
Analytics

+ LAB 

Cisco XDR
+ LAB

Cisco Attack Surface 
Management

Cloud Applications and 
Data Access Verification

Web Application Firewall 

Cisco Secure Workload 
and Enforcement Agents

Cloud Attacks and 
Mitigations

+ LAB

Multicloud Security 
Policies

Cisco Secure Workload 
Application Dependency 

Mapping
+ LAB

Optimizing SaaS 
Application Access
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Web Tests 
Configuration

+ LAB

Endpoint Agent
+ LAB

ENNA Cisco U. Learning Path & ILT 

58BRKCRT-2679

Track 1
Enterprise Network 

Assurance

Enterprise Network 
Assurance Overview

Introduction to Cisco 
Catalyst Center 

Assurance

Introduction to 
AppDynamics

Introduction to
 Cisco Catalyst SD-

WAN Assurance

Track 2
ThousandEyes 

Implementation and 
Configuration

Enterprise Agents 
Deployment

+ LAB

BGP, Network, DNS, 
and Voice Tests 

Configuration
+ LAB

Track 3
ThousandEyes Data 

Analysis, Insights and 
Alerts

Network 
Troubleshooting with 

ThousandEyes

Internet Insights
+ LAB

Track 4
Cisco Meraki Network 

Assurance

Meraki Insights Overview 

Meraki Insights 
Configuration and 

Analysis

Introduction to
 Cisco ThousandEyes

+ LAB
System Administration

+ LAB

Alerts and Dashboards 
Configuration

+ LAB (2)

Monitoring Solutions
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ENCC Hands-On Lab Topology

59BRKCRT-2679

• Implement IPsec 
connectivity to public cloud 
gateways and cloud-hosted 
Cisco IOS XE routers

• Implement overlay routing

• Implement Cloud OnRamp 
for Multicloud

• Implement Cisco Umbrella 
Cloud Security

• Implement Cloud OnRamp 
for SaaS

• Diagnose underlay 
connectivity

• Diagnose overlay routing

• Diagnose Cloud OnRamp

• + Design Case Study
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Webinars 
  

& Videos

https://learningnetwork.cisco.com

BRKCRT-2679
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Community - Study groups

BRKCRT-2679
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Cisco Live On-Demand Library
 

63BRKCRT-2679

https://www.ciscolive.com/on-demand/on-demand-library.html
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DevNet Sandbox
Cisco Modeling Labs Demo

64BRKCRT-2679

https://developer.cisco.com

or
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Cisco Learning and Certifications
From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

BRKCRT-2679

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Complete Your Session Evaluations

67BRKCRT-2679

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

68BRKCRT-2679

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC
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