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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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- Multicloud Journey
- Value of Cisco Certification

- Cisco Multicloud Specialist
Certifications

- Cloud in your network
- What to expect!
- Preparing for the new exams

- Q&A
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Multicloud
Journey
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Multicloud are the defacto IT model...

Organizations are
operating Multicloud
Environment today

cisco Lz/&/

are moving workloads

between on and off-premises

environments weekly’

#CiscoLiveAPJC

BRKCRT-2679

Organizations are using
Multicloud tools to address
business challenges
451 Research and Cisco, “Global Hybrid Cloud Trends Report”, May-22

IDC, “Hybrid Cloud: An Inevitability for Most Enterprises”, Oct-21
Flexera State of Cloud 2023 Report

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 7
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Capalbilities for Multicloud Journey

D O 2 °

Connect

Seamlessly connect all
your on-premise,
private cloud, public
cloud and co-lo with
consistent policy and
automation.

O - | |
M
o \w} .
Remote User Colo/On

Premise Data

o Center
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Implement Zero Trust
access for workforce
and workloads across
your cloud continuum.
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Observe

Ensure ideal Digital
Experience for
customers, partners
and employees across
multi-cloud
environment with
optimal cost.
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Value of
Certification
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More attractive to hiring
companies and existing
managers

Ability to gain a higher salary

Keeps you in sync with
changing technology

The benefits of certification are real:

7 O/ of respondents received a salary increase
(O after earning their credentials

of those who earned a pay increase were
(@) rewarded within three months of getting
(O certified, and 83% were rewarded within

Six months

3 5 % received pay increases of 30% or more

Cisco Certifications are time-honored proof you
know what you’re doing. Plus, they’re ANSI and NIST
certified, which means they’re industry certs with
greater value in the marketplace.

1 Pearson VUE 2023 Value of IT Certification

BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12
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Benefits of Cisco Multicloud Specialist Certifications

How Cisco Multicloud Specialist Certifications can improve your career as an IT professional

Become more marketable as a sought-after
Multicloud expert

Architect optimal solutions using multiple
cloud platforms

Obtain a credential for leading intricate hybrid and
Multicloud migration initiatives

Gain an edge over cloud generalists by showcasing
specialized Multicloud proficiency

Combine with the relevant core Cisco professional exam
to attain CCNP professional-level certifications

cisco W-/ #CiscoLiveAPJC  BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Active & Inactive
Audience

Future Trends and Tech Focus

TOP TECHNICAL AREAS FOR THE FUTURE

3-Year Change: +7% +7% N/A +5% +1% +4% +12%

Network Cloud Cybersecurity Network Automation Network Data Enterprise
Security and Programming Design Center Architecture

\/

The increasing importance of Network Automation & Programming is also reflected in shifting IT responsibilities over the past 3 years.
Network Automation responsibilities have grown significantly among both Active and Inactive certification holders.

cisco W&- #CiscolLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Specialty areas of interest in the next 12 months

Specialty areas by year and of future interest
2022 months

Cloud Computing (laas, Paas and Saas) 16.1% 38%
Cybersecurity 12.8% 34%
Security 9.8% 26%
Virtualization 5.5% 21%
MNetworking and Wireless 12.8% 21%
Servers 2.8% 16%
Artificial Intelligence/Machine Learning 1.1% 16%
DevOps 1.3% 15%
Analytics, Big Data and Data Warehouse 3.4% 14%
Storage 2.5% 12%

cisco W&-/ #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Cisco Multicloud
Specialist
Certifications
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CCNP Certification Tracks and
related Multicloud Concentration

CCNP Enterprise

- Designing and Implementing Cloud Connectivity
(ENCC 300-440)

These gxams are Com_Pon?ntS of their - Designing and Implementing Enterprise Network
respective CCNP certification tracks. Assurance (ENNA 300-445)

They can be combined with the relevant

core Cisco professional exam to attain CCNP CCNP Security Track

professional-level certifications. - Designing and Implementing Secure Cloud Access
for Users and Endpoints

(SCAZT 300-740)

CISCO BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Career Certifications

CCNA

&E—CNA) One Exam

CISCO
FIED

CEATII
DEVNET ] One Exam
Associate
DevNet Associate

CIsco
CERTIFIED

&vaewps ) One Exam
Associate
CyberOps Associate

(@Sﬁ% Two Exams: Core + 1 Concentration

eq _WAN WWIEIESS
Design Implement
ISE ESA WSA

. Ent Adv
Enterprise Core
Security Core
Service Provider Core
Collaboration Core Edge
Data Center Core ACI Adv ACI

Two Exams: Core + 1 Concentration

DevNet Core

CISCO

(&cvmp) Two Exams: Core + 1 Concentration

Firepower

Cloud

SP Adv

Routing SR

Infra

Collab Cloud &

Apps

Call Control
& Mobility

DC
Design

DC

TShoot

Tech Auto
in CCNP

Professional

Threat
CyberOps Core DFIR

#CiscolLiveAPJC

BRKCRT-2679

Ent
Automation
Security
Automation
SP
Automation
Collab
Automation
DC

Automation

JLC‘:?:)I Core + Lab

V7%
Ent Infrastructure Ent Wireless
Lab Lab

Security Lab
Service Provi
Lab

Collaboration Lab
Lab

a

Core + Lab

DevNet Expert
i c&ifio
CyberOps
Expert

CyberOps Expert
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Designing and Implementing Cloud Connectivity

(ENCC 300-440)

First date to test: September 20, 2023 (available now)

Exam certifies knowledge of designing and implementing cloud connectivity, including:

sz @ G

208

Architecture Design IPsec Cloud SD-WAN Cloud
Models Connectivity Connectivity

11

Operation

1.0 Architecture Models

15%

2.0 Design

15%

3.0 IPsec Cloud Connectivity

25%

4.0 SD-WAN Cloud Connectivity

25%

5.0 Operation

cisco W./ #HCiscoLiveAPJC  BRKCRT-2679

20%
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Designing and Implementing Secure Cloud Access
for Users and Endpoints (SCAZT 300-740)

First date to test: November 20, 2023 (available now)
Exam certifies a candidate's knowledge of:

%3 Lo

Cloud Security User and Device Network and Application and Visibility and Threat Response

Architecture Security Cloud Security Data Security Assurance

1.0 Cloud Security Architecture 10%
2.0 User and Device Security 20%
3.0 Network and Cloud Security 20%
4.0 Application and Data Security 25%
5.0 Visibility and Assurance 15%
6.0 Threat Response 10%

cisco W. #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Designing and Implementing Enterprise Network
Assurance (ENNA 300-445

First date to test: May 20, 2024 (available now)

Exam certifies a candidate's knowledge of:

gix : £3

Platforms and Data Collection Data Analysis Insights and Alerts
Architecture Implementation

1.0 Platforms and Architecture 30%
2.0 Data Collection Implementation 30%
3.0 Data Analysis 20%
4.0 Insights and Alerts AOY S

cisco W./ #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Cloud in your
network
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Cloud lifecycle

Monitor

cisco Lz/&/
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s
Secure

Connect
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A network engineer must integrate Cisco
SD-WAN with AWS.

AWS Region n Cisco SDWAN Fabric Control/Management

-

SDWAN Site 1

I
I
|
I
INET I
I
I
I

: |

| ®

l |

o ‘: TN I 1 CSRSOWAN: | SDWAN Overlay : :

b ' e

(ABTIE). Trbnsit VPC : . s
[ S—— _HOSt-V.m— - o Jr :. _____________ a4 X PR S S 3 < N §
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300-440 ENCC v1.0 Exam Topics

1.0 Architecture Models 12% o
2.0 Design 15% W
3.0 IPsec Cloud Connectivity 25% W
4 0 5D-WaN Cloud Connectivity 25% ~

- 4.1 Configure Cisco SD-WaN internet-based secure cloud connectivity for AWS, Azure, and
Google Cloud

- 4.2 Configure Cisco SD-WaN OnRamp to a Saas cloud provider

- 4.3 Configure Cisco SD-WAN policies {north/south and east/west)
- 4 3.3 Security
- 4 3. b Routing
- 4 3.c Application

5.0 Operation 20% W

cisco M- #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



What are the steps to accomplish the
Integration?

- Enable Cloud Global Setting.

- Select the Cloud provider.

- Choose the AWS Transit Gateway and CSR in Transit VPC.
- Select the software license approach.

- Chose the Instance Size.

- Enter the Subnet Pool and Cloud Gateway BGP ASN Offset.
- Pick the Intra Tag Communication and Default Route.

- Update the configuration.

cisco W&-/ #CiscolLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Drag and drop the steps from the left to the right
to configure Cisco SD-WAN with AWS.

Select the license approach and Enable Cloud Global Setting and select
Instance size. the Cloud provider.

Enter the Subnet Pool and Cloud Gateway Choose the AWS Transit Gateway and
BGP ASN Offset. CSR in Transit VPC.

Enable Cloud Global Setting and select Select the license approach and

the Cloud provider. Instance size.

Pick the Intra Tag Communication and Enter the Subnet Pool and

Default Route. Cloud Gateway BGP ASN Offset.
Choose the AWS Transit Gateway and Pick the Intra Tag Communication

CSR in Transit VPC. and Default Route.

cisco W&-/ #HCiscoLiveAPJC ~ BRKCRT-2679
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Secure
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A network engineer must configure Cisco ISE 3.1
SAML SSO integration with Cisco Duo SSO.

ISE
Web Browser

DUO $sO
(Service Provider)
ee

(Identity Provider)
Q2 O

=,

Active Directory
(on-prem)

User selects SAML Login

option on ISE GUI

Internal Redirection to DUO SSO
login.duosecurity.com

SAML Request, Identity Provider (Duo SSO) authenticates the user against the on-prem AD

Encoded SAML Response is retumed along with assertion data
Owe Pk

A

S
3

DUO SSO send PUSH notification to users’ mobile

/

SAML Response is sent to Service Provider (ISE)

( u)‘ User is logged into ISE successfully
e
cisco Lz{/&/
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300-740 SCAZT v1.0 Exam Topics

1.0 Cloud Security Architecture 10% W

2.0 User and Device Security 20% Y

« 2.7 Implement user and device authentication via identity certificates

+ 2.2 Implement multifactor authentication for users and devices

» 2.3 Implement endpoint pasture policies for user access to resources

I « 2.4 Configure SAML/SS0 and QIDC using an identity provider connection I

» 2.5 Configure user and device trust using SAML authentication for a mobile or web application

3.0 Network and Cloud Security 20% W
4 0 Application and Data Security 25% w
5.0 Visibility and Assurance 15% L
6.0 Threat Response 10% W

cisco M. #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Steps to accomplish the task:

- Configure Cisco ISE SP details in Duo Admin Panel for Generic SP:

Name

Entity ID

Assertion Consumer Service (ACS) URL

Service Provider

Entity ID *

Assertion Consumer Service
(ACS) URL *

cisco Lz/&/

Description

http://CiscolSE/7fdfc239-631e-439c-a3ab-f5e56429779d

https://10.x.x.x:8443/portal/SSOLoginResponse.action

‘ http://CiscolSE/7fdfc239-63 1e-439c-a3ab-f5e56429779d ‘

The unique identifier of the service provider.

’ https://10.52.14.44:8443/portal/SSOLoginResponse.action ‘

#CiscolLiveAPJC

BRKCRT-2679
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SAML Response

NamelD format * urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified v

The format that specifies how the NamelD is sent to the service provider.

NamelD attribute * *x <Username>

NamelD is a SAML attribute that identifies the user. Enter in an IdP attribute or select one of Duo's preconfigured attributes that automatically chooses the NamelD

attribute based on the |dP. There are five preconfigured attributes: <Emall Address>, <Username>, <First Name>, <Last Name> and <Display Name>.

Q. 3earch for users, groups, applications, or devices

S Dashboard » Groups

Device Insight
Groups

Paolicies
Applications
Export Q
Single Sign-On
Users Name o Status Users Deseription

Groups

ISE Admin Group Active 3

Add Group

cisco M- #CiscoLiveAPJC ~ BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Role attrioutes

cisco Lz{/&/

Map Duo greups to different roles in this service provider. A Duc group can be mapped to multiple reles and each role can have multiple

groups mapped to it. Optional. Leam more abowt Duo groups.

Attribute name

groups

The name aof the atiribute which wi

Service Provider's Role

cary the mapped roles.

Cuo groups

ISE Admin Group

|,. ISE Admin Group {3 users) |

Settings

Type

#CiscolLiveAPJC

Generic Service Provider - Single Sign-On

PWLTEST Cisco ISE - Single Sign-On

Duo Push users will see this when approving transactions,

BRKCRT-2679

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Downloads

Certificate Download certificate Expires: 01-19-2038

SAML Metadata Download XML

Identity Provider List » Duo_S50

SAML I|dentity Provider

General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

Identity Provider Configuration

Import Identity Provider Gonfig File | Choose file | ()

Provider Id

cisco W&- #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



A network engineer is configuring Cisco ISE SAML to authenticate users through Cisco Duo SSO.

Which group must the engineer configure on Duo Admin Panel to accomplish the requirement?

Dashboard

Device Insight

Paolicies
Applications
Single Sign-On

Users

G iseaamn >

B. Identity Admin
C. MnT Admin

D. Elevated System Admin

cisco Lz{@/

#CiscolLiveAPJC

BRKCRT-2679

Export Q

Users Description

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A company has connected its infrastructure with a cloud
provider and secured access for users, devices and

application. The engineer must monitor and diagnose
possible issues.

IIIIIIIIIIII on
Targat Sarv
[— _— Showing data from Mol ES » Latmst
Path Visualizat an 7 haps 1 hops
Show ¥ & Agerts et Fghlght nodes that match all { any
Grouping Agents by Agent = Interlaces by IP Address DCestinations by IP Address
Highlighting:  Ferwarding Loss > 10% (1 o ) = Lirsk Dalay = 100w { 2 ks ) o
Selpche

ba-60-ar01 oakland.ca.sfbacomeast.net

688614325
58.85.142.0:23
Comm C-abau(:ur munications, Inc. (AS 13851)

. @_{'“\

{§§’T‘3~:\_L\§}O

#CiscolLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights re:
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300-445 ENNA v1.0 Exam Topics

1.0 Platforms and Architecture 20% LY
2.0 Data Collection Implementation 25% W
3.0 Data Analysis 30% ~

= 3.1 Diagnose network issues, such as packet loss, congestion, routing, and jitter using

collected data

- 3.2 Diagnose end-device network issues, such as issues with a default gateway, local network,
OMS server, proxy, WP gateway, wireless, and real-time streaming using collected data

= 3.3 Diagnose web application performance issues using collected data such as browser
waterfalls

- 3.4 |dentify security issues, such as DDoS attacks, DNS hijacking, BGP hiacking, and route
leaking affecting network performance

4.0 Insights and Alerts 25% L

cisco M. #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



A network engineer is receiving multiple complaints about
poor experience during calls. The employees describe
the issue as chopped voice when using Webex over
Meraki wireless. What is the cause of the issue?

A PaCket |OSS B WAN1 Average: 10.6
B. Routing .

35
Cc. Network overload 30

Q Jitter> 0

10:10 am 10:26 am 10:43 am

cisco W&-/ #HCiscoLiveAPJC ~ BRKCRT-2679
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Exam Blueprint

httos.//learningnetwork.cisco.com

cisco Lz{/&/

The Cisco Learning Network alaln
Cisco

Study R

Cert

fications / CCOMP Enterprise | 300-440 ENCC Exam Topics

300-440 ENCC v1.0 Exam Topics

Exam Description

To earn your CCNP Enterprise certification you must pass the 350-401 ENCOR exam and an ligible

concentration exam of your choice, such as 300-440 ENCC. You will be tested on your knowledge of:
L l (= ~ '~ F
500 ) :
Architectura Madels Deasign IPsec Cloud Connectivity SD-WAN Cloud Dperation
Connactivity
C s >
I ——
1.0 Architecture Models 15% W
2.0 Design 15% i
3.0 IPsec Cloud Connactivity 25% i
4.0 SD-WAN Cloud Connectivity 25% ~
5.0 Operation 20% ~

#CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Deciphering the Blueprint

Cloud Connectivity (Exam 300-440)

Domain 15% 1.0 Architecture Models

1.1 Describe internet-based connectivity to cloud providers (AWS, Azure, and Google I
Task Cloud)
1.1.a Native IPsec I
Subtask
1.1.b Cisco SD-WAN Internet connectivity
1.2 Describe private connectivity to cloud providers (AWS, Azure, and Google Cloud) I
1.2.a MPLS provider I
1.2.b Colocation provider
1.2.c SDCI regional cross-connect

1.3 Describe connectivity to SaaS cloud providers (AWS, Azure, and Google Cloud)

cisco W-/ #CiscoLiveAPJC ~ BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43 I



Blueprint Verbs

Depth of Knowledge

cisco M./ #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Types of questions

<, Multiple choice

K Drag and drop

/" Performance-based Lab question

cisco W-/ #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45 I



Sample
Questions
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Task Describe Question

What is a functionality of ThousandEyes
WAN Insights?

A.tune policies and paths

B. set user passwords
C.generate device certificates

D. configure port channels on IOS XE

cisco M./ #HCiscoLiveAPJC ~ BRKCRT-2679
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Task Describe Question

Which architecture is utilized to defend
against threats?

A.Cisco SAFE

B.ZTA
C.SASE

D.MITRE

cl S co M./ #CiscolLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All right

s reserved. Cisco Public 48



Task Recommend Question

A company has multiple branch offices across different
geographic locations and a centralized data center. The
company plans to migrate its critical business applications
to the public cloud infrastructure hosted in AWS. The
company requires high availability, redundancy, and low
latency for its business applications. Which connectivity
model meets the requirements?

A. Direct Connect with dedicated connections

B. site-to-site VPN with AWS VPN gateway
C. Express Route

D. hybrid connectivity with Cisco SD-WAN

cisco W./ #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Task Configure Question

Select Application Aware Policy Routing

Select Configure

Select Cloud OnRamp for SaaS

Modify the Webex server information

cisco Lz{/&/

An engineer must use Cisco vManage to update
the Cisco Webex server information in Cloud
OnRamp for SaaS. Drag and drop the steps from
the left into the order on the right to complete the
configuration.

Step 1

Step 2

Step 3

Step 4

#CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



G > GIITITTED
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M mos

5

WA/ Sat Mar 13th
4
o v‘—\/\/W/v

3 Readings
MOS 3.3

7

1
09:00 09:30 10:00

The C-level of a company reported chopped audio during a
board meeting. During investigation, an engineer exported
the diagram from ThousandEyes. What is the cause of the
issue?

A.

B
C.
D. Jitter

Power outage
Congestion

Routing

#CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Diagnose Question

A0 ] Oy U G D

daemen.info: May 13 10:12:22 vedgell charon: 07[IKE]
daemon.info: May 13 10:12:22 wvedgell charcon: 07[IKE]
daemon.info: May 13 10:12:22 vedge0l charon: 07[CFG]
ESP:AES_CBC_256/HMAC SHAL 96/MODP_4096/NO_EXT_SEQ
dasmen.info: May 13 T0:12722 vedge0l charon: 07[CFG]
ESP:AES_CBC_256/HMAC_SHAL 96/NO_EXT_SEQ
dasmen.info: May 13 10:12:22 vedgell charon: 07[ENC]
daemon.info: May 13 10:12:22 vedge0l charon: 07[NET]
daemon.info: May 13 10:12:21 vedge0l charon: 08[NET]
daemen.info: May 13 10:12:21 vedgell charon: 08[ENC]
daemen.info: May 13 10:12:21 vedgell charon: 08[ENC]
daemon.info: May 13 10:12:21 vedge0l charcon: 08[NET]

failed to establish CHILD_SA, keeping IKE_SA
no acceptable proposal found
configured proposals:

received propesals: ESP:AES_GCM _16_256/N0_EXT_SEQ,

parsed CREATE CHILD SA reguest 552 [ SA No TS1i TSr ]

received packet: from 10.10.1.1[4500] to 10.10.2[4500] (296 bytes)
sending packet: from 10.10.2[4500] to 10.10.1.1[4500] (76 bytes)
generating INFORMATIONAL response 538 [ ]

parsed INFORMATIOMAL regquest 538 [ ]

received packet: from 10.10.1.1[4500] to 10.10.2[4500] (76 bytes)

An engineer is troubleshooting an IPsec connectivity

issue between an on-

public cloud provider.

premises data center and a
What is occurring?

A. mismatched organization name

mismatched Perfect Forward Secrecy

B
C. certificate revocation failure
D

certificate verification failure

#HCiscoLiveAPJC ~ BRKCRT-2679
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Preparing for the
New exams

https://learningnetwork.cisco.com
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The Cisco Learning Network il Q A 2

Meet Cisco U. v

Cisco U.

Cisco

Certifications v Communities v Webinars & Videos v Study Resources v About/Help v Store

Tech learning, shaped to vy

Personalized self-paced learning

Imagine a tech learning experience that recommends content just for you and
your team. Provides support from peers. Gives you holistic training for Cisco
products and beyond.

That’s the vision of Cisco U.

ommu

#CiscolLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved.
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Multicloud
Certification
Learning Paths
on Cisco U.

CCNP Enterprise Track

Designing and Implementing Cloud Connectivity
(ENCC 300-440) 1.0

Q

CCNP Security Track

Designing and Implementing Secure Cloud
Access for Users and Endpoints
(SCAZT 300-740) 1.0

CCNP Enterprise Track
Designing and Implementing Enterprise

Network Assurance
(ENNA 300-445) 1.0

Q

BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



ENCC Cisc

ning Path & ILT

(

Track 1

Public Cloud
Connectivity
Architecture Models

Public Cloud

e

o U. Lear
\

Track 2

Public Cloud
Connectivity Design
Best Practices

Resilient and Scalable

>

Track 3

Internet-based Public
Cloud Connectivity

<

>

Track 4

Cisco Catalyst
SD-WAN Public Cloud
Connectivity

Cisco
SD-WAN Internet-based

Track 5

Public Cloud
Connectivity
Troubleshooting

Internet-based Public

\

Fundamentals Fé‘é*;':egt'if\’/‘éd Cloud Connectivity Cloud Connectivity

Y Internet-based Public +LAB Diagnostics

§ . Cloud Connectivity _ + LAB
i , ) + LAB (3) ot .
Internet-based ! Design Case Study ! SD-WAN Cloud Security
Connectivity to Public i Designing Enterprise | +LAB
.« 1
Cloud :\ Cloud Connectivity ,; Overlay Routing

Cloud OnRamp for SaaS Diagnostics

+ LAB
Private Connectivity to Cloud-native
Public Cloud Security Policies ) Cisco SD-WAN Policies
Overlay Routing .
Deployment Cisco
+ LAB SD-WAN Public Cloud

. Application Quality of Connectivit

. Regulatory Compliance ; ; Vity

SaaS Connectivity Requirements Expel_rfgce Diagnostics
+ + LAB
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SCAZT Cisco U. Learning Path &

LT

\

Track 1

Cloud Security
Architectures

Industry Security
Frameworks

Cisco Security
Reference Architecture
Fundamentals

Cisco Security
Reference Architecture
Common Use Cases
+LAB

Cisco SAFE Architecture

<

e

Track 2

User and Device
Authentication and
Posturing

Certificate Based User
and Device
Authentication

Cisco Duo Multifactor
Authentication
+ LAB

Cisco Duo with Cisco
AnyConnect for Remote
Access
+ LAB

Cisco ISE Endpoint
Compliance
+ LAB

SSO with SAML and
OpenlD Connect (OIDC)

<

e

\

Track 3

Control and Secure
Access to Cloud
Applications

Deploying On-Premises
Threat Prevention
+ LAB
Examining Content
Filtering
+LAB (2)
Exploring Cisco Umbrella
SIG
+LAB (2)

Reverse Proxy

Secure Cloud
Applications with Cisco
Umbrella + LAB

Exploring Cisco SD-WAN
ThousandEyes + LAB

Optimizing SaaS
Application Access

Security Policies for
Remote Access VPN
+LAB

Cisco Secure Access and
Secure Firewall + LAB

<

e

N
Track 4

Cloud Application and
Data Security

Web Application Firewall

Cisco Secure Workload
and Enforcement Agents

Cisco Secure Workload
Application Dependency
Mapping
+ LAB

Cloud Attacks and
Mitigations
+ LAB

Multicloud Security
Policies

Track 5

Cloud Visibility
and Assurance

Cloud Visibility and
Assurance

Cisco Secure Network
Analytics
+ LAB

Cisco XDR
+LAB

Cisco Attack Surface
Management

Cloud Applications and
Data Access Verification

Track 6

Responding to
Threats in the Cloud

Automation of Cloud
Policy

Response to Cloud
Threats

Automation of Cloud
Threat Detection and
Response
+ LAB

cisco Lz/&/
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ENN

A Cisco

U. Learning Path & ILT

(
Track 1

Enterprise Network
Assurance

Enterprise Network
Assurance Overview

Introduction to Cisco
Catalyst Center
Assurance

Introduction to
AppDynamics

Introduction to
Cisco Catalyst SD-
WAN Assurance

Introduction to
Cisco ThousandEyes
+ LAB

.

<

>

Track 2

ThousandEyes
Implementation and
Configuration

Enterprise Agents
Deployment
+ LAB

BGP, Network, DNS,
and Voice Tests
Configuration
+ LAB

Web Tests
Configuration
+ LAB

Endpoint Agent
+ LAB

System Administration
+ LAB

<

£

>

Track 3

ThousandEyes Data
Analysis, Insights and
Alerts

Network
Troubleshooting with
ThousandEyes

Internet Insights
+ LAB

Alerts and Dashboards
Configuration
+ LAB (2)

Monitoring Solutions

N
Track 4

Assurance

Meraki Insights
Configuration and
Analysis

Cisco Meraki Network

Meraki Insights Overview

\

J

cisco Lz/&/
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ENCC Hands-On Lab Topology

- « Implement IPsec
(| Amazon - Migrosoft % Jumphost connectivity to public cloud

[ ¢ gateways and cloud-hosted
Cisco 10S XE routers

* Implement overlay routing

HQ Data Center

* Implement Cloud OnRamp
for Multicloud

* Implement Cisco Umbrella
Cloud Security

Hhienece * Implement Cloud OnRamp
& for SaaS
» Diagnose underlay
connectivity

» Diagnose overlay routing
o800y SDUAN Ed » Diagnose Cloud OnRamp

a Y - ge = = = Z
@ CatB000v in Autonomous _ °« + Design Case Study

Mode Branch 1 Branch 2 Branch 3

CIsco
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The Cisco Learning Network alvaln
cisco

Meet CiscoU. »  Certifications v Communities v Webinars & Videos v Study Resources v~ About/Help v Store

CCNP Enterprise Certificationtand Iraining

Achieving CCNP Enterprise certification proves your skills with enterprise networking soluions. To.earn CCNP Enterprise cerifieation, you pass

two exams: one that covers core enterprise technologies and one concentration @xam of your choice, so you can, customize your certification to

your technical area of focus. Candidates must pass the required exams to earn the certification. Having an active Specialist certification does not

fulfill the exam requirements for Professional- and Expert-level certifications.

Webinars & Videos Additional Resources

Exam

350-401 ENCOR: Implementing Cisco Enterprise Network Core
Technologies

Implementing Cisco Enterprise Network Core Technologies v1.1 (ENCOR 350-401) isa
120-minute exam associated with the CCNP and CCIE Enterprise Certifications. This
exam tests a candidate's knowledge of implementing core enterprise network
technologies, including dual stack (IPv4 and IPv6) architecture, virtualization,
infrastructure, network assurance, security, and automation. The course Implementing
Cisco Enterprise Network Core Technologies helps candidates to prepare for this exam

( Exam Topic
SIS

\ |/ Study Material E-Learning \
. =4 X J

Concent

ation exams (choose one):

300-410 ENARSI: Implementing Cisco Enterprise Advanced Routing
and Services

Implementing Cisco Enterprise Advanced Routing and Services v1.1 (ENARSI 300410)
is a 90-minute exam associated with the CCNP Enterprise Certification. This exam

SO S S P S R e S B e s e

#HCiscoLiveAPJC ~ BRKCRT-2679

Share

Secure your future in the cloud!

September 20, 2023,
at 10 a.m. Pacific Time

Cisco U

Access tech skills
assessments, tutorials,
videos, and more.

Ready to
take your exam?

© 2024 Cisco and/or its affiliates. All rights reserved.
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The Cisco Learning Network alvaln A ©
2 cisco Q&3

Meet Cisco U. v Certifications v Communities v Webinars & Videos v Study Resources v About/Help v Store

Webinars

L]
& V I d e O E ; Welcome to the Enterprise Webinars and Training Videos page, a collection of live webinar recordings conducted on the Ciseo Learning Network.
If you find a video that you like/in particular or want to share the entire series, we'd encourage you to use the social sharing buttons to share out

to your favorite social network.

Enterprise Webinars and Training/Videos

https://learningnetwork.cisco.com

Browse Enterprise Networking snare () 3 €3 @D
Webinars and Videos
Join a Community
CCNP Enterprise Training Videos vrl;oﬂ]aauZnh:s(lzlu:L:‘?wT;r?dr\sir;m

deas with other members as you prepare
for your Certification

Join now

Quick Links

ut the format changes and exam

R

Secure Network Analytics Training Videos Secure Cloud Analytics Training Videos

cisco W. #CiscoLiveAPJC BRKCRT-2679 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Community - Study groups

asco 1he Cisco Learning Network

Home + Certifications + Community » Learning Center » IT Careers

Home > Enterprise Networking Certifications Study Group

Enterprise Networking Certifications Study Group

Overview Content People

Log in to follow, share, and participate in this socialgroup. Not a member? Join Now!

Welcome to the Enterprise Networking Technology track Study Group, the place on the Cisco Learning Network
where you can ask questions, share ideas and connect with other members as you prepare for your

Certification exams.

Member Created Documents
View Now

Find People
Connect Now

Join the Discussion
Participate Now

Register Help

Login

- Search

Meet Your Community
Managers

This team can help you locate the
resources you need to meet your study
goals and act as your advocate on the
Cisco Learning Network.

ﬁ Karlo Bobiles
I

13 Connect with me!

cisco Lz{/&/
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Cisco Live On-Demand Library

https://www.ciscolive.com/on-demand/on-demand-library.html

CISCO M / On-Demand Library Featured Sessions Learning Maps Upcoming Events

On-Demand Library

Explore a free collection of on-demand sessions from our global Cisco Live events.
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DevNet Sandbox

Cisco Modeling Labs Demo

https://developer.cisco.com

ALWAYS-ON

or

RESERVE

cisco Lz{/&/

Networking Sandbox Highlights

£ Version2.0 RESERVATION SANDBOX

Cisco Modeling Labs Enterprise

Cisco Modeling Labs Cisco Modeling Labs is a tool for building virtual network simulations (or labs) for you to
Enterprise test out new topologies, protocols, and config changes; automate network tests via
Start your Network DevOps joumey CI/CD pipeline integration; and learn new things about the cool world of networking.
This sandbox provides access to a Cisco Modeling Labs system that can be used to
explore the capabilities of the newest release of Cisco Modeling Labs Personal and
Enterprise.

RESERVATION SANDBOX

Mult Domain

Multi Domain This Sandbox was designed for developers to build applications and operational tools to
manage the diverse set of platforms deployed across an enterprise. This Sandbox
provides developers access to multiple domains and platforms, including Cisco
HyperFlex, Cisco SD-WAN, Cisco Action Ochestrator, as well as open source tools like

NetBox and GitLab.
£ Version 19.2 RESERVATION SANDBOX

Cisco SD-WAN
Cisco SD-WAN This sandbox consists a complete virtual SD-WAN environment and all of its
Cloud-delivered overiay components, that developers can utilize to develop, debug and test their sample SD-
WAN architecture WAN applications. The developer can also interact with the SD-WAN AP calls using a

variety of REST clients such as POSTMAN.
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn &) Train 2= Certify

@ @® ® >

Cisco U.

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning

Subscription-based product, technology,

and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network

Resource community portal for
certifications and learning

Cisco Training Bootcamps
Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

Cisco Certifications and
Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

cisco Lz{/&/

#HCiscoLiveAPJC ~ BRKCRT-2679
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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