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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO
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« Introduction to Cisco Certifications

- Certification Roadmap
- What to expect on the exam and how to prepare

- Exam vs Real life
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Introduction to
Cisco Certifications
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“DevNet professional, DEVASC and Automation
skills Required”
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Network skills or Developer skills

200-301 CCNA 200-901 DEVASC

1.0 Network Fundamentals 1.0 Software Development and Design
2.0 Network Access 2.0 Understanding and Using APls

3.0 IP Connectivity VS 3.0 Cisco Platforms and Development
4.0 IP Services 4.0 Application Deployment and Security
5.0 Security Fundamentals 5.0 Infrastructure and Automation

5.0 Automation and Programmabilit 6.0 Network Fundamentals
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Cisco Career Certifications

CISCO
CERTIFIED

&?gﬁ;} One Exam wj) Two Exams: Core + 1 Concentration

Ent Adv
Routing

Enterprise Core

Firepower

Security Core

SP Adv

Service Provider Core Routing

Collab
Apps

Collaboration Core

Data Center Core

One Exam Two Exams: Core + 1 Concentration

DevNet Associate DevNet Core Devops JJ Tech Auto
in CCNP

CISCO
CERTIFIED One Exam L i
(\—)) Two Exams: Core + 1 Concentration

KCyberOps . CyberOps
Associate \meesslonal /

: Threat
CyberOps Associate CyberOps Core
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Cisco DevNet Certification Track

DevNet: Professional
Level chrand

>
Associate Level 'CG ® 06 00 0 e) DEVNET

CISCO Professional
CERTIFJED ) | | |
DEYNET Automating and Automating and Automating and
fssediate Programming Programming Programming
: Cisco Enterprise Cisco Service Cisco Data
DevNet Associate Exam Solutions Provider Center Solutions
Solutions
Automating and Automating and Implementing
Programming Programming DevOps Solutions
Cisco Security Cisco and Practices
DevNet Core Solutions Collaboration using Cisco
Solutions Platforms
Exam + ----------------------------------------------------------------------------------

350-901

DevNet Lab Exam
DevNet: Expert Level Q
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Certification roadmap publishing process

Stay in sync with the latest updates on a regular,
rotating schedule

How it works:

1. Cisco each technology on the same quarterly schedule each year to make sure our exams align with the
latest Cisco technologies.

2. We announce blueprint changes 3-6 months in advance along with revised exam topics and release notes, if applicable.
3. We publish the updated exam 3-6 months after the exam blueprint publication, if applicable.
Data Center & Collaboration
Q1: Review/Job Task analysis

Q2: New blueprints published
Q3: Updated exam go live

Enterprise & DevNet
Q2: Review/Job Task analysis
Q3: New blueprints published
Q4: Updated exam go live

CCNA & Service Provider
Q3: Review/Job Task analysis

Q4: New blueprints published

Q1: Updated exam go live

Q4: Review/Job Task analysis
Q1: New blueprints published
Q2: Updated exam go live

Dates shown reflect Cisco’s fiscal year calendar.
Q1: August-October, Q2: November-January, Q3: February-April, Q4: May-July
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Minor Revision

(Agile Revision Model)

Every 3-5 years Every year Every year Every year

Smaller modular revisions
Incremental changes

Easy bite-size learning model

Frequent alignment (Product &
Technology)
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Certification Roadmap

How it works:

1. Cisco each technology on the same quarterly schedule each year to make sure our exams align with the
latest Cisco technologies.

2. We announce blueprint changes 3-6 months in advance along with revised exam topics and release notes.

3. We publish the updated exam 3-6 months after the exam blueprint publication.

| Q1 (Aug-Oct 2022) Q3 (Feb-Apr 2023) | Q1 (Aug-Oct 2023) | Q3 (Feb-Apr 202
Security and Enterprise @3: and CyberOps > Securi
Data Center and Collaboration S e Provider and CCMNA

FY23Q1 FY23Q2 FY23Q3 FY23Q4 FY24Q1 FY24Q2 FY24Q3 FY24Q4

Q2 (Nov-Jan 2023)

Q4 (Maz—JuI 2023) Q2 (Nov-Jan 2024) Q¢

Data Center and Collaboration Service Provider and CCNA

| Security and Enterprise

Last date to test: January 21, 2024

asco Lo/

#HCiscoLiveAPJC ~ BRKCRT-2080

© 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public CiscoGonfidential



DEVASC v1.0 VS DEVASC v1.1

3.3: Describe the capabilities of Cisco compute management platforms and APIs (UCS
Manager;-JGS-Bireetoer, and Intersight)

3.4: Describe the capabilities of Cisco collaboration platforms and APIs (Webex Feams,
Webex devices, Cisco Unified Communication Manager including AXL and UDS interfaces,
and Finesse)

3.5: Describe the capabilities of Cisco security platforms and APIs (XDR, Firepower,
Umbrella, Secure endpointAMP, ISE, and Secure Malware AnalyticsFhrreatGrid)

3.9.b: Manage spaces, participants, and messages in Webex +eams

5.3: Describe the use and roles of network simulation and test tools (such as Cisco
Modeling LabsWRE and pyATS)

5.6: Describe the capabilities of automation tools such as Ansible, TerraformGhef, and
Cisco NSO
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https://learningnetwork.cisco.com/s/cisco-certification-roadmaps

DevNet | CyberOps Service Provider CCNA  Security Enterprise Collaboration Data Center FAQs

Exam Number Release Notes Exam Topic Blueprint Learning Matrix
DevNet Exams Release Notes DevNet v1.1

Learning Matrix

DevNet Associate Exam Updates

200-901 DEVASC v1.1 Exam Topics

350-901 DEVCOR v1.1 Exam Topics

NevNet Professional Concentration Fxam lndates

cisco W./ #CiscoLiveAPJC ~ BRKCRT-2080

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoiGonfidential



What to expect
IN the exam

cisco Lz{/&/



Exam Blueprint

The Cisco Learning Network alraln
CISCO

Meet Cisco U, ~ Certifications ~ ties | inars & Videos

Certifications / DevMet Associate Certification and Training Program / 200-9207 DEVASC Exam Topics
200-901 DEVASC v1.1 Exam Topics
Exam Description

To earn your Deviet Associate certification, you must pass the 200-901 DEVASC exam. This 120-

minute exam tests your knowledge of:

https://learningnetwork.cisco.com ; : ]

/S/de Vnet_aSSOCIa te -exam- tOpICS Software I.Inde.fgmndlng Clsco Platforms M;Iicat'm Irﬂasuu.r_'u.lre and Ne‘m'w;m
Devedopment and and Ll-sir\g APl and Development Deda',.-mem and Autormation Fundamentals
Design Security
1.0 Software Development and Design 15% LY
2.0 Understanding and Using APls 20% e
3.0 Cisco Platforms and Development 158% e
4.0 Application Deployment and Security 15% L4
5.0 Infrastructure and Automation 20% ~
6.0 Metwork Fundamentals 15% R
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Interpret the Blueprint:
DevNet Associate (200-901)

_ Domain
Dom‘aln Weight
4.0 Application Development and Security 15%

4.1benefits of edge computing LB

4. attmbutes of different application deployment models (private cloud, public
cloud, hybrid cloud, and edge)

4.3 ldentify the attributes of these application deployment types
4.3.a Virtual machines Subtask

4.3.b Bare metal
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Blueprint Verbs

Depth of Knowledge
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Types of questions
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Which protocol synchronises the clock
between computer systems?

NTP
NAT
DNS
SNMP

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoZonfidential



Which protocol synchronises the clock
between computer systems?

NTP
NAT
DNS
SNMP
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What is the difference between REST and RPC
APIs?

A. REST APIs are stateless, and RPC APIs are
stateful.

B. REST APIs are vendor-specific, and RPC
APls are vendor-neutral.

C. REST APIs are...

D. REST APIs are...

OR like this

Drag and drop the characteristics from the left to the API style on the right.

Options Categories
stateful Rest APls
stateless stateless
uses XML uses XML
uses YAML RPC APIs
stateful
uses YAML

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoZBonfidential



What is the difference between REST and RPC
APIs?

A. REST APIs are stateless, and RPC APIs are
stateful.

B. REST APIs are vendor-specific, and RPC
APls are vendor-neutral.

C. REST APIs are...

D. REST APIs are...

Drag and drop the characteristics from the left to the API style on the right.

Options Categories
stateful Rest APIs
stateless stateless
uses XML uses XML
uses YAML RPC APIs
stateful
uses YAML
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How to prepare

Developing A,
Platforms |

The Cisco Learning Network Store laln
cisco

Describe/Explain

Certification Training v  Technology Training v  All Training v

DevNet Associate

DEVASC Preparation Bundie

Compare

Labs Practice Self-Paced
Questions Training

Access Duration: 180 days

Construct/Utilize/Apply/Interpret

Sign up for updates

Troubleshoot/ldentify

Exam overview

s
Certified DevNe
Associate
DEVASC 200-901

Depth of Knoww|i

1.1 Compare data formats (XML, JSON,
YAML)

a suggested starting point. Login to
access these materials

‘GHRIS JACKSON,
JASON GOOLEY. CCie

'ADRIAN ILIESI

Cncaessom 'ASHUTOSH MALEGAONKAR

1.2 Describe parsing of common data format
(XML, JSON, YAML) to Python data structures

1.3 Describe the concepts of test-driven
development

1.4 Compare software development methods

(agile, lean, waterfall)
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Drag and the drop the code on the snippet to
complete the Python unit test. Not all options
are used.

import ]

import logging

log = logging.getLogger(__name_)
log setLevel(logging. DEBUG)

[ uniFest(unittest TestCase):

def setUp(self):
log.info('l am doing the setUp") [CToo ]

def test_one(self): m

log.info('one")

@classmethod
def tearDownClass(self):
log.info('tear down class')

[ ltest two(self):

log.info('twa')

@classmethod
def setUpClass(self).
log.info('set up Class')

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoZBonfidential




Drag and the drop the code on the snippet to
complete the Python unit test. Not all options
are used.

import ]

import logging

log = logging.getLogger(___nan
log setlevel(logging. DEBUG,

[ TiniFest(unittest TestCase):
def setUp(self):

[uniiest]
log.info('l am doing the setUp") [CToo ]
[gef 1]

def test_one(self):
log.info('one")

@classmethod
def tearDownClass(self):
log.info('teardown class')

L____Jtest two(self):
log.info('twa')

@classmethod
def setUpClass(self).
log.info('set up Class')
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How to prepare Tl 0

Certification Training v  Technology Training ¥  All Training v

DEVASC Preparation Bundle

Continuing Education Credits: 48 @

Labs Practice Self-Paced
Questions Training

Access Duration: 180 days

Describe/Explain o ——
Compare

Construct/Utilize/Apply/Interpret

Troubleshoot/ldentify

EXPLORE TECHNOLOGIES »

©000

Networking Data Center Cloud Security

loT

Collaboration Analytics & Open Source
Automation
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Refer to the exhibit. A network engineer has
developed a script to automate the provision of newly
added devices on the network. In the lab environment
where the script was tested, it was running with no
issues. When applied to the customer side, it
returned a 404 error. What needs to be changed on
the script to fix the error?

A. The IP address on the script must be set to the
customer’s range.

B. The device that needs to be provisioned must
connect to the network.

C. The script must be written in Yang instead of
JSON for the devices to listen.

D. The server running the script in a different range
than the device to provision.

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoX@onfidential



Refer to the exhibit. A network engineer has
developed a script to automate the provision of newly
added devices on the network. In the lab environment
where the script was tested, it was running with no
issues. When applied to the customer side, it
returned a 404 error. What needs to be changed on
the script to fix the error?

A. The IP address on the script must be set to the
customer’s range.

B. The device that needs to be provisioned must
connect to the network.

C. The script must be written in Yang instead of
JSON for the devices to listen.

D. The server running the script in a different range
than the device to provision.

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscod0onfidential



How to prepare

Describe/Explain

Construct/Utilize/Apply/Interpret

Troubleshoot/Identify

Depth of Knowledge
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Exam vs Real life
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What will be covered

1.8 Utilize common version control operations with Git
« 2.9 Construct a Python script that calls a REST API using the requests library

« 3.9 Construct code to perform a specific operation based on a set of
requirements and given API reference documentation such as these:
« 3.9.a Obtain a list of network devices by using Meraki, Cisco DNA Center,
ACI, Cisco SD-WAN, or NSO

« 4.11 Utilize Bash commands (file management, directory navigation, and
environmental variables)

Sample Code:

- Scan QR code

or

- https://github.com/gsnyder/brkcrt-2080
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What will be covered

1.8 Utilize common version control operations with Git

» 2.9 Construct a Python script that calls a REST API using the requests library

« 3.9 Construct code to perform a specific operation based on a set of
requirements and given API reference documentation such as these:
« 3.9.a Obtain a list of network devices by using Meraki, Cisco DNA Center,
ACI, Cisco SD-WAN, or NSO

« 4.11 Utilize Bash commands (file management, directory navigation, and
environmental variables)

cisco M ./ #CiscoLiveAPJC ~ BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



git |:| ssh://userfexample.com/path/to/applicaticon.git

Refer to the exhibit. An engineer is working on
a new feature for an existing application. The
application is already live and the
development must take place locally on the
engineer’s machine. Which Git command
must the engineer use to create a copy of the
application on the local machine?

. clone

. copy

. pull
. add

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscodBonfidential



git |:| ssh://userfexample.com/path/to/applicaticon.git

Refer to the exhibit. An engineer is working on
a new feature for an existing application. The
application is already live and the
development must take place locally on the
engineer’s machine. Which Git command
must the engineer use to create a copy of the
application on the local machine?

. clone

. copy

. pull
. add
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DevNet Sample-Code Workflow

Ste

p Action Git Command

1. Clone the Remote Repository git clone url

2. Create and Checkout a Local Branch  git checkout -b new-branch-name
3 Incrementally Commit Changes git add filename

git commit -m “Commit message”

cisco Lz{/&/
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def f(x):
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Git Hands-on
Walkthrough
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What will be covered

1.8 Utilize common version control operations with Git

« 2.9 Construct a Python script that calls a REST API using the requests library

« 3.9 Construct code to perform a specific operation based on a set of requirements
and given API reference documentation such as these:
« 3.9.a Obtain a list of network devices by using Meraki, Cisco DNA Center, ACI,
Cisco SD-WAN, or NSO

« 4.11 Utilize Bash commands (file management, directory navigation, and
environmental variables)

cisco L‘V& ./ #CiscoLiveAPJC ~ BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



Drag and drop the code from the bottom onto
the box where the code is missing to retrieve
a list of organizations configured in the Meraki
organization. Not all options are used.

import [ ]

MERZFT AFI FFEY = '6becd4(cf557de430a6flfZbaalsebi%a4facSeal’
base url = "https://api.meraki.com/api/vl"
endpoint = "/organizations"

header = {"X-Cisco-Meraki-ZPT-Fey": MERREI RPI KEY}
orgs = requ.ests.I:l{url=base_url+endpoint, headers=headsr)

:l = Json.loads (orgs.text)

pprint (orgs)

[ orgs | | get | [ patch | [ requests |

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco40onfidential



Drag and drop the code from the bottom onto
the box where the code is missing to retrieve
a list of organizations configured in the Meraki
organization. Not all options are used.

: MERAFI API KEY}

. url+endpoint, headers=headsr)

requests

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4donfidential



What will be covered

« 1.8 Utilize common version control operations with Git

« 2.9 Construct a Python script that calls a REST API using the requests library

* | 3.9 Construct code to perform a specific operation based on a set of
requirements and given API reference documentation such as these:
« 3.9.a Obtain a list of network devices by using Meraki, Cisco DNA Center,
ACI, Cisco SD-WAN, or NSO

« 4.11 Utilize Bash commands (file management, directory navigation, and
environmental variables)

cisco M . #CiscoLiveAPJC ~ BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4Bonfidential



Drag and drop the code from the bottom
onto the box where the code is missing to
retrieve a list of devices in the Meraki
organization. Not all options are used.

import requests
base url = "https://api.meraki.com/api/v1"
[ ]= i{"x-cisco-Meraki-API-Eey": MERARI API EEY}
def get deviece list():

for org in orgs:

endpoint = "/organizations/{}/devices".format (oxrg['id"])
prine ()
resp = reguests.get (url=base url + endpoint, headers=header)

I:l = jzon.loads (rs=p.text)

pprint (device)

if mname == " main ":
get _deviece list()
[ header | [ device | [ _auth | [ _endpoint ]
[ orgs ] | list |

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4@onfidential



Drag and drop the code from the bottom
onto the box where the code is missing to
retrieve a list of devices in the Meraki
organization. Not all options are used.

import requests
base url = "https://api.meraki.com/api/v1"

org in orgs:
ndpoint = "/organizations/{}/devices".format (oxrg['1id"])

if name ==
get device

| | | | | __endpoint |

[ orgs | | list |

auth

header device

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4Bonfidential



What will be covered

1.8 Utilize common version control operations with Git

« 2.9 Construct a Python script that calls a REST API using the requests library

« 3.9 Construct code to perform a specific operation based on a set of
requirements and given API reference documentation such as these:
« 3.9.a Obtain a list of network devices by using Meraki, Cisco DNA Center,
ACI, Cisco SD-WAN, or NSO

« || 4.11 Utilize Bash commands (file management, directory navigation, and

environmental variables)
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Svirtualenv —-p pytho esirsed-path>
Ssource <desired-pat i

Refer to the exhibit. An engineer needs to
complete the creation and enable a Python
virtual environment. Which code needs to be
placed on the box where the code is missing?

A. activate
B. enable
C. allow

D. power

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4Bonfidential



Svirtualenv —-p pytho esirsed-path>
Ssource <desired-pat i

Refer to the exhibit. An engineer needs to
complete the creation and enable a Python
virtual environment. Which code needs to be
placed on the box where the code is missing?

A. activate
B. enable
C. allow

D. power

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4@onfidential



Virtual Environment

« You can code in Python without using virtual environments.

- The minute you update modules or Python itself, you run the risk of
breaking your apps

- A virtual environment allows you to lock in the components and modules
you use for your app into a single “package.”

cisco M N #CiscoLiveAPJC ~ BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco30onfidential



Enabling Python VirtualEnv

- Directory Structure
- Usually associated with a Project
- An isolated environment for installing and working with Python Packages

$ python3 -m venv myvenv
The activation script will modify your prompt.

Inside a virtual environment, your interpreter will always be "python

S source myvenv/bin/activate

source environment-name/bin/activate

cisco M N #CiscoLiveAPJC ~ BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

BRKCRT-2080 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco3Bonfidential


http://www.ciscolive.com/on-demand

Tmir
CISCO

Thank you
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