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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

' Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until November 15, 2024.

cisco W/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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VWhat the CCNA
Means to Me”?
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- A tour of IT jobs today

- Fundamental networking skills
from the CCNA

- Everything you wanted to
know about the CCNA but
were afraid to ask!
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Tour of IT Jobs




Compute and app hosting engineer

- Network fabrics are core to
application resiliency and
redundancy

- Microservice architecture utilise
the network for
iInterconnectivity

- Hybrid cloud results in
distributed workloads and
storage
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Application developer

. The shift to the cloud requires

an understanding of both Chaure™ (80P

Enterprise and Public Cloud P~ o

networking i (cow )
( AWS ~ " : o

. As applications become more
distributed latency, loss and
throughput have drastic impact
on app performance

. Hybrid Cloud relies on multiple
network technologies
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Cyber security engineers

. Threat Detection and o C'O“ﬁiﬁﬁ!ﬁered%ud .
Prevention based on deep ey Prorer(Ase!
understanding of network .\ /.
protocols scoutty lﬁﬁiﬁ‘iﬂﬁ

Security

. The network is a source of Cloud
access control and v
segmentation T

- Vulnerability assessment L% Q@W%J

requires comprehension of
network architectures

Ccisco M./ #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Collaboration engineers

. Collaboration signaling is
foundationally built on network
protocols

- Many collaboration functions
are implemented in network
infrastructure

- Migration of collaboration
resources to the cloud requires
deeper understanding of the
network

Ccisco M./ #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



Network Engineers

. - Always On On Demand VPN BYOD Non-VPN
Campus Hospital/Clinic Branch Remote Worker Remote Worker Remote Worker

-
=

A

SD WAN/Hybrid WAN Remote Access VPN
Fabrics G G Fabrics E

“A Journey of a thousand miles G <f ' Y s G
begins with a single step” N E

- Lao Tzu (5 century BC)

-

/ A
Carrier Neutral/ColLo l'l “./
Backbone i\ 9 & |
\ 7
B ‘ 1] Office 365

Sam o

~,

-

Internet

Backbone
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Fundamental
Networking Skills




OSI| Model




Yes - the OSI| model still matters

/  Application Layer Human-machine layer where apps can access network services
- _ Ensures that data is in usable format and where encryption occurs

5  Session Layer Maintains connections and is responsible for controlling ports/sessions
- _ Transmits data using protocols like TCP and UDP

3  Network Layer Decides which physical path the data will take

2 Data Link Layer Defines the format of data on the network

1 Physical Layer Transmits raw bit streams over the network

cisco M. #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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THE OSI SEVEN LAYERS

m The OSI Seven Layer Model

MORE VIDEOS

> D4

o -

P o) o01/222 B %" YouTube S0 2

Carl teaches early in career network engineer Alanah the fabled OSI Seven Layer Model

In the depths of the digital realm, where pulses of data dance in the ether, there exists a model known only as “The
Layers.” Legend has it that within these seven layers lies the embodiment of _ the network!

The OSI Seven Lavyers
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https://dcgubbins.com/portfolio/the-osi-seven-layers/
https://dcgubbins.com/portfolio/the-osi-seven-layers/

P Addressing




Nothing more
fundamental to
networking than IP g
addresses! = 8
DA

~
/_/'

~-show IP addresses like this,

g o
- l/'
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https://www.tiktok.com/@cisco/video/7360737140382354734

“What is your IP address?”

S ip -c address show

1: lo: <LOOPBACK, UP, LOWER UP>
inet 127.0.0.1/8 scope host 1lo
valid 1ft forever preferred 1ft forever

Localhost addresses
|PV4 and |PV6 addreSS ens192: <BROADCAST,MULTICAST,UP,LOWER UP>
inet 10.192.1.51/24 brd 10.192.1.255

Conta|ner Workloads valid 1ft forever preferred 1ft forever

inet6 fe80::250:56ff:fe98:5c1d/64 scope link
valid 1ft forever preferred 1ft forever

Public and Private IPs docker0: <BROADCAST,MULTICAST,UP,LOWER UP>
and NAT inet 10.241.0.1/24 brd 10.241.0.255

valid 1ft forever preferred 1ft forever
inet6 feB80::42:27ff:fe60:2628/64 scope link
valid 1ft forever preferred 1ft forever
7: vethbdeabee@if6: <BROADCAST,MULTICAST,UP, LOWER UP>
inet6o feB80::6c7a:a2ff:fecb:18ff/64 scope link
valid 1ft forever preferred 1ft forever

N

ol

S curl ipinfo.io/ip
173.37.204.132

Ccisco W./ #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



IP addressing...

- Network communications Is the

sending and receiving of o |
» ) Ve
paCketS Z\;Ac;:r%tTo(f:\lz_tfw)ere‘met, STP 17227

. Every host needs an “address”
Captain Cloud

to communicate 197 Cirrocumulus Way

. Inaccurate or poorly designed NS

addressing WILL cause
problems

CiIsco L‘V&./ #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Bringing IP addresses together into “networks”

- With 15+ billion network hosts s Top e
ort o ernet,
on the Internet, addresses must ’
be organised

STP 17227

i d
Captain Clou
127 Cirrocumulis \Way

. Groups of addresses are Nimbus City, TR 19217
“networks” or “subnets”

.- Routing works by sending
traffic “towards” a destination
until it finally arrives there

cisco Lz/&/
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Network Security

cisco Lz/&/



1834 In France



https://cybermind.nexus/p/worlds-first-hackers



https://www.fbi.gov/history/famous-cases/morris-worm

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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- The “Triple-As” and “Five-W’s”

- Secure protocols - remember
the blancs!

- Understanding risk - tracking
threats, vulnerabillities, exploits,

etc

- Don’t leave doors open -
configure a secure network

- Design and build a secure
architecture

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Network
Services




- Visiting your favourite web
sites

- Seamlessly roam between
home, school, restaurant,
sports arena, etc

- Excuse me... do you have
the time?

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



DNS - domain name system

] o @ Invalid URL X +

The reason we don’t need to |« > ¢ e wmmmsauy

[ My VMCloud Dev [ Hank DevEnvs [ Agile [

* @ O 8

VMCloud [ CLL Network [ PREO1 » [ All Bookmarks

memorise |IP Addresses for  |..iq urt.

@ ® 1% Cisco: Software, Network, arn X Ly

€ > C 2 cisco.com B¢ @
every website or clou S —
[ My VMCloud Dev  [J Hank DevEnvs [ Agile [J VMCloud [ CLL Network [ PREO1 »

Reference #9.£1623017.1715186064.1d9dc044

L] L]
a p p | I C a t I O n https://errors edgesuite net/9.£1623017.1715186064.1

dig www.cisco.com

;» QUESTION SECTION:
;WWw.Cclsco.com. IN A

;» ANSWER SECTION:

], o — N
CISCO b Q=

g 8 :

[ All Bookmarks

WWW.C1SCO.Ccom. 2568. IN CNAME WWW.C1SCO.Ccom.

WWw.Cclsco.com.akadns.net. 224 IN CNAME wwwds .cisco.co

wwwds .cisco.com.edgekey.net.20468 IN CNAME Wwwwds .C1SCO.CO
wwwds.cisco.com.edgekey.net.globalredir.akadns.net. 3528 IN CN

e2867.dsca.akamaiedge.net. 1 IN CNAME user—-att-162-233-32-0.e2867.dsca.akamaiedge.net.
user—-att-162-233-32-0.e2867.dsca.akamaiedge.net. 20 IN A 23.38.248.97

CIsCO M./ #CiscolLiveAPJC  BRKCRT-1004
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O, IP address or Fi

A Design / DHCPv4 [ Scopes
» Networks List/Add DHCP Scopes

Settings v

v Scopes

G| X Show | Al

Edit DHCP Scope CORE-WIRELESS-1
Scope ‘'CORE-WIRELESS-1' status: synchronized.

name
CORE-WIRELESS-1 Leases Reservations
CORE-WIRELESS-1

CORE-WIRELESS-10 Attribute Value
COREWIRELESS 2 Name’ CORE-WIRELESS-1
CORE-WIRELESS-3
CORE-WIRELESS-4 : Subnet® 10.131.0.0
CORE-WIRELESS-5

Policy* wireless
CORE-WIRELESS-6
CORE-WIRELESS-T

CORE-WIRELESS-8 ElRanges

CORE-WIRELESS-9

» Scope Templates
10.131.0.31 10.131.255.
Options
(IO Wm Selecton Tags | @) | 4+ Add || X Delete |5 Delete Al
Address Blocks

Tan Valua
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Documents  Field statistics

= Columns ¢ 1field sorted

v @timestamp © v HOST_FROM “ PRIORITY v MESSAGE

May 8, 2024 @ 16:49:40.000 info

2024 @ 16:49:40. notice

2024 © 16:49:40. notice

2024 @ 16:

2024 @ 16:49:40. notice

2024 @ 16:49:40. notice

2024 © 16:49:40. notice
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Internet
Architecture




2
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The Internet... it's
kind of a big deal...

cisco Loy /
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Internet architecture

The network of networks

- The Internet is HUGE which
necessitates a unique architecture

- Built for resiliency and stability

- A series of “Autonomous
Systems” (AS) operated
iIndependently using BGP as the
shared rule set for passing data

- Data is forwarded and each AS is
responsible for delivery to the
other side

Ccisco M‘/ HCiscoLiveAPJC  BRKCRT-1004
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ASN 65000 —

|

Provider 1

& SN0 g3

4

DNS Provider 2 Provider 3 DNS

ASN 3356 ~ ASN 10796 =
@ = = — -
NTP

Provider 4
A_SN 16509777)

g YourCo
= ASN 65512

WWW.yourco.com
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All about the
CCNA!




CISCO
CERTIFIED

CCNA
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Privacy and Cookies This website stores cookies on your computer which help us make the website work better for you. Learn more Close this message

vt
CISCO.

» .
Find an exam

Find an Exam:

200-301: Cisco Certified Network Associate X

Do you have a private access code?
What is this?

To schedule an exam, open the group the exam is assigned to by clicking on the group name. Only one group may be opened at a time.

Proctored Exams
Online Unproctored Exams

Other Exams

Select exam options

200-301: Cisco Certified Network Associate

How do you want to take your exam?

@ In person at a test center OnVUE Online with OnVUE

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




\What do | need
to know?




The Cisco Learning Network dfnan]n
cisco

Meet Cisco U. v Certifications v Communities v Webinars & Videos v Study Resources v About/Help v Store

CCNA Certification and Training

Achieving CCNA certification is the first step in preparing for a career in IT technologies. To earn CCNA certification, you pass one exam that
covers a broad range of fundamentals for IT careers, based on the latest networking technologies, security, and automation and programmability
skills and job roles. CCNA gives you the foundation you need to take your career in any direction.

Exam Discussions Webinars & Videos Additional Resources Share [i m

Exam Ready to
Now Available take your exam?

200-301 CCNA v1.1 Exam: Cisco Certified Network Associate

The Cisco Certified Network Associate v1.1 (CCNA 200-301) is a 120-minute exam

associated with the CCNA certification. This exam tests candidates' knowledge and ’

skills related to network fundamentals, network access, IP connectivity, IP services, CCN A Prep

security fundamentals, automation, and programmability. Additionally, new topics such )

as generative Al, cloud network management, and machine learning are included in the Your uftimata

CCNA 1.1 self-study resource.
gipesam: Stay on track with

FREE help from Cisco!

Exam Topics
The Cisco Learning Network

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://learningnetwork.cisco.com/s/ccna

Exam Description

CCNA Exam v1.1 (CCNA 200-301) is a 120-minute exam associated with the CCNA certification. This
exam tests a candidate's knowledge and skills related to network fundamentals, network access, IP
connectivity, IP services, security fundamentals, and automation and programmability. The course,
Implementing and Administering Cisco Solutions (CCNA), helps candidates prepare for this exam.

() ? p A )f(_

Network Network Access IP Connectivity IP Services Security Automation and
Fundamentals Fundamentals Programmability

Expand each item below to view related exam topics.

1.0 Network Fundamentals
2.0 Network Access

3.0 IP Connectivity

4.0 IP Services

5.0 Security Fundamentals

6.0 Automation and Programmability

The above topics are likely to be included on the 200-301 CCNA v1.1 exam. The topics are subject to
change at any time to reflect the latest technologies aligned to Cisco’s products.

Cisco Cert Prep Tip:

Create and keep track of learning milestones by downloading exam topics.
q Download Complete List of CCNA v1.1 Exam Topics in PDF Format

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Deciphering the blueprint:
Cisco Certified Network Associate (200-301)

Scope

(collisions, errors, mismatch duplex, and/or speed)}

cisco M- #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



How to prepare?
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omplete CCNA training with Hands On L abs

Explore  Certifications ~ Community  View Plans . 1=

Cisco U. For Yo

Implementing and Administering Cisco Solutions

Implementing and Administering Cisco Solutions | CCNA [P pS———

. . Learning Path Curriculum Expand All
Learn to install, operate, configure, and verify basic

networks, and prepare to take the 200-301 CCNA exam.

Network Fundamentals

A 0 B A P O =

14

Begiver 34n 15m 33 Cowses 32 Labs

mets 30 Credits

Lab | Configure VLANs and Trunks

work Security Fun

ologies you need

implement and

pleting this learning

will help you prepare for the Cisco C vork Associate (200-301

CCNA) exam and earn your CCNA c

Configure VLANs and Trunks

h file or directory

KILLS YOU'LL LEARN

Configure VLAN and Trunk

To install, operate, configure, and verify basic IPv4 and IPv6 networks

To configure ne! mponents such as switches, routers, and wireless LAN

lers

To me ats

ge network devices an / basic security

How to describe and define n

ork programmability, automation, and software
defined networking
P

u protac
ABOUT 8 3 protocel on
=

Created Updated
Jun 1,2022 Mar 13, 2024

step 1

Start by demos
on the 10.10.1.0/24 subnet. Access the console of PG1 and ping the IPvd addresses

of the ther devices
Answer
Enter tha follawing commands on PG
PC1# ping 18.18.1.20
. Type escepe sequence to abort
Sending 5, 188-byte ICHP Echos to 18.18.1.28, timeout is 2 sec

ting that there s full connectivity batween the devices in VLAN

Success rate 1s 88 percent (4/5), ro
PC1# ping 10.16.1.36

ype escape sequence to abort
Sending 5. 188-bvte TCHP Echos to 1816 1.38. timeout is 2 sec

Ccisco L‘V&. #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



https://learningnetworkstore.cisco.com/cisco-study-bundles/ccna-preparation-bundle/CSCU-LPEX-CCNA-V2-028180.html

- Sign up for CCNA Prep Back to
Basics

- Join the Learning Network
Community

« Discussion boards
- Webinars & videos

- CCNA training from Cisco

- Self-paced options
. Instructor lead options

« Cisco Press Official Cert Guide

- Practice hands on skills

. Cisco Modeling Labs Personal
- Packet Tracer

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44


https://learningnetwork.cisco.com/s/ccna-live-stream
https://learningnetwork.cisco.com/s/ccna-live-stream
https://learningnetwork.cisco.com/s/ccna
https://learningnetwork.cisco.com/s/ccna
https://learningnetwork.cisco.com/s/ccna?tabset-1d558=2
https://learningnetwork.cisco.com/s/ccna?tabset-1d558=3
https://learningnetworkstore.cisco.com/cisco-study-bundles/ccna-preparation-bundle/CSCU-LPEX-CCNA-V2-028180.html
https://learninglocator.cloudapps.cisco.com/#/course-details/501259
https://www.ciscopress.com/store/ccna-200-301-official-cert-guide-library-9781587147142
https://learningnetworkstore.cisco.com/cisco-modeling-labs-personal
https://skillsforall.com/course/getting-started-cisco-packet-tracer

v A Tour of IT Jobs Today

v Fundamental Networking
Skills from the CCNA

v Everything you wanted to
know about the CCNA but
were afraid to ask!
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Questions?




Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@\,73 Complete your surveys in the Cisco Live mobile app.

cisco M-/ #CiscoLiveAPJC  BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



 Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

with DevNet, Capture the Flag,

CO nt| N ue * - Attend the interactive education
n\ and Walk-in Labs

your educatio

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand

Contact me at; hapresto@cisco.com

BRKCRT-1004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48
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