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Yes, that means you!

The Value of the CCNA for 
EVERY engineer
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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCRT-1004
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What the CCNA 
Means to Me?



Agenda
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• A tour of IT jobs today 

• Fundamental networking skills 
from the CCNA

• Everything you wanted to 
know about the CCNA but 
were afraid to ask!
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Tour of IT Jobs
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• Network fabrics are core to 
application resiliency and 
redundancy

• Microservice architecture utilise 
the network for 
interconnectivity

• Hybrid cloud results in 
distributed workloads and 
storage

Compute and app hosting engineer
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• The shift to the cloud requires 
an understanding of both 
Enterprise and Public Cloud 
networking

• As applications become more 
distributed latency, loss and 
throughput have drastic impact 
on app performance

• Hybrid Cloud relies on multiple 
network technologies 

Application developer

AWS

GCPAzure

Private 
Cloud
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• Threat Detection and 
Prevention based on deep 
understanding of network 
protocols

• The network is a source of 
access control and 
segmentation

• Vulnerability assessment 
requires comprehension of 
network architectures 

Cyber security engineers

Security
Cloud
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• Collaboration signaling is 
foundationally built on network 
protocols

• Many collaboration functions 
are implemented in network 
infrastructure

• Migration of collaboration 
resources to the cloud requires 
deeper understanding of the 
network

Collaboration engineers
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“A Journey of a thousand miles 
begins with a single step”

 

Network Engineers

Internet

Carrier Neutral/CoLo 

Backbone

CNF Cloud 

Edge-DMZ

Campus Hospital/Clinic Branch

Internet

SD WAN/Hybrid WAN
Fabrics      

Ethernet

 Private Line

Internet

Transport

DC-3 DC-4

OTV 
Backbone

DC-1 DC-2

CNF Cloud

Edge-DMZ

Remote Access VPN
Fabrics      

Always On

Remote Worker

On Demand VPN

Remote Worker

BYOD Non-VPN

Remote Worker

- Lao Tzu (5th century BC)
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Fundamental 
Networking Skills



OSI Model
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Yes – the OSI model still matters

BRKCRT-1004

7 Application Layer Human-machine layer where apps can access network services

6 Presentation Layer Ensures that data is in usable format and where encryption occurs 

5 Session Layer Maintains connections and is responsible for controlling ports/sessions

4 Transport Layer Transmits data using protocols like TCP and UDP

3 Network Layer Decides which physical path the data will take

2 Data Link Layer Defines the format of data on the network

1 Physical Layer Transmits raw bit streams over the network
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For a dark, noir 
take on the OSI 
layers…
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The OSI Seven Layers
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https://dcgubbins.com/portfolio/the-osi-seven-layers/
https://dcgubbins.com/portfolio/the-osi-seven-layers/


IP Addressing
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Nothing more 
fundamental to 
networking than IP 
addresses!

BRKCRT-1004

Checkout the Video!
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https://www.tiktok.com/@cisco/video/7360737140382354734
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• Localhost addresses

• IPv4 and IPv6 address 

• Container workloads

• Public and Private IPs 
and NAT

“What is your IP address?”
$ ip -c address show

1: lo: <LOOPBACK,UP,LOWER_UP>

    inet 127.0.0.1/8 scope host lo

       valid_lft forever preferred_lft forever

2: ens192: <BROADCAST,MULTICAST,UP,LOWER_UP>

    inet 10.192.1.51/24 brd 10.192.1.255

       valid_lft forever preferred_lft forever

    inet6 fe80::250:56ff:fe98:5c1d/64 scope link

       valid_lft forever preferred_lft forever

5: docker0: <BROADCAST,MULTICAST,UP,LOWER_UP>

    inet 10.241.0.1/24 brd 10.241.0.255

       valid_lft forever preferred_lft forever

    inet6 fe80::42:27ff:fe60:2628/64 scope link

       valid_lft forever preferred_lft forever

7: vethbdeabee@if6: <BROADCAST,MULTICAST,UP,LOWER_UP>

    inet6 fe80::6c7a:a2ff:fecb:18ff/64 scope link

       valid_lft forever preferred_lft forever

$ curl ipinfo.io/ip

173.37.204.132
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• Network communications is the 
sending and receiving of 
”packets”

• Every host needs an “address” 
to communicate

• Inaccurate or poorly designed 
addressing WILL cause 
problems 

IP addressing… 
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• With 15+ billion network hosts 
on the Internet, addresses must 
be organised

• Groups of addresses are 
“networks” or “subnets”

• Routing works by sending 
traffic “towards” a destination 
until it finally arrives there 

Bringing IP addresses together into “networks”
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Network Security
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Trivia Question

When was the first 
cyber attack?  
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1834 in France

.- ..- / -.. . .--. 

.- .-. - / -- .- -.. 

. / -- .. .-.. .-.. 

.. --- -. ...
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https://cybermind.nexus/p/worlds-first-hackers
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Trivia Question

When was the first  
global Internet 
attack?  
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November 2, 1988
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https://www.fbi.gov/history/famous-cases/morris-worm
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Be like Bryan… protect the network!
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Network security 
means a lot…

• The “Triple-As” and “Five-W’s”

• Secure protocols – remember 
the blancs!

• Understanding risk – tracking 
threats, vulnerabilities, exploits, 
etc 

• Don’t leave doors open – 
configure a secure network

• Design and build a secure 
architecture 
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Network 
Services
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More than just 
passing packets…

• Visiting your favourite web 
sites 

• Seamlessly roam between 
home, school, restaurant, 
sports arena, etc

• Excuse me… do you have 
the time?  

BRKCRT-1004 28
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The reason we don’t need to 
memorise IP Addresses for 
every website or cloud 
application

DNS - domain name system 

dig www.cisco.com

;; QUESTION SECTION:

;www.cisco.com.   IN A

;; ANSWER SECTION:

www.cisco.com.    2568. IN CNAME www.cisco.com.akadns.net.

www.cisco.com.akadns.net. 224   IN CNAME wwwds.cisco.com.edgekey.net.

wwwds.cisco.com.edgekey.net.20468 IN CNAME wwwds.cisco.com.edgekey.net.globalredir.akadns.net.

wwwds.cisco.com.edgekey.net.globalredir.akadns.net. 3528 IN CNAME e2867.dsca.akamaiedge.net.

e2867.dsca.akamaiedge.net. 1   IN CNAME user-att-162-233-32-0.e2867.dsca.akamaiedge.net.

user-att-162-233-32-0.e2867.dsca.akamaiedge.net. 20   IN A 23.38.248.97
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DHCP 
Dynamic Host 
Configuration Protocol

The reason you don’t have to 
manually change the IP address 
on your phone, table, PC, 
dozens of times a day.
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NTP 
Network Time Protocol

From log correlation to 
certificate validation and 
authentication requirements, 
accurate time across the 
network relies on NTP.
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Internet 
Architecture 
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The Internet… it’s 
kind of a big deal… 
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Internet architecture
The network of networks

• The Internet is HUGE which 
necessitates a unique architecture

• Built for resiliency and stability

• A series of “Autonomous 
Systems” (AS) operated 
independently using BGP as the 
shared rule set for passing data

• Data is forwarded and each AS is 
responsible for delivery to the 
other side

BRKCRT-1004

Provider 1
ASN 701

Provider 2
ASN 3356

Provider 3
ASN 10796

Provider 4
ASN 16509

MyCo
ASN 65000

YourCo
ASN 65512

www.yourco.com

DNS

NTP

DNS

NTP
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All about the 
CCNA!
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How to become a 
CCNA!!!!
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How to become a 
CCNA!!!!
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What do I need 
to know?
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Find the exam 
topics / blueprint

BRKCRT-1004

The Cisco Learning Network 
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https://learningnetwork.cisco.com/s/ccna
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The blueprint to 
your certification
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20%  1.0 Network fundamentals Weight

Deciphering the blueprint: 
Cisco Certified Network Associate (200-301)

BRKCRT-1004

Domain

Subtasks

Task

Verb

Scope

1.1 Explain the role and function of network components

 1.1.a Routers

 1.1.b Layer 2 and Layer 3 switches

 .

1.2 Describe characteristics of network topology architectures

1.3 Compare physical interface and cabling types

1.4 Identify interface and cable issues (collisions, errors, mismatch duplex, and/or speed)

1.5 Compare TCP to UDP

1.6 Configure and verify IPv4 addressing and subnetting

1.7 Describe private IPv4 addressing
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How to prepare?
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Complete CCNA training with Hands On Labs

BRKCRT-1004 43

https://learningnetworkstore.cisco.com/cisco-study-bundles/ccna-preparation-bundle/CSCU-LPEX-CCNA-V2-028180.html
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CCNA resources 
cheat sheet

• Sign up for CCNA Prep Back to 
Basics

• Join the Learning Network 
Community

• Discussion boards 

• Webinars & videos 

• CCNA training from Cisco

• Self-paced options

• Instructor lead options

• Cisco Press Official Cert Guide

• Practice hands on skills 

• Cisco Modeling Labs Personal

• Packet Tracer

BRKCRT-1004 44

https://learningnetwork.cisco.com/s/ccna-live-stream
https://learningnetwork.cisco.com/s/ccna-live-stream
https://learningnetwork.cisco.com/s/ccna
https://learningnetwork.cisco.com/s/ccna
https://learningnetwork.cisco.com/s/ccna?tabset-1d558=2
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https://learningnetworkstore.cisco.com/cisco-study-bundles/ccna-preparation-bundle/CSCU-LPEX-CCNA-V2-028180.html
https://learninglocator.cloudapps.cisco.com/#/course-details/501259
https://www.ciscopress.com/store/ccna-200-301-official-cert-guide-library-9781587147142
https://learningnetworkstore.cisco.com/cisco-modeling-labs-personal
https://skillsforall.com/course/getting-started-cisco-packet-tracer
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#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

✓A Tour of IT Jobs Today 

✓Fundamental Networking 
Skills from the CCNA

✓Everything you wanted to 
know about the CCNA but 
were afraid to ask!
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Questions?
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Complete Your Session Evaluations

47

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKCRT-1004
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: hapresto@cisco.com 

48BRKCRT-1004
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Thank you
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