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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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Agenda

« Introduction
- Web debugging

- User Provisioning
- Direct
- Director Connector
- Extra ID Wizard

« Authentication
. SSO

- Call Routing
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#CiscoLiveAPJC ~ BRKCOL-3531

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

6



Introduction
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What is a Webex Organisation?

An organisation is a
logical management
construct for a
customer in the
Webex platform
which allows them to
manage their Webex
collaboration services
for a set of users &
devices

cisco Lz{/&/

Webex Organisation

Licenses

Workspaces

Groups/ Devices
Locations

Webex site Webex site

Subscription
Order Order

#CiscoLiveAPJC ~ BRKCOL-3531

Organization profile

Integrations

Webex Calling

admin.webex.com

Organization name

Cisco Live RTP CX DMZ

Organization ID

8ad51c16-13ad-43e8-a390-2f653ff28e99

Settings Domains

Reporting

Security & Compliance

Troubleshooting

Webex Contact
Center

Subscription
Order Order Order
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Control Hub: Window into the World

Cloud-based services

Notifications

Bl
il

Vi
Dy

00 webex

webex Control Hub

/
cisco W- #CiscoLiveAPJC ~ BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9




Web debugging
basics
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e No Throttling ¢ -ﬁ—

Troubleshooting Control Hub Errors

Collecting a Browser Trace

Right-click > Inspect
2. Select Network
Load page

Firefox

Right-click > Inspect
Select Network

Check Preserve Log
Load page

Many tools such as or

Import HAR File
Save All As HAR
Copy All As HAR

Collecting a browser trace
(W {3 Inspector Console | Network | »»
m I 4+ Q ® Disable Cache | No Th... %

Al HTML CSS JS XHR Fonts Images Media WS Other

« Perform a request or Reload the page to see detailed information

about network activity.
« Click on the G) button to start performance analysis. (?)
Elements G Sources Metwork Performance

[ ] A4 Preserve log Dis ache Mo throttling
Filter Invert Hide data URLs

All Fetch’XHR JS CS5 Img Media Font Doc WS Wasm Manifest Othe

Blocked Requests 3Ird-party requests

allow you to read the HAR file more easily.

features include text search, filter by HT TP status code, and message color coding

BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11


https://proxyman.io/
https://toolbox.googleapps.com/apps/har_analyzer/
https://help.webex.com/en-us/article/WBX9000028670/Generate-a-HAR-File-in-Your-Browser

Web debugging Tips & Tricks

‘0 Chrome: Continue debugging on popups

» In Partner Hub if you launch into a Customer organisation it will open a
new tab

« By default, the cross-launch isn’t captured by a browser trace

» To adjust this, from a browser trace:
» Click the gear icon &
» Navigate to the Global section 4 Auto-open DevTools for popups
» Check the box for Auto-open
DevTools for popups

Global

Search as you type

@ Firefox requires add-on support to deliver the same capability

cisco W&./ #CiscolLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



HTTP Request Types

RFC 2616

BISRIS Requests the origin server delete the resource identified by

GET
OPTIONS

Retrieve whatever information is identified by the Request-URI

the request/response chain

A request for information about the communication options available on

POST Creates a new resource or appends data an existing resource

PUT Updates an existing resource or creates one if it is not present

Mol Used to make a partial update on a resource

Most used Request Types in Control Hub
Does not represent the full list!

cisco W&./ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Common

HT TP Responses

Code

Definition

Example

1xx - Info Response

2XX - Success

3xx - Redirection

Axx - Client error

5xx - Server error

The request was received and understood

Action was received, understood, and
accepted

Client requires additional action to
complete request

Error that is likely caused by the client that
IS making the request

Error that is caused by the server
performing the request

100 Continue

200 OK
201 Created

302 Found
307 Temporary Redirect

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error
503 Service Unavailable
504 Gateway Timeout

cisco Lz{@/

#HCiscoLiveAPJC ~ BRKCOL-3531

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



ommon HT TP Responses

https://status.webex.com

U™ webex alobal Service Status Example

by CISCO

100 Continue

PUB0012318 May 16, 2024, 12:26 UTC All Regions Commercial Webex Control Hub Webex Control Hub: Users are unable X
to login to Webex Control Hub

Resolved - Senvices remain healthy and stable and the issue is now resolved. J
‘We appreciate your patience while we addressed this service incident. 2 O 1 C re a te d

May 16, 2024, 15:08 UTC

Monitoring - Engineering has completed remediation activities and services are now restored 3 O 2 F O u n d

"\/AV;\?«:I g;:::n::::;:zmmv to ensure service stability. 3 O 7 Te m p O ra ry Re d i reCt

Identified - Engineering continues to work tirelessly 1o restore the Webex Gontrol Hub services. In addition to the previously called out impact, a small percentage of users may experience failures

and latency with space management functions. This may include deleting, renaming, and creating new spaces. Additionally, newly invited participants to those spaces may also experience failures

<
when trying to Join those spaces. :I ieht 400 Bad Re ueSt
We are actively working 1o restore services and apologize for the inconvenience this may cause. 4 O ’I U n a U t h r i Ze d

May 16, 2024, 14:02 UTG

Identified - Upon further investigation engineering identified additional impact to Webex Galling Wholesale provisioning and Webex for BroadWorks sign in/provisioning. All hands are on deck 4 O 3 F O r b I d d n
currently working on mitigation tactics to restore services.

Wo apprcits Yo patonce it we work [ esore sences and pologi o he converin s may cause 429 Too Ma \Y, Req uests

May 16, 2024, 13:05 UTC

g - Engineering is an issue impacting users ability to login to Webex Control Hub. Administrators attempting to login to Webex Control Hub would experience failure with

o s et 500 Internal Server Error
\:Av;a‘vse :;2?:2;:?;55 restoring services and apologize for the inconvenience this may cause. 5 O 3 S e rVi Ce U n a va i | a b | e
504 Gateway Timeout

c IS c o &. #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15


https://status.webex.com/

How Web Debugging shows up in Control Hub

ontro b Webex ldentity

1
identity/scim/8ad51¢16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66- |
3d944ca%e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2 :
Host: identity.webex.com 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) GAccept: */* :
Accept-Language: en-US,en;q=0.5 !
| énnﬁpf—Fnr‘nrﬁﬁn' azin rmfp hr 1 I
1

1

1

1

1

1

Access-Control-Request-Method: GET
'm— = = =control-expose-headers,authorization,trackingid

Referer: https://admin.webex.com/
Origin: https://admin.webex.com

Y

HTTP OPTIONS

Access-Control-Request-Method

This indicates the HTTP method that
will be used in the actual request. It

This method is used to determine

which HTTP methods (e.g., GET,
POST, PUT, DELETE) are supported
by the server or a specific resource

also allows the server to determine
if it will permit the specified method
from Control Hub.

cisco W- #CiscoLiveAPJC ~ BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



How Web Debugging shows up in Control Hub

1
/identity/scim/8ad51¢16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfe8f37-5020-4820-9f66- :
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2 1
Host: identity.webex.com !
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) GAccept: */* :
Accept-Language: en-US,en;q=0.5 1
Accept-Encoding: gzip, deflate, br :
Access-Control-Request-Method: GET 1
Access-Control-Request-Headers: access-control-expose-headers,authorization,trackingid 1
Referer: https://admin.webex.com/ :
Origin: https://admin.webex.com 1

>
HTTP/2
trackingid: ROUTERGW _e5c5e27b-3fa6-4e39-9¢7b-2080cbe92695
datacenter: prod-achm
access-control-allow-origin: https://admin.webex.com
strict-transport-security: max-age=31536000
access-control-allow-methods: TRACE, HEAD, PUT, GET, PATCH, CONNECT, DELETE, POST, OPTIONS
access-control-allow-headers: Access-Control-Expose-Headers, Authorization, Trackingid
content-length: O
date: Wed, 24 Apr 2024 13:18:42 GMT

QA

Jidentity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/bcfedf37-5020-4820-9f66-
3d944ca9e9f3?includeGroupDetails=true&includeVirtualGroup=false HTTP/2
Host: identity.webex.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0
Accept: application/json, text/plain, */*
Authorization: Bearer <TOKEN>
TrackingID: ATLAS_4b03d344-b897-43a6-931e-758da6f5bb44_3

N
>

HTTP/2
trackingid: ATLAS_4b03d344-b897-43a6-931e-758da6f5bb44_3

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"userName":"dmalfoy@thestoj.com","emails":[{"primary":true,

1
1
|
1
| "type":"work","value":"dmalfoy@thestoj.com"}],"name":{"givenName":"Draco", "familyName":"Malfoy"}}
A

<
cisco W&- #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



How Web Debugging shows up in Control Hub

Control Hub

£ Reset Password

£ Reactivate User

] Delete User

json
[Content Lengih: 105 Request body

Response header

/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d HTTP/2
Host: identity.webex.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Accept: application/json, text/plain, */*

Authorization: Bearer <token>

TrackmgID ATLAS 52ad16f8 6960-4954-bedf-ab4682bbafca_24

Cisco

|{ schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity: 1.0"], "active":true}

<

Y

HTTP/2
trackingid: ATLAS_52ad16f8-6960-4954-be4f-ab4682bbafca_24
datacenter: prod-achm
location: https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-
2f653ff28e99/v1/Users/c5f551f5-f116-4cad-9a67-c3f64c7bd25d
content-type: application/json;charset=UTF-8
date: Wed, 24 Apr 2024 18:15:15 GMT

emails":[{"primary":tru
" "basic-

{"schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity:1.0"],"userName":"freeuser@thestoj.com"”,
e,"type":"work","value":"freeuser@thestoj. Com"}] "name":{"givenName":"Paul","familyName":"Stojanovski"},"entitlements":["spark-test-account
meeting","basic-message","cloudmeetings"”,"screen-share","spark","squared-call-initiation","webex-
squared"],"cisSyncSource":"SCIM", "userStatus":"active","id":"c5f551f5-f116-4cad-9a67-c3f64c7bd25d","meta":{"created":"2023-12-
22T13:51:08.338Z","lastModified":"2024-04-24T18:15:15.043Z","lastLoginTime":"2024-03-
12T20:11:57.7262","version":"W/\"14987552451\"","location":"https://identity.webex.com/identity/scim/8ad51¢c16-13ad-43e8-a390-

2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d","organizationlD":"8ad51¢c16-13ad-43e8-a390-2f653ff28e99","userClaimTime":"2023-
12-22T13:51:07.875Z"},"displayName":"Paul Stojanovski » "active":true, "accountStatus":["active"],"licenselD":["WXSFREE_c1f9f2e1-b4ae-41bd-b405-

2634a46b930e_ciscolivecx-converged.webex.com"sipAddresses":[{"type":"cloud-

calling","value":"freeuser@ciscolive.calls.webex.com","primary":true}], "trainSiteNames":[ " ciscolivecx-

converged.webex.com","userType":"user","sensitive":false}

ve!

#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved.
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How Web Debugging shows up in Control Hub

Control Hub

£ Reset Password Host: identity.webex.com

Accept: application/json, text/plain, */*

Authorization: Bearer <token>
i Delete User TrackingID: ATLAS_52ad16f8-6960-4954-bedf-ab4682bbafca_24

Content-Tvpe: agglication{json
| Content-Length: 109

Response header
/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/c5f551f5-f116-4ca4-9a67-c3f64c7bd25d HTTP/2

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Webex Identity

|{ schemas":["urn:scim:schemas:core:1.0","urn:scim:schemas:extension:cisco:commonidentity: 1.0"], "active":true}

.- a a a a A
P A R 89 - P3 ethod fo
ed S aking an update to a

CISCO M,/ HCiscoLiveAPJC
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How Web Debugging shows up in Control Hub

C|scc>[£¢léa

/license/api/v1/organization/8ad51¢c16-13ad-43e8-a390-2f653ff28e99/users/onboard HTTP/2

Host: license-a.wbx2.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Accept: application/json, text/plain, */*
Authorization: Bearer <token>

Access-Control-Expose-Headers: TrackinglD

= : ication/json
1 Content-Length: 535

License Service

Request header

Request body

) 4

[{"email":"demo_user@thestoj.com","licenses":[id":"EE_a8e7d08d-5966-46¢7-alc2-
e4173b0e0f78_ciscolivecx.webex.com","idOperation":"ADD","properties":{}}]," extendedSiteAccounts":[],"onboardMethod":"MANUAL","name":{"giv
enName":"Demo","familyName":"User"},"displayName":"Demo User

,"entitlements":[]}]

Y

vary: origin,accept-encoding

access-control-allow-origin: https://admin.webex.com
access-control-allow-credentials: true
access-control-expose-headers: Trackingld, Link, Retry-After
timing-allow-origin: https://admin.webex.com
x-content-type-options: nosniff

trackingid: ATLAS_acc3db0d-0181-4a6d-914c-90678e88018b_44
content-encoding: gzip

content-type: application/json

date: Tue, 21 May 2024 17:05:56 GMT

Response body

[{"email":"demo_user@thestoj.com","uuid":"a9605af8-169b-485e-8f6¢c-4abcaef07a21", "status":201}]

#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



How Web Debugging shows up in Control Hub

License Service

Request header
/license/api/v1/organization/8ad51¢c16-13ad-43e8-a390-2f653ff28e99/users/onboard HTTP/2

Host: license-a.wbx2.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 Firefox/125.0

Accept: application/json, text/plain, */*
Authorization: Bearer <token>
Access-Control-Expose-Headers: TrackinglD

= : ication/json
Content-Length: 535

[{"email":"demo_user@thestoj.com","licenses":[id":"EE_a8e7d08d-5966-46¢7-alc2-

Request body

« Controls which licenses are applied to a Webex user
* Proxies request and sends details to Webex ldentity
« Webex Identity creates a niversal nique entifier for the user

HTTP POST method nosniff

Used when creating or appending data to an existing resource

» Useris created in the Licensing Service and Webex |dentity

° idll:ll
is added to the license block

1
<
<
cisco W- #CiscoLiveAPJC ~ BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Control Hub - Network Issues

Status O indicates a network failure
occurred when making an HTTP

Referrer: Control Hub notification toaster-links Request to Control Hub
Browser URL: https://admin.webex.com/settings

Control Hub Build: 20240423-46f592f

View Org ID: 8ad51¢c16-13ad-43e8-a390-2f653ff28e99 ) N
Logged-in User ID: bcfe8f37-5020-4820-9f66-3d944ca9e9f3 failure (ex: loss of Wi-Fi), proxy
Logged-in User Org ID: 8ad51c16-13ad-43e8-a390-2f653ff28e99 blocking traffic, outbound routing
Logged-in User Clock UTC: Tue, 30 Apr 2024 18:11:11 GMT
Customer Type: Enterprise

Common causes is network connection

Status: 0
Status Text: Unknown Error
URL: https://atlas-a.wbx2.com/admin/api/v1/organizations/8ad51c16-13ad- w
43e8-a390-2f653ff28e997selfSubscribe=false (X Failed to set sideboarding status. A
Tracking ID: network failure has occurred.
Error: { b TrackinglD:
"isTrusted": true ATLAS 84h4062e-48a9-4084-85cf
} -4h3c09618817.140 Show Less

Check for Open Incidents

Message: Failed to set sideboarding status. A network failure has occurred.
TrackingID: ATLAS_84b4062e-48a9-4084-85cf-4b3c09618817_140 Copy Debug Info

cisco W- #CiscoLiveAPJC ~ BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Troubleshooting
User

Provisioning
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Why is this topic so important?

First impressions are critical.... especially for user adoption

What percentage of Control Hub-
related TAC cases does user q
management account for?

What is Cisco’s most common
Google-search related to
technical issues?

?

& ®
Unable to login

50-55% to Webex

cisco W&-/ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Troubleshooting
Direct
Provisioning
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Control Hub User Add Methods D ot

o Entra ID

L || Entra ID Wizard o kta

@ Active Directory
{? Directory Connector
. 20 webex SCIM

Manualy add users Directory synchronisation

Add up to 25 users.

e T ® : :
S e - Self-Registration
. (sideboarding)

&) -
/ for Developers

Claim users

=y o Webex \ SAML

Auto-user Just-in-time
_ Linkin (JIT)
cisco Lz{@/ J 26
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Unable to add user
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Unable to Add User

« By far the largest “add user
error” issue observed in
TAC
User creation error
* Nearly half of all TAC user Erors (1)
MANAgEME Nt CaSES ArE TUE || & e o e evraon ror sore cn ot somaie e cims ot s o

review the help article: Claim users to Your Organization (Convert users). TrackinglD: ATLAS_ad0439e9-238e-4231-

to thIS Condltlon bf60-61b00db7cc6d_6

Error is triggered when the in Webex |dentity

AND your organisation have the

cisco W&. #CiscolLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Understanding the add user logic

Webex
Admin
Action: Add user

00 webex

by CISCO

Enterprise Org

00 webex

by CISCO

by CISCO

webex Control Hub

o @ Userl@thestoj.com
l . user2@thestoj.com

@ user3@thestoj.com

User creation error

. pstojano@rtpc|scotacnet N w Webex Check Webex |dent|ty for eXiSting user

User Found
Domain not verified

Verified Domain:
Errors (1)
® The domain of user pstojano@rtp.ciscotac.net does not match any of your verified or claimed domains. Hence, th eStOJ . Com

you cannot claim this user into your org: tion. For steps on verifying domains and claiming this user, please
review the help article: Claim users to Your Organization (Convert users). TrackingID: ATLAS__ad0439e9-238e-4231-
bf60-61b00db7ccéd_6

cisco W&./ #CiscoLiveAPJC ~ BRKCOL-3531

Webex.com Org

00 webex

by CISCO

Webex Free Org

[ )
. pstojano@rtp.ciscotac.net

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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Looking beyond Control Hub Provisioning

Windows Event Logs / Sync Report
as [sessionld: 608d0e38-d3fb-41f1-ad20-81233b98b365] There is
] i a naming conflicts for CN=Test
; : e User
Active Directory e A y
—— e 1 existing cloud entry with name testuser@rtpcloudcollabtac.com - w we beX
Qa9 ) of type user. See https://cisco.com/go/troubleshoot-directory- bycisco
Directory connectorfireference_DCB41087FC7309F241284A1424D9695B
Connecto

r

Export details X

jser ‘cersei@thestoj com’in CiscoWebex

Microsoft

Target attribute value
active True
extemalld 9daffad1-0299-4761-911-Redafe3685D

cersei@thestojcom
Lannister

Cersei

cersei@thestoj com

© Dec2114:3550  Paul Soanavski User)  Push new user o extemal appicaton Gisco Webex (Appinstance)
FaLUAE )
I 1 morstargets I

00 webex

by CISCO

¥ Actor 1

ey

Alternateld pstojano@thestoj.com
cisco W&./ #CiscoLiveAPJC ~ BRKCOL-3531
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If user exists in a Webex

Add User Remedlatlon Enterprise or Webex.com

organisation the admin of the org
must delete them.

1. Verify your domain (Webex best practice)
By verifying your domain, you will be allowed to claim (add) any users who have signed up for a
Webex account with your company email domain outside of your Webex organisation.

2. Delete the free user -> settings.webex.com
We do not recommend this approach because there could be additional users you want to add
who use your company email domain and have signed up for a Webex account outside of your
Webex organisation. @ Delayed Claim

May 5t, 2020

Mot all us

YES

yed claim. Users in the folloy

vailable and will lose their c

Verify or
claim

Immediate
Claim

© 0

domains
Claimed users

receive email

on how to

. proceed
Do a Dry Run in Enable

l .
CISCO W/ Disable Directory Sync Directory Connector DirSync

#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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Factors that impact ability to claim users

There are several Webex organisation configurations that could prevent a user
from being added despite your Webex organisation having a

1. Directory Connector enabled

2. The Webex organisation has the

same domain verified

3. Single Sign-0On enabled

cisco Lz{@/

€

User creation error

Errors (1)

(@ cersai@thestoj.com cannot be added. Use the Convert User option to move this user into the organization.

#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




User Claim FAQ

« Do claimed users consume a license?
. Yes

« Can you undo/retract a user claim?
* Yes, if the user has not signed in and 14 days have not passed.

« Can the organisation that I'm claiming a user from retract a claim that my organisation made?
 No, only the organisation that initiated the claiming process can retract the claim.

« Do all claimed users show up as Active in my organization?
« Claimed users match the status they had in their previous organisation. For example, if a user was Not
Verified in their previous organisation, then they'll show up as Not Verified when claimed in your
organisation. IMMEDIATE DELAYED

 What is the experience for a claimed user? L+ 0] Checs Voo

Your company has claimed your email
example@example.com. Choose how to proceed.
[]

Change email address and keep original account
Delete your original account

Need heip signing in?

cisco W&./ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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OW 3b) New user created in Enterprise
org

Step 2: Claim users from the list userName: pleasesaveme@thestoj.com

id: 071467f9-51ab-474e-a09c-d627e899079b
created: 2024-05-01T14:42:34.718Z

id: 6e6be6ae-64b1-4208-83f2-303206601875 o Al Users = Gl ussms o SFER B RkIe P SE 0

created: 2021-10-11T15:27:32.885Z
orgld: a2846766-4793-4366-afe 1-303099abecc2

Immediate User Claim Process F

2 Enterprise admin
claims Free user

) User creates a Free account

username: pleasesaveme@thestoj.com From Control Hub

This process kicks off two events described in 3a & 3b accountStatus: active

Users

orgName: Webex Free Org

A Users

Free user email remapped

3a New email:
pleasesaveme@thestoj.com.convert-user.local :

9 Email changed to personal
w 1) Free user logs in with personal address
N company hes clafnad your el *2) All message history preserved

example@example.com. Choose how to proceed.

Old email: pleasesaveme@thestoj.com

id: 6eBbebae-64b1-4208-8312-3032¢e601875 (AN Free user attempts to login VEETTETE: e e e s

created: 2021-10-11T15:27:32.8857 Free user must act and choose: id: BeBbbebae-64b1-42d8-83f2-3032ee601875
orgld: a2846766-4793-4366-afe1-303099abecc?2 1) Change email to personal created: 2021-10-11T15:27:32.885Z

orgName: Webex Free Org address orgld: a2846766-4793-4366-afe1-303099abecc2
accountStatus: pending 2) Delete free account orgName: Webex Free Org
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Troubleshooting
Directory Connector
Provisioning
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Overview

cisco L{V&/



Architecture Overview

/ ﬁ On Prem Enterprise

Additional considerations:

Windows
Server

» Directory Connector is supported on 2022, 2019, 2016,

2012 R2, 2012, 2008 R2 and 2003

» Directory Connector traffic can route through a proxy & will use
default system proxy settings.

*  When Directory Connector is enabled, it is the single source of
truth for user provisioning and no other user provisioning will work.

| | —
. .. ADSI e
Active Directory—= w WebeX
— w0
. Proxy N TCP/443 (HTTPS) by cIsco
R RR w Dlrectory (omm o) a
Domain Connector  ——— — . webex Control Hub
rtpcloudcollabtac.com
[E Authentication ]
idbroker.webex.com
[ |
. ADSI — —
Active Directory High ——> Synchronisation
— Availability cloudconnector.webex.com
A gg Directory  (HA)
Domain Connector
thestoj.com
Note: URL can change depending on
your Webex org cluster location
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Tools & Log
Collection
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Understanding your toolbox

Microsoft
& &K EntralD

Easy /

+ | Sync Dry Run

- Synchronisation Reports

Ease of
understanding

=

- Directory Connector Diagnostic Tool

l - Directory Connector logs

<Install_DIR>\Cisco Systems\Cisco Directory
Connector\Logs

Difficult

- Windows Event logs

cisco W-/ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39




Sync Dry Run: Analysing

il . . Confirm Dry Run
‘asco Cisco Directory Connector
m‘ Help v Itis mca:gggﬁédmm you perform a dry run before enabling
Dashboard ' Configuration® G SyncNow b ) Would you like to perform a dry run now?
O R Dry Run G‘ Launch Event Viewer E," Re
Actions  Help I| Synchronization Mode » | Enable Synchronization
(&) start Incremental Sync | % Sync Dry Run || ¢7' La e No |

aceo Cisco Directory Connector

[-{ Summary (g 0 Admins Deleted g 0 Users Deleted g8 0Groups Deleted <= 10Objects Added <= 19 Objects Matched [ 0 Rooms Deleted i 1 Soft-deleted Objects 4 21 Misme + | * |

Fﬂ:f' Summary of Dry Run

0 Admin objects will be deleted

0 MNon Admin user objects will be deleted

Displays Users,

B[HF =

Admins, Groups, 0 Group obiects will be deleted ——— > All objects to be added
3vr:”d tioggzt;h;t ¢ 1 Objects will be added

19 Objects Matched Objects that match LDAP synchronisation
Provides a L o T criteria and exist in the Webex Identity
mechanism to = Room objects will be deleted SyStem

permanent! | z . . _I
delete user;/ — Objects found in Webex identity that

immediately w 1 Soft-deleted Objects don’t match LDAP filters

cisco M- #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




Reasons why a user Is inactive

Source

o

Reason

Retention

/ A

Control Hub Administratively deactivated 30 days

Control Hub Claimed into organisation and does not match a Directory 30 days
synchronisation LDAP filter (Directory Connector)

Directory Administratively deactivated in Active Directory Indefinite

Connector Applies to other SCIM integration (Okta/Azure) deactivate actions as well

Directory Originally synced and no longer included in the Directory 7 days

Connector synchronisation filter

cisco Lz{@/
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Customizing User Inactive Duration

Source

Reason Retention

/ A

o

Control Hub Administratively deactivated 30 days

Control Hub Claimed into organization and does not match a Directory 30 days
synchronization LDAP filter (Directory Connector)

Management > Organization Settings

Manage inactive user Delete inactive user

After a user is deactivated manually or through directory
synchronization, the user will be deleted from Control Hub after

30 days by default. This feature only works when directory -

synchronization is turned off.

Delete inctive user fer Non-Directory Connector provisioned users
[ @ Enter a number between 30 days to 90 day5] ” Ca n nOW be reta i ned fo r u p to 90 d ayS

cisco W&-/ #HCiscoLiveAPJC ~ BRKCOL-3531
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Control Hub: Soft-deleted AD synced

~« Existing Control Hub users not matching an LDAP filter/OU are marked
as Inactive

- These users remain in an Inactive state for 7 days then are purged
- This timeframe is not configurable

- Delete users feature allows you to permanently delete Inactive users

Users
£ Users {} Licenses Contacts
Users Deleted users External users External administrators
Q | 15 users
First / Last name + Email Deletion on Permanently delete on
—
ciscolive sync clsync@thestoj.com 1/23/23 1/30/23
Delete permanently
Existed InCl existed-in-ci@thestoj.com 1/23/23 1/30/23
BRKCOL-3531 43




Directory Connector: Soft-deleted AD synced

- Select users to be
purged

- Deletion occurs
upon next sync

- You may force
sync by choosing
Incremental or Full
sync

cisco Lz{/&/

‘duls Cisco Directory Connector

4 Summary g 0 Admins Deleted 9 0 Users Deleted g3 0Groups Deleted <= 10Objects Added < 13 Objects Matched [ 0 Rooms Deleted % 15 Soft-deleted Objects

These objects have been soft-deleted. They will be retained in the system for 7 days after deletion date. You can select objects to delete permanently in the upcoming synchronzation and dont nee

days.
| Object Type Display Name (UID)
O |user Group based-user ( groupsynctest @thestoj.onmicrosoft.com )
0 |user Hemione Granger { hgranger@thestoj.com )
] |user New User { newuser@thestoj.com )
] |user Sirius Black ( sblack @thestoj.com )
] |user WiC User2 ( WxClUser2@thestoj.com )
1 |user Site #1234 ( stojnc+site1234@gmail . com )
(1 | user Severus Snape ( snape@thestoj.onmicrosoft.com )
] |user ExistedInCl { existed-in-ci@thestoj.com )
0 |user Group User { Group User@thestoj onmicrosoft.com )
] |user Rubeus Hagrid { hagrid @thestoj.com )
O] |user pstoj@thestoj.com ( pstoj@thestoj.com }
0 |user Ciscolive Sync ( clsync@thestoj.com )
] |user Ron Weasley ( rweasley@thestoj.com )
1 |user WxC Userl ( WxClUser1@thestoj.com )
1 |user NewWxC UserTry2 ( NewWxClUser@thestoj.com )

#CiscoLiveAPJC ~ BRKCOL-3531
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Sync Dry Run: Mismatched Users

w Directory
LDAP Filter QU Connector
A P4

[ | QuEry users based on Object Selectione = ‘ Enable DirSync
. . B e > w b
o e wepex
Active Dlrectorye — > I < o by CISCO
WY Return list of users m Directory  yser3@example.com exists in Cloud
user1@example.com Connector webex Control Hub
user2@example.com 5

user3@example.com does
not match Active Directory

deet Cisco Directory Connector

Mismatched Objects (1) Export List

Object Type Distinguished Mame Display Name {UID})

mismatch user { stojnc=mismatch&gmail .com )

Active Directory synchronization is the single source for user accounts in the cloud. These cloud cbjects need to match entries in Active Directory
or be deleted if you want to enable automatic synchronization. Do you want to continue?

() Yes, delete objects. (This remowves the user accounts from the cloud and all associated space lists and conversation history.}

@ Mo, retain objects. (You can add the user accounts to your Active Directory so they match the cloud.}
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Synchronization Report

CONFIG

& Cisco Directory Connector

NI
cisco

Cisco Directory Connector

Actions Help

Dashboard

GT Launch Event Viewer

Active Director|
P

Cisco Directory Connector will send emg ation with synchronization resutts.

] Enable notificati

Cloud Organization: Cisco Live RTP CX Diu.

General Object Selection Policy Schedule User Attribute Mappinj

stojnc+ciscolive@gmail.com

from:  noreply@cisco.com

to: your_email@domain.com

date: Mar 3, 2022, 1:53 PM

subject:

Synchronization report
succeeded with warning

From 2022-03-03T18:53:30Z to 2022-03-03T18:53:41Z, the
incremental synchronization task for RTP-DIRSYNCO1
succeeded with waming.

See the attached report for details. For help, please click the
link below.

Troubleshoot

The Webex Team
Need help? Contact us.

OUTPUT

Synchronization Report for Cisco Live RTP CX DMZ:
Task Succeeded with Warning

022-03-03T:WARN There is a naming conflicts for CN=License Guy,

Synchronization Summary
StatusCode: SUCCESS
Domain: adds-rtpcloudcollabtac.com
Incremental Synchronization: yes
Start Time: 2022-03-03T18:53:31Z
End Time: 2022-03-03T18:53:31Z
Object Added: 0

Object Deleted: 1
Object Modified: 0
Warning Count: 1
Failure Count: 0

Note: Report sent every 4 hours when an issue is detected.

#CiscoLiveAPJC ~ BRKCOL-3531

2022-03-03T:INFO
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Directory Connector Diagnostic Tool

W Cisco Directory Connector - Diagnostic Tool = X

AD-DS AD-LDS LDAP RAW

Active Directory Domain Services Connection Test

Domain 'rtpdoudcollabtac.com ] Load Domain Controllers
Domain Controller | rtp-cloudcollab-ad01 tpcloudcollabtac com 5.

Get Specified Attribute Value

Attribute ADSchema v] FoTest |

Active Directory Queries

Objects User [ Group

Search Filter |
Cookie | | & Auto Fil Cookie Clear
Status Total Run Query
Console Resuits
A
Test getting AD schema

Succeed in getting AD schema.
Schema Path:LDAP://tpcloudcollabtac.com/CN=Schema CN=Configuration, DC=rtpcloudcollabtac, DC=com

Clear Al Save...

cisco Lz{/&/

Available after Directory Connector 3.4

Bundled with install

Supports AD-DS, AD-LDS, LDAP RAW

Capable of testing:
- LDAP Connection
- LDAP User / Group filters

Active Directory Queries

Objects M User [ Group

Search Fiter [k:-com)(ynmbevOf-m-HR Useﬂ.ourHR.ou-WnlerfeMc-dpdoudoolablac.dc-com)))‘

Cookie  [TVNEUWMAAACSYBWip TLYAQAAAAAAAARAK  [] Auto Fil Cookie Clear
Status  DONE Total 7
L
Console Results
Starting loop resutls. ~

1. QU=Winterfell. DC=rtpcloudcollabtac. DC=com

2. 0U=HR OU=Winterfell DC=tpcloudcoliabtac, DC=com

3. CN=stanza stark OU=HR .OU=Winterfel. DC=rtpcloudcollabtac. DC=com

4. OU=IT OU=Winterfel DC=tpcloudcollabtac. DC=com

5. CN=Attribute Change OU=IT OU=Winterfell DC=rtpcloudcollabtac, DC=com
6. CN=Jon Snow OU=IT OU=Winterfell DC=tpcloudcollabtac, DC=com
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Logging Options

Windows Event Logs

Dashboard  Configuration

Directory Connector e |
. <& SyncNow L3
Loca | Log g I n g I Synchronization Mode » ‘.
Programs and Features ( ;lasEIVCo;!r;e;;orrSecre1
<Install_DIR>\Cisco Systems\Cisco Directory Connector\Logs § OryRun..

Cancel Sync Job

Power Options

EventLog.DirSyncService.exe

Event Viewer Switch Domain
Network.DirSyncService.exe Set Domain Priority

::)atat_ -4— Right-click EventLog.CloudConnectorManager.exe Iroubieshosn |

ocauon Network.CloudConnectorManager.exe
[DirSyncWorker ReportEvent] ServiceMessage:

Enabled by ¢ x taskld: 46a5d9¢1-24cd-4b40-941a-f0e5905d4c74

default attribute: preferredLanguage groupType telephoneNumber mail
displayName postalCode description title objectclass employeeNumber

. objectguid objectGUID member sn userAccountControl st
ngh_level physicalDeliveryOfficeName ¢ manager ou givenName mobile

‘ Eventlog.DirSyncService.exe facsimileTelephoneNumber cn | o0 employeeType streetAddress

departmentNumber
base: dc=rtpcloudcollabtac,dc=com
filter:
Network.DirSyncService.exe (|(&(objectClass=Group)(!(isCriticalSystemObject=TRUE))((&(objectclass=G
. roup)(|(cn=IT Users)(cn=HR.Users)(cn=Finance

sync errors

HTTPS

communication
Network.CloudConnectorManager.exe

Users)))))(&(objectClass=User)(!(ObjectClass=Computer))((&(objectClass=p
erson)(|(memberOf=cn="IT
Users",ou=IT,ou=Winterfell,dc=rtpcloudcollabtac,dc=com)(memberOf=cn=

Includes sync

X X «

communication ‘ EventLog.DirSyncService.exe HR.Users,ou=HR,ou=Winterfell,dc=rtpcloudcollabtac,dc=com))))))
detail deleteThreshold: 20
syncBases: OU=Winterfell, DC=rtpcloudcollabtac,DC=com
preferredHost: rtp-cloudcollab-ad01.rtpcloudcollabtac.com
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Common Issues
What drives TAC cases
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Top Issues observed by TAC QRO = Hidden Slide

Syncing Login o
LDAP Filter Issues @ Direciory Connector page cannot be displayed

Mandatory attribute mapping not defined for @) \Webex cloud connection issues QY
user in Active Directory

User exists in another organisation ORO

Installation/LDAP Binding

.NET Framework not installed

@ No Permission to LDAP OO

Duplicate on premise object ID

Delete threshold has been triggered

User within multiple domains QRO
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© & O LDAP Filters and missing mandatory
attribute © oy users by Loa fitersio

i 1 e
=2 Diagnosing the problem o
Active Directory e .
;D\_EQ No new users...... & Directory No new users to sync @ WEbbycelszs
Connector

Test User
testuser@rs ecloudcollabtac.com

@
PR
0.

FIoN0

0111011
10

1. Verify the required cloud uid attribute you are syncing (mail, userPrincipleName) « ) ’
> phoneNumbers;type-work_extension
= I

2. Determine if that value is present in the user’s Active Directory configuration

3. Verify if you are syncing based on OUs (On Premise Base DNs), LDAP filters, or both Get-AdUser —Filter ‘mail -q
A | "testuser@rtpcloudcollabtac.com"' -Properties *

4. Determine if the user is in the correct OU or matches the LDAP filter (i appiicabie) —

5. Use the Directory Connector Diagnostic Tool to check LDAP connectivity and filter logic.

cisco Lz{/&/
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Deconstructing Object Selection

User filter

Allows you to further scope which users you want to consider within your directory structure.
It's common to include members who belong to a specific security group.

Can be used in conjunction with the On Premises Base DNs to synchronise

Groups filter

Allows you to sync
Groups that can be
used for Automatic
License Assignment
in Control Hub

Does NOT sync users in
the Group

Can be used in
conjunction with the On
Premises Base DNs to
synchronise

cisco Lz{/&/

Cloud Organization: Cisco Live RTP CX DhNZ

General Object Selection pglicy Schedy

Object Type : LDAP Fitters :

[] users

(&(objectClass=person)((memberOf=cn="T Users" ou=IT,ou=

E| Groups bjectclass=Group)(l(cn=IT Users)(cn=HR.Users)(cn=Finance

le UserAttribute Mapping Motification Avatar

[ dentify Room

On Premises Base DNs to Synchronize

OU=Winterfel, DC=rtpcloudcollabtac, DC=com

Select

W Select Synchronization Container

E-[7 DC=pcloudcollabtac, DC=com

Domain Controllers
ForeignSecurityPrincipals
Keys

LostAndFound

Managed Service Accounts
Program Data

System

Users

Winterfell

iIv Finance

-V HR

L IT

R il

#CiscoLiveAPJC ~ BRKCOL-3531

COEIICE GO ETIG G ELEL ERAE (ON Premises Base

DNs to Sync

Allows you to
specify which OUs
should be synced
Optionally you could sync

the entire directory and rely
on User and Group filtering
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a LDAP Fllte rS 1 O 'I PowerShell command provides all available user attributes

REC 4515 - LDAP: String Representation of Search Filters

Search Criteria Criteria Description Example

Search criteria is not limited LOgIC
to only the table on the right.

Full definition of search = Value is equal to... (mail=user@example.com)
attributes can be found in
RFC 4515, I = Value is not equal to.. ('(mail=user@example.com))

* Any value present accepted (mail=*) or (mail=*@%*)

| * Any value present is not accepted ("(mail=*))

Operator Description Example

Operators
Operators are placed at & AND (&(objectclass=user)(mail=user@example.com))
the beginning of the
statement and can be | OR (l(memberOf=cn=IT,ou=users,dc=example,dc=com)(mem
nested together. berOf=cn=HR,ou=users,dc=example,dc=com))

Nested AND + OR (|(&(<CriteriaA>)(<CriteriaB>))(&(<CriteriaC>)(CriteriaD>)))
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® Missing required AD Attribute

Windows Event Logs or Synchronisation Report:

[sessionld: ed159bc0-01b5-4e9d-829a-8cdc7fef97e5] Missing naming attribute mail when
adding on-premise entry CN=Test User,OU=IT,0U=Winterfell, DC=rtpcloudcollabtac,DC=com.
The entry will not be created in the cloud until naming attribute have a value.

. = 4 N
Directory Connector: User Attribute Mapping Tes Use Propertes T
Member Of Diakin Environment Sessions
) i ) Remote control Remote Desktop Services Profile COM+
CEIRI Ry TS _ General  Address  Account  Profle  Telephones  Organization
ou > ou
type-work_ E) Test User
physicalDeliveryOfficeName > physicalDeliveryOfficeName
postalCode »  postalCode First name: [ | Initials: [ l
preferredLanguage > preferedLanguage
: ) Last name: ‘User l
> sipAddresses;type-enierprise
sn > sn Display name: [Test User l
st > s Description: ‘ |
sireetAddress > sireet
Office: |
telephoneNumber > telephoneNumber
> ftimezone
e S title Telephone number: ‘ Cther...
mail > * uid | Emai ‘

cisco W&./ #CiscoLiveAPJC ~ BRKCOL-3531
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© Conflict with existing cloud entry

o5 ©
al Query users by LDAP filters/OU n GRS SCIM Croate User
ul - = testuser@rtpcloudcollabtac.com - w Webex
Active Directorye om0 \\ by €ISCO
New User: testuser@rtpcloudcollabtac.com w Directory testuser@rtpcloudcollabtac.com already
s “& e N T
Test User é
testuser@rtpcloudcollabtac.com Free Org Org A
testuser@rtpcloudcollabtac.com user1@rtpcloudcollabtac.com
user2@rtpcloudcollabtac.com
Q user3@rtpcloudcollabtac.com

.—>

Windows Event Logs / Sync Report

[sessionld: 608d0e38-d3fb-41f1-ad20-81233b98b365] There is a naming conflicts for CN=Test
User,OU=IT,OU=Winterfell,DC=rtpcloudcollabtac,DC=com with an existing cloud entry with name
testuser@rtpcloudcollabtac.com of type user. See https://cisco.com/go/troubleshoot-directory-
connectorfreference_DCB41087FC7309F241284A1424D9695B

1) Another Webex organization has claimed the domain of the user you’re attempting to add.
2) You have deleted and re-created a user account in Active Directory that was already synced to the Cloud.

cisco Lz{/&/

. Note: In rare circumstances this condition could be met if:
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If user exists in a Webex

© Conflict with existing cloud entry et T i o the

org must delete them.

1. Verify your domain (Webex best practice)
By verifying your domain, you will be allowed to claim (add) any users who have signed up for a
Webex account with your company email domain outside of your Webex organization.

2. Delete the free user -> settings.webex.com
We do not recommend this approach because there could be additional users you want to add
who use your company email domain and have signed up for a Webex account outside of your

Webex organization. @ Delayed Claim

May 5t, 2020
Verify or
domains

YES

sers are eligible for delayed claim. Users in ihe folowing organizations won't
ion avalaole and will lose their content if you claim

+ Users in organizations created after May 5, 2020 For mors information

Mﬂ&aﬂ.@_a_l\ls__mm_ﬂagm_
Immediate
T Claimed users
Disab regf';]/gvsrga" Do a Dry Run in Enable
isable Directory Connector i

Connector
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O User exists in multiple domain

/ ﬁ Enterprise

| |
e
e D —
Active Directory w0
QaaQ Directory W @ | onPremObjectGUID: w Webex
- by CISCO
Domain: e Connector ‘ s ’
Priority'. onPremObjectGUID: a1-b2-c3-d4
Email: user@thestoj.com WEbex Control Hub
Display Name: Jon Snow
User
=- e «  email:
e « Di :
- . isplay Name
Active Directory LT .
w0 e domain:
. e priority:
. ! w Directory + onPremObjectGUID:
Domain: thestoj.com Connector
Prlor_lty: 2 ' * domain: thestoj.com
Email: user@thestoj.com «  priority: 2
Display Name: Paul Stojanovski )

* onPremObjectGUID: a1-b2-c3-d4

cisco Lz/&/
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@ Login page not displayed

Error upon Directory Connector authentication

W Cisco Directory Connector Logon = m] X

«hih. Cisco Directory Connector

#  Enter your credentials

This page can't be displayed

Turn on TLS 1.0, TLS 1.1, and TLS 1.2 in Advanced settings and try connecting to
https://idbroker.webex.com again. If this error persists, it is possible that this site uses an
unsupported protocol or cipher suite such as RC4 (link for the details), which is not considered
secure. Please contact your site administrator.

Change settings

& Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage Y
[] Enable Enhanced Protected Mode®

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

[] Enable SmartScreen Filker

Send Do Mot Track requests to sites you visitin Internet E
[] usessL 3.0

Use TLS 1.0

[JuseTs 1.1

[JuseTis1z

Warn about certificate address mismatch™

Warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
v

£ >

Use TLS 1.1 and 1.2 must be enabled
« Control Panel
* Internet Options
« Advanced
« Security Settings
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@ Login page not displayed

Protocols
TLS 1.3 Yes
. . . . . TLS 1.2 Yes
- If Use TLS 1.1 or 1.2 is checked further inspection is required
TLS 1.1 No
- Trust, but verify the Webex Cloud using SSL Report — TLS 1.0 No
_ _ _ _ _ SSL 3 No
- Determine the Cipher Family the Server is using ssL 2 N
2 °
Group Policy Computer Configuration > Administrative Templates > Network > SSL Configuration Settings
Registry HKLM:\SYSTEM\CurrentControlSet\Control\Cryptography\Configuration\Local\SSL\00010002
- Leverage PowerShell to ensure one of the TLS_AES_128_GCM_SHA256
: : : TLS_AES_256_GCM_SHA384
following Ciphers are available > e CT AV N
» Get-TLSCipherSuite TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- Set-TLSCipherSuite (will set the value if missing) TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

cisco Lz{@/

#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



https://www.ssllabs.com/ssltest/analyze.html?d=idbroker.webex.com

© Webex cloud connectivity

Error progre

Launch Directory
§Connector

Cisco Systems

Cisco Directory Connector identity-eu.webex.com

¥ Cisco Directory Connector Logon

ssion

.l Cisco Directory Connector
cisco

Webex Identity URL blocked & erteryour crecentals

identity.webex.com —

: identity-b-us.webex.com \@ Navigation to the webpage was canceled

i identity-ca.webex.com What you can try:

® Refresh the page.

Cloud Connector URL blocked

i cloudconnector.webex.com

i cloudconnector-b-us.webex.com

i cloudconnector-eu.webex.com
i cloudconnector-ca.webex.com

cisco Lz/&/

Result of proxy rejecting traffic

Network Error X
Network Error X
Something went wrong with your network connection, check your local
e Something went wrong with your network connection, check your local network environment and test again.
network envirenment and test again, O R Error: The remote server returned an error: (403) Forbidden.
Error: The operation has timed out
#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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© Webex cloud connectivity
Debugging

5.

Can you get to the Directory Connector cloud-based URL:
https://cloudconnector.webex.com/SynchronizationService-v1 0/?orgld=GLOBAL

Take a packet capture and determine the following:

- Does cloudconnector.webex.com or idbroker.webex.com resolve? (turopean customers URL contains ~eu)
- Can the server establish a TCP connection to either resolved IP?
- Does the SSL handshake fail?

If TCP connection is failing attempt a traceroute to determine how far the
packet makes it

If Troubleshooting enabled review Network.CloudConnectorManager.exe
logs

Check status.webex.com for an open service incident
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® No permission to LDAP

Condition occurs when the logged-in user does not have permission
to the LDAP tree structure

w

Please select a new domain to bind
Organization : Cisco Live RTP CX DMZ

w05 Dowowsst

¥ ‘

Cisco Directory Connector : Bind to New Domain

=

. Unhandled ion has in your ion. If you click
@ Continue, the application will ignore this emor and attempt to continue. i
you click Quit, the application will close immediately.

Current security context is not associated with an Active Directory domain
orforest.

T e -

See the end of this message for details on invoking
just4nime (JIT) debugging instead of this dialog box.

B 1 Tead

System.Directory Services Active Directory Active DirectoryOperationException: Curen
at System.DirectoryServices. Active Directory DirectoryContext Get LoggedOnDomair
at System DirectoryServices ActiveDirectory. DirectoryContext IsContext Valid(Directs
at System.DirectoryServices Active Directory DirectoryContext isRoot Domain()
at System DirectoryServices ActiveDirectory. Forest Get Forest (DirectoryContext cor
at Cisco CoDev Identity. DirSync CloudConnectorManager. NewDomainBindDialog b v
< >

kkkkkkkkkkkkk* Exception Text *kkkkkhkkkkkkk
System.DirectoryServices.ActiveDirectory.Activ
eDirectoryOperationException: Current security
context is not associated with an Active
Directory domain or forest.

|

cwcoé&h@/
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Directory Connector FAQ & Limitations

Why do deleted users show as inactive in Control Hub?

This is expected behavior called “soft delete”. It’s a protective measure that guards against accidental deletion.
Users deleted through Directory Connector are in a soft delete state for 7 days. After 7 days they are purged.

Will users marked as inactive in Control Hub (by disabling them in Active Directory) be deleted after 7 days?

No, the soft delete capability does not apply in this condition.

Do inactive users consume a license?
Yes, if they were assigned a license

Can users change their profile settings (First and last name, Display name, or Profile picture) when
Directory Connector is enabled?

No, these options in Control Hub are disabled when Directory Connector is enabled.

Does Directory Connect sync passwords?
No

cisco M-/ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Directory Connector FAQ & Limitations (cont)

- Why is my primary Directory Connector taking so long to failover when service is down?

- The failover time is determined by the Failover Interval time configured on the Directory Connector under
Configuration > Schedule > Failover interval. The default is 300 minutes (5 hours)

- Can Directory Connector be setup to run with a Managed Service Account (MSA) or Group Managed
Service Account (QMSA)?

These accounts are currently not supported with Directory Connector.

- Can | assign a role to all users associated with a specific synced Group?

This role assignment is not possible today. It is a feature that’s in the Backlog and being developed as part of a
larger initiative for role based access control (RBAC)
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Troubleshooting
Entra ID Wizard
Provisioning
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Microsoft Branding Clarification

Old Name New Name

@ Microsoft

Azure Active Directory Entra ID

Azure AD is becoming Microsoft Entra ID

Published date: July 11, 2023

Microsoft Entra ID is the new name for Azure Active Directory (Azure AD). No action is required from you.

The name change to Microsoft Entra ID represents the evolution and unification of the Microsoft Entra product family,
and a commitment to simplify secure access experiences for everyone.

Note: Not all Cisco Webex documentation and Control Hub UX has been updated to reflect these changes

cisco W&./ #CiscoLiveAPJC ~ BRKCOL-3531
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Overview
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. . 4 . N
Architecture Overview o B8 Enterprise

Microsoft Entra

Domain  Active Directory  User data passed from on Cloud Sync
thestojcom  —F+— premises to Azure cloud

QaQ (optionally) |‘-
\§ 6= J

C OAuth 2 ) ) rléﬂrlgrrglsgft

@ Cisco Webex Identity Synchronisation
[ Cisco Webex Identity
webex Control Hub | webex Identity

_ Enterprise application created to access
webex API B Graph AP
<
T Creating sync/provisioning Enterprise App
Microsoft Graph API
Configuration data sent SCIM creates or
Webex identity system updates users

00 webex

by €CI1SCO

Yy

Cisco Webex Identity
Synchronisation

Q User, group, avatar provisioning data sent to Webex <-—_

Microsoft Azure AD integration

Integrate Azure AD to provision users and groups.

9 Configure the Azure AD Configure users, groups,
Wizard to sync users. avatars, and domains that

o . you wish to sync
Webex organisation admin
cisco Lz{@/

#CiscoLiveAPJC ~ BRKCOL-3531
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Architecture Overview o [ Enterprise

Microsoft Entra

Domain  Active Directory  User data passed from on Cloud Sync
thestojcom  —— premises to Azure cloud
R R R (optionally) |
Nl B

User synchronisation occurs every 40 minutes

Manager and Avatar mappings are 12 hours

The Entra ID Wizard is not a single source of
truth for user provisioning......yet \ctive Directory admin center

User, group, avatar provisioning data sent to Webex —

Microsoft Azure AD integration

Integrate Azure AD to provision users and groups.

0 Configure users, groups,
avatars, and domains that
e Configure the Azure AD you wish to sync

Wizard to sync users.

Webex organisation admin
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Entra ID Wizard and Webex Microsoft Gallery App

Entra ID Wizard Entra ID Gallery App
Microsoft Azure Active Integrate Azure AD to provision users and groups.
Directory Wizard App ‘ Cisco Webex
-, C] SCQO Cdisco
Webex 2@

e Entra ID Intearation

Last sync View summary

Preferred Entra ID integration Deployment is not preferred

Setup is included in Webex Control Hub Setup resides in Entra ID Gallery Apps

Provides easy to use wizard - Does not support Avatars or Rooms

Allows for Group-based provisioning Allows for Group-based provisioning

Can only be used with a single Entra tenant Can be used with multiple Entra tenants

cisco M- #CiscoLiveAPJC ~ BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 70


https://help.webex.com/en-us/article/heauzeb
https://help.webex.com/en-us/article/6ta3gz/Synchronize-Azure-Active-Directory-users-into-Control-Hub

Tools & Log
Collection
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Entra ID Wizard Logs and Tools

Control Hub

Sync Summary

Users
Sync date [ 12/17/22.2:40 PM Home > AzureAD Integration
W Wel?y?.if z:ppdd @j » 2) AzureAD Integration | Provisioning
Failed | ®4 viewn aae ao 2] Enterprise Application
Synced @

To be synced [©]

Microsoft Azure Active Integrate Azure AD to provision users and groups. Azure AD integration requires ol
T lose
Directory Wizard App permission from your Microsoft 365 account, Learn more about Azure AD setup 2
Instance name Job status Auto sync
' Entra Intearation ® Active
Last sync summary

Last dry run Download summary

) . . . Object Type Action Type Azure Id Azure Name Webex Name Reason
Organization Settings > Microsoft Azure e VP YP

. 3 N User Matched ba0f1le65-dfe pstoj@thest(pstoj@thestoj.com(pstoj@thestoj.com)
Active Dlrectory Wizard App User Add 9cba217a-cct Ciscolive Sync(clsync@thestoj.com)
User Deactive Paul Test(sav The user - paul@thestoj.com is possible deleted in Azure AD
User Mismatch Hermione Granger(hgranger@thestoj.com)
Group Matched dbcb8aca-10 SyncToContr SyncToControlHub
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Analysing Entra ID Sync Logging

Azure Active Directory admin cente

Dashboard
= All services
* FAVORITES

} Azure Active Directory

aad.portal.azure.com

Name T

Cisco
Webex

w Cisco Webex Ident...

Cisco Webex Ident...

Object ID

1fe72dc3-c299-41f7-a4f9...

2df3edbf-ee7d-4a2e-901...

Application ID
90db942a-c1eb-4e8d-82e...

04d7bd61-acac-424b-8d4...

Homepage URL
http://webex.com

https://idbroker.webex.co...

Microsoft
EntralD

Created on

12/22/2022

12/22/2022

Cisco

Wwebex AzureAD Integration

3bfe4c53-0534-4ea3-ade...

2020a6d1-8ba7-46d5-a8...

https://idbroker.webex.co...

1/4/2023

Activity

3 Sign-in logs

ePrc.u.-isioning log details

& Users » L Steps I Troubleshooting & Recommendations I Modified Properties Summary
N w1 Usage & insights
= . o
52 Enterprise applications
Audit logs Failure
Action Create
® ] . .
M PrOVISIOnIng IOgS UPN cersei@thestoj.com
Type urn:scim:schemas:core:1.0:User
[ — .
| 7= Access reviews L
L Download (D Leammore () Refresh == Columns | A Got feedback? Details
J Error code SystemForCrossDomainldentityManagementServicelncompatible
5 . - on - +
.2 1dentity Name or ID | Date: Last 24 hours Show dates as: : Local Status : Al Action : All 7 Add filters TOr message StatusCode: BadRequest Message: Processing of the HTTP request resulted in an exception.
Date L Identity Action Source System Target System Please see the HTTP response rgturned by the Respon.se property of .lh|$ E:f ptrlcn for details.
— Web Response: {"message":"Failed to create people.”,"errors":[{"description":"Failed to create
i Display Name cersei@thestoj.com g . people."'}],"trackingld":"ROUTER_62A0D18A-1AC2-01BB-511E-287E1B22511E"}
IWZOZB. 12:42:50 PM Source ID 9daffad]-0299-4761-9f11-£2 Create Azure Active Directory CiscoWebEx
Bieplay Name cersel@mesto) com . .
6/8/2022, 12:41:18 PM Source ID 9daffad1-0299-4761-9F11-12 Other Azure Active Directory CiscoWebEx Skipped
e Display Name cersei@thestoj.com ;s
6/8/2022, 12:39:24 PM Source ID 9daffad1-0299-4761-9F11-F2 QOther Azure Active Directory CiscoWebEx Skipped
Display Name CiscoliveUser
6/8/2022, 12:35:33 PM Source ID b88ed3ac-988b-4aBa-9ae7-! Create Azure Active Directory CiscoWebEx Success
Target D Y22Y29zcGFyazovL3VzL1BFT
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Most Common
Issues
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TAC Most Common Issues

0 User exists in another Webex org OO
9 Country value mismatch

Q Entra ID App deployment failures
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Failed to create people?

Failed to create User 'cersei@thestoj.com' in CiscoWebEx
Error code
SystemForCrossDomainldentityManagementServicelncompatible

Export details X
Error message

Microsoft
Entra ID
StatusCode: BadRequest

Message: Processing of the HTTP request resulted in an exception. Please see the HTTP response returned by the 'Response’ property of this
exception for details.

Web Response:

{"message":"Failed to create people.”,"errors":[{"description":"Failed to create people."}],"trackingld":"ROUTER_62A0D18A-1AC2-01BB-
511E-287E1B22511E"}

Target attribute name Target attribute value

active True

externalld 9daffad41-0299-4761-9f11-f2edafe3685b
displayName cersei@thestoj.com

name.familyName Lannister

name.givenName Cersei

userName cersei@thestoj.com

cisco Lz{@/
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A ISSUE

Triggered when the
user exists in another
Webex organization

REMEDIATION

1. Verify domain and
claim user

OR

2. Instruct user to have
their account deleted

Note: Free users can delete their accounts through settings.webex.com. Webex organization administrators must delete users associated to a paid organization.
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Provisioning/Update Failure: Country Bad Request

Microsoft
Entra ID

StatusCode: BadRequest

Message: Processing of the HTTP request resulted in an exception. Please see the HTTP response returned
by the 'Response' property of this exception for details.

Web Response: {"message":"PATCH failed: HTTP/1.1 400 Bad Request (url =
https://identity.webex.com/identity/scim/8ad51c16-13ad-43e8-a390-2f653ff28e99/v1/Users/36ecd61b-

90bf-4a34-bf7b-190d58b2fcf1, request/response Trackingld = ROUTER_63B5B6ED-15C2-01BB-0123-
287E1B200123,

:code=400;errorCode=100008;trackingld=ROUTER_63B5B6ED-15C2-01BB-0123-287E1B200123")"

Entra ID: Enterprise Applications > Cisco Webex Identity > Provisioning Logs
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Provisioning/Update Failure: Country Bad Request

Attributes

- Determine which Entra ID attribute | ... o ssoustrbuie mapons.
iS bei n g m a p pe d to add resseS[type Azure AD Attribute name Webex cloud directory attribute name
eq " WO rk" ] . COU ntry | country v addresses|[type eq "work"].country
- Determine value configured on : | , _
ountry or region United States of America

user’s profile in Entra ID

country

SC 'M The country name component. When specified, the value MUS
be in ISO 3166-1 "alpha-2" code format [ |; e.g., the
United States and Sweden are "US" and "SE", respectively.

Recommendation: Map country to Entra ID Attribute:
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Entra ID (Azure) Integration Quarantined

00 webex

by CISCO

webex Control Hub

° Force authentication when users change passwords

Allow Azure AD sync

«©

Integrate Azure AD to provision users and groups. Azure syncronizes periodically. More on
Azure AD setup [3

Instance name Job stat Aute sync
' Cisco Webex ldentity

Last sync View summary

Microsoft
Entra ID

Current Status Statistics to date

Initial cycle quarantined o

Click refresh to get the latest status ©) Refresh ~ View provisioning details

v View technical information

Quarantined due to a high number of errors.
Please view the audit logs below to assess the
errors and remediate them. Sync interval
reduced to once per 24 hours.

» Typically, the result of large-scale failure provisioning failure events - Microsoft quarantine rules
» Review Entra ID > Enterprise Apps > Audit logs for Activity: Quarantine

cisco Lz{@/
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https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/application-provisioning-quarantine-status

Entra ID Integration Error D ot om o vt i) e
SYMPTOMS

Microsoft Azure Active Directory Wizard App &/ ’::;L:zs’??v;r:i%:ﬁﬁ;s;;?' ;—IZZSE
sign out and try again. TrackinglD:

Integrate Azure AD to provision users and groups. Azure AD integration requires permission from your ATLAS 0a30ed098-bA65-43a8-
Microsoft 365 account. Learn more about Azure AD setup 2

X

acel-74chb16a2fc8_108

.o Check for Open Incidents
Copy Debug Info

00 webex a0 webex
s 4

<<<<<

webex Control Hub webex |dentit

HTTP REQUEST
GET https://identity.webex.com/extintegration/azureAD/8ad51¢c16-13ad-43e8-a390-2f653ff28e99/v1/WebexApplications/status

HTTP RESPONSE

"error":{
"key": "401",
"message":[{"code": "701018","description": "Request unauthorized. client-request-id: 03766b11-0cd5-4910-b380-50b2afe28a03"}]

CISCO W,/ HCiscoLiveAPJC
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= No Throttling ¥ -I'_I—

Troubleshooting Control Hub User Errors

Import HAR File

Collection a Browser Trace

Copy All As HAR

Riah lick > | W {7 Inspector Console | 1, Network |>> 0] e X
- >
T 'ght-clic nspect W I+ Q ® Disable Cache | NoTh..: |¥f
2. Se|eCt NetWOI’k Alll HTML CSS JS XHR Fonts Images Media WS Other
F|refOX 3. Load page - Perform a request or Reload the page to see detailed information
about network activity.
« Click on the G) button to start performance analysis. ()
1. R|ght_C||Ck > |nSpeCt Console Sources Network Performance
e No throttling
. 2. Select Network

Filter Invert Hide data URLs
All FetchXHR JS CSS5 Img Media Font Doc WS Wasm Manifest Othe

Check Preserve Log

Blocked Requests Ard-party requests

Chrome

20 ms 40 ms

Load page

Many tools such as or allow you to read the HAR file more easily.

features include text search, filter by HTTP status code, and message color coding
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OBSERVED EXPECTED

Entra ID Integration Error

Problem Isolation

1. Login to Entra ID

2. Select Enterprise applications

Cisco Webex Identity
Synchronization Enterprise

application

Name

Ty  Object ID

OO Cisco Webex Identity Synchronization  1fe72dc3-c299-4147-...

Cisco - .
Webex Cisco Webex Identity

fisco  AzureAD Integration

l Name

ci . .
Wene Cisco Webex Identity

Si5e0  AzureAD Integration

cisco Lz{/&/

2df3edbf-ee7d-4aze-...

3bfe4c53-0534-4ea3...

™.  Object ID

2df3edbf-ee7d-4a2e-...

3bfe4c53-0534-4ea3...

Application ID
90db942a-cleb-4e8d...
04d7bd61-acac-424b...

2020a6d1-8ba7-46d5...

Homepage URL Created on o
Original
http://webex.com 12/22/2022 .
Microsoft
https://idbroker.web... 12/22/2022 S Cl M
https://idbroker.web... 1/4/2023 SOl UtiO n

Application ID

04d7bd61-acac-424b...

Homepage URL Created on l

https://idbroker.web... 12/22/2022

2020a6d1-8ba7-46d5... https://idbroker.web... 1/4/2023

#CiscolLiveAPJC

BRKCOL-3531
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Entra ID Integration Error Cisco Webex Identity
Remediation Synchronization Enterprise App

- Cisco Webex ldentity Synchronization can be rebuilt by providing admin
consent

- https://login.microsoftonline.com/common/adminconsent?client id

- Enterprise App will display within one minute after granting consent

- If only Cisco Webex ldentity Synchronization was deleted, then original
configuration will be restored

Instance name Job status Auto sync
' Cisco Live Azure AD ® Active (f)
Last sync View summary

Step—by-step

CISCO L‘V&/ Troubleshooting instructions
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https://login.microsoftonline.com/common/adminconsent?client_id=90db942a-c1eb-4e8d-82e4-eebf64a7e2ae

Entra ID Integration Error
Similar though different

>_<| Azure AD integration error. The
" requested resource was not found.
TrackinglD: ATLAS _cdc71f05-

Integrate Azure AD to provision users and groups. Azure syncronizes periodically. aa78-42dc-
More on Azure AD setup [ ‘ 950d-6747ac30c002_105

Microsoft Azure AD integration

Check for Open Incidents

Copy Debug Info

- This condition occurs when only the Enterprise app used for provisioning
is deleted

- Default name: Cisco Webex Identity

- Since the Enterprise app configuration remains in the Webex |dentity
system, a TAC case is required to clear it

Support Case Manager

cisco W&./ #CiscoLiveAPJC ~ BRKCOL-3531
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Directory Connector + Entra ID Wizard

Not Supported

e Perform action (&)

Failed to create user in target system

View details

Export details X

Failed to create User 'Ciscolivelser@thestoj.com’ in CiscoWebEx
Error code
SystemForCrossDomainldentityManagementClientNonServiceFailure

Error message

StatusCode: Unauthorized

Message: Processing of the HTTP request resulted in an exception. Please see the HTTP response returned by the 'Response’ property of this
exception for details.

Web Response:

{"message":"Failed to create people.”,"errors™[{"description":"Failed to create people.”}},"trackingld":"ROUTER_62A0B618-0C01-01BB-
581C-287E1B22581C"}

Target attribute name Target attribute value

active True

externalld b88ed3ac-988b-4aBa-9ae7-30c7873480e2
displayName CiscoliveUser

name.familyName User

name.givenName CiseoLive

userName CiscoliveUser@thestoj.com

cisco Lz/&/

Directory Synchronization
thestoj.com ® QOperational
e RTP-STOJ-DIRSYN

User Security

When enabled, users who change their passwords will have to sign in to Webex again after the new
passwords are detected by Directory Connector.

X Force authentication when users change passwords

Allow Azure AD sync

Integrate Azure AD to provision users and groups. Azure syncronizes periodically. More on Azure AD
setup 2

(©) Directory Connector blocks Azure AD. To switch and sync Azure AD, turn off Directory Connector.

Instance name Sync status Last failure @ Auto sync
Azure Integration & 06/08/22 06/07/22
08:33 AM 09:32 PM

® Succeeded

#CiscoLiveAPJC ~ BRKCOL-3531
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On Demand Provisioning - Skipped

Results summary

Y
N
N éf_)

Provisioning skipped

Check the username again before syncing to Webex.
Refer to help doc to [Z learn more.

Re-try Provision another user

00 webex

by CISCO

EEEEEEEE ) Entra ID
' pstoj@thestoj.com
Information Message 1
The state of the entry in both the source and target systems already match. No change to the User 'pstoj@thestoj.com’ currently needs to
be made.

* You can expect to see Provisioning skipped when you attempt to provision a
user on demand and this user exists in Webex

« This is the equivalent of a “Matched” user in a Sync Dry Run
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Entra ID FAQ

- Is the feature "Force authentication when users change password" valid for Entra ID synced users?

« No. The Wizard App cannot detect users changing password in Entra ID. This feature will be coming

- Will there eventually be support for multiple Entra ID tenants?
« Yes. Itis in the backlog

- What happens to my existing Webex users if they aren’t included in the Entra ID sync?

The current design of the Entra ID Wizard doesn’t lock provisioning down to only users who come through the Entra ID Wizard. In the future Control Hub will
offer the ability to lock provisioning down to the Entra ID Wizard so it can be marked as a single source of truth.

- What will happen if a user is moved out from a synced group?

The user will be deactivated and show inactive state in Control Hub. The users will be purged once the Manage inactive user window expires. (Default: 30 days)

- What will happen if a user is deleted in Entra ID and the user was in the sync scope?

« The user will be removed from sync scope automatically. It is managed by Entra ID framework. After a periodic sync, the user will be deactivated
and show inactive state in Control Hub. The users will be purged once the Manage inactive user window expires. (Default: 30 days)

- Do Entra ID synced groups show up under Webex groups or Synchronized groups in Control Hub?

« Entra ID synced users will show as Synchronized groups. When the solution was originally released, they showed under Webex groups.

- Does Entra ID support expression-based attribute mappings?

« No, this is not supported natively in the Entra ID app. This can be done from the Entra perspective by editing that Attribute mapping directly from the
Entra ID portal. See this article to learn more about Entra ID expression mappings.
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https://help.webex.com/en-us/article/nikzbgy/Users-list-in-Control-Hub
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Entra ID FAQ

- Can you sync Entra ID users to two different Webex organizations?
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Troubleshooting

* Groups
» Migrations to Entra ID
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Group Configuration Issues Q==

[ -\ '. My Entra ID Groups are not syncing even though users are?

A few things to know

- External ID specifies the user was
created through synchronization

- Matches user’s Object ID in Entra ID

- Webex |dentity allows you to sync
users from Groups (and children groups)

- Syncing users from a Group does
not sync the Group

cisco Lz{@/

¢ principal nam ablackahestoicom [
Object ID 2c344901-4¢59-4b95-bTec-dcf73d66ecos [ I—

8 Sirius Black

® Verified sbhlack@thestoj.com Member of Raleigh-Durham

Summary  Profile General Meetings Calling Messaging Hybrid Services Devices Vidcast

User details Name Sirius Black
Email sblack@thestoj.com
Location Raleigh-Durharr
Preferred Email @ English - American English ~
Language

Using location settings

MName Labels Status: Mot enrolled | Organization Setting: On @

- External ID @ 2¢344901-4¢59-4p95-b7ec-dcf73d66ec08

Groups This user isn't a member of any group.

Add to Webex groups
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Group Configuration Issues

Attributes Users Groups More

Select groups

Sync group members  Sync children groups

Webex will sync these groups and the members.

| Q  select groups | 2 groups selected
Group name + Group type Group Object 1D

I Azkaban Security 595de2c3-14a6-49d5-alab-bbd2f7accidd I 3]
Oct23GroupTest Security 0B0cc697-a0c6-4b5c-963d-7d486ef49539 v}

- To sync Groups explicitly:
. Org Settings > Entra ID config > Click : > Choose Edit
- Select More
- Check the Sync group object option

- Upon next group synchronization
& Sirius Black

® Verified sblack@thestoj.com Member of Azkaban Member of Raleigh-Durham

Groups

Azkaban Azure Active Directory [u]

Add ta Webex groups

cisco W&-/ #HCiscoLiveAPJC ~ BRKCOL-3531

Webex ldentity Config

data": {"avatarSync": false,
n

"directorylnfo": { ... },
"displayName": "Entra Integration",
"enableAutoSync": false,
"groupSync": true,

"id": "db684e5d-6794-41c9-936d-70a0d6c7a828",
4

"msTokenlInfo": { ... },

4

"objectMappings": { ... }
"0idcSSOEnabled": false,
“roomSync": false,

"ssoEnabled": true,

+

"syncScope": { ... },

“totalUsers": 23

}

Attributes Users Groups More

Options

[ sync user avatars

Sync group ohjects

[ identify and sync room objects
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Entra ID Group sync delays

How long wiill it take for my groups to sync to Control | |

- Group synchronisation is not handled through SCIM

Attributes Users Groups More

- Webex Identity leverages the Graph API to request Groups | options

D Sync user avatars

» Troubleshooting tip: Group sync can be forced by ) [0
toggling the Sync group objects setting L1 ety ac aync rom oo

Initial group request 12:20 GMT@

ﬁ

w Webex Second group request 23:20 GMT@

by CISCO

) . Microsoft
x|
webex [dentity Entra ID

Groups: “Diagon Alley, Hogsmeade”
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Unable to Delete Synchronized Groups

CSCwd97988

Symptom: Webex organization administrators are
unable to delete groups from Control Hub.

Conditions: This occurs if you are syncing Groups
from Directory sources like Entra ID or Directory
Connector.

Workaround: Before disabling a sync source, remove
the groups from the sync, and run a full sync from
Entra ID or Directory Connector.

* Open a TAC case to have the groups removed -
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https://bst.cisco.com/bugsearch/bug/CSCwd97988

What about Migrating to Entra ID?

Attributes

Learn more about attribute mapping.

Azure AD Attribute name Webex cloud directory attribute name

mail ~ | userName

/ Mlcrosofe‘
N Entra ID
\ Microsoft Graph AP| /

=

Enterprise
FAQ: Disabling Directory Connector still
preserves users in Control Hub
| |

e

Rt e tory—| o -— x 90 webex
ctive Directory by CISCO
— .=
RAR Qg Drecion

Domain Connector f

rtpcloudcollabtac.com
Requirements:
1. Disable or Block Directory Connector

2. Invoke the Entra ID Wizard
3. Setup configuration to match existing LDAP Users, Groups,
Avatars

cisco W&-/ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 94



Duplicate identities after migrating

Ol
.
Active Directory
—t
RAR

-«

Users

External users

External administrators

] or —= Filter

First / Last name +

Email

11 users

Rubeus Hagrid

hagrid@thestoj.com

—

Rubeus Hagrid

rubeus.hagrid@thestoj.com I

Microsoft
Entra ID

Ry Y () User Config
ipPhone > p type-work_ & Learn more about attribute mapping.
physicalDeliveryOfficeName > physicalDeliveryOfficeName R u be us g |Ve n N ame
Azure AD Attribute name Webex cloud directory attribute name
postalCode >  postalCode
preferredLanguage >  preferredLanguage H . d surname { userPrincipalName userName |
agri u
pronoun
sipAddresses:type-enterprise | displayName displayName
sn > . . .
" s:‘ Rubeus Hagrld dISpIayName | givenName name.givenName
> s \
streetAddress > sireet — | surname name.familyName
elophonsNumber hagrid@thestoj.com userPrincipleName | |
> timezone | jobTitle title
title ), title :
[ L uid rubeus.hagrid@thestoj.com mail [ objectid externalld

cisco Lz/&/
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Missing attributes Aha!

WXCUST-1-4352

Attributes will be
added in 2024

- After migration you may experience unavailable
attributes
- Most commonly reported are:
- departmentNumber (can be mapped to AD department)
- ipPhone

DM

- employeeld

Draco Malfoy

- departmentNumber changes won’t reflect in the mmp
Webex App contact card ettt

J‘WOrkaround: Use the Admin APl > Update a Person Department: Gryffindor
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https://developer.webex.com/docs/api/v1/people/update-a-person
https://ciscocollabcustomer.ideas.aha.io/ideas/WXCUST-I-4352

Groups and Entra ID Migration FAQ

- What is the max user size of a synchronized Group?
250,000

« Can Directory Connector synchronize Distribution groups?

No, these are not eligible for synchronization because Distribution groups are used for mass communication whereas security groups are used for
granting permissions.

« |s Group synchronization supported for Okta?

No, we do not support synchronizing groups from Okta with your Webex organization.

- What happens if a user is added to two different groups which have different licenses? (One for Meetings, one for Calling)

The licenses in this situation are combined so the user will be licensed for Meetings and Calling

- How do | license users if they are added to a Group before the licensing template is applied?

First, add the license to the group. Second, in the Apply scope section, check the box to apply the template to Existing Users
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Okta User Provisioning Failure

- Okta and SCIM based integration logging is minimal

- Bad Request + Failed to create people

- Common condition when adding a user that exists in another Webex org

Time

> Dec 21 14:35:59

< Dec 271 14:35:59

cisco Lz{@/

Actor

Paul Stojanovski {(User)

Paul Stojanovski (User)

Event Info

Sync user in external application

FAILURE

Push new user to external application

& Download CSV

Targets

Paul Stojanovski (AppUser)
Paul Stojanovski (User)

1 more targets

Cisco Webex (Appinstance)

FAILURE

Paul Stojanovski (User)

1 more targets

#CiscoLiveAPJC ~ BRKCOL-3531
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Troubleshooting
Authentication
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Troubleshooting
Single sign-on
Authentication
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Quick SAML
Bootcamp
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o _ _WEBEX IDENTITY
. Authorization  Federated Authentication
00 webex Server (OAuth) Service (IDBroker)
by CISCO . .
End User a 0.0 a 0.0

GET https://web.webex.com

Redirect to Authorization Service

€

A AR

AuthZ URL (idbroker.webex.com)

Redirect to AuthN
AuthN Request

€

I . .

<Provide IdP URL for SAML Exchang%

1 Fail h
I SAML AuthnRequest (HTTPS POST) ailure here represents

1 | ) an
I N 1
< : Authentication Request : . IdP logs required
1 Authentication Provided ' Q>
I
» SAML Résponse With Hidden HTML Form andildP Cookie
1

1 POST SAML Assertion

I
Redirect to the OAuth Service With SAML Cookie and UID of the Use

Assertion validation
step and the

1 |
I I
' |
I .
< . : I . I I [l SAML Tracer required
Provide SAML Cookie and IJID to OAuth Service >: [ :
| 1
< Send Back thé Authorization Code “secret” 1 : :
| |
Provides the Authdrization Code “secret” for the user >: : :
1 1 I I
€ Sends Back OAuth Aci:ess Token and Refresh Token : : :
]
I
Access to the Webex Service >: : : 1
: : BRKCOL-3531 : ; Contaips SAML




: / '
o o~ N\ : WEBEX IDENTITY
. 5 S \I__ Authonzatlon Federated Authentication
5 ( 00 webex Server (OAUth] Service [jp%[vgkvg’[)
End Usér AN enee )
---------------- GET-https://web webe*cem):
€ Redirect to Authorization Service ! :
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, b
: ! AuthZ URL (idbrok I
! I ! 1
! 1 Redirect to AuthN c 1 1
< ! T — - I
: I AuthN Request : : >=
iProvide IdP URL for SAML Exchange : : :
. 1 H . Failure here represents an
I SAML AuthnReguest (HTTPS POST] H H
; H o Pl 1 . 1dP logs
_________ ( ' : Authentication Request ' : : required
E H Authentication Provided : :
: 1 1
! SAML|Response With Hidden HTML Form and IdP Cookie 1
< : T . T T
: ! POST SAML Assertion P f;‘ Assertion validation step
: 1 N and the
< : Redirect to the OAuth Service Wlth SAML Cookie and UID of the User H !F\ i  SAML Tracer
5 o 1 [} required
: Provide SAML Cookie and I:JID to OAuth Service :>| 1 1
: =1 1 1
< : Send Back the Authorization Code “secret” P : :
! T !
: Provides the Auth!::rization Code “secret” for the user }: : :
: | 1 1
P S———— Sends Back OAuth Ag @e_s_s_T_ngn__@n_r_i_ﬁe_f_r_esh_Tgk_e_n___________,'___{ ______________________________ S S I
i 1 1 1
Access to the Webex Service >: 1 1 1 ;
: ' ' 1 | —— contains samL
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SAML AuthnRequest Breakdown

SAML AUTHNREQUEST (HTTP POST) -> idp.example.com

<samlp:AuthnRequest
xmins:samlp="urn:oasis:names:tc:SAML:2.0:protocol" ID="s2a69bda9b2e9a5c46e5ec3777cce54811c30b9003" Version="2.0" Issuelnstant="2022-04-

08T18:44:247" Destination="https://adfs01.thestoj.com/adfs/Is/" ForceAuthn="false" IsPassive="false" ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST" AssertionConsumerServiceURL="https://idbroker.webex.com/idb/Consumer/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp" >
<saml:Issuer
xmins:saml="urn;oasis:names:tc:SAML:2.0:assertion">https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99
</saml:Issuer>

<samlp:NamelDPolicy
xmlins:samlp="urn:oasis:names:tc:SAML:2.0:protocol" Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient”

SPNameQualifier="https://idbroker.webex.com/8ad51¢c16-13ad-43e8-a390-2f653ff28¢99" AllowCreate="true" />
</samlip:AuthnRequest>

URI reference indicating the
address to which this request name of a service provider

has been sent location — :
. or affiliation of providers
to which the <Response> P
message MUST be returned classification of string-
based identifier information.
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SAML Assertion Breakdown (cont

SAML RESPONSE (HTTP POST) -> idbroker.webex.com

<samlp:Response ID="_6cd9c53d-c3ac-4b01-8232-72f2328bb129" Version="2.0" Issuelnstant="2022-04-08T18:49:58.2182"
Destination="https://idbroker.webex.com/idb/Consumer/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp"
Consent="urn:oasis:names:tc:SAML:2.0:consent:unspecified" InResponseTo="s2a69bdaSb2e9a5c46e5ec3777cce54811c30b9003"

xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" > XML Signature defines usage of the <ds:Keylnfo> element.
<lssuer

SAML does not require the use of
xmlns="urn:oasis:names:tc:SAML:2.0:assertion">http://ADFS01.thestoj.com/adfs/services/trust <ds:Keylinfo>, nor does it impose any restrictions on its use.
<fIssuer>

Therefore, <ds:Keylnfo> MAY be absent.
<samlp:Status>

<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</samlp:Status>

<ds:Signature
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />

. . I . <ds:Reference URI="#_fcc3db6e-865e-4386-8be1-90dd9c478413">

A subordinate status code that provides more specific information on an error ey

condition. Note that X i i <ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
responders MAY omit subordinate status codes in order to prevent attacks that <ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />

seek to probe for

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<ds:DigestValue>WvsompKbJ8b7cebxTzl+KXX2DRSrszsljfnfK2BXxxk=</ds:DigestValue>
Sample responses: </ds:Reference>

additional information by intentionally presenting erroneous requests.

Success </ds:Signedinfo>
<ds:SignatureValue>%SIG_DATA%</ds:SignatureValue>
<Keyinfo

xmins="http://www.w3.0rg/2000/09/xmldsig#">
InvalidNamelDPolicy

<ds:X509Data>
<ds:X509Certificate>%CERT_DATA%</ds:X509Certificate>
</ds:X509Data>
</Keyinfo>
</ds:Signature>
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SAML Assertion Breakdown (cont)

-> |dbroker.webex.com

Webex supports NamelD format: y
e The NotBefore and NotOnOrAfter attributes specify time limits on the validity of the

. - unspecified otoetore _ :

g assertion within the context of its profile(s) of use. They do not guarantee that the
© - emailAddress statements in the assertion will be correct or accurate throughout the validity

: iod.
. - transient perno

<Subject>

<NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient" NameQualifier="http://ADF501.thestoj.com)/adfs/services/trust"
SPNameQualifier="https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99" >THESTOJAD\pstojano</NamelD>
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<SubjectConfirmationData InResponseTo="s2a69bda9b2e9a5c46e5ec3777cce54811c30b9003" NotOnOrAfter="2022-04-
08T18:54:58.218Z" Recipient="https://idbroker.webex.com/idb/Consumer/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp" />
</SubjectConfirmation>
</Subject>
<Conditions NotBefore="2022-04-08T18:49:58.218Z" NotOnOrAfter="2022-04-08T19:49:58.218Z" >
<AudienceRestriction>
<Audience>https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<Attribute Name="uid">
<AttributeValue>pstojano@thestoj.com</AttributeValue>
</Attribute>
</AttributeStatement>

The <AttributeValue> element supplies the value of a specified SAML attribute. It is of the xs:anyType type,
which allows any well-formed XML to appear as the content of the element. If the data content of an
<AttributeValue> element is of an XML Schema simple type (such as xs:integer or xs:string), the datatype MAY
be declared explicitly by means of an xsi:type declaration in the <AttributeValue> element. If the attribute value
contains structured data, the necessary data elements MAY be defined in an extension schema.

A URI reference that identifies an intended audience. The URI reference MAY
identify a document that describes the terms and conditions of audience
membership. It MAY also contain the unique identifier URI from a SAML
name identifier that describes a system entity (see Section 8.3.6).
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Understanding Webex SSO Security Certificates

Two types of certificates are used with Webex Single Sign-on
1. |dP Certificate
2. Webex SP Certificate

Certificates are used for both and

. means the IdP will use the Webex SP public key to write a message and Webex
will use its private key to read it.

. means the IdP will use its own private key to write the message signature and the
Webex SP will use the IdP public key to check if it is really the IdP.

Name Type

v /N http://adfsO1.thestoj.com/adfs/services/trust SAML

Entity ID (SAML identifier) http://adfs01.thestoj.com/adfs/services/trust
webex Control Hub

SP Certificate usage Logout request
Organization Settings > Authentication > Manage SSO and IdPs Encrypted SAML assertions
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Single Sign-0On Troubleshooting Tools

1.

SAML Tracer - Available for Chrome

and Firefox

Extension: (SAML-tracer) - SAML-tracer — Mozilla Firefox —
.
X Clear |l Pause & Autoscroll ZExport & import
- PUS https. webex Il portstatus
hitps://adfs01.thestoj com/adfs/is/?client-request-ki=ad0ab154-2¢57-44b5-1900-008000000012
[ brok 1 i
hitps:/fidbroker-static. webex.comifonts/CiscoSansTTRegular.
£ httns-/fidbroker-static. webex. comim nui b25b2eeds2314ecT ciiI0634cas
£ s-/fidbroke " n ui | 3 caa
£ 6/ idbrokor-GLaHc 7 X 30634008
~ sessions & @ ||[ @ LiveTratmc (capturing ® | [ Compoear £ < Jfidbroke - . 10634cag
My Sassions ol % Remave All ~ webexcom R [ o vecs ¥ i O PN IEpRICReONve x ReSmephylA ¥ orieais
o POS https://ciscalivecx. webex. com/meetingsapifv1/users/importexportstatus
S Shared whth e wt AL HTTR Version Result Request WITRRL GET POS s:lfec. walkme.comievent/backEven
& e HTTPALY Headers (14)  Params (0]  Caokles(0)  Raw - s ® POST  hitps:ifec.walkme.com
& = b 1 GET https:/ /s, webex. con WITP/1.1 | £ s ad-43e f653f28e
X [T 2 Host: www.webex. con P s
3 Connection: keep-alive = N
B e https:/Awebiex, comi HTTPLY 02 4 Upgrade-Insecure-Requests: 1 e o
) ) § 5 User-agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 18_15_7)
& e e webex.com:443 HTTPA1.1 APPLEWEDKL/537.36 (KNTHL, Like Gecka) Chrome/98.8.4844,84 HTTP  Parameters ML Summary
7 Safari/537.36
n https:1/veww. webex.com/ TP 0 - m = -
Q & & Accept: text/html,application/ahtmlexal,application/xnl, ebga7d33-435f-4f7c-822b-FEe73c2f231b’
b wwn, webex.com HTTPALA 200 1inage/avif , inage/webp, image/apng, +/*; g=0.8, app Lication/ "2.0"
b — signed-exchange; v=b3;u=0.3 Issuelnstant="2022-83-23715:49:43.7012"
- 7 Sec-Fetch-Site: nane Destination="https://idbroker.webex.com/idb/Consumer /metaalias/8ad51c16-13ad-4368-a398-2f653FF28e59/5p"
hitps:/fwww webex,comet HTTPALY 8 Sec-Fetch-fode: mMudpate sent="urn:oasis:names:tc:SAML:2.@:consent:unspecified”
e m——— — e e ument InRespons 526089610805023365922C1edcdse68ed79e4459a6™
sac-ch-ua: ® Mot AiBrand*;v=00", “ChromiunsveReur, “Gaogle xmlns:samlp="urn:oasis:names:tc:SAML:2.8:protocol
e webex o443 WP w0 .
; <ISSuer X n:oasis:names:tc:SAML:2.@:assertion>http://ADFSe1.thesto]. con/adfs/services/trust</Issuer>
hetpi/wwwe webex.com443 TP L
<samlp:Status
- Requests Waps:/Hoirv webex. cony HTTPILY 14 Accept-Encoding: gzip, deflate, br <samlp:Statuscod ="urn:oasis:names:tc:SAML:2.0:status Success™ />
</samlpistatus
<Encrypted tion xmlns="urn:0asis:names:tc:SAML:2.8:assertion™>
2801/84/xmlenceElement”
3.0rg/2001/04/xmlence”
wwiwi W3 .01 g/ 2801 /84/xmlenc#aes256-cbe™ />
. 9/xmldsigs™s
ntedkey wl.ore /2081 /84 /xm ance”s
3 rowser Inspection Trace
.
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SAML Tracer

SAML -tracer is a Firefox/Chrome extension that aims to make debugging of SAML- and WS-
Federation-communication between websites easier. It is a request logger that in addition to
showing normal requests, also highlights and decodes SAML messages that are transmitted.

Each HTTP

request/response is
recorded with method
type and full URL

I

—

Extension: (SAML-tracer) - SAML-tracer — Mozilla Firefox —

X Clear |l Pause & Autoscroll & Export & Import

Request and response
headers captured

cisco Lz{/&/

v

ET https:/fadfs01.thestoj com/adfs/isi?client-request-id=adDab154-2¢57-4db5-1900-008000000072

[GET hitps:/fidbroker-static. webex com/fonts/CiscoSansTTRegular. woff2

Ji_b25b2eed8?
apiv1/usersfimpo

5 hitps ficiscolivecx. webex.co gs exportstatus
POST hitps /ciscolivecx. webex.com/meetingsapi'v 1/users/importexportstatus

HTTP  Parameters

.
De ht

/idb/Consumer/metaslias/Bads1c16-13ad-43e8-a390-2f653FF28e99/5p"
sent:unspecified™

sCode Value="urn:oasis:names:tc:SAML:2.@:status:Success” />
assertion xmlns="urn:oasis:names:tc:SAML:2.@:assertion™>

.w3.0rg/2081/@4/ xnlenc#"

g/28@1/04/xmlenc#aes256-cbc” />

72001 /aa/ymlance™ s

Messages including
§ SAML data are
marked with a SAML

logo

Full SAML response

included in body
Note: Does not work for Webex
App-based authentication issues

#CiscoLiveAPJC ~ BRKCOL-3531
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Handling Encrypted SAML Assertions

Extension: (SAML-tracer) - SAML-tracer — Mozilla Firefox - x
X Clear |l Pause & Autoscrol X Export & Import
PUS https: /s com/meetingsapiv1/usersimportexport

1900-0080000000f2
3390-21653f128599/5p

- Troubleshooting may require you
to temporarily decryptthe SAML =~~~
assertion

- Refer to your IdP documentation
for instructions on how to
accomplish this

On ADFS Server, have ADFS admin run this command
Set-ADFSRelyingPartyTrust - Targetldentifier SPEntitylD (get from Metadata) -EncryptClaims SFalse

Example - Set-ADFSRelyingPartyTrust -Targetldentifier https://idbroker.webex.com/bd1db2d6-dfe3-4a8f-8082-
3dc26deee307 -EncryptClaims SFalse (get from Metadata)
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Single sign-on
Common Issues
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Top issues observed by TAC QPO = Hidden Slide

Configuration (SAML Assertion) Certificates
€ Attribute value is mismatched €  dentity Provider Certificate Expiration
a Identity Provider NTP is out of sync CRO @ Webex SP Certificate Expiration
e NamelD format not supported by IdP Failed to decrypt SAML Assertion
User inactive in Control Hub @ ADFS CRL Check Failing OO
a User not permitted for authentication
G Single Logout incorrectly/not configured OO
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Invalid Status code in Response

|dP-driven error response

Microsoft @ . . BRAEES @
Pkta Entra ID Wpingientty S HES }

ADFS
!

Cisco \Webex = SAML RESPONSE

<samlp:Status> <samlp:StatusCode

) ) ) Value="urn:oasis:names:tc:SAML:2.0:status:

|nv3::%:§tilg:dga: :Qaegsc?n'se. Responder"> <samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:

RequestDenied" /> </samlp:StatusCode>

</samlp:Status>

TrackinglD: NA_B874dad91 -aeff-4a38-Bede-5439af83ebel

urn:oasis:names:tc:SAML:2.0:status:Responder

The request could not be performed due to an error on the part of the SAML responder or SAML
authority.
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Invalid Status code in Response

|dP-driven error response

EntralD ADFS

Pkta Microsoft @ B Pingldentity’ =|I= @}

|
Cisco \Vebex

Single Sign On failed.

Invalid Status code in Response.

TrackinglD: NA_B874dad91 -aeff-4a38-Bede-5439af83ebel

- Issue is originated from the |dentity Provider

= SAML RESPONSE

<samlp:Status> <samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:
Responder"> <samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:
RequestDenied" /> </samlp:StatusCode>
</samlp:Status>

- |dentity Provider logs are required for troubleshooting

- There isn’t one specific configuration that elicits this response
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Invalid Status code in Response

Log collection

B Pingldentity’

- PingFederate supports a wide range of logging.

Security audit logging
Activities from SSO, SLO, OAuth, WS-Trust STS, and SCIM inbound provisioning
transactions are recorded in the security audit log, the audit.log file, located in the
<pf_install>/pingfederate/log

Server logging
When configured to log DEBUG messages (for troubleshooting purpose), it records all
runtime and administrative events, including status and error messages that can be
used for troubleshooting, in the <pf_install>/pingfederate/log/server.log file

Full list of logging option can be found here

Cisco \Webex

Single Sign On failed.

Invalid Status code in Response

TrackinglD: NA_B874dad91 -aeff-4a38-Bede-5439af83ebel

ADFS

- Login to your ADFS server
- Open the Window Event Viewer

- Under the Applications and Services logs > ADFS
folder select Admin

Microsoft ADFS documentation for Admin logs

okta

« Login to the Okta admin portal

- Select Applications > Applications then choose Cisco
Webex

« Select View Logs

Okta documentation for System Logs

cisco Lz{@/

#CiscolLiveAPJC

Microsoft
EntraID

« Login to the Entra admin portal

- Select Azure Active Directory from the Azure services
menu

- Under Monitoring select Sign-in logs

Microsoft Azure documentation for Sign-in logs
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https://help.okta.com/en-us/Content/Topics/Reports/syslog-filters.htm
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-tshoot-logging
https://portal.azure.com/#home
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
https://docs.pingidentity.com/bundle/pingfederate-93/page/lly1564002980532.html
https://docs.pingidentity.com/bundle/pingfederate-93/page/isa1564002980654.html
https://docs.pingidentity.com/bundle/pingfederate-93/page/dnh1564002972470.html

@ Attribute Value Mismatch

This issue can be cause be several possible conditions:

- Attribute Value passed is not an

email  Email address does not match

Webex Identity
- No Attribute Value is passed at all

- Attribute Name is not “uid”

Cisco Webex w

. . Single Sign On failed.
Your account is not Zuthquzed. Please contact your Please use the same email. The email used to authenticate was
administrator. different than the email provided by the identity provider.

TrackingID: NA_205d0d50-f51d-44cc-95f5-eab18558956e

cisco Lz{@/

TrackingID: NA_beb32220-642a-4859-90cd-ec600739¢301
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O Attribute Value Mismatch

Attribute Value does not match

SAMPLE BAD ASSERTIONS

Cisco \Webex
<AttributeStatement>

Your account is not authorized. Please contact your

<Attribute Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress" > administrator.
G <AttributeValue>pstojano@thestoj.com</AttributeValue>
</Attribute>
</AttributeStatement>

9 <AttributeStatement>

<Attribute Name="uid">
<AttributeValue>Paul Stojanovski</AttributeValue>
</Attribute>
</AttributeStatement>

#CiscolLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 118



® NTP Out of Sync

ACTUAL TIME

= 02-08-2022 @ 18:40:30 GMT

Single Sign On failed.
SAML assertion is expired

TrackinglD: NA_1a8102d3-52ad-4445-8704-9f1ee0448cf5

cisco Lz{@/

"urn:oasis:names:tc:SAML:2.0:nameid-format:transient" "http://ADFS01.thestoj.com/adfs/services;
"https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99" >THESTOJAD\pstojano</NamelD>
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<SubjectConfirmationData InResponseTo="s2a69bda9b2e9%a5c46e5ec3777cce54811c30b9003" NotOnOrAfter="2022-04-
08T18:54:58.218Z" Recipient="https://idbroker.webex.com/idb/Consumer/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp" />
</SubjectConfirmation>
SE Y[
<Conditions

"2022-04-08T18:49:58.2182" "'2022-04-08T719:49:58.218Z" >

<Audience>https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
< "uid">
<AttributeValue>pstojano@thestoj.com</AttributeValue>
</Attribute>
</AttributeStatement>

#HCiscoLiveAPJC ~ BRKCOL-3531

1. Check the clock on the IdP
2. Check connectivity to NTP source
3. Choose different NTP source

2.5 Conditions
« 251.2
Attributes

NotBefore and
NotOnOrAfter

The NotBefore and
NotOnOrAfter attributes
specify time limits on the
validity of the assertion
within the context of its
profile(s) of use. They do
not guarantee that the
statements in the assertion
will be correct or accurate
throughout the validity
period.
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® Single Logout Failure

Could not invalidate browser session of Identity Provider. The SLO Url

o Condltlon occurs When no SLO may not configured. Please contact system administrator.

request is made to the |dP

- Requires inspection of the |dP metadata file
- This can be downloaded directly from your IdP

<?xml version 0" encoding="windows-1252"?>
<md:EntityDescriptor entityl ttp://www.okta.com/exk4g4480fVW60QhS5d7"
xmins:md="urn:oasis:names:tc:SAML:2.0:metadata">
<md:IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:Keylnfo
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>%CERT_DATA%ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</md:KevDescrintor>

DFormat>

mMa S
</md:IDPSSUUESCriptor>
</md:EntityDescriptor>
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Single Logout Failure

The okta use case

- Okta offers a Cisco Webex app integration

- App covers basic Single sign-on features

C isco Single Sign-On
Webex

Cisco Webex

Cisco WebEx Meetings, Teams, Jabber, Voice

is an integrated collaboration solution that

enables online meeting experiences with...

SAML SWA SCIM

- App integration DOES NOT include SLO

- To leverage SLO you must build the
integration using the
option

okta Q Search...

Dashboard v

— . 2 Application:

Customizations v o d
Developer Editi

Applications ~ Deactivate unused apps or

Applications
Create App Integration

cisco W&-/ #HCiscoLiveAPJC ~ BRKCOL-3531

Advanced Sign-on Settings

These fields may be required for a Cisco Webex proprietary sign-on option or general setting.

Entity ID

Assertion Consumer Service

uid SAML attribute

https:/fidbrokerwebex.com/8ad51c16-13ad-43e8-a390-

Required field for SAML: Enter your Entity ID. Refer to

the Setup Instructions above to obtain this value.

https:/fidbrokerwebex.com/idb/Consumer/metaAlias/8

Required field for SAML: Enter your Assertion
Consumer Service. Refer to the Setup Instructions above to
obtain this value.

Email v

Select the desired value for the uid SAML attribute. Refer to
the Setup Instructions above.
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Single Logout Failure

The okta use case

1. Provide the integration a name (Webex)
2. Configure the SAML attributes (defined below)

Setting
Single sign on URL

Description

The location where the SAML assertion is sent with a HTTP POST. This is often
referred to as the SAML Assertion Consumer Service (ACS) URL for your
application.

Create a new app integration

Sign-in method 0IDC - OpaniD Connect

Learn More 2

or S50, Usa if tha Identity Providar for yaur

API Sarvices

APIs using the seoped OAuth 2.0 access tokans for

naching suthentication

Gancel m

Example

https://idbroker.webex.com/idb/Consumer/metaAlias/8ad
51c16-13ad-43e8-a390-2f653ff28e99/sp

Audience URI (SP Entity ID):

The application-defined unique identifier that is the intended audience of the SAML
assertion. This is most often the SP Entity ID of your application.

https://idbroker.webex.com/8ad51c16-13ad-43e8-
a390-2f653ff28e99

NamelD format

Identifies the SAML processing rules and constraints for the assertion's subject
statement. Use the default value of 'Unspecified' unless the application explicitly
requires a specific format.

Unspecified

Enable Single Logout

Enable SAML Single Logout.

Allow application to initiate Single Logout

Single Logout URL

The location where the logout response will be sent.

https://idbroker.webex.com/idb/SPSloRedirect/metaAlias/
8ad571c16-13ad-43e8-a390-2f653ff28e99/sp

SP Issuer

The location where the logout response will be sent.

https://idbroker.webex.com/8ad51c16-13ad-43e8-
2390-2f653ff28e99

Signature Certificate

Determines the public key certificate used to verify the digital signatures.

Either the Cisco self-sign or IdenTrust certificate

Note: Okta,does not sign out web applications - Okta SLO documentation

cisco Lz{@/
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Single Sign-On (SSO) through API
gration wit



https://idbroker.webex.com/idb/Consumer/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp
https://idbroker.webex.com/idb/Consumer/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp
https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99
https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99
https://idbroker.webex.com/idb/SPSloRedirect/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp
https://idbroker.webex.com/idb/SPSloRedirect/metaAlias/8ad51c16-13ad-43e8-a390-2f653ff28e99/sp
https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99
https://idbroker.webex.com/8ad51c16-13ad-43e8-a390-2f653ff28e99
https://help.okta.com/en/prod/Content/Topics/Apps/Apps_Single_Logout.htm

Single Logout Success
Expected REQUEST / RESPONSE

g, SAML TRACER

GE

POST https:/dev-3877412.0kta.com/app/dev-3877412_webex_1/exkdiigu1q8bXRniv5d7/slo/saml g

SLO REQUEST

<samlp:LogoutRequest
xmins:samlp="urn:oasis:names:tc:SAML:2.0:protocol" Destination="https://dev-3877412.okta.com/app/dev-
3877412_webex_1/exk4iigu1g8bXRnlv5d7/slo/saml" ID="s298f7858cad33d4c8999810f6eadbb34079172c50" Issuelnstant="2022-04-
04T12:43:16Z" Version="2.0" >
<saml:lssuer
xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion">https://idbroker.webex.com/8ad51¢16- 13ad-43e8-a390-2f653ff28e99
</saml:Issuer>
<ds:Signature
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#irsa-sha256" />
<ds:Reference URI="#s298f7858cad33d4c8999810f6eadbb34079172c50">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsigHenveloped-signature” />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue>5VZDIg98hczB8UDwV+uiC4mJbz6EI3hCoSUYJO0ghpO8=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue> %SIG_DATA%</ds:SignatureValue>
</ds:Signature>
<saml:NamelD
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
>pstojano@thestoj.com
</saml:NamelD>
<samlp:Sessionindex
xmins:samlp="urn:oasis:names:tc:SAML:2.0:protocol">s2b6705e2c9c2587dec57b2d4017¢7634f0e381509
</samlp:Sessionindex>
</samlp:LogoutRequest>
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SLO RESPONSE

<saml2p:LogoutResponse Destination="https://idbroker.webex.com/idb/SPSloRedirect/metaAlias/8ad51¢16- 13ad-43e8-a390-
2f653ff28e99/sp”
ID="id30735631421942195899705"
InResponseTo="s298f7858cad33d4c8999810f6eadbb34079172c50"
Issuelnstant="2022-04-04T12:43:16.667Z2"
Version="2.0"
xmins:saml2p="urn:oasis:names:tc:SAML:2.0:protocol”>
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
>http://www.okta.com/exk4iigu1g8bXRnlv5d7
</saml2:lssuer>
<ds:Signature
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-moreHrsa-sha256"

<ds:Reference URI="#id30735631421942195899705">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsigHenveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-
exc-c14n#" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlencttsha256"
/>

<ds:DigestValue>HBVHE8eU 1uFFV09+Xg2SdDmIX8rq+Ve+ATT/RW6c5h4=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>%SIGNATURE_DATA%</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>%CERT_DATA%ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<saml2p:Status
xmins:saml2p="urn:oasis:names:tc:SAML:2.0:protocol">
<saml|2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" />
</sam|2p:Status>
</saml2p:LogoutResponse>
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@ Invalid digital signature
|dentity Provider Cert (IdP)

Your company is about to present on a major
acquisition and the CEQO reports that they
cannot login to any Webex services....

cisco Lz{@/

I,

Cisco \Vebex

Single Sign On failed.

Invalid digital signature

TrackinglD: NA_bb7dbf3e-a562-452f-bcca-f87a92b4b39d

Microsoft

:EBU T EntralD

SAML
Assertion
Signature
<X509Certificate>%IDP_CERT_DATA%</X509Certificate>
Signature

#HCiscoLiveAPJC ~ BRKCOL-3531

v
Signed Assertion
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Signing means the IdP will use its own private
key to write the message signature and the

Webex SP will use the IdP public key to check if
it is really the IdP.

cisco Lz{/&/
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@ Invalid digital signature Cisco \Webex
|dentity Provider Cert (IdP)

Single Sign On failed.
Invalid digital signature
Your company is about to present on a
major acquisition and the CEO reports that
they cannot login to any Webex services....

[
. Signed Assertion

‘ Signature

Cisco Webex

TrackinglD: NA_bb7dbf3e-a562-452f-bcca-f87a92b4b39d

Microsoft
EntralD

N

Single Sign On failed.
Invalid digital signature

TrackinglD: NA_bb7dbf3e-a562-452f-bcca-f87a92b4b39d

)

<X509Certificate>%IDP_CERT, DATA%</X509Certificate>
T N sday, March 21, 2019 at 3:36:14 AM Eastern Daylight Time
av. March 21, 2022 at 3:36:14 AM Fastern Davliaht Time

cISCO W/ Signature
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Extracting Certificate from SAML Tracer

SAML

GET https://admin.webex.com/?code=NzE 1NTZkNWQtN2ExOCO0ODIILWISNDQtYmI1YzQ4OGRINDUWMDdIZWZIOTANJES_PF84_8ad51ct
GET https:/fadmin.webex.com/110n/en_US.930f43999bbfa57ba31821b37ef493216066fbad.json

GET https:/fu2c.wbx2.com/u2c/apifvi/limited/catalog?mode=DEFAULT_BY_PROXIMITY&format=hostmap
. a u n C ra C e r POST hitps://idbroker.webex.com/idbloauth2/vi/access_token

HTTP Parameters SAML Summary

H . . ds:X509Certificate>MIIDpjCCAOBGAWIBAGIGAX/YEIMBMAOGCSGGSIb3DQEBCWUAMIGTMOSWCQYDVQQGEWIVUZETMBEG
2 Atte ' ' l pt a u t h e ntl C a t I O n W I t h u Se r l1UECAWKQ2F saWZvcmSpYTEWMBOGA1UEBWWNU2FUIEZyYWS aXNj bZENMASGAUECWET2t@YTEU
. MBIGALUECWWLUINPUHIvdmLkZXIxFDASBGNVBAMMC2R Ld 10200 NDEyMRWWGQYIK0ZIhvCNAQKE
FFg1pbmzvQGrdGEUY29tMBAXDTIyMDMyOTIZNDY ZM oXDTMyMDMyOTIZNDCZMLowgZMxCZAJBNV

BAYTALVTMRMWEQYDVQQIDApDYWxpZm9ybm LhMRYwFAYDVQQHDA1TYW4gRnIhbmNpc2NvMQOwWCwYD
VQQKDARPa3RhMRQWEGYDVQQLDAtTUA9QcmI2aWR Lc j EUMBIGALIUEAWWLZGV2LTMANZ cOMTIxHDAa

. Bgkqhk iGowoBCQEWDWLUZnIAD2tYS5 ] b20wggE IMAGGCSGGSTb3DQEBAQUAASIBDWAWGGEKACTB

3 | n AM L T ra C e r C | | C k O n H TT P P T to hQCP2/LBYVQ50/pqowD5U40] etd6WnLIZ3IFisZ1 1ASPxCVAY LnQEPDQZKZUPhIBWGUB7ZXj vPT i
. ] foRzeHZPVB LMXVOSEDPT] yhtL 28u19L 4Cee1Zn2TPH1AKNSXF71Zt7FGDXEEOXHYAMyzh fiiqfmx
2r0rrZ+v0saQdNTgs 14gvGQbCPOZLAKLEC+03hBezaDEBQUZ2H Wpj JZ1AIpZpsdPMLNYOLIVLS

ZKhht IMGUSWE LViFjLkwDu+11K+YMJyHra L FSORVKBA7UWOX1 FmIAtE L/ 2ZretvyIr7J+10ewFSg

idbroker.webex.com containing the SAML B T O T e

P1/)sUiwDF8bBrVojPrn4EBBeIPAu0gG+DCB19MpaKLIUUZZ1ivBGIKkV1SBdinI0ie2NmglIV8vt
gMxCrk84Y9sL/jTFneMDTiBoSAp7GDvr/eNfXU+UVRrmIOV7b2Cg48WtuC9i947HuC+psHkoNnPC
0QQpNK2zxJhCrlcbmimE rzPXct IODMBSRSbn+F+/CWUryVGUyVVXalGrqUT+EwtdaSoQnYE4 jaGC

a S S e rt I O n TGWt/07y+5pEzBD0sP029MSY7Q1aDVyQUUXGOZvHmfpwzmASXXALVSopMVvtorn2IdNY16t IACWW

4.  Click the SAML tab and locate
X509Certificate raw certificate detail rev-387741

—————BEGIN CERTIFICATE —
MIIDpjCCAo6gAWIBAgIGAX/YESMBMABGCSqGSIb3DQEBCWUAMIGTMQSWCQYDVQQGEWIVUZETMBEG

5 ‘ O raW Cer‘t data Into a note ad flle ALUECAWKQ2FsaWZvem5pY TEWMBQGA1UEBwWNUZ FuTEZyYWSj aXNj bzENM 1UECQWETZt@YTEU
. MBIGALUECWWLUINPUHIvdm1kZXIxFDASBGNVBAMMC2R1d1020DC3NDEYMRwWGGYIKoZIhveNAQ Name

A
</ds:KeyInfo>
</ds:Signature>

. . . Fg1pbmZvQGOrdGEUY29tMBAXDTIyMDMyOTIZNDYZMLoXDTMyMDMyOTIZNDC ZM LowgZMXCZAT Country or Region US
e n C a S I n It W I t h B E G I N a n d E N D BAYTALVTMRMWEQYDVQQIDAPDYWx pZmdybm LhMRYwFAYDVQQHDALTYWAgRNJhbmp State/Province California
g VQQKDARPa3RhMRQWEGYDVQQLDALTUAY Locality San Francisco
hkiGOWBBCQEWDWLUZmOAb2t BYS5 ] b28wggE Organization Okta

C E RTl F I C TE QCP2/LBYVQ50Q/pqowb5U40] e td6WnL IZ3IF 1521 1ASPXCVAY LmQEPDQZKZUPhIBWGUb7ZX] P Organizational Unit SSOProvider
A Statel I lents 7FGDXEE0XHyAMvzh fiig Common Name dev-3877412
5aQ4NTgs 14gvGQbCPBzL4kLEC+o3hBezaDEBQuZ2H 1Wpj JZ1AJpZpsdPMLNy@Lrv1 Email Address _info@okta.com
< GusWB1ViFjLkwDu+I1K+YMIyHralF50Rvk8ATUwIXifmIAL61/zZretvylr7l+10ewFSg ot . :
TkZSkBIb9y9poGS9iToBzYgaXq6a3ttTlgisaB/FAGMBAAEWDQYIKoZIhvecNAQELBQADGGEBAEUY
S th fl t . th 91/35UiwDFBbBrVojPrndEBBeIPAUOYG+DCB19MpaKLIUUZZ LivBGIKVISBdinI0ie2Nmg LIVBVE
6 > vr/eNfXU+UvR rmI0V7b2Cg48WtuC9i947HuC+psHkoNnPC untry or Region US
. ave witn .cer rie extension then open L T L e o

TGWt/@7y+5pEzBDosPo29M5Y7Q1aDVyQUUXGOZvHmT pwzmAs: LVSopMVvtorn2IdNY 16t TAcWy San Francisco

the flle E3ke00S5pxL4Bym1Q1DNGMB@rAgpCgG2BT: 2
———END CERTIFICATE-——— tional Unit SSOProvider
mmon Na dev-3877412

Issuer Name

mail Address  info@okta.com
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IdP Expired Certificate Exception PNz

Trust Anchors

warning

If the Subject Name and Issuer Name match in both
certificates (IdP metadata and SAML Assertion), a trust
anchor is established, and authentication succeeds.

00 webex

by CISCO

I},

SAML Assertion
]

webeXx Control Hub

E Authentication Mv Compan
idbroker.webex.com y oG pany iy C_:c_>mpany
Certificate Certificate
. Subject Name
—h Subject Name ) Common Name: mycompany.example.com
— Common Name: mycompany.example.com
St e ] (B0 51 (510 5 5 57 l ‘ Serial Number: H8 G7 F6 E5 D4 C3 B2 A1
IdP Metadata 2, Issuer Name
Issuer Name " Common Name:
Common Name: :
TRUST ANCHOR

Not Valid Before: Thursday, March 21st, 2022

Not Valid Before: Thursday, March 21St, 2019 ESTABLISHED Not Valid After: Monda\/ March 215t 2024

Not Valid After: Monday, March 215t, 2022

W / IdP Metadata never updated in Control Hub Certificate upgraded on day of expiration
CISCO (4
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IdP Expired Certificate Exception PN

Trust Anchors

I (D We identified a new IdP certificate that doesn't match the uploaded metadata in Control Hub. User authentication now relies on trust anchors. For more help, see how to use trust anchors with your IdP (2 I

( W vwepex )

E Authentication
idbroker.webex.com

-—h

IdP Metadata

cisco Lz{/&/

warning

| If tha QUihiart Nlama anAd leciiar Nlama materh in hnth |

My Company
Certificate

Subject Name
Common Name: mycompany.example.com

Serial Number: A1 B2 C3 D4 E5 F6 G7 H8 l ‘
Issuer Name "’,
Common Name:
TRUST ANCHOR
Not Valid Before: Thursday, March 21st, 2019 ESTABLISHED
Not Valid After: Monday, March 215t, 2022
IdP Metadata never updated in Control Hub
#CiscoLiveAPJC BRKCOL-3531

SAML Assertion
]

My Company
Certificate

Subject Name
Common Name: mycompany.example.com

Serial Number: H8 G7 F6 E5 D4 C3 B2 A1

Issuer Name
Common Name:

Not Valid Before: Thursday, March 21st, 2022
Not Valid After: Monday, March 21st, 2024

Certificate upgraded on day of expiration

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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® Missing Assertion in Response
Webex (SP) Certificate Expired Cisco Webex

Single Sign On failed.

Your company is on the verge of presenting Vissing Asserton in Response.
their Q4 financials and the CFO reports that
they cannot login to any Webex services....

| |

Encrxﬁted Assertion

TrackinglD: NA_4f2b56ea-afb2-4519-ba37-ba631cca5f69

-\

SAML

Asstion
EncryptedAssertion

<X509Certificate>%WEBEX_SP_CERT_DATA%</X509Certificate>

/EncryptedAssertion
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Encrypting means the IdP will use the Webex SP
public key to write a message and the Webex SP
will use its private key to read it.

cisco W&./ #CiscoLiveAPJC ~ BRKCOL -3531



Missing Assertion in Response Cisco Webex
Webex (SP) Certificate Expired

Single Sign On failed.
Missing Assertion in Response.

Your company is on the verge of presenting
their Q4 ﬁnancials and the CFO reports that TrackinglD: NA_4f2b56ea-afb2-4519-ba37-ba631ccabf69
they cannot login to any Webex services....

| t
Encrxﬁted Assertion
[ ] —
B

‘ Cortifocete
‘ . signencrypt-alias-hydrap

EncryptedAssertion

Cisco Webex

Single Sign On failed.
Missing Assertion in Response

TrackingID: NA_4f2b56ea-afb2-4519-ba37-ba631ccabf69
<X509Certificate>%WEBEX_SP_CERT_DATA%</X509Certificate>

£5 C2 A3 5D 12 B7 95 9F AG E3 6F 82 A2

with RSA Encryption ( 1.2.840.113549.1.1.11)

ursday, March 5, 2020 at 19:10:07 Eastern Standard Time
W / /EncryptedAssertion urday, March 5, 2022 at 19:20:00 Eastern Standard Time
cisco Loy -
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Remediation for “Expired” Certificate

No Access to the Control Hub

1. Request a One Time Password from
https://admin.webex.com/manage-sso

2. Retrieve and Enter OTP

W

Welcome to Webex Control Hub

W webex

Here's your single-use PIN

= L A

Enter the PIN at o pra i 5 in

T wisbex Team
hssa hogr?

Video-based
instructions

Click the option to Disable SSO

Restores access to Control Hub allowing you to renew the impacted
certificate directly in Control Hub

2

I Option 1: disable SSO (<] Madify your organization's S5O authentication

Used for SP certificate expiration remediation

Used for IdP certificate expiration remediation
1. Renew certificate on Identity Provider

2. Download latest Identity Provider metadata file

3. Upload IdP Metadata file

Option 2: update certificate and download metadata

aliln
cisco

Self-signed by Cisco
(recommended)

Valid for 3 years

@

Signed by a public certificate authority

Valid for 1 years

More secure but you'll need to frequently update metadata

Less secure but you'll only Update Cisco metadata every 4-5
years. Your identity provider (1dP) vendor must support seif
signed certificates in metadata,

TURTESS YOUT 10D VEnuor SUPDOMS TUST ancnors)

Upload IdP Metadata

Drag and drop a file to upload or

1. Download the latest Webex SP certificate
@ 2. Upload certificate to the Identity provider

Test new certificate configuration changes

cisco Lz{@/

I Option 3: test SO ((Test 550 setup

#CiscoLiveAPJC ~ BRKCOL-3531
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https://admin.webex.com/manage-sso

Control Hub: Remediation for “Expiring” Certificate

UPDATE SP CERTIFICATE

UPDATE IDP CERTIFICATE

/A hittps://stswindows.net/<TenantlD>/ is expiring soon.

/™ SP certificate is expiring soon.

1. Update IdP Cert on the Identity Provider 1. Login to Control Hub
_ » Organization Settings > Authentication
2. Generate a new IdP metadata file * Next to the SP cert warning choose, Renew certificate
3. Login to Control Hub 2. Download new Webex Metadata file
» Organization Settings > Authentication > Manage SSO & .
IdPs 3. Import Webex Metadata file on your IdP
* Upload IdP metadata and select the IdP metadata file
generated from the IdP 4. Return to Control Hub and choose
+ Test your SSO configuration \(@;% Updated all the IdPs and select Next
5. Choose Finish renewal

* / Gopy URL to clipboard
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Certificate Expiration Prevention

DELIVERY CHANNEL ==

~

() Overview Alerts center

Oy Alerts center 3
[0 Rerecener] -
MONITORING
My rules @ | All rules
> Webex Experience

ol Analytics

Q, Search
-~ Troubleshooting
B Reports Rule titie

= Filter

Severity

SSO0 IDP Certificate expiry
MANAGEMENT

9 Users SS0 SP Certificate expiry

High

High

One rule is configured per certificate type

Partner Alert: Organization Name/ID is

. not present in the notification

cisco Lz{@/

2 ruleq

Status

e Enabled

& Fnabled e
1 Delivery channel

Control Hub automatically
receives all alerts

#CiscoLiveAPJC

* Combination of Email or Webex space can

be selected

* Initial reminder sent 60 days from
expiration

* Email supports distribution lists and non-

Webex |dentity email addresses

Email

pstojano@thestoj.com X

1/30 Items

Webex space @

© spacename @ () Spaceld @ () 1tolbot @O

SS0 IDP Certificate expiry

@ Clear All

In order to enable this option, you must specify a Webhook callback URL in Organization settings.

BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Failed to decrypt SAML Assertion

What are customers telling TAC?

I've updated my Webex SP certificate and now I’'m no longer able to login!

w Service Provider (SP) certificates

Single Sign On failed.
Failed to decrypt SAML Assertion

TrackinglD: NA_90867ef/-1406-4e2a-8b51-2201931531 2e

s s _ )
Switch to primary Y (.. 4

If your IdP supports multiple certificates you will see two certificates in the
table. The updated certificate will be listed as the secondary certificate.

Complete the certificate renewal process by selecting Switch to primary then choose Finish renewal
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© Invalid Response Cisco Webex
CRL Check

Symptom:

I ,Ve -l USt Up dated the CiSCO WebeX SP TrackinglD: NA_B74dad91-aeff-4a38-Bede-5439af83ebel
certificate and suddenly I’'m unable to login.
What’s wrong with the Webex certificate?

Single Sign On failed.
Invalid Status code in Response.

>

An error occurred during an attempt to build the certificate chain for the relying party trust
'https://idbroker.webex.com/8ad51cl6-13ad-43e8-a390-2f653ff28e99' certificate identified by
thumbprint '9C97C7321FA1C2B941981EEF50E4888FA0D97340"'. Possible causes are that the
certificate has been revoked, the certificate chain could not be verified as specified by the
relying party trust's encryption certificate revocation settings or certificate is not within
its validity period.

You can use Windows PowerShell commands in ADFS to configure the revocation settings for the relying party encryption
certificate.

Relying party trust's encryption certificate revocation settings: CheckChainExcludeRoot
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o Single Sign-0n Certificate Selection
CRL Check

Select and export a certificate Import IdP metadata Test SSO setup Activate SSO e idsvc-cert.webex.com
Step 1: Select a certificate Subjec
mmon Name idsvc-cert.webex.com
Subject Name .
~ n Cisco Systems Inc.
¢ ) ¢ San Jose
rovince California alaln @ 5 e California
ty SanJose cisco untry or Region US
C nization Cisco Systems Inc . . . . 5 N
Common Name  ci-sso-prod.webex.com Self-signed by Cisco Signed by a public certificate authority
(recommended)
Valid for 1 years
r Name Valid for 5 years n IdenTrust ; ;
Common Name Cisco SSL Intermediate nal Unit HydrantiD Trusted Certificate Service
More secure but you'll need to frequently update metadata 2 i e T E e
Serial Number OF 42 A1 91 30 18 9D BA 1C A3 92 C3 95 EF 6D 1F 98 9A 2D 96 Less secure but you'll only update Cisco metadata every {unless your IdP vendor supports trust anchors).
Serial Number 40 01 7EE9 C2 F2 01 8B OD AA 96 OF 88 95 4A 28
on 3 4-5 years. Your identity provider (IdP) vendor must support . 3
ature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 ) self-signed certificates in metadata.
- Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
eters
" Parameters None

Not Valid Be Friday, February 11, 2022 at 12:09:34 Eastern Standard Time
N alid r Saturday, February 11, 2023 at 12:09:33 Eastern Standard Time

e Thursday, September 9, 2021 at 01:34:35 Eastern Daylight Time
id After Tuesday, September 8, 2026 at 01:35:05 Eastern Daylight Time

Cert does not include CRL Cert includes a CRL

Extension= (2.5.29.31)

Critical=NO
URI=
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s Certificate X

© ADFS Analysis and Root Cause o E—

CRL Check i
HydrantID Server CAO1, Hvd...

| |subject
[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL =http: //validation.identrust.com/crl fcommerdialrootca 1.crl

LIS = CRL M- oution Puts [1]CRL Distribution Point: Distr...
Time Source Destination Protocol Length Info SO thinct Koy Tdentifiar R0hROhhEQaadfhhchdndacs Y
.662943 14.2.149.4 14.2.149.1 DNS 89 Standard query @x8ffc A commercial.ocsp.identrust.com
174 3.675592 14.2.149.1 14.2.149.4 DNS 105 Standard query response @x8ffc A commercial.ocsp.identrust.com A [llgﬂu%:::i,ugg;m;‘“e-
1236 17.805153 14.2.145.228 172.18.108.34 DNS 85 Standard query @x1584 A login.live.com OPT Full Name:
1263 18.043700 14.2.145.228 14.2.145.229 DNS 339 Standard query response @x8afd A login.live.com CNAY Zin.msa.msidentity... URL =http:/fvaiidation.identrust.com/arl/commerdiakrootca1.cri
1334 18.664837 14.2.149.4 14.2.149.1 DNS 84 Standard query @x8871 A validation.identrust
1336 18.725546 14.2.149.4 14.2.149.1 DNS 84 Standard query 0x8871 A validation.i st.com
1338 18.743358 14.2.149.1 14.2.149.4 DNS J100 Standard query response @x8871 A validation.identrust.com A 192.35.177.153 |
_— EditProperties... | | Copy toFie...
[ M [ip.addr==h92.35.177.153 ’/ [X] -] +
No. Time Source Destination Protocol  Length
1344 18. 74%61 14.2.149.4 192.35. 1%’. 153 TC-P 66 49711 » 8@ [SYN, ECN, CWR] Seq=0 Win=64248 Len=8 MS5=1468 WS=256 SACK_PERM=1

By default, ADFS performs Certificate Revocation checking

- For Webex self-signed cert no CRL is available so checking must be disabled.

Set-ADFSRelyingPartyTrust -Targetldentifier -EncryptionCertificateRevocationCheck None

« For Webex CA-signed cert communication TCP/80 must be opened to identrust.com
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Audience attribute not set Cisco \Webex

Single Sign On failed.

<AudienceRestriction>
<Audience>

</Audience>
</AudienceRestriction>

2.5.1.4 Elements <AudienceRestriction> and <Audience>

The <AudienceRestriction> element specifies that the assertion is addressed to one or more
specific audiences identified by <Audience> elements. Although a SAML relying party that is outside the
audiences specified is capable of drawing conclusions from an assertion, the SAML asserting party
explicitly makes no representation as to accuracy or trustworthiness to such a party. It contains the
following element:

Audience is associated with the Condition <Audience>

; A URI reference that identifies an intended audience. The URI reference MAY identify a document

ele_ment of SAML As_s_,ertlon and that tells under that describes the terms and conditions of audience membership. It MAY also contain the unique

which security conditions or context, the identifier URI from a SAML name identifier that describes a system entity (see Section 8.3.6).

assertion is valid and provide some terms and The audience restriction condition evaluates to Valid if and only if the SAML relying party is a member of

conditions relating to such validity (like time one or more of the audiences specified.

idi H The SAML asserting party cannot prevent a party to whom the assertion is disclosed from taking action on
Valldlty of aSSGFtIOH,. who can .Consum_e the the basis of the information provided. However, the <AudienceRestriction> element allows the
assertion, etC). Typlcally, Audience will the SAML asserting party to state explicitly that no warranty is provided to such a party in a machine- and
EntitvID of SP human-readable form. While there can be no guarantee that a court would uphold such a warranty

nutylb o . exclusion in every circumstance, the probability of upholding the warranty exclusion is considerably
improved.

cisco W&./ #CiscoLiveAPJC ~ BRKCOL-3531
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb36235

Single Sign-0On FAQ & Limitations

Why does authentication succeed when running the SSO Test in Control Hub but fails after turning SSO on?

This is often occurring because the test is using an existing authentication cookie. We recommend copying the
authentication URL from the SSO Wizard into a private web browser to run the test.

- If a Control Hub linked Webex site is SSO integrated with Site Admin and the customer deploys the Webex App will
authentication work against Control Hub or the SSO configured in Site Admin.

« Authentication in this situation will be based on the SSO configuration in Site Admin. If the site decides to convert to Control
Hub managed, then we require Control Hub to be setup for SSO.

- Does modifying the Single Sign-On configuration in Control Hub revoke end users OAuth tokens?

No, existing end user OAuth tokens are still valid.

- Can Single sign-on be enabled if my Webex organisation does not use Directory synchronization?

Yes. SSO and Directory solutions (DirSync, Entra ID) are independent from each other.

« What Identity Providers does Webex Control Hub support?

The full list of IdPs Webex has tested against is listed here. If your IdP is not listed, SSO can still be configured if the IdP
uses SAML 2.0

- Will enabling Multi-Factor Authentication enable it for Control Hub, the Webex site, and Webex App?
+ Yes, if you choose the Allow mandatory MFA mandatory MFA for organization option.
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https://help.webex.com/en-us/article/lfu88u/Single-Sign-On-Integration-in-Control-Hub

Single Sign-On FAQ & Limitations

- How does enabling Single Sign-on impact existing users, meetings, or devices?
There is no functionality impact. The only impact is where they are directed for authentication.

- Will Single-Sign-on synchronization overwrite local users in Control Hub?
When SSO is enabled, users are not synchronized to Control Hub unless JIT provisioning is configured. This will only
configure new users
- Will Single-Sign-on synchronization overwrite local users in Control Hub?
+ When SSO is enabled, users are not synchronized to Control Hub unless JIT provisioning is configured. This will only
configure new users
- Can we leverage the Multi-IdP feature to have a single user use different Identity Providers based on if they are on
their PC (on-prem) versus Mobile (off-prem)

No, this is not possible today. Your identity strategy should be defined at the Identity Provider, not in Control Hub through
this feature. If you do not want PCs to have access to the network off-prem then your Identity Provider should build policies
to prevent that from occurring.
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Troubleshooting
Call Routing

cisco Lz{/&/



Webex Calling Call Routing

- Three phases
- Source classification
- Type of call: user, premises, external
- Destination selection
- Where to send the call to: user, premises, PSTN, ...
- Screening and routing
- Is this call allowed?
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Source Classification

Room devices, MPP, Webex app User

Cloud PSTN (Cisco Calling Plan or  External (PSTN)
Cloud Connect for Webex Calling)

Trunk (Local GW) Premises or External”

Webex Calling Dedicated instance  User or External”

Call from Classified as I

"based on calling party number (or diversion header if present) and configuration settings
- see following slides
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Source Classification

Calls from Local Gateway or Webex Calling DI

Standard

No

Yes

No

* CLID = Calling Party ID
DH = SIP Diversion Header
cisco Lz{/&/
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Source Classification ?

Calls from Local Gateway or Webex Calling DI
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Source Classification

Calls from Local Gateway or Webex Calling DI

Yes -

Number in Diversion header used if present, if not number in From header is used

INVITE sip:89943702@peering3.us.sipconnect.bcld.webex.com:5062 SIP/2.0

Via: SIP/2.0/TLS 64.102.250.137:5061;branch=z9hG4bK8RF831C1E

From: <sip:+191947662000@64.102.250.137>;tag=FD340CF9-200D

To: <sip:89943702@peering3.us.sipconnect.bcld.webex.com>

Call-ID: 2EB7BD48-EF7111ED-B8429147-F554AD62@64.102.250.137

Supported: timer,resource-priority,replaces

Min-SE: 1800

User-Agent: Cisco-SIPGateway/I0S-17.10.1a

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeg: 101 INVITE

Contact: <sip:+19194766200@svs—-rtp-dmz-cube9a.cube.ecatslab.com:5061;transport=tls>
Diversion: <sip:89915678@svs-rtp-dmz-cube9a.cube.ecatslab.com>

Expires: 180

Max-Forwards: 68

Match only considers route lists that use the
incoming trunk as destination (via route group)

. snip .. * CLID = Calling Party ID
DH = SIP Diversion Header
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Source Classification

Calls from Local Gateway or Webex Calling DI

Yes -

Yes

Match only considers dial plans that use the inbound
trunk as destination (directly or via route group).

* CLID = Calling Party ID
DH = SIP Diversion Header
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Source Classification

Calls from Local Gateway or Webex Calling DI

Org-wide unknown number handling

© Standard behavior

This is the default and recommended option to achieve the best level of
interoperability with an on-premises PBX.

Show Details

() Legacy behavior (not recommended)

This option provides backwards compatibility for the legacy Local Sta nd a rd
Gateway behavior and is not recommended when Dial Plans are
configured for the organization.

* CLID = Calling Party ID

DH = SIP Diversion Header
cisco Lz{/&/
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Source Classification

Calls from Local Gateway or Webex Calling DI

Standard
Org-wide unknown extension length

Maximum Unknown Extension Length
Choose the maximum extension length for premises based routing. G)L 10 ) N

* CLID = Calling Party ID
DH = SIP Diversion Header
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Source Classification

Calls from Local Gateway or Webex Calling DI

Standard

Trunk Location Configuration No

Calls to On-Premises Extensions

If some users in this location are registered to a PBX, enable this setting to route
unknown extensions (digits that match with the extension length) to the PBX.

B Enable routing unknown extensions to the Premises as internal calls Yes

[ VNT Alpha RG ~ J

* CLID = Calling Party ID
DH = SIP Diversion Header

Inbound trunk is destination for unknown extensions
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Source Classification

Calls from Local Gateway or Webex Calling DI

With “legacy behavior” incoming calls will |
never get classified as "External”! Breaks |  T--
features that rely on call types.

Org-wide unknown number handling

© Standard behavior

This is the default and recommended option to achieve the best level of
interoperability with an on-premises PBX.

Show Details

() Legacy behavior (not recommended)

This option provides backwards compatibility for the legacy Local
Gateway behavior and is not recommended when Dial Plans are
configured for the organization.

Standard

Yes -

* CLID = Calling Party ID
DH = SIP Diversion Header

cisco Lz{/&/
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Source Classification

Calls from Local Gateway or Webex Calling DI

With “legacy behavior” incoming calls will
never get classified as "External”! Breaks
features that rely on call types.

Org-wide unknown number handling

© Standard behavior

This is the default and recommended option to achieve the

Summary Profile General Meetings Calling

8 Andre Parker

® Active - = Member of Hartford

Messaging  Hybrid Services  Devices  Vidcast

interoperability with an on-premises PBX. ¢

Show Details

() Legacy behavior (not recommended)

This option provides backwards compatibility for the legacy
Gateway behavior and is not recommended when Dial Plans
configured for the organization.

Calling

Incoming call

permissions - )
() Default settings

The default settings will allow for all incoming calls.

© Custom settings
Manually define this user's incoming call permissions.

Manage this user's receiving call types (such as collect calls). The default settings are based on your organization's calling permissions.

Internal calls L Allow

Collect calls L Allow

External calls

[ Allow for transferred

cisco Lz{/&/

Yes
No

#CiscoLiveAPJC ~ BRKCOL-3531

* CLID = Calling Party ID
DH = SIP Diversion Header
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Destination Selection

Match
. PSTN
Max 10 translations
Reset NS lookup done I
Match > ‘

Strip ODD
only once
‘ PSTN
’; No DP match, unknown number

only for external
Number not changed

v

. PSTN

v

Number changed
+E.164 number

cisco Lz{/&/

Unknown number handling

B Enable routing unknown extensions to the Premises as internal calls

|’I Frisco v |

Unknown extension

#CiscolLiveAPJC

policy enabled and
2-X dialed digits

Unknown extension

Cloud PSTN

Prem PSTN

Standard

Legacy

‘ PSTN
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Destination Selection

FAC

v

User (Ext)

Max 10 translations

Reset NS lookup done I

Strip ODD
only once
only for external

User (ESN)

User (TN)

RL

Virtual Extension

Number changed
+E.164 number

Dial Plan

’— No DP match, unknO\\
\

Number not changed \ M
atch ) )
¢ N Virtual Extension Range

S
. PSTN WY
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Destination Selection

Reset NS lookup done

v

Strip ODD
. only once
only for external
N @ -
b4

No DP match, unknown number ————9

Number changed
+E.164 number

Number not changed

v

. PSTN
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Destination Selection

B Permissive match: If dial string doesn’t match
Match emergency pattern and starts with a configured ODD
PSTN then try to match with ODD removed.
With ODD 9 both 911 and 9911 work.

v
None N/A 911 Emergency Call

Strip ODD ’
| only once
*_ 9 No 911 Emergency Call
Emergency Call

9 Yes 9911 Emergency Call

’; No DP match, unknown number ————»

Number not changed

v

Note: same behavior for above variations of 933 dialing
PSTN Exception: 1911 supported (inherited for backward compatibility) but 1933 isn’t

»
»

Max 10 translations
Reset NS lookup done

Number changed
+E.164 number
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Destination Selection

Strip ODD
only once
only for external

Number changed
+E.164 number

cisco Lz{/&/

’; No DP match, unknown number

Number not changed

‘ PSTN

Matc

Match PSTN
Max 10 translations

Reset NS lookup done I

None

Permissive match: If dial string doesn’t match
emergency pattern and starts with a configured ODD
then try to match with ODD removed.

With ODD 9 both 911 and 9911 work.

N/A 911 Emergency Call

No 911 Emergency Call

9

9911 Emergency Call

Yes 9911 Emergency Call

»

9911 only routed as emergency w/ ODD “9”

Note: same behavior for above variations of 933 dialing
Exception: 1911 supported (inherited for backward compatibility) but 1933 isn’t
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Destination Selection

»
»

Max 10 translations

»
»

Reset NS lookup done

Strip ODD
only once
only for external

Number changed
+E.164 number

cisco Lz{/&/

4

Match . PSTN

Permissive match: If dial string doesn’t match
emergency pattern and starts with a configured ODD
then try to match with ODD removed.

With ODD 9 both 911 and 9911 work.

None N/A 911 Emergency Call

None N/A 9911 Unknown Extension (if enabled)
Matc 9 No 911 Emergency Call
9 No 9911 Emergency Call
res 9 Yes 911 Emergency Call
9 Yes 9911 Emergency Call

’; No DP match, unknown number

Number not changed

v

. PSTN

»

9911 only routed as emergency w/ ODD “9”

911 routed as emergency even w/ mandatory ODD “9”

Note: same behavior for above variations of 933 dialing
Exception: 1911 supported (inherited for backward compatibility) but 1933 isn’t
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Destination Selection

Max 10 translations
Reset NS lookup done

* Try to match translation patterns

* Loop back if the dial string actually changes
For example: 6432 hitting TP (6XXX = 6432) is not
changing the dial string

* Max 10 translations in total per call leg

» Don’t check TPs if ODD was removed earlier

* .. Unless NS lookup transformed number to +E.164

‘ . and we came back here

Strip ODD
only once
only for external

Number changed
+E.164 number

’— No DP match, unknown number ————9

|
Number not changed

v

. PSTN

cisco M./ #CiscoLiveAPJC ~ BRKCOL-3531
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n n n
D e St I I l a t I O I I e | e Ct I O I . Outbound Dial Digit ® Choose the outbound digit which when the toggle is enabled, users in this location must dial before

placing external call. If you are using an internal dialing steering digit, it cannot be used as the outbound
digit. If set, all calls will use the E164 number format.

Learn more about Outbound Dial Digit (2

a ~
» »
> >

To make calls outside the

organization users will dial the
Match PSTN following
Outbound digit-Phene number

9-XXK XXX XKXX

Max 10 translations
Reset NS lookup done

& Restart devices on this location to apply the latest dial plan

D Enable Outbound Dial Digit Enforcement

« If dial string starts with outside dial digit (e.g. “9%) then
L b oe start lookups again w/ ODD removed
ety o @EiE » ODD enforcement policy setting is irrelevant here
Match » ODD is only stripped once: be careful with TPs
v —" * translating to dial strings starting with ODD

» Dial string w/ ODD removed is not used for internal
Yes ‘ DSt matches (next step)

Number changed
+E.164 number

No DP match, unknown number ————9

Number not changed

v

. PSTN

cisco W- #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 162



<

Destination Selection @

/
Match . PST/
Mo 10 trandiations /’ * Feature access codes handled after TPs
Reset NS lookup done 7 * TPs can translate to FACs to create custom feature
/ access code mappings
’ * ODD removed prior to FAC match
- for FACs dialed with a phone number the ODD can
St 00D be dialed before the FAC
onlyo fr]o¥ g:tceernal
\
N
N
N
\
\
N
N\
\
N\
N
\
N
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Destination Selection

Max 10 translations

Reset NS lookup done I
Strip ODD ’

only once
only for external

cisco Lz{/&/

24

/

User (Ext)

. User (ESN)
‘ User (TN)
v

» Extension takes precedence over ESN or TN.
Usually overlaps between extensions and other number
types should be avoided
» Naive globalization for TN match: If dial string is not
+E.164 then remove national prefix if present and prefix
with +CC
* US, 4085551234, no national prefix, no change
US, 14085551234, remove national prefix ”1”,
prefix +1 > +14085551234

N * DE, 061007739764, remove national prefix “0”,

S prefix +49 > +4961007739764

#CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Destination Selection .z

/ @~
/
Match PST/ ‘ User (Ext)
Max 10 translations
Reset NS Iookup done
User (ESN)
/
L Strip ODD User (TN)
only0 ?c?rl nge?nal
* .
\ * Route list match only relevant for Webex Calling Dedicated
\\ Instance customers
N * Route list has all TNs hosted on Dedicated Instance
\\ * Exact match 14085551234 doesn’t match +14085551234
N
\
\
N
N
\
N
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Destination Selection .z

/
Match PST/
Max 10 translations

FAC

/
/

User (Ext)

Reset NS lookup done
User (ESN)
/
/
Strip ODD ’ User (TN)
| only once
only for external
* .
\ Match ‘ Virtual Extension
N
\
\
\\ » Virtual extensions map extensions to PSTN address
\\ * PSTN address is used as PSTN destination directly
N * No further lookups
N
\
\

N\

cisco W./ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Destination Selection .,

/
7 FAC
/
> > /
M 4 User (Ext)
atch . p ST/
/
Max 10 translations /
Reset NS lookup done Vs
y; User (ESN)
/
/
Y y
Strip ODD / User (TN)
| only once V4
only for external /
onampes | .
N
N\

‘ Virtual Extension
N\
\ )
N . Dial Plan

N Dial plan match on ESN or +E.164 pattern
N Exact match 14085551234 doesn’t match +14085551234

N\

cisco W./ #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Destination Selection .,

/
/ FAC
/
> > /
/
Match . / User (Ext)
PST
/
Max 10 translations /
Reset NS lookup done Vs
y; User (ESN)
/
/
) 4 y
Strip ODD ’ / User (TN)
| only once V4
only for external /
onampes | -
\
\
N Virtual Extension
\
\
\
N\ )
N Dial Plan
\
N .
N Match Same as Virtual
\\ Virtual Extension Range | Extension, but based
N Y on ranges
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Destination Selection

Reset NS lookup done

PSTN

v

Strip ODD
only once
only for external

*

If NS lookup was already done
PSTN ... and no TP was applied after that then no new lookup is
required b/c the lookup result would be the same

’; No DP match, unknown number ————9

Number not changed

v

. PSTN

cisco W- #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 169
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Destination Selection

https://help.webex.com/en-us/article/757iyo/Dial-plans-by-country

Netherlands -

v

PSTN _
Outbound calling plan

Table 185. Netherlands outbound calling plan

Max 10 translations
Reset NS lookup done

Digit map Call type Description
31 18xx Chargeable Directory Assistance Directory Assistance
* 31 T116xxx Chargeable Directory Assistance European Harmonized Services
Strip ODD 31 00xxxxx. International International Destinations
only once
only for external 31 HHHHKK Local Local Calls
31 XXKHXXX Local Local Calls
Match N i i
31 0846000 Premium Services | Personal Assistant Services

PSTN

Yes
‘ NS lookup considers dialed ODD and ODD enforcement

+ NS lookup uses national calling plan for the country of
I N the Location
o OP match, unknown number —— |~ Type tagging used for call restrictions (covered
later)

Number changed
+E.164 number

Number not changed

v

. PSTN
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https://help.webex.com/en-us/article/757iyo/Dial-plans-by-country

Destination Selection

Match . PSTN

Max 10 translations

Reset NS lookup done I

R o
s

M‘ PSTN

No DP match, unknown number

Strip ODD
only once
only for external

Match >

Number changed
+E.164 number

Number not changed

. PSTN
cisco Lz{/&/

Three possible outcomes of NS lookup:

« Unknown number (no dial plan match)

* Found a match, no change

« Number changed (typically to +E.164) = loop

Example: 9011496100123 = +496100123

Loop enables:

 +E.164 TN matches

 +E.164 TP matches

* +E.164 Route list and dial plan matches

—>

Dial string also considered not a match (unknown) if:
 Dial string matches NS pattern
» ODD configured
» ODD enforcement enabled
* ODD not dialed
This is to make sure that unknown extensions that
overlap with NS patterns can be treated as unknown
extensions
+ example: unknown 7D extension in US or 5D
extension in DE

#CiscolLiveAPJC
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Destination Selection

Unknown number handling

v

Max 10 translation
Reset NS lookup do

L]

Calls to On-Premises Extensions

If some users in this location are registered to a PBX, enable this setting to route
unknown extensions (digits that match with the extension length) to the PBX

@ Enable routing unknown extensions to the Premises as internal calls

ABI LGW v

8 Enable routing unknown extensions to the Premises as internal calls

ABI LGW v

Unknown extension
policy enabled and
2-X dialed digits

.

)

Maximum Unknown Extension Length

Choose the maximum extension length for premises based routing. G)r 10

Unknown extension

Number changed
+E.164 number

cisco Lz{/&/

D 4

‘*

v

tes ‘ PSTN

No DP match, unknown number

Unknown extension routing has to be enabled at
the location level and number of dialed digits has

to be lower than globally configured max
unknown extension length

Number not changed

v

. PSTN

#CiscolLiveAPJC
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Destination Selection

Strip ODD
only once
only for external

Number changed
+E.164 number

Max 10 translations
Reset NS lookup done

L

-_

Match . PSTN

*  With “legacy” unknown number
handling and premises PSTN all
unknown dial strings are sent to the

premises trunk

+ Caution: this setting also affects
inbound call classification

Unknown number handling

[ Frisco

B Enable routing unknown extensions to the Premises as internal calls

v.|

A 4

N I

Call Routing between
Webex Calling and
premises

Unknown Numbers Handling

Choose a configuration that determines the call routing behavior
for unknown numbers in Webex Calling

© Standard behavier

This is the default and recommended option to achieve the
best level of interoperability with an on-premises PBX.

Show Details

Legacy behavior (not recommended)

This option provides backwards compatibility for the legacy
Local Gateway behavior and is not recommended when Dial
Plans are configured for the organization.

Show Details

#CiscolLiveAPJC

Unknown extension
policy enabled and
2-X dialed digits

Prem PSTN

Standard

Legacy

‘ PSTN

Cloud PSTN

Unknown extension

BRKCOL-3531

© 2024 Cisco and/or its affiliates. All rights reserved.
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Destination Selection

Match
. PSTN
Max 10 translations
Reset NS lookup done I
Match > ‘

Strip ODD
only once
‘ PSTN
’; No DP match, unknown number

only for external
Number not changed

v

. PSTN

v

Number changed
+E.164 number

cisco Lz{/&/

Unknown number handling

B Enable routing unknown extensions to the Premises as internal calls

|’I Frisco v |

Unknown extension

#CiscolLiveAPJC

policy enabled and
2-X dialed digits

Unknown extension

Cloud PSTN

Prem PSTN

Standard

Legacy

‘ PSTN

BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved.



Screening and Routing

Block or allow based on calling
permissions and route

Webex dial-in is checked for all PSTN destinations
Webex Calling dial plan elements like TPs and VONs can
point to Webex dial-in numbers and the calls will be

optimized
PSTN Call Routing for © Optimized On-net
User VON Based on V\{eng Meetmgs This is the default and recommended
w Webex dial-in Dial-in calls option to achieve PSTN cost savings
“"|' numbers table (Integrated Audio) and optimized call routing.
RL

DP
Unknown ext.

No This option disables the on-net routing
v i optimization for Webex Meetings dial-in
- -

cisco Lz{/&/

Yes () PSTN (not recommended)
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Screening and Routing

User Trunk R
(ESN/Ext) (RL) (DP or PSTN / VON
From unknown ext)

User

o
porives IR o o @  ©
9 © o o o

External

cisco M. #CiscoLiveAPJC ~ BRKCOL -3531



Screening and Routing

Trunk
UTSI\elr ESUS/eErxt TrF‘;L”k (DP or PSTN / VON
From unknown ext)

User

o o o @  ©
= 29 o o ©o o

« Calls from Webex Calling users (including DI users) can be
routed anywhere
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Screening and Routing

Trunk
UTSI\elr ESUS/eErxt TrF‘;L”k (DP or PSTN / VON
From unknown ext)

User

o o o 9 O
= 29 o o0 o o

« (Calls from On-Premises Users can be routed anywhere except
for the PSTN
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Screening and Routing

User

Trunk
UTSI\elr ESUI\SI/eErxt TrF‘;Lr‘k (DP or PSTN / VON
From unknown ext)

o o o @  ©
= 29 o o ©o o

« Calls from PSTN can only route to User TN’s (including DI
users). Calls from PSTN cannot call ESN / Extension.
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Verify Call Routing Tool (VCR

- VCR allows to troubleshoot call
routing decisions for user calls

- Calls from Webex Calling users

- Trunk calls classified as
“user”

Cisco

.&‘/

“premises” or

Select Call Source

© Sselect a userfworkspace/virtual line Select a trunk
Austin Perkins (8002-2108) v
Select Call Destination

7101 x

Routing Results

The call te 7101 routes to #Webex Calling user.

Cinar Al

® fom
E Austin Perkins (8002-2109)
E Frisco
Ta (Initial routing destination)
Henry Green (7101)
Frisco

#CiscolLiveAPJC

Calling
o Analytics Numbers Virtual Lines Call Routing Managed Gateways Features  PSTN Service Settings 3
ssh
Trunk  Route Group  FRoutelists  DialPlans  Verify Call Routing  Zone  Trusted Network Edge  Translation Pattern
Repert —_—
Verify your call routing by choasing a cloud user, warkspace, virtual line of premises trunk and entering a number o URI that
would be dialed. The result will show how a call will be routed (assuming that your on-premises configuration is carract]
Select Call Source
o © select a useriworkspaceivirtual line Select a trunk
& Gn Austin Perkins {8002-2108) ~
Select Call Destination
jorkspac
o x
» Clear Al
Routing Results
ation Se The call to 911 routes t@ithe emergency call center.
°
. " Austin Perkins (8002-2109)
H Frisco
L I
‘o (Initial routing destinatio
%, Calling via Premises-basaed PSTN
[ using Frisco in Frisco
BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 180



DFW prem ¢

Trunk Calls and Dial Plan Match =

Routing Chaice
When internal calls match with a pattern, calls will be routed to the specified trunk or route group.

DFW

~

Dial Patterns

- Call from trunk to extension fails if call is not
classified as “premises” or “user”

Add dial patterns = T Import CSV

Q| 1dial patterns © Delete All

+1214555012X%
Select Call Source

(=]

Select a user/workspace/virtual line @ Select a trunk Select Call Source

—————» | DFW trunk A

v
> | +12145550120 x
Select Call Destination
7101 X

See Routing Result Clear All

Routing Results
The call to 7101 routes to a Webex Calling user.
From

DFW trunk A
Dallas

* @

To (Initial routing destination)
Henry Green (7101)
Frisco

cisco Lz{/&/

Select a user/workspace/virtual line @ Select a trunk

$ Chicago ~
+12145550120 X
Select Call Destination
7101 X

Clear All

Routing Results

Select Call Source

DFW trunk A

——Pp +14085551234

Select Call Destination

7101

Routing Results

Caller ID does not match
an EDP pattern .. of a dial

plan pointing to the right
trunk

Select a user/workspace/virtual line @ Select a trunk

Clear All

~

%

Caller ID does not match
an EDP pattern

TAN

Could't verify as the originator *
number is not associated with the

trunk that is selected. Enter the

correct number/trunk and try again.

Note: Cisco recommends to use
+E.164 caller ID on trunks except
for calls from extension only users

Show Less

#CiscolLiveAPJC

BRKCOL-3531

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

181




Trunk Calls and Extensions as Caller Id

Calls with extension caller id are classified as
user calls only if unknown extension dialing is

enabled and the caller id length matches

e
No
Yes
— |
Yes
No
v
External

External

Select Call Source
Select a userfworkspacefvirtual line @ Select a trunk

DFW trunk A e

1234 ® I

Maximum Unknown Extension Length

Choose the maximum extension length for premises based routing, @

4

~

@ Dallas

O users

extensions

Calls to on-premises

- 0 workspaces

Location ID: fa27¢060-5e3a-4e38-a8cc-d3b684ae1das

@) route unknown extensions to the premises as intemal calls

Route calls to

DFW

Premises side is expected to send E.164 numbers in E.164 format for inbound calls when this policy is enabled.

Select Call Destination

7101 x

Clear All

Routing Results

The call to 7101 routes to a Webex Calling user.

From
DFW trunk A
Dallas

L

To (Initial routing destination)
Henry Green (7101)
Frisco

Select Call Source
Select a user/workspace/virtual line @ Select a trunk
DFW trunk A v

I 12345 x I

Select Call Destination

710 x

Clear All

Routing Results

N\ Could't verify as the originator
umber is not

sociated with the
trunk that is selected. Enter the
correct numberftrunk and try again.
Show Less

Cisco

.&‘/
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Translation Patterns

- VCR shows intermediate translations

Select Call Source
Select Call Source
0O select a user/workspace/virtual line Select a trunk
Select a user/workspace/virtual line Select a trunk
o
Elisie Sullivan VL (8157-2205) ~
Johannes Krohn ... ~
Select Call Destination
- - - Select Call Destination
gae " Trunk  Route Group  RouteLists  Dial Plans Verify Call Routing  Zone  Trusted Network Edge  Translation Pattern
.gge x
Translation patterns manipulate digits before routing an outgoing call. These patterns support use cases such as abbreviated/short number
Clear Al dialing and number translation needed for calls routed to PSTN. Learn more Cloar Al
ear
Routing Results 3 Translation .
[ Q  *g8q - All Translation Patterns ~ | | Bulk manage Routing Results
The call to 80027504 routes to a call gueue.
The call to 80028000 routes to a call queue.
° Name © Matching Pattern Replacement Pattern Level Location Actions
From ®
" ! From
Elisie Sullivan VL (8157-2205) HDDarmstadt *8g* 80028000 Location Darmstadt !
Hartford ' Johannes Krohn (+496150 )
! Darmstadt
HDFrisco “88* 80027110 Location Frisco H
H
Translation pElIEfH 6 .
Level: Organization HDOrg 88" 80027504 Organizati... H Translation pattern
Name: HDOrg ] | Level: Location
: H
Matching Pattern: *88* E Name:lHDDarmstadt
Replacement Pattern: 80027504 H Matching Pattern: *88*
Matched number: *88* H Replacement Pattern: 80028000
: ! "
Translated number: 80027504 ! Matched number: *88*
H Translated number: 80028000
H
1
To (Initial routing destination) ®
IT (7504) To (Initial routing destination)
Frisco DC escalations (9725550102)
Frisco
&. #CiscoLiveAPJC BRKCOL-3531 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Outgoing Call Permissions

- VCR shows outgoing call permissions

Select Call Source

O Selecta user/workspace/virtual line Select a trunk
Austin Perkins (8002-2109) hd
Select Call Destination

94085550123 X

Clear All

Routing Results

The call to +14085550123 will be rejected.

From
Austin Perkins (8002-2109)
Frisco

Outgoing call permissions
Level: User
Call type: National

Austin Perkins

® Active

Summary  Profile  General

< Calling

Permissions by type

@gmail.com - Member of Frisco

Meetings ~ Calling  Messaging

Manage the permissions by call type for this user. Dif

Hybrid Services  Devices  Vidcast

countries alls require

nd long ¢ alling plans

with specific prefixes. See calling plans by country for more information.

Location settings

The default settings are based on Frisco. To change the default permissions for all users, manage the Frisco

settings.

© Custom settings

Manually set this user’s outgoing call permissions by type

Permission: Block
Number: +14085550123

To (Initial routing destination)
Rejected

Call type Permission Allow transfers | forwards
Internal Allow v [ -]
Toll-free © Allow v [-]

I National Block N I

cisco Lz{/&/
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Virtual Extensions

- VCR does show virtual extension mapping

- ... and outgoing call permissions get applied and displayed

Select Call Source
7777 ¢
© select a userjworkspace/virtual line Select a trunk

Virtual Extension

Austin Perkins (8002-2109) ™
Location
Select Call Destination
Frisco
7777 *
First name
Clear All
Frisco 7777
Last name

Routing Results

The call to +14085551234foutes to a lacation level virtual extension. | Enter last nama

Display Name *

From
Austin Perkins (8002-2109)
Frisco

Frisco 7777

Phone Number *

[ — + 14565551234
Qutgoing call permissions

Use E.164 format. Include the country code.
Level: User

x

Call type: National

% Austin Perkins

® Active - @gmailcom - Member of Frisco

Summary Profile  General Meetings Calling Messaging Hybrid Services Devices  Vidcast

< calling

Manage the permissions by call type for this user. Different countries 2
with specific prefixes. See calling plans by country for more information.

Permissions by type d long distance calls require calling plans
Location settings

The default settings are based on Frisco. To change the default permissions for all users, manage the Frisco
settings.

© Custom settings

Manually set this user's outgoing call permissions by type.

Permission: Block
Number: +14085551234

To (Initial reuting destination)
Rejected

cisco Lz{/&/

Calltype Permission Allow transfers | farwards
Internal Allow ~ []
Toll-free @ Allow v a2

I National Block. ~ I

#CiscolLiveAPJC
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Another Translation Pattern Example

Name * Matching Pattern Replacement Pattern Level

Intercept 21255510XX +121255510XX 80027502 Organization

Calls to given range get redirected to some on-net destination (CQ)

Translation patterns get applied to
user calls ..

.. and that includes trunk calls
classified as “premises” or “user”
This example also shows that 10D
gets normalized to +E.164
inbound on trunks

Cisco

.&‘/

Select Call Source
© Select a user/workspace/virtual ling Select a trunk
Austin Perkins (8002-2109) v

Select Call Destination

+12125551045 x

Clear All

Routing Results

The call to 80027502 routes to a call queue.

From
Austin Perkins (8002-2109)
Frisco

Translaticn pattern

Level: Organization

Name: Intercept 21255510XX
Matching Pattern: +121255510XX
Replacement Pattern: 80027502
Matched number: +12125551045
Translated number: 80027502

To (Initial routing destination)
office support (7502)
Frisco

Select Call Source

Select a user/workspacefvirtual line ) Select a trunk

DFW trunk A ~

+12145550126 ®

#CiscoLiveAPJC ~ BRKCOL-3531

Select Call Destination

2125551045 X

Clear All

Routing Results

The call to 80027502 routes to a call queue.

From
DFW trunk A
Dallas

Translation pattern

Level: Organization

Name: Intercept 21255510XX
Matching Pattern: +121255510XX
Replacement Pattern: 80027502
Matched number: +12125551045
Translated number: 80027502

Te (Initial routing destination)
office support (7502)
Frisco

Select Call Source

Select a user/workspace/virtual line € Select a trunk

DFW trunk A w

+12145550128 x

Select Call Destination

+12125551045 ®

Clear All

Routing Results

The call to 80027502 routes 1o a call queue.

From
DFW trunk A
Dallas

Translation pattern

Level: Organization

Name: Intercept 21255510XX
Matching Pattern: +121255510XX
Replacement Pattern: 80027502
Matched number: +12125551045
Translated number: 80027502

To (Initial routing destination)
office support (7502)
Frisco
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Closing
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Recap

- Web debugging

- User Provisioning
- Direct
- Director Connector
- Extra ID Wizard

« Authentication
. SSO

- Call Routing
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\’3 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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