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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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Meet Steve - It’s his first week on the job.
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How will you manage all of this?

Meeting Work from Critical Customer Productivity
Rooms Home Telephony Experience Tools

cisco W- #CiscoLiveAPJC  BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Let's go on the journey together...
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- Management Fundamentals
- Webex Calling
- Devices and Workspaces

- Integrated Monitoring and
Troubleshooting

#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Webex Platform

LY

( Webex Control Hub

Analytics
Troubleshooting
Reporting

N

D a O & Calling

Messaging || Meetings || Contact
Center

( Cisco Unified Edge >

OTT/Internet Private Connection

Partner Services
PSTN, Calendar, Directory

Lk

Knowledge Workers
(E.g. Webex App, Mobile, 3 Party Tools)

UCM Phones, ATA, Integrations,
Branch Sites Needing Survivability

Common Area Phones,
Room Systems, Branch Offices

cisco W&-/ #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Webex Control Hub

https://admin.webex.com

Webex Control Hub is the @ peunoroe s ff - Querview

[ Overview

ma nagement |nte rface . 0. Alerts center Here's how to get the most out of Webex!

Meetings experience  Strengthen security

uuuuuuuu

A Slﬂg|e pane Of glaSS tO 0 - Provide a powerful meeting experience ©
manage every aspect of the

. ) s — :%
service starting from users, 28,713 . c:::f:f@ ] e

licensing, general settings, on- |« e
premises integrations, .
analytics, reporting and more.

Within Webex Control Hub,
Webex site(s) are displayed . |
under Services/Meetings and e

Goal Goal

Promote human connection through video collaboration Upgrade meeting experiences with Messaging

Is this helpful? &> @ | 2

s this helpful? 3 @ | & Update your services to the new P —r Allow everyone in your organization
Webex experience. Learn more ol = to host a Webex Meeting with a Basic
can be managed from there & L -
’ sevess i issi L& View offer
Device carbon emissions © e

C Updates & Migrations () Update Webex Meetings to the new Webex

© Messaging 329K xwn | 77 metrc tonnes coze View offers

£ Meeting Devices -

& Calling - 6,1 9 O Total devices Onboarding

] EHp Quine 4201 on_Aan

cisco W-/ #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Management Fundamentals

Domains Users & Groups Locations

cisco M./ #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Domains

- Prove to
Webex that
you own the
organisation’s
domain and
it’s users.

- Free user
sign-ups get
redirected
to your
Control Hub!

Cisco

.&‘/

webex Control Hub

MANAGEMENT

& Organization Settings

SERVICES

= Upe

Justin Ciscolive Lab

Organization Settings

Templates

{3 Settings

Domains

Self-Registration

TXT value

Custom DNS record

Domains

Add, verify, or claim domains for added security in your organizatien. Add them manually
or with Azure AD. Azure AD already verified the domains.
Learn more about the ad

verify, and claim domain process.

Domain Status

moderncomms090877. ® claimed

Add manually Add with Azure AD

Allow rs to self-register andfor allow non-admin users to invite other users.

bled, new users will be prevented from self-registering for an account. Existing
Iso be prevented from inviting users that do not already have an account and
| addresses with your domain, This feature is applicable only when you have

e or more of your domains, and it applies to users with email addresses from
ains. Before using this feature, make sure you have claimed cne or more of

ns.

cisco-ci-domain-verification=2984fb731994dfa18f3453801ebd0376835aeb236e1...

#CiscolLiveAPJC

BRKCOL-2529

B Microsoft

admin@m365x23995562.onmicrosoft.com

requested

Permissions

Qy Cisco Webex dentity Integration
Cisco @

© 2024 Cisco and/or its affiliates. All rights reserved.
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Users - How to provision them into Webex?

4 )
T2 UM
,.r)A,66755-39' 0.0
o) '\2:A282699' (,) \'.W
.6A 50656‘8' e Entra ID / Azure AD
). 07.0 O
6790 ¥
5.94, 0
115 94,66938'90; -
- 2986420 L ag
192. 2298 -
CSV Directory

\_ Sync Y,

Most Common Method

cisco W- #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Preferred Architecture for ldentity Sync

o
Entra ID/
. P P Azure AD
CCUC SCIM 1.1
Directory + MS Graph
Services

The initial Microsoft Entra ID sync is triggered immediately after you
enable provisioning. Subsequent syncs are triggered every 20-40
minutes, depending on the number of users and groups in the application.

cisco W&-/ #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Entra ID (Azure AD) Wizard for Users

webex Control Hub

+ Groups

Q) Overview

ts center

MONITORING

0ol

“+ Troubleshooting

2 Reports

MANAGEMENT

} Locations

kspaces

B3 Devices

oo

Apps

ao

: )

{8+ Organization Settings

SERVICES

(3 Updates & Migratic

Organization Settings

8 Settings

B Templates (X80

Directory Synchronization

rom your
directory when it synchronizes. Updates can be made
directly in Cisco Directory Connector.

Download Directory Synchronization

How to Turn On Directory Synchronization
Troubleshoot Cisco Directory Connector

Manage inactive user

Directory Synchronization

o Disabled

User Security @

When enabled, users who change their passwords will have to sign in to Webex again
after the new passwords are detected by Directory Connector.

Q Force authentication when users change passwords

Microsoft Azure AD integration

Integrate Azure AD to provision users and groups. Azure syncronizes periodically. More
on Azure AD setup (3

Delete inactive user

After a user is deactivated manually or through directory synchronization, the user will be
deleted from Control Hub after 30 days by default. This feature only works when
directory synchronization is turned off.

Delete inactive user after

B Microsoft
admin@moderncomms090877.onmicrosoft.com

Permissions requested

Read all group

v Read domains

#HCiscoLiveAPJC ~ BRKCOL-2529

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Groups - Example

¥\

Frontline Knowledge Customer
Workers Workers Experience
1000 Members 500 Members 100 Members
Basic Messaging Messaging Messaging
Free Meetings Meetings Meetings
Webex Calling Webex Calling Webex Calling

+ Contact Center Premium

cisco W./ #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Enable SSO and Import Azure AD Groups

Attributes Users Groups More

Select groups

Sync group members  Sync children groups

Webex will sync these groups and the members.

4

~

[ Q select groups J

Group name =

webex-frontline-workers

webex-knowledge-workers

webex-contact-center

Microsoft Azure AD integration

Group type

Security

Security

Security

Microsoft Azure AD integration

Attributes Users Groups More

Options

Sync user avatars

| Sync group objects

] Activate single sign-on

] Identify and sync room objects

Search for the groups which
you wish to Sync to Webex

cisco Lz{/&/

Import Groups
and Activate SSO
via single click!

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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On-premise Directory Connector

i Cisco Directory Connector

ik Cisco Directory Connector

Welcome,

Dashboard Configuration
Actions  Help

: @ Launch Event Viewer

Cloud Organization: M sms s Active Directory Domain mesms

General Object Selection Policy Schedule UserAftribute Mapping Nofification Avatar

Object Type : LDAP Filters
[ users [ wentify Room

l [ Groups | [ Securty [ Distribution ]

On Premises Base DNs to Synchronize

OUsGroups,OUsMOE, ~3
0U=People, OU=MOE, =

[ select

cisco M./ #CiscoLiveAPJC  BRKCOL-2529
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plying License Templates to your Grou

< Groups
webex Control Hub
webex-contact-center
() Overview Groups
3 members -
£ Alerts center 9
W Webex groups [0 Synchrenized groups
Overview  Members] Assignments
MONITORING Q. Search by name 5 groups —
Bl Analytics
Name 1 Source @ Licenses This group doesn't have a license yet.
A3 Troubleshooting
7 o Based our settings,
webex-contact-center Azure Active Directory » ased on your settings Setup
= Reports — = applied to future and/or
existing users.
webex-frontline-workers Azure Active Directory
How does this work? (
MANAGEMENT . .
webex-knowledge-workers Azure Active Directory
webex-super-users Azure Active Directory
& Groups Settings templates
Type Template
- — Webex-Users Azure Active Directory Applied to existing and
future members Q} General None
@ Workspaces B
How does this work?
O Messaging None
B Meeting None
%, Calling None
[> Vidcast None

c1sco 'p/‘/
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License Assignment

Modify licenses assignment

{) Messaging
5] Meeting
Q, Calling

8 Customer
Experience

Group licenses assighment

Select the licenses you want to assign to your users.

~ Subscription: Call on Webex (1:1 call, non-PSTN)

Call on Webex (1:1 call, non-PSTN)
~ Subscription: Register to Unified Communications Manager (UCM)

Register to Unified Communication Manager (UCM)

~ Subscription: Enterprise Trial - 09/17/2024

Webex Calling @

Professional

cisco Lz{/&/

#CiscolLiveAPJC

BRKCOL-2529

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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License Assignment

MANAGEMENT
& Users

& Groups

®© Locations
@ Workspaces
B Devices

85 Apps

< Groups

webex-contact-center

3 members

Overview Members  Assignments

Licenses O Messaging Basic Messaging
1 Account . Advanced Messaging
Based on your settings,
& Security applied to future and/or
existing users. B Meeting Basic Space Meetings'
# Organization Settings ) . Advanced Space Meetings
How does this work? C Real-Time Translations
Webex Assistant for Meetings
Webex Meetings Suite
SERVICES collabau.webex.com Host account
G Updates & Migrations % Calling Call on Webex (1:1 call, non-PSTN)
. Webex Calling Professional
O Messaging
£ Meeting €) Contact Center Premium Agent
Callin
%aicaling Edit O
> Vidcast
A\

cisco Lz{/&/

#CiscolLiveAPJC

BRKCOL-2529
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Applying Settings Templates to Groups/Locations

webex control Hub - < Groups

% webex-frontline-workers

2 members

() Overview GrDups

L) Alerts center
& Webex groups D Synchronized groups

Overview Members]] Assignments

MONITORING Q. Search by name 5 groups

wl Analytics Licenses O Messaging Basic Messaging

Name Source tin

A Troubleshooting

Based on your se

t
andjor B Meeting Basic Space Meetings

applied to futur
webex-contact-center Azure Active Directory existing
[ Reports e
How does this work? %, Calling Call on Webex (1:1 call, non-PSTN)
webex-frontline-workers Azure Active Directory Webex Calling Professional
—
MANAGEMENT . . Edit ﬁ
webex-knowledge-workers Azure Active Directory
webex-super-users Azure Active Directory
& Groups
R \ Settings templates
S —— Webex-Users Azure Active Directory Type Template
Applied to existing and
@ Workspaces future members # General None
How does this work?
O Messaging None
) Meeting None
%, Calling None
[> Vidcast None

c1sco 'p/‘/
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Settings Template - Example

& webex-frontline-workers Overview Members  Assignments
¥ Type Template
I .v" :
l' ‘;‘) l\\‘ & General None
Frontline ) Messaging Restricted Messaging
Workers
£ Meeting Restricted External Meetings
1000 Members
Q. Calling Restricted Calling
> Vidcast None

Hierarchy of setting assignments:

Organization Setting < Group level setting via templates < User overrides

Cl S co M./ #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Locations

= webeXx Control Hub

Locations

9 map (BT

Australia:
181 workspaces in 22 location(s)

.

cisco Lz{@/
#CiscolLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Locations - Example Deployment

j

Bl Users 150 Local PSTN Breakout
o 18 Phones 50 Survivable Gateway
Brisbane ™ \VC Units 2 No International Dialling
Operations Site
A Users e Cloud Connected PSTN
- Pletiss e Call Recordin
= \C Units 25 J

Sydney Head
Office

)

#HCiscoLiveAPJC ~ BRKCOL-2529
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Locations

@

Brisbane Operations Site

Perth Branch Office

cisco Lz{/&/

O Sydney Head Office
Location ID: bb3cae41-a22b-4ee5-83a5-8fc7be005af3 ()

3 users

= 0 workspaces

Overview  Floors | Calling
Calling connection PSTN connection (O Cloud Connected PSTN  Manage
Main number (O | +61202755011 o
Emergency calling Callback number () Location main number: +61292755011

Dialing

Call handling

Emergency call notification (i)

Internal dialing (O

External dialing ()

Qutgoing call permissions

Music on hold or park (1)

Call intercept (&)

Call Recording (0

Location Calling
Settings
PSTN Settings
Main Number
Dialling Restrictions

Call Recording
Handset Defaults

Organization's default Dubber

#HCiscoLiveAPJC ~ BRKCOL-2529
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Steve, IT Manager
Responsible for 1600 Staff
Across 30 Locations

cisco Lz{/&/

Rob, Executive Support
Based in Sydney Head Office
Responsible for 20 VIP Staff

#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Delegated Location
Admins

- Offload management
activities to partners or
site-based contacts

c1sco 'p/‘/

< Locations

Sydney Head Office
Location ID: bb3cae41-a22b-4ee5-83a5-8fc7be005af3

3users - Oworkspaces

Overview [ Floors  Calling

Location info &

Address
177 Pacific Hwy, North Sydney NSW 2060, Australia

Timezone

Australia/Sydney

Email language

English - Australian English

Admins ©
Q_ Search admins by name or email 1 admins
First / Last name + Email
£ Robert McAffery romcaffe@MODERN... [u]
Add
Notes &z

Sydney Head Office
https://www.cisco.com/c/en_au/about/contacts.html
Executive staff are based in this office!

Workspaces summary

0

workspaces

1] Meeting Room

1] Open Space

0 Huddle

Users settings template

Type

{6t General
() Messaging
] Meeting

%, Calling

Template

None

None

None

None

0

total capacity

0]

o Focus
o Desk
o Other

0

devices ()

View 2 users

#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enhanced Admin Roles

* Fine-grained access control
for all services in Webex

* New APIs for role assignment
for users/groups

« Conditional rendering Ul for
Control Hub

» Custom Role Builder allowing
customers to craft their own
roles

* New built-in Webex roles

cisco Lz{/&/

@ Basic role information — O Permission & preview

Step 2: Add permissions and preview the role

Select one or more filter categories to narrow down the permission list. Note that one permission can be included in multiple categories.

Coming Soon!

Fiterby (- Read-only (24) 3 Management (12) Identity (7) Monitoring (13) Security (12) Compliance (8) Services (10)
Available permissions (23) Added permissions (0)
Q Search
Organization Management
Organization Management
View organization ©
View basic organization attributes @
Alert Center
[ View alerts Q ]
Analytics
View Meetings Analytics ®
View Calling Analytics @
View Messaging Analytics ®
View Device Analytics O]
View Workspace Analytics ®
#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Admin Audit Activities

webeX Control Hub

- Understand

h h ) Overview Security
changes that
g @ Audit
have been made g
MGNITORING
b a d i n iStrat r_S n Q = All categories selected
y ) Date range 10112024 > 101172024 (GMT +08:00) Australia/Perth ~ 161 records
Repor
. Time Pe ed by Category Change ed resource
UCIODET 14, 2U24 US:14 AM ae susun Reny Logins AN AGMIN 10ggea In Lollanoration Australia
MANAGEMENT
October 17, 2024 08:59 AM RS Devices Device Configuration were updated Melbourne MTR
- Who performed .
% Group October 17, 2024 08:57 AM K Justin Kelly Logins
the Change ratinn Thursday, October 17, 2024 07:15 AM
cations October 17, 2024 08:57 AM RS e Devices
October 17, 2024 08:55 AM RS Devices
- Which resource
pps October 17, 2024 G853 AM L Davices Richard Stepancic created activation code for workspace Melbourne MTR.
.
« When it occurred : Octoer 17, 2020007 =
I & Security Performed by
o - October 17, 2024 07:15 AM RS Places
R | P Ad d ress Display Name Richard Stepancic
; October 17, 2024 07:15 AM RS Users Email Address [ Hord
1] IP Address 64104.248.211
L
Impacted resource
Melbourne MTR

c IS c o &. #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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Webex Calling

cisco L{V&/
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User Settings (Calling

webex Control Hub

(n) Overview

£\ Alerts center

MONITORING
wl Analytics
“~ Troubleshooting

[ Reports

MANAGEMENT

8 Users

© Locations
&8 Workspaces
= Devices

88 Apps

[Ty Account

% Organization Settings

SERVICES

( Updates & Migrations

P Justin CiscoLive Lab
=

< Users

8 lan Hawkins

® Verified

Summary  Profile  General

ianhawki@MODE|

MMS090877.onmicrosoft.com

ing  Hybrid Services  Devices  Vidcast

1 Calling

+ Member of webex-knowledge-workers

+ Member of Brisbane

Calling template applied: None

Numbers

Business texting

Voicemail, fax,
announcement

—J

Directory numbers ©

Type Number
Primary +61792755032 )
Caller ID® User's phone number : +61792755032

Emergency callback number ® users phone number : +61792755032

User is not eligible for texting capabilities. Learn more.

Voicemail © Enabled

Extension

cisco Lz{/&/

#CiscolLiveAPJC

BRKCOL-2529

Voicemail
Music on Hold
Call Handling
Between-user Permissions

In-call Features (e.g. Video)
MS Teams Integration
Reception Client
Call Recording

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Sync numb

Microsoft Azure AD integration

ers directly from Azure AD!

Attributes Users Groups

Attributes

Learn more about attribute mapping.
Azure AD Attribute name

userPrincipalName

displayName

givenName

surname

jobTitle

objectld

telephaneNumber

mobile

More

Webex cloud directory attribute name

userName

displayName

name.givenName

name.familyName

title

externalld

phoneNumbers[type eq "work"].value

phoneNumbers[type eq "mabile”].value

phoneNumbers[type eq "fax"].value

addresses[type eq "work"].streetAddress

addresses|type eq "work"].postalCode

addresses[type eq "work"].country

Cancel Save

Cisco

.&‘/

#CiscolLiveAPJC

BRKCOL-2529
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webeXx Control Hub Search

X < Users
(n) Overview
£ Alerts center X
8 lan Hawkins
® Verified ianhawki@MODERNCOMMS090877.onmicrosoft.com Member of webex-knowledge-workers Member of Brisbane
MONITORING
il Analytics . ) ) ) ) ) ) .
Summary | Profile | General Meetings Calling Messaging Hybrid Services Devices  Vidcast

-~ Troubleshooting
=] Report 5 / \
B Reports Identity First name lan \

Last name Hawkins \

. ——
£ Users Display name lan Hawkins \
=i .

Primary email * ianhawki@MODERNCOMMS090877.onr |
@ Locations
&R Workspaces Alternative emails (D @ Add email

Title Manager of Excellence |
83 Apps

Department Enter a department |
[f5 Account
{8 Organization Settings

Phone Work phone +61792755032
SERVICES
¥ Updates & Migrations Mobile phone |_ 61400000005 |
.J‘:\ Justin CiscoLive Lab Alternate phone 1 | Enter a number \
A\

cisco W&. #CiscolLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



The company has
users connecting
from potentially all
over the world.

We rarely hear about
Issues and don't know
who might be having
a problem.

cisco Lz/&/



Control Hub Analytics vs Troubleshooting

Trending historical charts are Real-time Troubleshooting is
aggregated and updated every 24 updated in near real-time (~1 min)
hours (Meetings every 10 minutes)

. (> Overview
nnnnnnnnnn Total Mesting Minutes Total Video Mestings Total Sharing Mestings Total Recording Mestings I 2

192 +as36% 6.6K  a1.65% 84 r31.25% 38 t65.22% 9 r125% pes e Yinsight found  Click hora for more datalls on the Insights avallabl,
263 average meets 34 55 average minut 4375% meetings ¢ 19.76% mestings 468% mestings ena enario detected. Hover o the hop diogy

...........

by
—
—

Daily  Weekly Mo
84 (43.75%) -
20 A
9 38 (19.79%) / \
\
. [\ A
Reconcing 9 (4.69%) \ /\
§ \ \ / \
2 \
. 10 \ \ /
Breakout session 0(0.0%) \ \
S ANPVAY, ‘i
Webex Assistant 5(26%) s v /
.
10016 10718 1022 10/25  10/28 1102 11/07 11/10
\ - Tow yectings

uuuuuuuuuuuu
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Webex Callin

Multi-tenant
Call History

- Internal vs external calls

« Which locations made
the most calls?

- What time of
day/week/month do the
calls occur?

- Table: Drill down on
individual calls

« More details available
within “calling detailed
call history” report

Cisco

&./

—

( .
Analytics

22 My Dashboards O Meetings O Messaging (% Calling) S Devices @ Workspaces

Multi-tenant  Dedicated instance

Media Quality  Detailed Call History ~ Call Queue  Auto-Attendant

= Filters  Select a dimension by clicking here

3 Customer Experience @ Sustainability ~ @Slido & Video Mesh & Connected UC & Jabber

| O Last30Days = 09/25/2024 —~ 10/24/2024 | (GMT +08:00) Austrs

@ Note this dashboard shows Webex Calling calls only. Calls made on the Webex app, using the “Call on Webex" option are not included.

Total calls External calls
1.3K +12512% 733 +1ses9%

Answered calls

85.8% - 26

Calls in busiest location

1K t12371%

Webex Calling active users
180 1 12018%

f Total outbound calls by type

irvtern ! |
Unknown
National [
International il
Operator Services

Total calls by location N

aver-ce

RTPLGW |

L @ cals @ Cans J
’ Total calls Distribution of calls by hour \
Daily ~Weekly Monthly |z i B w
150 150
100 100
50 50
o o
9/25 9/28 10/01 10/04 10/07 1010 1014 017 10/20 10/23 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 18:00 18:00 20:00 2
o Total calls W Totai calls )
@ To export call records, go to Monitering > Reports and look for Calling Detailed Call History report.
Detailed call history N
Q, Search by Answered, Called Number, Caller |D, Calling Numibx
Start Time Location Calling Number Called Number Country Caller ID Duration (s) Answerad Direction
2024-10-24T21115:12.8... AMER-CP 200233 777999 Art Vandelay 8 Answered Inbound
#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Webex Calling

Multi-tenant
Media Quality

« Measure latency/jitter
and packet loss

« Daily / weekly / monthly
quality trends

« Which locations
experienced the worst
call quality?

- Connection types:
Wired / wireless /
cellular

cisco Lz{/&/

Analytics

8 My Dashboards (3 Meetings O Messaging (% Calling) ©Devices & Workspaces @ Customer Experience  © Sustainability ~ @Slido & VideoMesh  # Connected UC @ Jabber
Multi-tenant  Dedicated instance
Media Quality  Detalled Call History ~ Call Queue  Auto-Attendant Ol Last30Days = 09/25/2024 - 10/24/2024 || (GMT +08:00) Australia/Perth
= Filters  Select a dimension by clicking here l
Total call legs Good quality call legs Aug call leg audia jitter Avg callleg audio packet loss Avg call leg audio latency
3, % of 4 1 0 + o P
1.8K 3775 53.49% 1+ 186.3ms - 5100 34.3% + 056% 1471ms - 2005
Call legs quality Call legs quality trend
Daily Weekly Monthly # % B wl
150
. 100
- Goad &
e 3
50
a
9i25 9/27 929 o0 1003 0 007 1008 lom 1014 106 1018 /20 1022 10/24
WGoo @ Poar

f caillegs by country

-~ IE3

L

Call legs by location

i

AnER - |

AvER-ATP
Calis on Webe:

800

’ Call legs by connection type

Calllegs by ISP

Call legs by media type 5
B — .
# % ® % 4 %
Cisco Systems Inc. GG
ATT-INTERNET4 |
Wifi COMCA! : |
CISCOSYSTEMS B
Unknown Cellular L
. I Eircom (uk) Lid W
4] 500 K 15K o 500 K 15K 0 500 K
WGood (@ Poor & @ Good @ Poor J [ ] [ 2
#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




Webex Calling

Multi-tenant
Media Quality (cont.)

« Poor quality call count
based on device type &
path optimisation

 Average vs 90t
percentile quality
metrics

« Which codecs
performed poorly and
when did it occur?

« Drill down to individuals

with poor quality calls \

cisco Lz/&/

Call legs by endpoint type

# %

Webex App (Windows) I
Desk Phone G
Room Device |
Other
Webex App (Mac) Il
Webex App (Android) 1l
Webex App (I0S) W

V] 500 K

B Poor

Call legs by device type

# %

9867 I
9871 I
Desk Pro I
VMware Virtual ... I
Desk Mini [N
Phone, al3ub, ... I
8875 W
Board 555 W

o 100 200 300

@Good @ Poor

Call legs by path optimization H

# %

o ot _
‘ I
0 1K 2K

| Poor J

9]

@ Good

Call leg audio jitter

Call leg audio packet loss

Call leg audio latency

Daily Weekly Monthly 2 i Daily Weekly Monthly 2 i Daily Weekly Monthly [ &i
2K 150% 600
1.5K 3
5 £ 100% —
Tk L \
= /\\ @ j / \
s % 50%
500 ’/\ 5
0 L= 0% 0
9/25 8/29 10/03  10/07 om 10116 10/20 10/24 8/25 8/29 10/03  10/07 wom 1016 1020 10/24 9/25 9/30 10/05 10/10 10116 10/22
W 90thpercentie ) Average @ 90th percentile (@) Average B 90t percentiie ) Average
Call legs by audio codec Call legs by video codec Call legs distribution by time
# % # % # %
OPUS | H264 BP 10pm-Tipm I
UNKNOWN - H264 AVC Tpm-12am I
PCMU H264 BPO 1 9pm-10pm I
G722 | OFF 1 4am-5am I
H264 BP1 | 4pm-5pm I
H264 HP 12am-Tam
PCMU | Spm-Gom I
Tam-2am
0 500 1K ] 100 200 300 a 100 200
W Goos [ Poor WGood @ Poor WGood [ Poor
Users with worst calling experience
Name Email Total Call Legs Poor Call Legs % Poor Call Legs =
Art Vandelay art.vandelay@cumulusorg.com 219 177 80.82
H E Pennypacker pennypacker@cumulusorg.com 142 133 93.66
Retha Wyman retha.wyman@cumulusorg.com 80 4 51.25

#CiscolLiveAPJC
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Troubleshoot Webex Calling

£\ Alerts center

MONITORING

Troubleshooting

Q) Meetings & Calls

£ Live Meetings

() Status =k Video Mesh

2 Admin Activities

£ Connected UC B Logs ol Watermark Analysis

Q. kasey.king@cumulusorg.com X © = 1 Meeting & 15 Calls ‘ [) Last 21 Days 1/02/2023 - 11/22/2023 I (GMT +08:00) Australia/Perth
“+ Troubleshooting )
e — Kasey King e Active
Poor Meeting Minutes @ Total Meeting Minutes (@ Poor Minutes of Call on Webex © Total Minutes of Call on Webex @ Poor Webex calling Minutes &

MANAGEMENT O min 22 3 mins O min 0 min 1 2 mins ;
81 Users 0 poor meetings 1 total meetings 0 poor calls 0 total calls 10 poor calls
Sa Groups
) Locations Kasey King's meetings & calls [ List - Visualization
&% Workspaces

Overall @ Personal (O Service Start Time (O Meeting / Caller number MName Host / Caller Participants Duration (O Site / Location Conference / Call ID
3 Devices
0o A Poor None % 2023-11-10 01:59:34 AM +16693282319 Kasey King ... Kasey King 2 01:21 AMER-... SSE175929944...
oo pps
[ Account Poor ® Poor % 2023-11-10 01:55:20 AM +16693282319 Kasey King ... Kasey King 2 03:24 AMER-... SSE175504990...
# Organization Settings Poor @ Poor % 2023-11-09 10:29:07 P 13162077440 +1316207744... +131620... 2 01:03 AMER-... BW1429053120...
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! Actions |v

Meetings & Calls Kasey King = Elsie Stehr

( )

‘- 2insights found  Click here for more details. N

ICE Path Optimization by ICE unsuccessful due to stun server access - see Webex Calling port access guide. Learn more

Network No media scenario detected. Hover on the hop diagram to see details.
’ Hop Detail ‘
Calling Date:

Kasey King Elsie Stehr Calling Time:
+16693282319 @ C D @ +16693282321 S
s User

Call Details

Session Type:

Kasey King End to end experience
Participants:
ex App | Send Receive Caller Name:
Caller Number:
-/43.20 Audio: WolP
Media Bitrate: Video: No
(® Webex (139177.64.173:24176) is not Path Optimization: Na Optimization
receiving media from Kasey King - Calling Type: Internal
(64.100.12.5:14892). Le 19818133 26 Call Ended by: Kasey King
Dialed Digits 207731
54100125 Public IP 64.100.12.5
Chart Legend
Durham, NC, US Geoclocation Durham, NC, US
cisco systems inc ISP
—  Poo
Ethernet Connection
Mot Available
- Audio Codec -
Email 1D

Call ID 21.0214
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Understanding telephony usage for critical operations
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Why consider on-premise UCM based platforms?

afan]n
||||| CISCO
Powered

Unified Webex Calling
Communications Dedicated Instance
Manager (UCM) (UCM Cloud)

further reading...

Enabling the right Calling Platform for

your Organisation [BRKCOL-1572]
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How do we analyse UCM based platforms?

oG SuRlede vIENe

ed CM Directory
i
Cisco Dual Mode for iPhane sip s
Cisco Jabber for Tablet sip s
Cisco Unified Client Services Framework  SIP s
Conference Bridge Unicast Bridge 2
Interactive Voice Response scee 2
T Media Termination Point Unicast Bridge 2
¥ithout Phones Music On Hold scep 2
“Unified CM Mult-Line Route List scep 1
A E TR SIP Trunk 1P 1
e .o Tone Announcement Player scep 2
Urified CH Phone Universal Device Template st 2
Feature List Voice Mail Port scep 2
U Phone
tocslelnetafies
Unified CH Phones With
pbeoiihiad {oad St
s

CUCM Traditional Analytics Cloud Connected UC (CCUC)
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-
Analytics

22 My Dashboards ] Meetings () Meszaging %, Calling ) Devices &5 Workspaces &k Video Mesh £3 Connected UC &) Jabber
U C M Configured Endpoints Unregistered Endpoints Registered (No calls) Registered (>0-25 %lie calls) Registered (>25-50 %lle calls) Registered (>50-75 %ile calls) Registered (>75-100 %lle calls)
824 588 7 62 53 58 56
T29.45% from Last 30 Days T fr Lsst 30 Days T from Last 30 Days t from Last 30 Deys +t fram Last 30 Days T from Last 30 Days 0% tom Last 30 Days
On-prem or DI p

Configured Endpoints 82-4
AS S et U S a g e Unregistered Endpoints 588

75

Call Media Type Unified CM Cluster Call Classification

- Endpoint adoption

Registered Endpoints

« Quickly compare o . I I

configured vs registered
VS id | e p h O n eS Device Pool CAC Location Physical Location Endpoint Media Capability

Percentile Calls

- Breakdown of different
device types in the
environment

- Useful for licensing ~
optimisation! Endpon Sers

= Omer-RTP-D... @m® Omni-RTP-D. - Omni-RTP-L. - Soft Video - Hard Video - Hard Audio

7800 Senies 50 (26 88%)
—

8800 Series 53 (28 49%)
—

DX Series 50 (26 88%)
—

Webex Room Kit Series 1(0 54%)
[l

Webex App 32 (17 20%)
—
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UCM

On-prem or DI
Traffic Analysis

- Total calls, on-net
vs off-net calls,
internal vs external

- Call-type analysis ——»

. Failed and
successful calls

- Mobile and remote

Analytics

&8 My Dashboards

] Meetings

(O Messaging

%, Calling ) Devices

€ Overview [ Traffic Analysis - Call Traffic Analysis

Filtars

Add a filtes

r by clicking here or by selecting dimension from chart below

&% Workspaces

(@ Video Mesh £ Connected UC

All Clusters

& Jabber

Last30 Days 10/26/2022 - 11/24/2022 (UTC) v

(®) Add Chans L Download

Total Call Count.

112,123

On-net Call Count

0

Off-net Call Count

27,273

Internal Call Count

84,850

’ Call Traffic Analysis Distribution

Call Traffic Analysis
4000

2000

15 1110

- Not Classi..,  @EBP2P - SIP Trunk
Conference Voice Mail
@ NotClassi.. @B P2P - SIP Tunk
k Conference Vaice Mail
Call Security Status Call Distribution By Time

user utilisation

Device Pool

& Non-Secure

12am - 4am

21,156 (1B.87%)

20,785 (18.52%)

18,065 (16 11%)

CAC Location

O

—

17,159 (15.30%)

Call Classification

&

- inemal @ Off-net

Call Media Type

- Video @ Audio

’ Call Status

Dropped - Successful

i - Failed

OTT calls

- MRA-Non-MR... @ MRA-MRA - Non-MRA-No... ‘

Unified CM Cluster

@

Call Audio Quality(CAQ) Distribution

cisco Lz{/&/ y
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e
Analytics

%, Calling [ Devices &8 Workspaces (& Video Mezh £ Connected UC & Jabber

82 My Dasl ds =M

l | C M « Overview [ Capacity Analysis - Trunk Types AllClusters v | Last30Days 10/

On—prem_or Dl 27,343 27,343 0
Trunk Utilisation e e o e .

) v (@ AddChans | Downloac

Q@

ﬁrunk Usage Distribtuion Trunk Usage Trend \ Trunk Type Distribution Trunk Type Trend

‘ 3000 3000

- Total calls that SO R e 4
traversed a trunk e w

10026 1031 105 10 115 1121

° Com pa re top - 5 - OMNI-RTP-E... @B PSTN-TW-TR... @B omni-rtp-w. - SP ‘W 26 H".” 1105 1o 115 w2
trunks on UCM  —4 | R -

. P roto CcO I S use d Call Media Type Call Direction Calling Number Called Number

1,662 (27 21%) 919515705286 133 (24.27%)

(SI P / M G C P / +19515705281 1,302 (21.32%) +19515705286 130 (23.72%)
IC I ) 101000 1,123 (18.39%) 00442080894245 98 (17.88%)

- Table: Detailed
trunk utilisation = e

Trunk Peak L

|€
E]

e e
1000 1,023 (16.75%) +442080894245 96 (17.52%)
r— —

1200 998 (16.34%) 900442080894245 91(16.61%)

Call Count Call Duratifin

Filters Add a filter by clicking here

Total call count Audio call count Video call count

Total call minutes Audio call minutes Video call minutes

Failed Call Count Peak Calls Max concurrent calls Peak Utilization % Actions

26991 calls
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A storm is rolling into the Brisbane office...
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Configure Contact Centre via Control Hub!

Cisco

SERVICES

jates

& Migrations

D Messaging

Contact Center

Overview

CUSTOMER EXPERIENCE

USER MANAGEMENT

Contact Center Overview

Current cycle agent license usage

Standard license under usage

s LO7

Premium license under usage
under 4 ;

What's new

@ Standard license usage: 43 ©

Standard license purchased: 150 ©

@ Premium license usage: 3 ©

Premium license purchased: 50 &

Multimedia Profiles

Create new and manage existing Multimedia Profiles.

webex Control Hub

View daily details

= Agent license b2

Sites
Create ne ana isting Site. Associat
Teams
Create new a ana; isting Team. Associate yc ams with sl
Skill Profiles
Create new and manage existing Skill Profiles
Desktop Profiles
#CiscolLiveAPJC BRKCOL-2529
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Configure Contact Centre via Control Hub!

< Main Menu

Contact Center

Overview

CUSTOMER EXPERIENGE
Channels

Gueues

Business Hours

Audio Prompts

Flows

Call Recording Schedules

Surveys

Flows
Flows Subflows

Q  search by name

= A

20 Flows

further reading...
Orchestrating Customer

Cisco

Fiow Description Status. Last modified -
. .
Cars_Backup Public version of Cisco Cars. Published May 31, 2024 14:49 PM [S J O u r n eys - fro m VO I C e to ‘ h O I C e
Cars_Production Public version of CiscoCars  Published September 10, 2024 07:26 ... t
Cisco_carsvd Demo 167 car booking scen.. ﬂrﬁ March 08, 2024 18:43 PM [ B R K T 2 5 3 2 ]
CiscoFinance_CallDeflect Published April 12, 2024 11:16 AM
Copy_flow_tts1_5168e58b3 . Published January 20, 2022 09:15 AM
CSSEQ Draft February 11, 2022 12:19 PM
Cisco Webex Cars_Production v~ oo (@) Edit: on @ 9
Flow Designer
Activity Libr... Subflo... %4 Main Flow 4 Event Flows @Help Q SearchFlow o k ® WelcomeMessage1 X
Play Message Actlvity Settings
Call Handling N NewPhoneCo...
Start Flow Text-to-Speech Message

%, Blind Transfer Event = NewPhoneContact'

= ¢ 1 Thank you for calling Cisco Cars.

ﬂ Feedback Unfortunately due to cyclone weather conditions in

Brisbane, our wait times are longer than usual.
€ Disconnect Contact Please stay on the line and we will be with you as
< @ WelcomeMes... soon as possible.
Play Message £
£ Virtual Agent
Waicome messege -Thank. (_Add Audio File ) (Add Audio Variable )
-
£ Play Music Error Handling
- { Add Text: peech Message
\ Undefined Error
(@® Play Message
6) Collect Digits - @80 Qe Text-to-Speech Settings A~
‘ »
Autosave Enabled ©
Application Version: 0.4.541-0 ® {% Debug () Autosave Validation: Off

.&./

#CiscolLiveAPJC
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Devices and
Workspaces

cisco Lz{/&/



Workspaces vs Devices

= webex Col

MONITORING

Workspaces

Shared Spaces, i.e.

« Meeting Room (6-20pax)
« Huddle Space (2-5pax)

« Focus Area (1-2pax)

« Open Space (2-100pax)
« Desk (1pax)

Ll Analytics

Troubleshooting

Reports

MANAGEMENT

& Users

& Groups

Devices

« Room/Board/Desk Series
 Room Navigator Panels

« PTZ4K Camera

 Table Mic Pro

 Desk Phones
 Headsets

cisco W&- #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55
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1 Account




VIP Boardroom - Someone has reported an issue!
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Workspaces View

- A visual overview of
your collaboration
devices and 3rd-party
peripherals.

- Actionable, real-time
insights - right at your
fingertips.

« Predict and resolve
issues - before they
arise.

cisco Lz{@/

= webex Control Hub

MONITORING

MANAGEMENT

I @ Workspaces

[ Collaboration Aust

Workspaces

@ Workspaces ul Insights

Q, searc Contains: Multiple devices

Select one or more workspaces for bulk actions

I Integrations

Name Locatior

Conf Room Baker

w a

]

@ Brishane

%€ Settings

Meeting Room

Open Space

Meeting Room

Meeting Room

Filter by locations

Calendar (Microsoft

None

Calendar (Microsoft

Calendar (Microsoft ...

D Try new Workspaces @

Cisco Webex Calling...

Call on Webex (1:1 ¢

Call on Webex (1:1 c.

Call on Webex (1:1 ...

Add workspace

Crescendo Board Pro 75 @ Sydney
W i
gU)
Crescendo Room Bar @ Sydney
— L2 O
Crescendo Room Kit Pro ® Sydney
&l 3
L =]
#CiscolLiveAPJC BRKCOL-2529
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Workspaces View (Detailed

= webex Control Hub

< Workspaces

@ Sydney Executive Boardroom

Meeting Room - Capacity: 16 people

o o ot o Peripherals

Devices Real-Time Utilization Metrics

Cisco Table Microphone Pro Devices idle & Booked No I zl I I

* Online
Occupied No @ Paired Apps 0 . .

MANAGEMENT

: Samsung 0855 Utilisatio

Cisco Room Bar Pro o Samsung Occupants o tl | on

o lssues * dE o o = Cnlire + @
B Grov ., Cisco Room Navigator SAM C3ZF391

o« Online + © L offine -

= _ Environmental
Real-Time Environmental Metrics
Sound Level - Temperature 23/73 CIF M et rl CS

| @ Workspaces

Calling -]
App
A R, Cisco Webex Calling Professional Work{ Ambient Noise - Relative Humidity 74%
Air Quality (TVOC) 19

Cisco Webex SIP Address

e_boardroom@collabau.rooms. webex.covr.

Meetings &
services
Location
. Site for meetings hosted by the device collabau.webex.com s
Mosss @
a Sydney
8 Meeting Scheduling & 177 Pacific Hwy, North Sydnay NSW 2060, Australia,
, Floor 24.
HESE o Office 365
deast ® Activated - since September 12, 2024 See history @ Indoor navigation ® | New
Add URL
t Center Email Address sydney_executive_boardroom@barkwood.onmicrosoft.com
& Connected UC ES o e
Ad-hoc Booking Enabled (Provided by calendar service) 5} & & DA . .
& § .
- - o
[ # — alenaar

View scheduled meetings

Room Booking
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further reading...
Enabling Smarter Workspaces

Workspace Metrics [BRKCOL-2265]

Valuable Insights for b o3 T et oy 1
Facilities Teams including: i s @B -
( Insights Data Sources N

* Average/Maximum AvenOccupmoy @ o osupaney O T | P S— i s s
OCCupanCy 1 dox 6 t20m 50% 9% 30.3 hrs on On

+ Ghost Bookings e s .

+  Temperature O —

* Humidity
« Air Quality

|
L

s I -
® om 7 ®  m  om N oA @ 0 o o o o e o " n 1 & e " " ” " [E) a E H
D ot M

Nowm o v A cazA 6 k D) Aggregated daily metrics are reported in Coordinated Universal Time (UTC) J
( 1)
Total war @ O i rk o] Booked & occupied workspaces () Peak occupancy hour 00 Ghost meeting
600 +o.5% 240 1 5% 200 +10% 2:00-3:00, +2 15% 1 10%
Comgare 10 kst 30 days 40% of total workspaces 33% of 1018l workspace In last 30 days Outof 200 10t8! booked workspace
| <
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VIP User’s Screen Sharing Frustrations




Devices View

- Add/Remove
individual devices
and peripherals

- Individual/Bulk
configuration of
devices

- View both MTR
and RoomOS

- Software
Management

- Export via CSV!

cisco Lz{@/

webex control Hub

MONITORING

MANAGEMENT

& Devices

Devices

& Devices =] Templates ¥ XOD Devices

% Settings | New

[‘:)|-

Filter by  Online (78)

Expired (8) Offline (153)

Select one or more devices for bulk actions

Type

Rooms & Desks

Rooms & Desks

Rooms & Desks

Rooms & Desks

Rooms & Desks

Rooms & Desks

Rooms & Desks

Rooms & Desks

Product
B ciscoDeskero
Cisco Room Kit Plus

! Cisco Desk Pro
! Cisco Desk Pro
:l Cisco Webex DX80
- Cisco Desk Pro
B ciscoDeskpro

B Cisco Desk Mini

Il Software

258 devices

Issues (17) Activating (2)

Status

@ Online

Platform

i

Resources

Belongs to

Aamer_DP_MTR

e Online

# Online

e Offline

* Online

® Online

e Online

BRBOS-QR-Bribie

BRBO5-QR-Moreton

Brisbane Desk 1

Brisbane Desk 3

Brisbane Desk 7

Brisbane Desk Mini

#CiscolLiveAPJC
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Devices (Detalled

< Devices &

Cisco Room Bar Pro @ Brisbane Room Bar Pro >

® Issues - Rooms&Desks - Idle - Device platform: Occupied: No « Occupants: Off

—— Network

Reports
Details Connected Peripherals P . h |
Wired 10686.234.42 D cisco Table Microphone Pro p
Netwark connectivity P address

MANAGEMENT

& Cisco Room Navigator
8, Users BC:8D:1F:EQ:37:21 FOC2738HNDC
B MAC address Serial number

) 5AM SAMSUNG

brisbane_room_bar_pro@collabau.rooms.webex.com
brisbane_room_bar_pro@collabau.room.ciscaspark.com

SIP sddress Issues & Information

& Devices & signal interference from other devices
3338

S Lines

1 Account

Configurations CO n fi g u ratio n

- N Software @ & Al configurations 9% >
& Organization Settings
Cisco Beta
Platform Channel @ Configuration templates >
semvices
. RoomOS Movember 2024 RoomoOS 11.22.1.0 52d88f43dBe (2 Digital signage Disabled >
O Updates ations telease Version
) Messaging ® ED Navigator persistent web app Disabled >
88 Macros 1
Alerts
Calling
Support
Not Monitored
No alert rules set for this device. Device Logs O Manage >
S Connected UC .
Create Rule
[ Collab: stralia Remote access (O Manage > )
\

Software
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onfigure

a Device (e.g. Miracast

Configurations

Cisco Support @

Lo configurations 916
E] Configuration templates

03 Digital signage Disabled
ED  Navigator persistent web app Disabled
85 Macros 1
Support

Device Logs @O Manage
Remote access (O Manage
Local Device Controls & Launch

Remote Access Key

Device
configurations

O Configure — O Review —

Select configurations

Select one or more configurations to apply to the selected device.

I Q, Miracast
Video > Input > Miracast > Max Bitrate
Video > Input > Miracast > Mode
Video = Input > Miracast > Pin Length
Video = Input > Miracast > Presentation Selection
Video > Input > Miracast > Quality
Video > Input > Miracast > Transport

Cisco

.&‘/

Whiteboard Url

fudio Default Volume

Input

Microphones

Cisco Room Bar

Pro

O Configure —

Select configurations

Select one or more configurations to apply to the selected device.

Mode
Mode A

Supported device types
Configuration value
Default ©

Undo

Cisco Room Bar Pro

Qutput (ot efauty V)
Panning Mode =

Manual
Placement

off
Sounds And o
Alerts & .
UsB

Next Next
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Imagine doing that 1000 times!

#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

64



Devices Templates

MANAGEMENT Devices Qi
& Users 3 Devices [ Templates 9¢ Settings — Software £ My alerts = Resources
Lo Groups

| a | S emplates q Create template
3 Devices Template Number of configurations (1) Last edited
oo Lo Baseline 6 10/31/2022 0D #Z O
Account Executive Rooms 9 10/31/2022 0 Z o
%% Settings Ideation Spaces 7 10/31/2022 0D #Z O
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Create configuration template

[ ] @] o

General Configure Review

Select configurations for template

Select configurations to add to the template. Configuration options vary based on the filters applied.

Template information

Filter by device type

Q Search by configuration name

Apps

Audio

Wallpaper Bundles Halfwake Image

Whiteboard Url

Connector Setup

Default Volume Device type A: 75
Supported device types Configuration value
75

A: Cisco Board 55 +7

Q

50

B: Cisco Codec Pro +12

Q

Ethernet

O

Summary

100

Configurations available
via Cloud xAPI !

Default ©

x Factory @
70

x Factory ®
50

1379 Device

1379 configurations ®

s

~

o

o~
Clear

>

cisco Lz{/&/
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[E REpuTtS

Devices (=) 8devices selected
MANAGEMENT 3 Devices B Templates 2 Settings =~ Software 4
Users
& - - . 6 device types
Qa Groups Q, Find devices by status, type, and more 10 Devices
Cisco Webex Room Navigator 2
¢ Online o Expired 0 o Offli o 9 -
= Cisco Webex Room Kit Mini A |
8 devices selected 2 Cisco Webex Codec Plus |
O Tvee \ Product st [ Cisco Webex Desk Pro 1 .
O Cisco Webex Board Pro 55 1

Account B Rooms & Desks Cisco Webex Codec Plus [ .
= Satt [ Cisco Webex Desk Mini |
{8t Settings

[ Rooms & Desks wessm Cisco Webex Room Kit Mini .
SERVICES [ Rooms & Desks s Cisco Webex Room Kit Mini . Actions
(3 Updates & Migrations Select an action for all devices selected.
) . B Rooms & Desks - Cisco Webex Desk Pro [ Export CSV
() Messaging
[ Meeting [ Rooms & Desks [l Cisco Webex Board Pro 55 o
% Caliing B Rooms & Desks H Cisco Webex Desk Mini ° Configurations
[ Vidcast
= Connected UC B Accessories [ Cisco Webex Room Naviga... . %+ All configurations Edit >
& Hybrid B Accessories [ Cisco Webex Rool 2 Configuration templates Apply >
E‘ [] Accessories @™ Cisco Webex Desk Camera o = Digital signage Edit >

L J
N > 4
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Global and Location Devices Templates

webex Control Hub Q. search
Reports DeVices
> Customer Journey Data . i .
& Devices & Templates & XOD Devices X Settings | New 1f Software i= Resources
MANAGEMENT Settings | Configuration Defaults | New
& Users
& Groups Device configuration

® Locations defaults @ 9 Org-wide device configuration defaults q Open org-wide defaults >

Set device configuration
defaults for all devices in
your organization or

& Devices o .
specific location.
SRRV Supported devices © 0 Locations with device configuration defaults Set defaults on location
M Account Room, Boards, Desk
devices, and 9800 series
& Security phones.
©_Device configurations hierarchy D,
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Org-wide device configuration defaults

@) O O O

Qverview Configure Review Summary

Active org-wide device configuration defaults

~Device configurations listed below are applied to all devices in vour organization

@ Note: Note: Location and device configurations override global device configurations. More on device configurations hierarchy ©

[ Q. Search by configuration name J 8 active configurations Add configurations

Configuration Value Actions
Macros Provisioning Mode On &z
Room Analytics Ambient Noise Estimation Mode On 7
Room Analytics People Count Out Of Call On &z
Room Analytics People Presence Detector On &
Thousand Eyes Connection String S3FD77CY+VOrk+4fbbgjBS0gLaB4ll0Okbbpau... 7
Thousand Eyes Enabled True &
User Interface Features Call Join Zoom Auto &
WebRTC Provider Google Meet Mode On &

| Close |

V.
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An update

is available!
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Advanced Software Management

(2 Return to Partner Hub
() Overview

£ Alerts center

MONITORING

Ll Analytics

5]

Troubleshooting

= Reports

MANAGEMENT

W Users

[As)

& Groups
@

¢ Locations

=

]

Devices

5 Apps

arl
o

Account

> B

Security

b

Crganization Settings

\ SERVICES

Devices
& Devices [= Templates & XOD Devices % Settings [ New | 11t Software = Resources
RoomOS  Management
Software upgrade (@ New software release
[ Room, Board & Desk Series ]
May June July August September October MNovember December Management
é Y
Stable © VITTIIE & D¢ D¢ D D C ) ( )
= 67 Automatic
RoomOS Jctober 2024
Veriication © 777777 D¢ ) CEE D )( ¢ )
81 Manual
RoomOS August 2024
Trial © L ) ( ) ( ) ( )]
=20 Automatic
Provien © ¢ ) T: Y T ) G ( ) ) Automatic
= 0 RoomOS November 2024
Microsoft ()
= (4] Software on this channel is managed in Microsoft Teams Admin Center.

Today

cisco Lz{/&/

#CiscolLiveAPJC
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Manage software release

© Automatic software upgrade

() Manually select software

Time of upgrade
O Upgrade night-time

Upgrade now ©

4091202

#CiscolLiveAPJC

BRKCOL-2529

Automatic or
a Manual
Software
Updates

. Time-of-day
Installation
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Understanding and Optimising VC Spaces

T )
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Devices Activity Utilisation

Active devices ( Total device usage (hours) (. : Avg usage per device

51 1 5.36% 2 9K 1 3638% 56hr +51.35%

Device usage by activity Device usage by activity trend

Daily Weekly Monthly =4 ul

’H v __ o L

100 . — = - — I B -
Local Display Wired B - - - — — —
2 90K @ Calls 8o -—
. @ Whiteboarding 2 a
Total Hours 3 60
USB Passthrough +
@ Local Display Wireless 40 [l
) I I
D.. . mBE Elmmm Ill.- | =l
9/ 9/23 9/25 9/27 9/29 10/01 10/03 10/05 10/07 10/09 10/M 10113 10/15 1017 10/19
@ Calls Local Display Wired @ Local Display Wireless USB Passthrough @ Whiteboarding

 Local (Wired) Sharing via HDMI is the most common activity performed on the devices.
* This could be due to Room PC'’s or laptops permanently plugged in to share screen

« Calling (e.g. Webex or Teams Meetings) is the second most common activity

CISCO W,/ HCiscoLiveAPJC
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Meeting Platform Utilisation

WV

Device call usage by type L ( Daily avg device usage by type

‘ Cisco Room Kit

cisco foom it b

Cisco Room Kit Pius
Cisco TelsPresence... [
298 Cisco Raom USB
foranHours Cisco Board 70
Cisco Room Kit Plus ..

Cisco Room Bar

0 500

AN

Device call usage by meeting service Device call usage by mesting service trend

Daly  Weekly Montny 2 sl

Aﬁ/;

40

B Microsoft Teams
@ Webex Meeting

@ Microsaft Teams.

\/\/\/

—_—— T T
10/06 0/10 10/12 10116 1018 10/20

W Webex Meeting

« Microsoft Teams is the most prominent meeting platform, and the most prominent call type is “VIMT” (aka

CVI) which provides the best quality experience.

«  NEW! CVI Cross Tenant join provides better experience than WebRTC and should be enabled.
* Room Kit, Room Kit Mini, and Room Kit Plus are the device types which account for the highest amount of

usage.

cisco Lz{/&/

#CiscolLiveAPJC

BRKCOL-2529
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Devices making the highest number of calls (Top 10

Device details ()

Q, Search by Assigned To, Device ID, Device Type, Status...

mssigned To

Ads;

Device Type

Cisco Room Kit

Cisco TelePresence MX700 SpeakerTrack
Cisco Room Kit

Cisco Room Kit

Cisco TelePresence MX700 SpeakerTrack
Cisco Room Kit

Cisco Room Kit Plus

Cisco Room Kit Mini

Ciern Rnnm Kit

~

/

Tac IP Address

10.25.80.93

10.25.80.85

10.25.80.72

10.25.80.116

10.25.80.79

10.25.80.69

10.26.72.176

10.25.181.47

1N 25 RN 7R

Status Hours Used
CONNECTED 31
CONNECTED 93
CONNECTED 25
CONNECTED 534
CONNECTED 24
CONNECTED 661
CONNECTED_WITHLIS... 15
CONNECTED 24
CONNECTEN 280

31
25
24
22

21

* Try to promote more rooms

cisco Lz{/&/

like this

#CiscolLiveAPJC

BRKCOL-2529

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

76



Devices making the least number of calls (Top 10)

Device details (0

Q. Search by Assigned To, Device ID, Device Type, Status...

@signed To Device Type \ Tac IP Address Status Hours Used T
e WAL g K Cisco Room Kit Mini [l 172.20.10.4 DISCONNECTED 0 0
b AR WiesToy A Cisco Room USB 1 10.25.80.66 CONNECTED 0 0
a3 o Cisco Room Kit Mini [l 10.25.80.104 CONNECTED 0 0
¥ Cisco Room Kit Mini 1 10.25.80128 CONNECTED 0 0
R A Cisco TelePresence SX20 [l 10.25.80.73 CONNECTED_WITH_IS... 0 0
v Cisco TelePresence SX20 1 10192.26.130 CONNECTED_WITH_IS... 1 0
Cisco Room Kit Mini 1 10.30.65.6 CONNECTED_WITH_IS... 1 0
Cisco Room USB [l 10.25.80.108 CONNECTED 1 0

RES A | g [
k & J
- - = = s n 1N 28 AN Q7 CONNECTEND 1 n
’

* Investigate these devices - possibly further reading...
repurpose or relocate equipment. Collaboration Room Design and
Additional training may be required. Customisation [BRKCOL-2533]
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Call Quality and Performance

Analytics

%My Dashboards  (J Meetings O Messaging

Room & Device  Assistant  Headset  Quality

Webex call mins of devices

1.9K »2071%

32K total & call minutes

Webex video call quality of devices

Issue mins of devices in Webex Calls

e

87

Minutes

% Calling

£ Devices

@ Workspaces @ Sustainability © slida £ Connected|

W Good

. Poo

@ Packet Loss

W Latency

Max Receive Call Rate

Device type

Cisco Room Bar

Configuration value

6000

Factory default

Default @

Value: 6000

Good Webex video call mins of devices

96% . 255%

Webex video call quality of devices trend

Daly Weekly Monthly # %

100%

9/26 9/30 10/02 10/08

@ Good

1015 1017

@ Poc

121 10/23

Top 20 devices by poor Webex call mins

| Executive ... |
|Executive ... N
Meeting Room 129 [l
St
Legal & ...

Green.

® Foor
\

60

Meeting Room 1,30 |

80

cisco Lz{/&/

« Call Quality for Cisco Devices is rated as excellent -

96% of calls performed with optimal network conditions.

#HCiscoLiveAPJC ~ BRKCOL-2529
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Sustainability

Potential Energy Savings per year by using “Office Hours” auto-standby feature.

Analytics

828 My Dashboards £ Meetings (O Messaging % Calling & Devices &% Workspaces ® Sustainability £ Connected UC &) Jabber

Device energy consumption [7] Last 30 Days | 10/21/2023 =+ 11/19/2023

@ You can edit the COze emissions rate for your power supply profile here. Further reduce the energy consumption of your devices by setting up office hours. This will also extend the display's lifespan.

Total device energy consumption () : Estimated carbon emissions () : Current measurable devices () B Potential savings in a year () :
25.4K kWh 5.9 tCO,e 1.4K +217% 286K kWh / 67 tCO5e
From 10/21/2023 to 11/19/2023 From 10/21/2023 to 11/19/2023 32.15% of total devices if 100% devices set up office hrs

Devices energy consumption trend () K

Daily Weekly Monthly

15K

This is equivalent to

greenhouse gas emissions
N B from 276,417 kilometers
driven by an average
gasoline-powered

10/21 10/25 10/27 10/29 10/31 11/02 11/06 11/08 110 112 1114 passenger Veh|C|e

=

5

=3
=

Energy consumption (kWh)

@ Device energy consumption in standby state (i} Total device energy consumption [} Measurable devices

\

That’s equal to driving 7
times around the globe.
cisco Lz{/&/
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Optimise your investment in Room OS

() Overview

£y Alerts center

MONITORING
ol Analytics

v Troubleshooting

Reports

MANAGEMENT
2 Users

Sg Groups

() Locations

£ Devices

oo p

&5 Account

SERVICES

4% Organization Settings

E] Justin Ciscolive Lab
5

Devices

(3 Devices

Meeting providers

Gives third party meeting
providers access to the
device camera and
microphone.

Supported devices

Room, Board, and Desk
series

B Templates

(3 XOD Device % Settings — Software = Resources
* x Enable Microsoft Teams
ﬂ X Enable Google Meet
® Interoperability token not set -f: + Add j}

Interoperability service lets users join the meeting without waiting to be admj
guest.

n X Enable Zoom

Enable devices to join meetings hosted by third party providers. This gives the individual servig
the device camera and microphone. Cisco Webex services will provide calendar integration and
through One Button to Push on the devices.

3rd Party Meeting Join
Pin Lock
Digital Signage
Branding
ThousandEyes

@® Required device configuration

Microsoft Teams and Google Meet requires Web Engine to be turned on. The setting
found in device configurations: Web Engine > Mode D

Zoom requires RoomOS 11 Ul Experience to be enabled.

For Webex Edge devices, Allow Control Hub to manage configurations must be enabled.

Official Web Engine support will exist in supported software versions listed under the 3
Software tab

further reading...
Cisco Collaboration Devices as

Cisco

.&./

Open Platform [BRKCOL-2525]
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Managing Personal Devices (Including Headsets)

Cisco Desk Cam

Cisco 950

#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



Headset and
Camera
Manageabillity In
Control Hub
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Integrated
Monitoring and
Troubleshooting

cisco L{V&/



NOW

Bad Meetings/ Bad Meetings/
Calls are - Calls are
Expected Catastrophic!

cisco W./ #CiscoLiveAPJC ~ BRKCOL -2529



X

CEO Meeting
Issues !
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Proactive Quality Alerts

Alerts center
>
£ Alerts center >
Alerts Requests Manage
MONITORING All alerts My alerts ©
Wl Analytics
& Troubleshooting Q  Search Al Unresolved Al High  Medium  Low = Filter 268 alerts
(J Reports -
] Severity Alerts Action Date ®

APt s High © Vandelay Board Room Issues - Audio Packet Loss was 89% which exceeded the threshold ... View diagnostics Today, 8:45 PM
& Users High B Device live meeting alert (https://eurl.io/#abkTpBYof) - Audio Packet Loss was 83% which ... View Diagnostics Today, 8:43 PM
& Groups

High B Live Meeting Alerts (https://eurl.io/#abkTpBYof) - Audio Packet Loss was 83% which exce... View diagnostics Today, 8:43 PM
© Locations
@ Workspaces High B Vandelay Board Room Issues - Audio Packet Loss was 69% which exceeded the threshold ... View diagnostics Today, 8:21 PM
& Devices High B Live Meeting Alerts (https://eurl.io/#abkTpBYof) - Audio Packet Loss was 74% which exce... View diagnostics Today, 8:20 PM
85 Apps

High B Device live meeting alert (https://eurl.io/#abkTpBYof) - Audio Packet Loss was 74% which ... View Diagnostics Today, 8:20 PM
@ Account
& Security High B Vandelay Board Room Issues - Audio Packet Loss was 79% which exceeded the threshold ... View diagnostics Today, 7:04 AM
@ Organization Settings High B Device live meeting alert (https://eurl.io/#abkTpBYof) - Video Packet Loss was 12% which ... View Diagnostics Today, 6:56 AM

High B Live Meeting Alerts (https://eurl.io/#abkTpBYof) - Video Packet Loss was 14% which excee... View diagnostics Today, 6:54 AM
SERVICES
C Updates & Migrations High 6 Vandelay Board Room Issues - Audio Packet Loss was 75% which exceeded the threshold ... View diagnostics Today, 6:15 AM

Cumulus Organization 5 High £ Device live meeting alert (https://eurl.io/#abkTpBYof) - Audio Packet Loss was 75% which ... View Diagnostics Today, 6:06 AM i -
\

cIsco '&/
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Proactive Alerts: Configuration

- Monitor specific users,
devices or everyone!

« Rules based on packet
loss, latency, jitter and
cpu

—p

- Alert sensitivity based on
accumulated or
consecutive time

- Notify via Email, Webex
Space, Webhook or
PagerDuty

©Q useremaiifs) () Device namels)
Monitor all participants @ J
Tweshods . Duatin
A = - 8 % e
B Latency BOD ms
800 m
°°°°° B Packet Loss & %
B Latency BOOD ms  Consecutive
800 ms
90
eeeeeeeeeee
‘Wabhook
can hook
PagerDuty @ J
N
#CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 88
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“That user” Is reporting an issue again...
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Control Hub Troubleshooting

£ Alerts center

MONITORING

Troubleshooting

Q Meetings & Calls

B Live Meetings

© Status

el Analytics

Q  juskelly@cisco.com x

fd Troubleshooting

[ Reports

MANAGEMENT

@ Customers

Justin Kelly e Active

Poor Meeting Minutes
0 min

0 poor meetings

& Users
@ Workspaces Justin Kelly's meetings & calls
& Devices

Overall Personal
— * Poor ® Poor
B Meeting Good * Good
% Events Good * Good

Good * Good

Total Meeting Minutes

771 mins

18 total meetings

Service
%
@ w
[

e, w

Start Time

2024-10-22 09:59:22 AM

2024-10-2103:48:08 PM

2024-10-21 03:47:16 PM

2024-10-2102:22:31 PM

ar Video Mesh

& Logs

o= 18 Meetings & 30 Calls

Poor Minutes of Call on Webex

4 mins

2 poor calls

Meeting / Caller number
N/A
N/A
N/A

N/A

bl Watermark Analysis

[ Last 21 Days

10/15/2024 - 11/04/2024

Total Minutes of Call on Webex

473 mins

27 total calls

Name Host [ Caller

Justin Kelly ... juskelly@...
Rocco Buono... rbuonoco
Justin Kelly(J... juskelly
Conference Call rbuonoco

Participants  Duration

1 1:15
3 11:40
3 00:41
6 56:34

(GMT +08:00) Australia/Perth

Poor Webex calling Minutes

0 min »”

0 poor calls

[ List Visualization

Site / Location Conference / Call ID

N/A 4c2cf126-8de7-...
N/A 6dcel103d-5622...
N/A 5804daf3-a715...
N/A 9841db36-2eb]...

v

. Past/Current Meetings - Search by Email, Conference ID, Meeting # or Device Name
- Webex Calling - Search for Webex Calling users or device Name
. Live Meetings - All current meetings
. Can search back 21 days both “Ended” and “In-Progress”

cisco Lz{/&/

#CiscolLiveAPJC

BRKCOL-2529

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

90



Webex Meeting Troubl

eshooting: Detalls

-

16

= 2 guests

Participants (16)

Q
X

Sort By Video qu.

Total participants

articipants

 participant name, platform or client

v Audio Video Sharing Details

Poor audio minutes

3.12%

Map

Poor video minutes

4.41%

= 3 participants

Poor sharing minutes

0.34%

= 1 participants

Meeting Details
Maating Nor

= Conference ID:
Site Name:
Mesting Date:

Meeting Time:

7

& Ben

3 Roberto
£ tkja

2 Thomas

2 Adrian

3 Dan

&2 Justin

= Mike

B Mike

= Oisi

Webex Meetings (Android)

@cisco.com

Join Time:
Duration

/ Q@Qcherp

OS, App or

H Shwe

\ [ =mm

End to End

] Packel | oss:

Packel Lo
dia Bitrate

t

SR
Screen

25 [ Page v~

Browser info

Sharing

1 Schedule Timezone:
Mesting Type

Host Name:

Host Email:

Audio:

Video:

Recording:

Screen Share:

Apps:

Chart Legend

Indicators

Breakout
# Change
Join Meeting Time
Good
Fair
@ Poor

Not Available

1-16/16

Unexpected drops
0%

= 0 participants

1:02 PM
(GMT +08:

Mins)

00) Australia/
(GMT +

Eastern/Brisbane

0) Australia

Meetings

roquin

roquin

PSTN anc

48 minutes 52 sec

Not Used

Cisco

.&‘/

#CiscolLiveAPJC

Indicator

BRKCOL-2529
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Webex Meeting Troubleshooting: Drill Down

Was it a

NETWOIK ey
issue?

Was it an
ENA-USEl =——
PC issue?

Cisco

.&‘/

SN

.

Network
and OS
Details

Was it a
headset
issue?

Participant Details - Ben (=] Al v Equipment and Networks
Cli Webex Meetings 42.11.5.16
W Muted W Breakout ot heecesabats
Platform: Mac
01:46 02:10 02:34 02:58 03:21 1510
Join From: WebexApp 42.12.0.24313 <
]y Audio Quality Connection:
WAverage  BMaumum Media Node:
Local IP: 192.168.1.128/28
Latencyims) 500
Public IP: 60.240.57.68/30
2 Location: Sydney, AU
Audio Transport: uoP
Sendng  WRecemng  End toEnd
Video Transport: uoP
Packet Loss(%) 20% Share Transport upP
o Audio Codec: Opus (Sending)
Opus (Receiving)
Video Codec: H.264 BP (Sending)
Sitverims) Share Codec: H.264 BP (Sending) H.264 BP
(Receiving)
Microphone: MacBook Pro Microphone
Speaker. MacBook Pro Speakers
o, A A S - Camera: FaceTime HD Camera
Vedia Bratelkops) gy | N IVAA e AS p o o SO O
il X Noise Removal 1 hour 1 minute
B Virtual Background:  Off
([ Video Quality  » lo '
Chart Legend
\ (& Share Quality  » le — —_— | J Indicators (7 Signal Quality
f ) CPU Usage - Baveage  MMax @ Host e Good
: A APALN s a SN - Panelist — Falr
System CRUN) S SN A etr,., e
Sharing — PO
Breakout Not Available
@  Change Not Used
v g Muted
P
Webex App CPU(N) = q
N peinin | Join Meeting Time () Exit Meeting
@ Good 1 Normal
A Fair 1 Abnormal
A~ Memory Usage ~ B Average
- I—— - @ Poor
System Memory(%) 50% Not Available
e
Webex App Memord) 50, A A ,..,w_j‘\""’\
o Memory Lisage {
Webex App
orznpm
12:59 01:23 02:10 02:34 02:58 03:21
#CiscolLiveAPJC BRKCOL-2529
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webex Control Hub

{ut

Troubleshooting

Device Centric Troubleshooting

Q Meetings & Calls ] Live Meetings (@ Status & Admin Activities Connected UC [ Logs o]l Watermark Analysis
Q  Device = Director @= 4cals () Last 7 Days 10/14/2023 = 10/20/2023 (GMT +08:00) Australia/Perth v
MONITORING \
An . Director Details
o T T Status: ® Online Edff C4:AD:69:24 Focz:‘ﬁzNNDF
MAC Ad Serial Number
O ge MEEER  \Workspace Director
Product Name Cisco Room Bar Rooms & Desks. 10.25.80.119 director.
Device Platform: CIsco Type fress SIP Address
MANAGEMENT )
Location: N/A
Q User RoomOS October 2023 Room0S 11.9.1.11 718¢82a6f42
e Roc el Software Versior
Locatic
Meetings with poor quality Calls on Webex with poor quality Webex callings with poor quality WebRTC with poor quality
b 0 0 outors 0 0 outof1 ”
- All meetings & calls
Settings
Overall Quality Service Start Time Meeting / Caller number  Name Host / Caller Participants  Duration Site / Location  Conference / Call ID
cervices Good Good % g 2023-10-18 02:00:23 PM N/A Director director 13 5803 N/A 9c71fell
Jpdates & Migrations Good Good % o 2023-10-18 01:02:58 PM NfA Director director. 5 30:52 NfA ebac7aSb
3 Good % [ ] 2023-10-17 12:35:22 PM N/A WebRTC Call N/A 1 1:38:15 NIA f2e9dbfd-
Good Good % 2023-10-17 09:30:14 AM N/A Director director. 2 46:06 NiA cOfce24d-
%, Calling
c Sco & #CiscoLiveAPJC BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Device troubleshooting for Microsoft CVI

- Search by
device name

- Stats per
device real-
time or historic

- Cloud
registered or
Webex Edge
for Devices

cisco Lz{@/

Actions | v W

Meetings & Calls Justin Kelly Microsoft AT 8 Justin Kelly
Participant Details - Justin Kelly =] All i Equipment and Networks
Client: C
09:59 10:01 10:03 10:05 10:08 10:10 10:12
otionm
o Audio Quality
End to End Connection:
@ Video Quality Jitter
Packet Loss:
Sending imum
~ Packet Loss Public IP
Latencylms} 20 i
yim: ditter: on:
. __ Media Bitrate
Transport: uDP
Receiving e T
Packet Loss: —— e Video Transport: uDP
Media Bitrale: I . h Share Transport: uDP
Packet Loss(%) Latency Audio Codec:
Average:
— Maximum:
1008 AM Videe Codec
400 Share
Jitter(ms) 200
o Speaker:
Camera
. A —
Media Bitrsta(kbps) g, /\ /\ /
0 A - —_— Chart Legend
ndicators Sign.
Frame Rate(fps) 20 “‘*——m‘____
0 J—
Resolution(pd
500
S —
o ——
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Webex and ThousandEyes Integration

The issue could be anywhere!

WFH and SD-WAN Networks Cloud-based Network Services Hybrid Cloud and Saa$S Infrastructure

Remote Wireless Direct Cloud
Worker Gateway Connect Providers

Wireless
Network . . . . .
DNS

Office ISP Transit
Worker Providers
EEER

o . ® Onramp
o
Paris, France .

o
O—=0 o O

Mobile ® O

Networks

VDI Chicago, IL . Data Center
Infrastructure
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U™ Webex Control Hub

&« () @ adminwel

webex Control Hub

() Overview Troubleshooting
£y Alerts center
Q) Meetings & Calls ve Meetings (© Status £ Connected UC B Logs
MONITORING R
2 Webex Experience All Sites v 4 Export as JSON
wl Analytics
+ Troubleshooting Total Live Meetings @ Total Live Participants @ Meetings with Good Network © Participants with Good Network ©
[2 Reports 2 7 1 6
MANAGEMENT
Live Meetings Map © Network Performance © Audio Video
£ Users
— 200
A& Workspaces E
. 100
= Devices . '5
5 0 A
83 Apps . 12:00 Jul 05 3
[ Account @ Packet Loss @ Latency
4 Organization Settings
IP by Network Performance ©
SERVICES
72.49.7.216/30 HH
(3 Updates & Migrations 173.39.243.144/30 I
pp— 92.109.77.40/30 [
sagll
[ ging 72.49.7.208/30
[ Meeting N 0 5
%, Calling =
& Connected UC
&5 Hybrid - . . . " i
Q_ SiteName = All Sites Email/Meeting #/Conf ID/Device Name 2 meetings (GMT -04:00) America/New_Y...
Quality Service Start Time Conference ID Meeting Number Host Name Meeting Name Participa.. Duration Status
Cumulus Organization Poor 8 2022-07-05 07:24:05 AM 231610992555993461 25903155265 isom.adams@... Isom Adams's Personal Room 7 48:18 In Progress

® 76°F Surny ~ @ 7 dx

7/5/20;



U™ Webex Control Hub b3 Dashboards - ThousandEyes

v
& (G @ admin.webex.com

® % 0O @ Incognito

webex Control Hub o @

@ Overview Troubleshooting

£ Alerts center

(TR
Q_ Meetings & Calls () Live Meetings | (@ Status £ Connected UC B Logs
MONITORING ——

¢ Webex Experience

@ Packetloss () Latency
o Analytics

- Troubleshooting IP by Network Performance ©
[3 Reports 72.49.7.216/30

=
173.39.243.144/30
=
=]
0

92.109.77.40/30
MANAGEMENT

72.49.7.208/30
Q Users 5
&% Workspaces

3 Devices

S Apps Q_ SiteName = All Sites  Email/Meeting #/Conf ID/Device Name 2 meetings (GMT -04:00) America/New_Y... v/
(15 Account

Quality Service Start Time Conference ID

Meeting Number Host Name Meeting Name
Organization Settings

Participa. Duration Status

Poor Q 2022-07-05 07:24:05 AM 231610992555993461 25903155265 isom.adams@... Isom Adams's Personal Room 7 48:18 In Progress
SERVICES
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Meeting Type: Webex Meetings

58 Apps EI 1685702179563228 . Host Name: Isom.adams@cumulusorg.com

[iy Account 0 1657021796639836 ® Host Email: Isom.adams@cumulusorg.com

N N Audioz VolP
& Organization Settings N
£ 1657021797670728 L] Video: Yes
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O Messaging £ Isom Adams 1 e
[ Meeting . Chart Legend
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webex Control Hub

(n) Overview
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MONITORING

2 Webex Experience
il Analytics
2~ Troubleshooting

[z Reports

MANAGEMENT

& Users

&4 Workspaces
& Devices

33 Apps

[i5 Account
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SERVIGES

G Updates & Migrations
() Messaging

& Meeting

%, Calling

& Connected UC

¢ Hybrid

Cumulus Organization

Live Meetings Isom Adams's Personal Room C

Total participants

7

= 6 guests

Participants (7)

Poor audio minutes

9.35%

= 2 participants

Q Search participant name, platform or client

Sort By A-Z i

£ 165702179563228
£ 1657021796639836
] 1657021797670728
£ 1657021798632288
] Euan Moss Penthou...
£ Isom Adams
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Audio

Video Sharing Details Map

Poor video minutes (

16.04%

= 2 participants

End to End
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Sending

Poor sharing minutes ( Unexpected drops

0% 0%

= 0 participants = 0 participants

Meeting Details

Meeting No: 25903155265
= Conference ID: 231610992555993461
Site Name: cumulusorg
Meeting Date: 2022-07-05
Meeting Time: 7:24 AM - 8:12 AM (49 Mins)

(GMT -04:00)
America/New_York

Meeting Type: Webex Meetings

Haost Name: isom.adams@cumulusorg.com
Host Email; isom.adams@cumulusorg.com
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Video: Yes

Recording: Not Used

Screen Share: Not Used
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Chart Legend
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07:48 07:56 08:05 08:13
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N\ )

@ Overview Live Meetings Isom Adams's Personal Room £ Isom Adams
n
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MONITORING Participant Details - Isom Adams (isom.adams@cumuluscrg.com)
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e @Nelwork?alh (2 N [ O N U= WL U U L —— —
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o yu— . —
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Packet Loss() bk
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10.0,19041
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Chart Legend

Indicators (7) Signal Quality

@ Host — Good

@ Panelist Fair

- Sharing = Poor
Breakout Not Available

L 3 Change Not Used

B Muted

Join Meeting Time (i) Exit Meeting
® Good | Normal
Fair | Abnormal

3:12 AM

® 76F Surny ~ @ T dx

7/5/2022



U™ Webex Control Hub & Dashboards - ThousandE;

&« () @ adminwebex.com

webex Control Hub

() Overview Live Meetings Isom Adams's Personal Room Q Isom Adams [k Join Meeting
U

£y Alerts center

MONITORING Participant Details - Isom Adams (isom.adams@cumulusorg.com) All W Equipment and Networks
B Muted B Breakout Client: Webex Meetings 42.7.2.12
2 Webex Experience Platform: Windows
A . 07:23 07:31 07:39 07:48 07:56 08:05 08:13 10.0.19041
el Analytics =T
08:12 AM Join From: WebexApp 42.6.0.22645
- Troubleshooting ] Audio Quality = 1 @ Connection: ethemnet
[ Reports Media Node: Dallas, USA
. E Network Path @ | @] e e o o o o o o o o o o e o e e [ e S ————— Local IP: 10.0.1.192/28
72.49.7.216/30
MANAGEMENT
400 Cinginnati, OH, US
Latency(ms) P
£ Users o ansport: UDP
0 ansport: upp
& Workspaces
a8 P Opus (Receiving)
= Devices I e IPy P r \ : H.264 BP (Receiving)
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@ Account . - . : Speakers (High Definition Audio
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Steve's First Week Achievements in Control Hub

Fundamentals

<

Domains Users Locations Admins Calling
And Groups , Setup

Devices

|dentified Configured VC Room Managed Proactive
AV Issues Miracast Audit Headsets Alerts

cisco W&-/ #HCiscoLiveAPJC ~ BRKCOL-2529

Calling
‘ -
L ol ‘ -
Number Calling Contact
Sync Analytics Center

Troubleshooting

/ &
-

User VC Room Network
Diagnostics  Diagnostics  Observability
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Congratulations - You made it!
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC ~ BRKCOL-2529 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 108



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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http://www.ciscolive.com/on-demand

afrar]
Cisco

Thank you

cisco L{V&/






	Default Section
	Slide 2
	Slide 3: Control Hub for Collaboration Management and Analytics
	Slide 4: Cisco Webex App 
	Slide 5: Meet Steve – It’s his first week on the job.
	Slide 6: How will you manage all of this?
	Slide 7: Let's go on the journey together…
	Slide 8
	Slide 9: Webex Platform
	Slide 10: Webex Control Hub
	Slide 11: Management Fundamentals
	Slide 12: Domains
	Slide 13: Users – How to provision them into Webex?
	Slide 14: Preferred Architecture for Identity Sync
	Slide 15: Entra ID (Azure AD) Wizard for Users + Groups
	Slide 16: Groups – Example
	Slide 17: Enable SSO and Import Azure AD Groups
	Slide 18: On-premise Directory Connector
	Slide 19: Applying License Templates to your Group
	Slide 20: License Assignment
	Slide 21: License Assignment
	Slide 22: Applying Settings Templates to Groups/Locations
	Slide 23: Settings Template - Example
	Slide 24: Locations
	Slide 25: Locations – Example Deployment
	Slide 26: Locations
	Slide 27
	Slide 28: Delegated Location Admins
	Slide 29: Enhanced Admin Roles 
	Slide 30: Admin Audit Activities 
	Slide 31: Quiz Time
	Slide 32: Webex Calling
	Slide 33: Ian is the new sales manager at the company.   We want to get him up and running as quickly as possible! 
	Slide 34: User Settings (Calling)
	Slide 35: Sync numbers directly from Azure AD! 
	Slide 36
	Slide 37: The company has users connecting from potentially all over the world.   We rarely hear about issues and don't know who might be having a problem.
	Slide 38: Control Hub Analytics vs Troubleshooting
	Slide 39: Webex Calling
	Slide 40: Webex Calling
	Slide 41: Webex Calling
	Slide 42: Troubleshoot Webex Calling
	Slide 43
	Slide 44:  Understanding telephony usage for critical operations
	Slide 45: Why consider on-premise UCM based platforms?
	Slide 46: How do we analyse UCM based platforms?
	Slide 47: UCM
	Slide 48: UCM
	Slide 49: UCM
	Slide 50: A storm is rolling into the Brisbane office…
	Slide 51: Configure Contact Centre via Control Hub!
	Slide 52: Configure Contact Centre via Control Hub!
	Slide 53: Quiz Time
	Slide 54: Devices and Workspaces
	Slide 55: Workspaces vs Devices
	Slide 56: VIP Boardroom – Someone has reported an issue!
	Slide 57: Workspaces View
	Slide 58: Workspaces View (Detailed)
	Slide 59: Workspace Metrics
	Slide 60: VIP User’s Screen Sharing Frustrations
	Slide 61: Devices View
	Slide 62: Devices (Detailed)
	Slide 63: Configure a Device (e.g. Miracast)
	Slide 64
	Slide 65: Devices Templates
	Slide 66
	Slide 67
	Slide 68: Global and Location Devices Templates
	Slide 69
	Slide 70: Software Release Pinning
	Slide 71: Advanced Software Management
	Slide 72
	Slide 73: Understanding and Optimising VC Spaces
	Slide 74: Devices Activity Utilisation
	Slide 75: Meeting Platform Utilisation
	Slide 76: Devices making the highest number of calls (Top 10)
	Slide 77: Devices making the least number of calls (Top 10)
	Slide 78: Call Quality and Performance
	Slide 79: Sustainability Potential Energy Savings per year by using “Office Hours” auto-standby feature.
	Slide 80: Optimise your investment in Room OS
	Slide 81: Managing Personal Devices (Including Headsets)
	Slide 82
	Slide 83: Quiz Time
	Slide 84: Integrated Monitoring and Troubleshooting
	Slide 85
	Slide 86
	Slide 87: Proactive Quality Alerts
	Slide 88: Proactive Alerts: Configuration
	Slide 89: “That user” is reporting an issue again…
	Slide 90: Control Hub Troubleshooting
	Slide 91: Webex Meeting Troubleshooting: Details
	Slide 92: Webex Meeting Troubleshooting: Drill Down
	Slide 93: Device Centric Troubleshooting
	Slide 94: Device troubleshooting for Microsoft CVI
	Slide 95: Webex and ThousandEyes Integration
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100
	Slide 101
	Slide 102
	Slide 103
	Slide 104
	Slide 105: Steve's First Week Achievements in Control Hub
	Slide 106: Congratulations – You made it!

	Closing
	Slide 107
	Slide 108: Complete Your Session Evaluations
	Slide 109: Continue  your education
	Slide 110
	Slide 111


