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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOL-2529
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Meet Steve – It’s his first week on the job.

BRKCOL-2529
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How will you manage all of this?

6BRKCOL-2529

Meeting 
Rooms

Work from 
Home 

Critical 
Telephony

Customer
Experience

Productivity 
Tools
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Let's go on the journey together…

BRKCOL-2529



Agenda
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• Management Fundamentals

• Webex Calling

• Devices and Workspaces 

• Integrated Monitoring and 
Troubleshooting

BRKCOL-2529 8
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Webex Platform

9BRKCOL-2529

Common Area Phones, 
Room Systems, Branch Offices

UCM Phones, ATA, Integrations, 
Branch Sites Needing Survivability

Knowledge Workers
(E.g. Webex App, Mobile, 3rd Party Tools)

Private Connection

Cisco Unified Edge

Webex Control Hub

Meetings

Calling

Contact
Center

Multi-
Tenant

(BroadSoft) 

Messaging

OTT/Internet

Partner Services
PSTN, Calendar, Directory

Analytics
Troubleshooting

Reporting

Dedicated
Instance

(UCM Cloud)
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Webex Control Hub

10BRKCOL-2529

https://admin.webex.com

Webex Control Hub is the 
management interface.

A single pane of glass to 
manage every aspect of the 
service starting from users, 
licensing, general settings, on-
premises integrations, 
analytics, reporting and more.

Within Webex Control Hub, 
Webex site(s) are displayed 
under Services/Meetings and 
can be managed from there.
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Management Fundamentals

11BRKCOL-2529

Domains Users & Groups Locations

www.example.com
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Domains

• Prove to 
Webex that 
you own the 
organisation’s 
domain and 
it’s users.

• Free user 
sign-ups get 
redirected   
to your 
Control Hub!

12BRKCOL-2529

1

2



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Users – How to provision them into Webex?

13BRKCOL-2529

Manual CSV Directory 
Sync

API

Most Common Method

Entra ID / Azure AD
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Preferred Architecture for Identity Sync

14BRKCOL-2529

Entra ID/
Azure AD

SCIM 1.1
+ MS Graph 

CCUC 
Directory 
Services

The initial Microsoft Entra ID sync is triggered immediately after you 
enable provisioning. Subsequent syncs are triggered every 20-40 
minutes, depending on the number of users and groups in the application.

CUCM

Entra ID 
Wizard
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Entra ID (Azure AD) Wizard for Users + Groups

BRKCOL-2529

1

2
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Frontline
Workers

Knowledge 
Workers

Customer 
Experience

Groups – Example

16BRKCOL-2529

500 Members 100 Members1000 Members

Basic Messaging
Free Meetings
Webex Calling

Messaging
Meetings

Webex Calling

Messaging
Meetings

Webex Calling
+ Contact Center Premium 
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Enable SSO and Import Azure AD Groups

17BRKCOL-2529

Import Groups
and Activate SSO 
via single click!

1

2

Search for the groups which 
you wish to Sync to Webex
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On-premise Directory Connector

18BRKCOL-2529
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Applying License Templates to your Group

19BRKCOL-2529

1

3
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License Assignment

20BRKCOL-2529
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License Assignment

21BRKCOL-2529
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Applying Settings Templates to Groups/Locations

22BRKCOL-2529

3

1

2
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Settings Template - Example

23BRKCOL-2529

Hierarchy of setting assignments:
Organization Setting < Group level setting via templates < User overrides

Frontline
Workers

1000 Members
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Locations

BRKCOL-2529
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Sydney Head 
Office

Locations – Example Deployment

25BRKCOL-2529

Brisbane 
Operations Site

Local PSTN Breakout
Survivable Gateway

No International Dialling

Cloud Connected PSTN
Call Recording

Users  150
Phones  50
VC Units  2 

Users  350
Phones  10
VC Units  25
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Locations

26BRKCOL-2529

Sydney Head Office

Perth Branch Office

Brisbane Operations Site

Location Calling 
Settings

PSTN Settings
Main Number

Dialling Restrictions 
Call Recording

Handset Defaults
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Steve, IT Manager
Responsible for 1600 Staff

Across 30 Locations

Rob, Executive Support
Based in Sydney Head Office
Responsible for 20 VIP Staff
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• Offload management 
activities to partners or 
site-based contacts

28BRKCOL-2529

Delegated Location
Admins
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Enhanced Admin Roles 

• Fine-grained access control 
for all services in Webex

• New APIs for role assignment 
for users/groups

• Conditional rendering UI for 
Control Hub

• Custom Role Builder allowing 
customers to craft their own 
roles

• New built-in Webex roles

29BRKCOL-2529

Coming Soon!
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Admin Audit Activities 

• Understand 
changes that 
have been made 
by administrators

 

• Who performed 
the change

• Which resource

• When it occurred

• IP Address

30BRKCOL-2529

1

2
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Quiz Time

BRKCOL-2529 31



Webex Calling
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Ian is the new sales 
manager at the 
company. 

We want to get him 
up and running as 
quickly as possible!

BRKCOL-2529 33
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User Settings (Calling)

34BRKCOL-2529

Voicemail
Music on Hold
Call Handling

Between-user Permissions
In-call Features (e.g. Video)

MS Teams Integration
Reception Client
Call Recording

1

2
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Sync numbers directly from Azure AD! 

35BRKCOL-2529
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The company has 
users connecting 
from potentially all 
over the world. 

We rarely hear about 
issues and don't know 
who might be having 
a problem.

BRKCOL-2529 37
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Trending historical charts are 
aggregated and updated every 24 
hours (Meetings every 10 minutes)

Control Hub Analytics vs Troubleshooting

Real-time Troubleshooting is 
updated in near real-time (~1 min)

BRKCOL-2529 38
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Webex Calling
Multi-tenant 
Call History

39BRKCOL-2529

• Internal vs external calls

• Which locations made 
the most calls?

• What time of 
day/week/month do the 
calls occur?

• Table: Drill down on 
individual calls

• More details available 
within “calling detailed 
call history” report
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Webex Calling
Multi-tenant 
Media Quality

40BRKCOL-2529

• Measure latency/jitter 
and packet loss

• Daily / weekly / monthly 
quality trends

• Which locations 
experienced the worst 
call quality?

• Connection types: 
Wired / wireless / 
cellular
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Webex Calling
Multi-tenant 
Media Quality (cont.)

41BRKCOL-2529

• Poor quality call count 
based on device type & 
path optimisation

• Average vs 90th 
percentile quality 
metrics

• Which codecs 
performed poorly and 
when did it occur?

• Drill down to individuals 
with poor quality calls
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Troubleshoot Webex Calling

42BRKCOL-2529

1
2



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 43BRKCOL-2529



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 44

Understanding telephony usage for critical operations

BRKCOL-2529
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Why consider on-premise UCM based platforms?

45BRKCOL-2529

Webex Calling 
Dedicated Instance 

(UCM Cloud)

Unified 
Communications 
Manager (UCM)

further reading…

Enabling the right Calling Platform for 
your Organisation [BRKCOL-1572]
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How do we analyse UCM based platforms?

46BRKCOL-2529

CUCM Traditional Analytics

IMAGE FROM TDM

Cloud Connected UC (CCUC)
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UCM

• Endpoint adoption

• Quickly compare 
configured vs registered 
vs idle phones

• Breakdown of different 
device types in the 
environment

• Useful for licensing 
optimisation!

47BRKCOL-2529

On-prem or DI 
Asset Usage
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UCM

• Total calls, on-net 
vs off-net calls, 
internal vs external

• Call-type analysis

• Failed and 
successful calls

• Mobile and remote 
user utilisation 

48BRKCOL-2529

On-prem or DI 
Traffic Analysis
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UCM

• Total calls that 
traversed a trunk

• Compare top-5 
trunks on UCM

• Protocols used 
(SIP / MGCP / 
ICT)

• Table: Detailed   
trunk utilisation

49BRKCOL-2529

On-prem or DI 
Trunk Utilisation
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A storm is rolling into the Brisbane office…

BRKCOL-2529
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Configure Contact Centre via Control Hub!

51BRKCOL-2529

1
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Configure Contact Centre via Control Hub!

BRKCOL-2529

further reading…

Orchestrating Customer 
Journeys - from Voice to Choice 

[BRKCCT-2532]
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Quiz Time



Devices and 
Workspaces
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Workspaces vs Devices
Workspaces
Shared Spaces, i.e.
• Meeting Room (6-20pax)
• Huddle Space (2-5pax)
• Focus Area (1-2pax)
• Open Space (2-100pax)
• Desk (1pax)

Devices
• Room/Board/Desk Series
• Room Navigator Panels
• PTZ4K Camera
• Table Mic Pro
• Desk Phones
• Headsets

BRKCOL-2529 55
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VIP Boardroom – Someone has reported an issue!

BRKCOL-2529

HDMI 1
No Signal
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Workspaces View

• A visual overview of 
your collaboration 
devices and 3rd-party 
peripherals. 

• Actionable, real-time 
insights – right at your 
fingertips.

• Predict and resolve 
issues - before they 
arise.

BRKCOL-2529 57
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Workspaces View (Detailed)

BRKCOL-2529

Room 
Utilisation

Environmental 
Metrics

Peripherals

Calendar &
Room Booking

Calling
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Workspace Metrics

Valuable Insights for 
Facilities Teams including:

• Average/Maximum 
Occupancy

• Ghost Bookings
• Temperature
• Humidity
• Air Quality

further reading…

Enabling Smarter Workspaces 
[BRKCOL-2265]

BRKCOL-2529 59
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VIP User’s Screen Sharing Frustrations

BRKCOL-2529
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Devices View

• Add/Remove 
individual devices 
and peripherals

• Individual/Bulk 
configuration of 
devices

• View both MTR 
and RoomOS 

• Software 
Management

• Export via CSV!

BRKCOL-2529 61
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Devices (Detailed)

BRKCOL-2529

Peripherals

Issues

Network

Software

Configuration
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Configure a Device (e.g. Miracast)

63BRKCOL-2529

1
2

3
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Imagine doing that 1000 times!
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Devices Templates

65BRKCOL-2529

1

2
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1379 Device 
Configurations available 

via Cloud xAPI !



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 67BRKCOL-2529

1

2
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Global and Location Devices Templates

68BRKCOL-2529

1

2

3
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Software Release Pinning

70BRKCOL-2529

An update 
is available!
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Advanced Software Management

71BRKCOL-2529

1

2
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Automatic or 
Manual 

Software 
Updates

Time-of-day
Installation
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Understanding and Optimising VC Spaces

BRKCOL-2529
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Devices Activity Utilisation

BRKCOL-2529

• Local (Wired) Sharing via HDMI is the most common activity performed on the devices. 

• This could be due to Room PC’s or laptops permanently plugged in to share screen

• Calling (e.g. Webex or Teams Meetings) is the second most common activity
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• Microsoft Teams is the most prominent meeting platform, and the most prominent call type is “VIMT” (aka 
CVI) which provides the best quality experience.

• NEW! CVI Cross Tenant join provides better experience than WebRTC and should be enabled.

• Room Kit, Room Kit Mini, and Room Kit Plus are the device types which account for the highest amount of 
usage. 

75

Meeting Platform Utilisation

BRKCOL-2529
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Devices making the highest number of calls (Top 10)

• Try to promote more rooms like this

BRKCOL-2529 76
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Devices making the least number of calls (Top 10)

BRKCOL-2529

• Investigate these devices – possibly 
repurpose or relocate equipment. 
Additional training may be required.

further reading…

Collaboration Room Design and 
Customisation [BRKCOL-2533]
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Call Quality and Performance

BRKCOL-2529

• Call Quality for Cisco Devices is rated as excellent – 
96% of calls performed with optimal network conditions.

Consider “turning up” the quality on 
Cisco Devices – 20Mbps bitstream
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Sustainability
Potential Energy Savings per year by using “Office Hours” auto-standby feature.

This is equivalent to 
greenhouse gas emissions 
from 276,417 kilometers 

driven by an average 
gasoline-powered 
passenger vehicle.

That’s equal to driving 7 
times around the globe.

BRKCOL-2529 79



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Optimise your investment in Room OS

80BRKCOL-2529

3rd Party Meeting Join
Pin Lock

Digital Signage
Branding

ThousandEyes 

1

2

further reading…

Cisco Collaboration Devices as 
Open Platform [BRKCOL-2525]
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Managing Personal Devices (Including Headsets)

81BRKCOL-2529

Cisco 950

Cisco 722

Cisco Desk Cam
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Quiz Time

BRKCOL-2529 83



Integrated 
Monitoring and 
Troubleshooting
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BEFORE NOW

Bad Meetings/

 Calls are 

Expected 

Bad Meetings/

Calls are 
Catastrophic!

BRKCOL-2529 85
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CEO 
Meeting 

experiencin
g Poor 
Quality

CEO Meeting 
Issues !

Dismiss
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Proactive Quality Alerts

87BRKCOL-2529
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Proactive Alerts: Configuration

• Monitor specific users, 
devices or everyone!

• Rules based on packet 
loss, latency, jitter and 
cpu

• Alert sensitivity based on 
accumulated or 
consecutive time

• Notify via Email, Webex 
Space, Webhook or 
PagerDuty

BRKCOL-2529 88
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“That user” is reporting an issue again…

BRKCOL-2529
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Control Hub Troubleshooting

• Past/Current Meetings – Search by Email, Conference ID, Meeting # or Device Name
• Webex Calling – Search for Webex Calling users or device Name
• Live Meetings - All current meetings
• Can search back 21 days both “Ended” and “In-Progress”

BRKCOL-2529 90
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Webex Meeting Troubleshooting: Details

BRKCOL-2529 91

OS, App or 
Browser info

General 
Meeting 
Information

Screen 
Sharing 
Indicator
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Webex Meeting Troubleshooting: Drill Down

Was it a 
network 
issue?

Was it an 
end-user 
PC issue?

Was it a 
headset 
issue?

Network 
and OS 
Details

BRKCOL-2529 92
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Device Centric Troubleshooting

93BRKCOL-2529
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Device troubleshooting for Microsoft CVI

• Search by 
device name

• Stats per 
device real-
time or historic

• Cloud 
registered or 
Webex Edge 
for Devices

BRKCOL-2529 94
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WFH and SD-WAN Networks Cloud-based Network Services Hybrid Cloud and SaaS Infrastructure

Webex and ThousandEyes Integration
The issue could be anywhere!

BRKCOL-2529 95
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further reading…

Webex and Microsoft Visibility with 
ThousandEyes [BRKCOL-2071]
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CallingFundamentals

105BRKCOL-2529

www.example.com

Domains Users
And Groups

Locations Admins Calling
Setup

Number
Sync

Contact
Center

Calling
Analytics

Devices Troubleshooting

Steve's First Week Achievements in Control Hub

Identified
AV Issues

Configured
Miracast

Managed
Headsets

VC Room 
Audit

Proactive
Alerts

User
Diagnostics

Network
Observability

VC Room 
Diagnostics
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Congratulations – You made it!

BRKCOL-2529
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Complete Your Session Evaluations

108

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKCOL-2529
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

109BRKCOL-2529

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC
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