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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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) / The NSW government has ordered the state’s public servants to return to
- the office, a move that has been lauded by the business community amid
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With Amazon ordering all staff back into the office, what can
you expect from your workplace?

3 By Esther Linder Work

Tue 17 Sep
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Giving our customers additional flexibilifyang choice
RoomOS experience

Includes native Webex Meetings and Events

Teams experience

Includes native Microsoft Teams

with interop support for Microsoft Teams, Google, and Zoom Support for Webex Meetings?, Events? and Zoom3

% o O

c ! S c ° W&-/ #CiscoLiveAPJC BRKCOL-2524

Same device, powered by Cisco RoomOS

W O

INative (with CH registration) or DGJ
2Native (with CH registration) only
3DG)
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Cisco devices for Microsoft Teams Rooms
Video Bars and Kits

e
r——

Room Bar Room Bar Pro Room Kit EQ Room Kit Pro
Integrated video bar appliance Bringing together the best of both Powerful room kit with the Quad Advanced room kit with the Quad
designed for simple, flexible worlds with easy-to-deploy, Al- Camera, Al-powered Codec EQ, Camera, the powerful Codec Pro, and
and cost-effective video- powered meetings scaled to the and smart room peripherals for smart peripheral options for very large
enablement of small medium workspace medium to large workspaces workspaces and specialist AV

workspaces environments

I Certified for B Certified for I Certified for I Certified for

BE Microsoft Teams EE Microsoft Teams BE Microsoft Teams BE Microsoft Teams
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Cisco devices for Microsoft Teams Rooms

Integrated Systems

Desk Pro
All-in-one video conferencing

and digital whiteboarding for
jump rooms and huddle

spaces

B Certified for
E™ Microsoft Teams

cisco Lz{/&/

Board Pro

All-in-one video conferencing and digital

whiteboarding for small to medium workspaces

and ideation spaces

B Certified for

HEME Microsoft Teams

#CiscoLiveAPJC

BRKCOL-2524

Room Kit EQX

Dual-screen system supporting immersive audiovisual
experiences like Front Row. Bring your own screens (65”—
75”), premium frame design and multiple mounting
options. Spatial sound and noise removal. Ideal for
premium workspaces

I Certified for
BE Microsoft Teams

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Cisco devices for Microsoft Teams

Teams Display and Teams Panel

Room Navigator
Room booking panel for

whiteboals es, i workspaces

I Certified for
BN Microsoft Teams

c 1 S co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12
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MTR Operating Stack

android s

Secure RoomOS

FeatureZtr;/parison: https://learn.microsoft.com/en-us/microsoftteams/rooms/teams-devices-feature-comparison
CISCO
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https://learn.microsoft.com/en-us/microsoftteams/rooms/teams-devices-feature-comparison

Cisco Devices Certified for Microsoft Teams Rooms

Secure RoomOS environment ®
RoomOS is the OS running on Cisco Collaboration devices. *

* Purpose built for real-time collaboration and security

Android container

Microsoft Teams Rooms on Android is not visible to the network layer

y %
« Android 11/Android 12 is containerized on top of RoomOS RQANOR 11 .
. NAT L
* Network traffic is handles by RoomOS —
e Single IP Stack to network (RoomQS) TCP-}IP Media
| Stack J (UDP) J
¢ Single MAC address per device (RoomQS) . \ .
* Single wireless configuration (RoomOS) Pmiy_J
RoomOS updates include updates to the secure Android container - ) )
* Updating of Android is not a customer commitment as this is taken care
of through the RoomOS updates. _
Enterprise Network

c IS co W- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



License Options

\

Cisco Desk Pro, Board Pro, Room Bar, Room Bar Pro, | Cisco Room Navigator stand alone
Room Kit EQ & Room Kit Pro

Microsoft Teams Room Pro Microsoft Teams Shared Device (if no MTR in room)
Microsoft Teams Room Basic

Webex Control Hub - Cloud Device License
(optional)

cisco M- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Licensing

Microsoft Teams Room Basic VS Pro

MTR Basic MTR Pro

Provides core meeting experience If more than 25-devices are needed, Pro licenses are

. . N~ needed for the additional systems.
Up to 25 single screen systems in the organization. y

Pro licenses include all the features of MTR Basic licenses
Includes:
but also add:
e Scheduli
cheauling * Support for dual screen systems

* Joining meetings . .
g & * Large gallery view, Front Row view

* Content sharin .
g * Split gallery across two screens

* Collaborative whiteboarding * Support for joining meetings across Teams clouds (ie

worldwide/GCC)

Just because an MTR Pro license supports a feature, it does not automatically mean it is supported with MTR on Android!

cisco W- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Reference links

* What’s new with Microsoft Teams Rooms for Android

e What’s New in Microsoft Teams Devices (complete list of updates)

* Microsoft 365 Roadmap for planned and released Microsoft Teams Rooms features

* Teams Blog for insights into new and upcoming features and announcements for Microsoft
Teams, including Microsoft Teams Rooms

* Feature Comparison between MTRoW and MTRoA (includes Commercial, GCC and GCC-High)

c 1 s co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18


https://learn.microsoft.com/en-us/microsoftteams/devices/teams-ip-phones#certified-teams-rooms-on-android
https://support.microsoft.com/en-us/office/what-s-new-in-microsoft-teams-devices-eabf4d81-acdd-4b23-afa1-9ee47bb7c5e2#ID0EBD=Teams_Rooms_on_Android
https://www.microsoft.com/en-us/microsoft-365/roadmap?filters=Microsoft%20Teams%2CTeams%20and%20Surface%20Devices%2CAndroid
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/bg-p/MicrosoftTeamsBlog/label-name/Microsoft%20Teams%20Rooms
https://learn.microsoft.com/en-us/microsoftteams/rooms/teams-devices-feature-comparison?tabs=Commercial

Provisioning
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Provisioning
Fundamentals

Cisco video devices that support the Microsoft Teams experience have the capability to be registered in both
Microsoft Teams Admin Center and Webex Control Hub.

Before a Cisco video device can be registered, the appropriate account for the Cisco video device needs to be
provisioned in:

* Microsoft 365 admin center (required)

« Webex Control Hub (optional but highly recommended)

c IS c o W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Creating device activation code

Control Hub, as simpleas 1, 2, 3,4

Add workspace Q
i you want b0 set U i this workspace

=======
Giseo IP Phane

L o)

( Add Q
workspace
- 310 e sy gt .o

9077-7925-5830-8587

\_ o D )

Add a workspace in
Control Hub. Provide
required detail and press
Next

cisco Lz{@/

Select Cisco Collaboration
device and press Next

#CiscoLiveAPJC

Select additional Calling,
Scheduling and Meeting
services if required

* To support native Webex

Meetings, Calling and Room
Booking

BRKCOL-2524

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Take the registration code
and enter it into the device
at the Register to Control
Hub screen
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Account Provisioning

Microsoft 365 admin center
Cisco video devices that are to be registered to Microsoft Teams and operate as a Microsoft Teams Rooms
device will need a resource account created in Microsoft 365 admin center.

Microsoft 365 resource accounts consist of a mailbox and a Teams account that are dedicated to a specific
resource, in this case, the specific resource will be the Cisco video device.

i1 Microsoft 365 admin center L Search

= Home > Rooms & equipment O X
@ tome Rooms & equipment
s
s ~ MTR-Meeting Room (4)
Room
Active users } Add resource () Refresh ¢ Edit resource mailbox details [i] Delete resource mailbox 0]
Contacts

Guest users

Name Email Type
Deleted users Contact information
MTR-Meeting Room (4) i mtmmeetingroom@tmedemo.com Room Name email
g Teams & groups v
MTR-Meeting Room (4) mtrmeetingroom@tmedemo.com
fa Roles v

Capacity Location

B Resources

Phone number

Cisco

#CiscoliveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Resource Account — account creation
Microsoft 365 admin center

Your starting point in most instances will be Microsoft 365 admin center.

 Sign in to admin.microsoft.com with you admin credentials

* Resources in the left panel and then Rooms & equipment.

* Select Add resource to create a new account and provide the relevant details.

Add resource

Croate a mailbox for things fike a conference room, company car, a equij
everyone needs 10 use, 5o that those resources are reservable.

Leam more about resource types

Resource type
=

. /
Cl S co L‘V&. #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Resource Account — mailbox settings

Microsoft Exchange

By default, when resource accounts are created with the following settings:

* Allow repeat meetings

* Automatically decline meetings outside of the following limits:
*  Booking window (days): 180
*  Maximum duration (hours): 24
* Automatically accept meeting requests
You can edit these settings via the Edit booking options link when you are creating the resource account.
Best practice for the resource account that a Microsoft Teams Room is to set the password to never expire.

* |If password used has an expiry timer set, once timer expires, the Microsoft Teams Room will automatically sign
out of its resource account and will not be usable until it is signed back in.

c IS c o W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Multi-Factor Authentication (disable)

93 Contoso Electronics

= Home > Active users
o0 .
oo Contoso Electronics
Home

Microsoft 365 admin center £ search

i .
Active users Epping MTR
8 users ~ - o multi-factor authentication
Y, Resetpassword () Black sign-in =, Delete user R .
I Active users A addauser ) Multi-factor authentication { users service settings
ey Sign out of all sessions Add address

Note: anly users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.

Before you begin, take a look at the multi-factor auth deployment guide,
Guest users you begin, take a lok at yment gt

[]  Dpisplay name 1 Groups Roles
Deleted users Al Users No administrater access bulk update
= e - [ Dundee MTR Manage groups Manage roles
View: | Signin allowed users v P Multi-Factor Auth status: Any
. O e Q None provided [] DISPLAY NAME = USER NAME SraTus
R > Add manager
[] Dundes MTR dundeemtr @MODERNCOMMS311718.0onmicrosoft.com Disabled R
B Resources v L] Glasgow MTR Epping MTR
Contact information . .
= Biling v [0 Micrasoft Service Account EppingMTREMODERNCOMMS
Epping MTR EppingMTREMODERNCOMMS311718.0nmicrosaft.com Disabled
Display name First name .
2 Support ~ [1 moD Administrator N quick steps
Epping MTR
Enable
@ Settings h D Newcastle MTR a rosoft Service Account ms-sarviceaccount@MODERNCOMMS311718.0nMicrosoft.  Disabled
Phone number Last name Manage user settings
& sewp [} Parramatta MTR Manage contact information
k2 Reports > O Pymble MTR i ,: i .
Microsoft 365 activations (D) Multifactor authentication
D Health ¥ [ Sydney MTR View Microsoft 365 activations Manage multifactor authentication

"It's important to note that Microsoft Teams Rooms resource accounts shouldn't be configured to use multifactor authentication (MFA),
smart card authentication, or client certificate-based authentication (which are all available for end users)”. Details

c 1 s co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26


https://learn.microsoft.com/en-us/microsoftteams/rooms/rooms-authentication

Optimising User Experience

12:23 PM

Canberra MTR

Darren Henwood
AM=1:00 PM

Default Appearance &= Desired Appearance 7

c IS co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



PowerShell Commands

# Set processing to be correctly processed
PS C:\> Set-CalendarProcessing -Identity $DisplayName -AddOrganizerToSubject $false
-DeleteComments $false -DeleteSubject $false -ProcessExternalMeetingMessages $true

Consideration needs to be given to the resource mailbox properties that will be assigned to the Microsoft Teams Room.

*  AddOrganizerToSubject - This can be set to S$false so that the meeting organizer is not added to the subject of the meeting request.

*  DeleteComments - This must be set to Sfalse to ensure that text in the message body of the incoming meeting request is not deleted.
This is a requirement to process external Teams and third-party meetings to provide the One Touch Join experience.

*  DeleteSubject - This should be set to Sfalse to keep the subject of the meeting request

*  ProcessExternalMeetingMessages - This must be set to Strue to process meeting requests that originate outside of the Exchange
organization. This is a requirement to process external Teams meetings and third-party meetings.

c 1 S co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Resource Account — meeting room license
Microsoft 365 admin center

Once the resource has been created, a Microsoft Teams Room Basic or Pro license will need to be
assigned. End user licenses (for example E1, E3 or E5) are not supported.

MTR-Meeting Room (4)
© Block sign-in 2, Delete user

@, Reset password

MTR-Meeting Room (4)

4 Reset password () Blok sign-n ©, Delete user

eeeeeee

......

/////

c 1 s co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



License Stacking

* Deploy an MTR as a personal device —i.e. Desk Pro with one button join for personal calendar

meetings

* Assign MTR Basic or Pro license to the user account

Microsoft 365 admin center

= () Refresh 4 Export users

[0 Display name

~
Patti Fernandez
ontacts
Guest users Pradeep Gupta
Deleted users
Raul R
A Teams & groups v aul Razo
S siling e Teams Admin (aainapor)
& Setup Teams Admin (dhenwood)
Teams Admin (ianhawki)
Show all

]
]
O
0
O
]
]
O
O
]
O

Teams Admin (juskelly)

Teams Admin (misatche)

Teams Admin (nhalbert)

Teams Admin (romcaffe)

Teams Admin (rstepanc)

Teams Admin (tibowden)

O Teams Admin

Cisco

.&‘/

P search

Username

PattiF @MODERNCOMMS362571.0nMicrosoft.com

PradeepG@MODERNCOMMS362571 OnMicrosoftc

RaulR@MODERNCOMMS362571.0nMicrosoft.com

aainapor@MODERNCOMMS362571 OnMicrosoft.cc

dhenwood @MODERNCOMMS362571.onmicrosofty

ianhawki@MODERNCOMMS 362571 OnMicrosoft.cc
juskelly @MODERNCOMMS362571.0nMicrosoft.cor
misatche@MODERNCOMNMS362571 OnMicrosoft.c¢
nhalbert@MODERNCOMMS362571.0nMicrosoft.co
romcaffe @MODERNCOMMS362571 OnMicrosoft.cc
rstepanc@MODERNCOMMS362571.0nMicrosoft.cc

tibowden@VODERNCOMMS362571.OnMicrosofte

teams admin@MODERNCOMMS362571 onmicroso

#CiscoLiveAPJC

Teams Admin (tibowden)

censes and apps

Advanced Communications
14 of 15 licenses available

Account Devices Mail OneDrive

Microsoft 365 Business Premium
1 of 10 licenses available

Microsoft 365 E3 (no Teams)
9 of 10 licenses available

Microsoft 365 ES (no Teams)
4 of 25 licenses available

Microsoft Entra ID P2
There are no more product licenses available for this subscription. You don't have permission to
purchase additional licenses.

Microsoft Power Automate Free
9999 of 10000 licenses available

Microsoft Teams Domestic and International Calling Plan
6 of 10 licenses available

Microsoft Teams Enterprise
40f 25 licenses available

Microsoft Teams Phone Resource Account
25 of 25 licenses available

Microsoft Teams Phone Standard
14 of 15 licenses available

Microsoft Teams Premium Introductory Pricing

Microsoft Teams Rooms Pro

2 of 25 licenses available
——

BRKCOL-2524
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Intune
Considerations
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Android Device Administrator

Home » Devices | Android > Android | Android enrollment >

Personal and corporate-owned devices with device administrator privileges

A\ Android's device administrator capabilities have been superseded by Android Enterprise. As a result, we recommend using Android Enterprise if it's supperted in your country/region. Learn more. Lo MICTOSOR IS 7 Wit Service 1 ® 2

This setting enables Android's older management method, device administrator, to manage corporate data and apps. You can still manage And ro id d evice a d m i n i St ra to r e n ro I | ment

your devices with device administrator, but we recommend that you switch to Android Enterprise for the most up-to-date and secure
features. Learn more

Article + 05/04/2024 + 10 contributors & Feedback
You can further configure platform settings and assign them to specific user groups in Enrollment Restrictions. For example, you can use
Enroliment Restrictions to force devices to enroll with device administrator in regians that do not support Android Enterprise I this artida
| Use device administrator to manage devices. By enabling this feature, you grant Microscft permission to send bath user and device Set up device administrator enroliment
\—information to Google. Learn more, Block device administrator enrollment

Microsoft Teams certified Android devices

Next steps

@ Important

Microsoft Intune is ending support for Android device administrator management on devices with access to Google
= Mobile Services (GMS) on August 30, 2024. After that date, device enrollment, technical support, bug fixes, and
security fixes will be unavailable. If you currently use device admini we itchil

to another Android management option in Intune before support ends. For more information, read Ending_support
§ 7 3 S GMS devices®.

Many of you will have seen this and perhaps stopped at this
point...perhaps not 100% sure what to do! SN e o e e

countries where Android Enterprise is available 2 . In an effort to move to modern, richer, and more secure device
management, Google deprecated Android device administrator management in 2020 and Intune will be ending support
for device administrator devices with access to Google Mobile Services in August 2024,

B Sy e gt SO SO ottt

Therefore, we advise against enrolling new devices using the device administrator process described here and we also
recommend that you migrate devices off of device administrator management.

For information about using device administrator when Google Mobile Services is unavailable, see How to use Intune in
environments without Google Mobile Services.

If you still decide to have users enroll their Android devices with device administrator management, continue to the next

section.
A e st a e A oaadih. . Anat 4 2Pl ahien ool ata e, o, an

e At o

c1sco '&‘/
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Microsoft Intune

Android Device Administration and Enrollment

Intune needs to be setup correctly to manage Android based Microsoft Teams Rooms devices.

« As of today, Microsoft only support the legacy Android Device Administrator Management for MTRoA devices. This
uses an older and depreciated set of Android API’s for device management.

* Microsoft is moving to a Next Gen Management platform using Android Open Source Project (AOSP) Enrollment
Profiles. This is not currently available today.

Microsoft Intune admin center 1

Home > Devices | Overview > Android | Android enroliment

(i . . s . s .
f Personal and corporate-owned devices with device administrator privileges
[ Dashboard
2 = iy A\ Android's device administrator capabilities have been superseded by Android Enterprise. As a result, we recommend using Android Enterprise if it's supported in your country/region. Lear more. —
gd Devies |
B8 Apps This setting enables Android's older g methad, device , to manage corporate data and apps. You can still manage
your devices with device administrator, but we recommend that you switch to Android Enterprise for the most up-to-date and secure
‘ Endpoint security features. Learn more.
54 Reports You can further configure platform settings and assign them to specific user groups in Enrollment Restrictions. For example, you can use
Enrollment Restrictions to force devices to enroll with device administrator in regions that do not support Android Enterprise.
4k Users
28 Groups [] Use device administrator to manage devices. By enabling this feature, you grant Microsoft permission to send both user and device
information to Google. Learn more.
2 Tenant

# Troubleshooting + support

c 1 S co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Microsoft Intune

Android (AOSP) corporate-owned user-less devices

What we know so far...
 Applicable to devices that do not support Google Mobile Services

- Intended to be shared by more than one user
- Will require an ‘enrollment profile’ to be created before device can be enrolled.

« AOSP policies will need to be created for the Microsoft Teams Rooms Android devices. The
policies should be created before taking new firmware update to ensure the devices work as
intended after the migration.

- Migration to AOSP profiles should be invisible to users.

c IS co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Policies
Conditional Access Policies — Android DA

These are typically things that would provide access to resources on the condition that a certain
policy or certain policies are met.

« Examples of policies that Microsoft Teams Rooms on Android support
* User Identity — Ensure only certain accounts can log into a Microsoft Teams Room
* Device Platforms — Ensure the resource account can only login if the device is on Android or Windows
* Locations — Only allow devices to login if they meet certain location requirements

* Compliance — Require the device to be Compliant per policy

c IS co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policies

Compliance Policies — Android DA

Compliance Policies are more to ensure that the devices meet certain minimum requirements
related to the device depending on the policy rules in place.

Compliance Policies can be used to just inform administrators of non-compliance, or they can be
used to block or quarantine.

« Examples of policies that Microsoft Teams Rooms on Android support include:-
* Root—Is the device Rooted?
* 0OS Version — Define and set a minimum/maximum version of Android OS support
* Encryption — Require the device to have Encrypted Storage

e USB Debug — Block USB Debugging
It is expected that additional compliance policies will become available when Microsoft move to
Next Gen Management platform.

c IS c o M&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Security Considerations

Microsoft Teams Rooms on Android

* Resource Accounts:
* Do not enforce password expiration
* Do not enforce multi-factor authentication through another device (push notification, text, phone call etc),
instead leverage known location and/or device compliance as the second factor to secure accounts.
* Conditional Access:

* Resource accounts should be excluded from user CA policies and have unique policies created to ensure
the resource accounts are locked down appropriately

* Consider device filters to apply your CA policies

c IS c o M&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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Requirements
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Microsoft - Network Requirements

Microsoft Office 365 and Microsoft Teams has several network requirements. The links below detail these
requirements further.

Microsoft Teams Required
Microsoft Office 365 Required
Microsoft Intune Optional
Pro Management Portal Optional
Unauthenticated Proxy Optional
QoS Optional
802.1x Optional
Bandwidth Policy 10 Mbps

. /
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https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide#skype-for-business-online-and-microsoft-teams
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/mem/intune/fundamentals/intune-endpoints
https://learn.microsoft.com/en-us/microsoftteams/rooms/update-management?source=recommendations
https://learn.microsoft.com/en-us/microsoftteams/rooms/security-android#network-security
https://learn.microsoft.com/en-us/microsoftteams/meeting-settings-in-teams?WT.mc_id=TeamsAdminCenterCSH#set-how-you-want-to-handle-real-time-media-traffic-for-teams-meetings
https://learn.microsoft.com/en-us/microsoftteams/rooms/security-android#network-security
https://learn.microsoft.com/en-us/microsoftteams/meeting-policies-audio-and-video#media-bit-rate-kbs

Cisco - Network Requirements

The following requirements need to be taken into consideration when the Cisco collaboration device is
registered to Control Hub. These requirements are in addition to the Microsoft network requirements as
detailed in the previous slide. Full details located here.

443 TLS Webex HTTPS signaling — session establishment to Webex services are
based on URLs rather than IP addresses

53 UDP/TCP Domain Name System (DNS)

5004 and 9000 SRTP over UDP Encrypted audio, video and content sharing for when Cisco collaboration

device is joining a Native Webex meeting experience

5004 SRTP over TCP TCP also serves as fallback for encrypted audio, video and content if UDP
cannot be used.

443 SRTP over TLS Fallback transport protocol for encrypted audio, video and content sharing
if UDP and TCP cannot be used. Media over TLS is not recommended in
production environments

. /
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https://help.webex.com/en-us/article/WBX000028782/Network-Requirements-for-Webex-Services

New — Network Requirements Too

https://help.webex.com/en-us/nrt _—

Webex Network

Webex Network Requirements ReqUirementS GUide

. . : This guide provides network connectivity requirements for your choice of W
Available Services Selected Services N services, It was generated by hitps:/help.webex.com/nrt
Select which services and subservices you would like to deploy. Confirm your selected services and generate when Generate
ready.
i Cisco Webex Public Webex Network Requirements Guide - Generated On: 2024/09/27 2
Webex App O o Microsoft Teams Rooms (0
o Microsoft Teams Rooms
Teams Registration ()
« Teams Registration - Microsoft components Teams Registration - Teams Registration Webex Control Hub Components
Webex Calling For Devices O o « Teams Registration - Webex Control Hub components
Protocol_and_port Destination_domain Notes Function  Source
TLS 443 *.whx2.com, *_ciscospark.com, Session establishment to Webex services is ~ Webex Ephemeral
Webex Edge For Devices O ° * webexapis.com, *webex.com, based on defined URLS, rather than IP HTTPS
* cisco.com addresses. signalling
Webex Registration For Devices Protocol_and_port Ip_address_range Funetion Source Desectiption
= p. g E
5004 And 9000 UDP 23.80.0.0/16, 44.234 52 192/26, Encrypted audio, Ephemeral 5004 and 9000 SRTP over
Fallback To 5004 Over 62.109.192.0/18, 64.68.96.0/19, video, and content UDP pieferred. Falls back
TCP Fallback To 443 66.114.160.0/20, 66.163.32.0/19, sharing for the to 5004 SRTF over TCP
N 69.26.160.0/19, 114.29.192.0/19, Gisco and then falls back o 443
Microsoft Teams Rooms O ° 96.0.0/16, 150.253.128.017, collaboration SRTP over TLS. Media
162.129.0.016, 170.72.0.016, device when dual over TLS is not
170.133.128.0/18, 173.39.224 019, registered and recommended in
173.243.0.0/20, 207.182.160.0/19, calling into a production environments.
() Add Service Reset 209.197.192.0/19, 210.4.192.0/20, Webex meeting
216.151.128.018
Cisco devices for Microsoft Teams Rooms - Updated 2023-07-
03
Teams Registration (O
Teams Registration - Microsoft components Teams Registration - Teams Registration Microsoft Components
@) Teams Registration - Webex Control Hub
Desoripti  Url Name
components on
Microsoft  ttpsidocs microsoft s %2C: Resource
resources  ectory2-passwordv2Cactive-directory2-license: creation
covering process for
resource Microsoft
account Teams
creation, Rooms

c1sco 'p/‘/
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On-boarding flow - Welcome

Initial setup
screen allows the
language of the
device to be
selected.

Welcome
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On-boarding flow — Network Settings

Network overview
provided to detail : ———
connected network =
interface and also the
options to change
settings if needed via
Advanced Network
Settings menu.
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On-boarding flow — Audio & Video Setup

For the Cisco Board
Pro, the audio is
tuned based upon
floor stand or wall
mount.

For devices such as
Room Bar Pro, you
will see video as
well as audio setup
screens during the
setup process.

cisco Lz/&/

#CiscoLiveAPJC

]

BRKCOL-2524

Audio setup

L

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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On-boarding flow — Time Zone

Option to select
device time zone
and also time
format (12H/24H).

UTC+01:00 (DST) Western European
Tuesday, September 19, 2023

Change time zone Continue

c Is c o W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



On-boarding flow — Platform Selection

Option to pick
which platform
the Cisco
collaboration
device is to be

registered with.

cisco Lz/&/

#CiscoLiveAPJC

BRKCOL-2524
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On-boarding flow — Control Hub Registration

Microsoft Teams
and Control Hub
registration

Control Hub registration is
presented. This is an
optional step (but highly
recommended). Enter the
16-digit registration code
generated in Control Hub.
If not required, ‘Skip’
button can be used.

cisco Lz/&/

#CiscoLiveAPJC

BRKCOL-2524

Register to Control Hub

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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On-boarding flow — Local Admin Password

If the 'Skip’ button has
been used in the
previous screen, you will
be required to set (and
repeat) an admin
password.

This will allow for an
admin to log into the
WebUI of the Cisco

collaboration device.

It can be changed from
Teams Admin Center at
a later stage.
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On-boarding flow — Begin MTR Installation

Once the Cisco
collaboration
device has been
registered to
Control Hub (or
the step has been
skipped),
Microsoft Teams
Rooms is ready to
install.

cisco Lz/&/

#CiscoLiveAPJC

Ready to install Microsoft
Teams Rooms

BRKCOL-2524

Begin installation

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Installation flow

The Microsoft Teams
Room application will
start to install to the
Cisco collaboration

device.

The application will .

install into a container 9

S|tt|ng on top of Installing Microsoft Teams Rooms

RO O m O S 1 1 . Do not unplug your device

Once installed, the Cisco
collaboration device will
provide the relevant
information to complete
the sign-in to Microsoft
Teams.
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Activating Microsoft Teams

Once installation has completed, the
Welcome to Microsoft Teams screen
will be seen.

From here the Cisco collaboration
device can complete registration
either through:
* Visiting
microsoft.com/devicelogin
* Enter the activation code
* Authenticate using the room
resource credentials
* Loggingin on the device
* Tap ‘sign in on this device’

* Authenticate using the room
resource credentials

cisco Lz/&/

#CiscoLiveAPJC

Welcome to Microsoft Teams!

'J

Step 1: On your computer or mobile, go to https://microsoft.com/devicelogin

Step 2: Enter the code below to sign in.

DS3WMHLJ3

BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Successful activation

Once successfully logged in, the
Cisco collaboration device will
display the Microsoft Teams
Rooms home screen.

Join your meeting with

The homescreen will provide thisroom
access to:

*  Meet Now

* Call

*  Whiteboard

e Share

* Join Teams Meeting with meeting
ID#

* More

*  Volume control

* Device settings

cisco Lz{@/

TUESDAY, APRIL 30

3:51 PM

MTR-Springwise Open Space

) Add this room to a meeting with your personal device

#CiscoLiveAPJC

BRKCOL-2524

= I | Available

Meet now

&

@

Share

&
Available
Whiteboard

£

Join with
anID

© 2024 Cisco and/or its affiliates. All rights reserved.
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Activating Microsoft Teams — Navigator Panel

When using a Navigator
control panel, separate
activation code will be
displayed on the Navigator.

Complete activation of Room
Bar, Codec or Board Pro first.

Complete activation using the
same room resource account

Navigator will automatically
pair to the room video device

cisco Lz{@/

2:55 PM

&) Conf Room BRISBANE/40A10 - Eagle Farm

@ #

Whiteboard Join with
an ID

& Add this room to a meeting with your personal device

#CiscoLiveAPJC BRKCOL-2524

Available

Available

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enable Webex One Button Join

& About touch panel

i Device admin settings

iy Teams admin settings

Restart device

c1sco '&‘/
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Unlock Device Settings

webex control Hut &

( Overview

0 Alerts centre

MONITORING
Bl Analytics
A Troubleshooting

= Reports

s

Customer Journey Data

MANAGEMENT
& Users
& Groups

@ Locations

@ Workspaces

& Devices

B4 Apps

Cisco

.&‘/

< Device

[ Conf Room Baker
Meeting Room Capacity: 4 people
Overview Scheduling  Calling Meetings

Devices

— &l

Add device

Edit APl access

Pair device

Cisco Room Navigator

® Online W @

Cisco Room Bar

* Online [ ] @

— Cisco Room Navigator
s Online @

SAM SAMSUNG
e Online @

#CiscoLiveAPJC

Software upgrade channel

Lock device settings

Lock device settings so that end users can't change them.

More on locking device settings (7

Device settings

x Unlocked

Cancel

BRKCOL-2524
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Enable Webex One Button Join

<& Meetings

Third party meetings

Join with custom name and email

Room name and device account em:

be used by default

Conf Room B /
cfb40A10@MODER
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Conversion to MTR
of Control Hub
registered device!

cisco Lz{@/



APl Usage

- To convert an existing device registered to Control Hub, a single command
can be used to start the conversion.

Will maintain device registration in Control Hub

Will maintain existing analytics settings

Will maintain existing workspace

Control Hub will update to reflect that the device is now configured for Microsoft
Teams Rooms

« And the command is...

« xCommand MicrosoftTeams Install Name:
MicrosoftTeamsRooms -

c IS co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 65 I



Room Booking
Panel
Considerations

cisco Lz{@/



Room Booking Panel Options with Cisco MTR

Microsoft Teams Panel  Cisco Room Scheduler 3" Party Booking
Application (PWA)
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Booking Panel Comparison

LED Control

Adhoc Reservation

Check-In

Occupancy Sensor Data
Environmental Sensor Data

cisco Lz{/a/

Microsoft Teams Panel

Yes — Available (Green) or Busy (Red)
** If Control Hub Registered will also get Booked

but not Occupied (Yellow) and Not booked, but
Occupied (Purple)

Yes

Yes — manual or join meeting
No
** capacity warning only

No

Yes

#CiscoLiveAPJC BRKCOL-2524

Cisco Room Scheduler

Yes — Available (Green), Booked but not Occupied
(Yellow), Occupied (Red)

Yes
Yes — manual or join meeting, occupancy sensor,
start local screen share

Yes

Yes

Yes

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Cisco Room Scheduler Setup with MTR

- Setup as Standalone in same CH
workspace

- Hybrid Calendar required — linked to
same resource account as MTR

« Room occupancy from MTR
automatically updates Navigator panel

and LED

cisco Lz{@/

#CiscoLiveAPJC

Conf Room Baker
Meeting Room « Capacity: 4 people

Overview Scheduling Calling Meetings

Devices

— &l

Cisco Room Bar Cisco Room Navigator

e Online * G *+ © e Online « & -+ @
Cisco Room Navigator

o ® Online « ©

SAM SAMSUNG
]

® Online - ©

Email Address

Scheduling

Office 365

@ Activated - since July 22, 2024

See history

BrisbaneOffice@barkwood.onmicrosoft.com

BRKCOL-2524
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Cisco Room Scheduler — Check in / out

« Booking is released and the organiser gets an email informing about the
cancellation if nobody checks in.

* Manual check-in on Navigator Panel

* Automatically check-in
* Joining a call
e Local share session started

* People countis 1 or more
« Configuration:
- Bookings CheckIn Enabled: <True/False>
* Default: False
« Bookings CheckIn WindowDuration: <5, 10, 15, 20, 30, 60>
* Default: 10
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Microsoft Teams Panel

First-Time Setup Wizard

1. Language Selection

2. Set as a Standalone unit
3. Select "Room booking”

4.  Choose "Outside the Room”

5. Network and Time Settings

* Previously shipped Navigators may need software

6. Select "Microsoft Teams Experience” update prior to seeing FTSW

7. Complete Control Hub registration (recommended)

8.  Sign-in using room resource account
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MTR in Personal
Mode
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Personal MTR Device

Same on-boarding flow as MTR

Sign-in with user account instead of
room resource account

PIN Lock for device (requires Control
Hub registration).*

* Available in Beta

cisco Lz{/a/

#CiscoLiveAPJC

BRKCOL-2524
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Meeting
Experiences
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Access RoomOS camera and audio settings

WEDNESDAY, OCTOBER 23

Access to RoomOS Audio & Video Al 5 2:53 PM

. &) Conf Room BRISBANE/40A10 - Eagle Farm 3
features: : Available

® Camera inte”igence Join your m;’el;ng

with this room

* Audio intelligence

* Background replacement
(Cisco Desk Pro only)

Available

When in a: o O

* Microsoft Teams meeting & -

Whiteboard Join with ]» Speakers

« Webex / Zoom / BYOD meeting an 1D

@ Add this room to a meeting with your personal device 3 Device Info
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Camera intelligence from Room Navigator

Room Navigator support:

Cisco Room Bar, Room Bar Pro

Cisco Room Kit EQ/EQX, Room Kit Pro

Cisco Board Pro/Board Pro G2

Camera modes available:

Group (best view)

Frames

Speaker

Presenter (on supported systems)
Cross View (EQ bases systems only)

Camera presets

cisco Lz{/a/

Camera mode A

m Manual

B8 =

ole, T
ﬁ ) Speaker
=) Lyt

Presenter

Saved camera views \/

#CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enhanced 3 Party Meeting Platform Support

With Control Hub Registration:
* Native Webex Meeting experience (OBTP

and AdhOC) ’ Design Wo
* RoomOS Zoom Interop (Adhoc) . e T

* Native SIP dialing
* Native Webex Calling

Daily SCRUM
10:00 AM-11:00 AM

Charlotte de Crum (@ W 2oom

N O Co nt ro | H u b : Weekly Project Briefir

11:00 AM-12:00 PM

* WebRTC direct guest join experience for X 0

Webex and Zoom meetings = NEOCEL e (-
(S

<]» Speaker

§6% Device settings
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Content Sharing

Make content sharing simple with a
wide range of wired and wireless
options:

« USB-C
« HDMI

* Miracast® (not supported on non-
Radio versions)

*  Microsoft Teams Cast

* * Airplay (Roadmap)

Please note that the Cisco Room Kit Pro does not support USB-C sharing options

cisco Lz{@/

#CiscoLiveAPJC

BRKCOL-2524
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Cinematic
Experiences
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Meeting Zone

« Enable efficient, distraction-free
meetings in open spaces and glass-
walled meeting rooms by only framing
and tracking people in the meeting.

* Manually set boundaries via the
underlying RoomOS Ul

* When Meeting Zone is configured,
People Count detection and analytics
will only include those detected within
the configured zone.
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Frames

Frames is a camera mode that captures a meeting room by
sending an enhanced view of the people

* Leaves out blank space and makes people larger, allowing for a
better view of facial expression and body language

* Adapts dynamically to capture people in individual frames or as
groups if they are sitting close

* If there are more than four people in the room they'll be
grouped into frames, or the device switched automatically to a
Group view that shows everyone present

All processing is done with the device camera and Frames
can therefore be sent to any call or meeting

*  Microsoft Teams
*  Webex

e Zoom

* BYOD Meeting
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Cross-View

Al-driven feature bringing cinematic views to
meetings using:

*  One ‘main’ Quad Camera at the front of the
room.

*  Two PTZ4K ‘side-cameras’ covering the long
edges of the meeting room table

e ‘Array’ of Cisco Table or Ceiling Microphone
Pros. The Array is used together with the
cameras for locating active speakers.

All intelligence related to camera switching
and control is run locally on the device,
meaning that Cross-View will work in any
meeting.

cisco Lz{/&/

#CiscoLiveAPJC

BRKCOL-2524
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Extended Speaker View

Adaptive speaker tracking and intelligent
framing by the Cisco Quad Camera and the
Cisco PTZ 4k camera

Add a Cisco 4K PTZ camera to Codec Pro,
Codec EQ and EQX systems to extend the
camera range to 15 m/50 ft.

We recommend using this for meetings
where some participants are further than 6
meters or 20 ft from the camera.

Minimum 3 Cisco Microphone Pros or 1
Ceiling Microphone Pro.

All intelligence related to camera switching
and control is run locally on the device,
meaning that Extended Speaker View will
work in any meeting.

cisco Lz{/&/

#CiscoLiveAPJC

BRKCOL-2524
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Cinematic Views support matrix

RoomOS Only

HEES

when in a native Webex meeting

Extended Speaker View
Presenter and Audience No
:

CISCO

#CiscoLiveAPJC BRKCOL-2524

Microsoft Teams Rooms
without Control Hub
registration

Microsoft Teams Rooms with
Control Hub registration

when in a native Webex meeting

No

No
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Teams Admin

Center and Pro
Portal
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Navigating Teams Admin Center (TAC)

Microsoft Teams admin center 1 £ search

Devices summary Health summary License summary
12
’ 0 5 5 0 5 0 [ ]
B Teamsdavicas A Total Online Offline Healthy Non-urgent Critical o Pro
Store ®
Browse Teams certified devices Software auto-updates
Teams Rooms on Windows 3
| Teams Rooms on Android -. '- Automatic updates are
- ew detal
underway.
Sur?a:e Hubs (Legacy)
Panels
Phanes @ Important notice: We are improving our services to enhance security, performance, and overall experience. To ensure continued functionality of your Teams Android devices, it is recommended to update them as soon as the latest versions are available. To help you with this
process, Microsoft Teams certified devices will continue to be automatically updated.
Displays
'ouch consoles Configuration profiles
SIP devices
B Teams apps ~
(£l nfi < 1 gs () Update ¥ 2 X Rer 10 items - Q MmOy = &
& Meetings N
‘ Display name Username Device name () License (D) Health status (D) Automatic updates Manufacturc
= Messaging v
Conf Room BRISBANE/40B20 - Fortitude Valley cfb40B20@MODERNCO... cisco-boardpro55 wzs2... @ Non-urgent General cisco
R Voice v
Conf Room BRISBANE/40A10 - Eagle Farm cfb40A10@MODERNCO.. cisco-roombar foc2652. @ Non-urgent General cisco
@ Locations ~
Conf Room MELBOURNE/30CA4S5 - Gruyere cfm30C45@MODERNC... cisco-deskpro foc2615n... @ Offline General cisco
AE  Frontline deploy. v _

c 1 S co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



Navigating — Touch Consoles

Microsoft Teams admin centel 1 L Search

Devices summary Health summary License summary
8
’ 8 5 3 0 5 0
I Teams devices ~ Total Online Offline Healthy Non-urgent Critical 0 Fro
Store ®
Software auto-updates
Teams Rooms on Windows
Teams Rooms on Android .
Automatic updates are underway.
Panels
Phones @ Important notice: We are improving our services to enhance security, performance, and overall experience. To ensure continued functionality of your Teams Android devices, it is recommended to update them as soon as the latest versions are available. To help you with this
process, Microseft Teams certified devices will continue to be automatically updated.
Displays
Teams Rooms on Android Touch c les Configuration profiles
SIP devices
B Teams apps v
I ) te ) Update ¥ X Ren 8items -+ aQ mpD = &
Meetings ™
- Display name Usemame Device name (D License (D Health status (© Automatic updates Pairing staty
=] Messaging v
Conf Room BRISBANE/40B20 - Fortitude Valley cfb40B20@MODERNCO... cisco-roomnavigator fo... m Non-urgent General Paired
% Voice ~
Conf Room BRISBANE/40A10 - Eagle Farm cfb40AT10@MODERNCO... cisco-roomnavigator fo... @ Non-urgent General Paired
@ Locations '
Conf Room CANBERRA/26C36 - Griffith cfc26C36@MODERNCO... cisco-roomnavigator fo... o Non-urgent General Not pairec
A& Frontline deploy. v
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Navigating — Panels

Microsoft Teams admin center 1 L search

Users ~ Panels

Panels are devices mounted outside of conference rooms, typically next to room entrances. They show room availability, room
name, and reservations. Learn more

) Teams devices ~
Store *®
Teams Rooms on Windows

Devices summary Health summary Software auto-updates
Teams Rooms on Android 0

Surface Hubs (Legacy) 2 1 1 1 0 0

Total Online Offline Healthy Non-urgent Critical
e

Automatic updates are underway.

Phones

isplays

SIP devices

p 3 “ v v M =
B Teams apps v ; - ! Zitems QB0 = &
v Display name Username Device name (D) License (D) Health status (D Automatic updates Manufacturer

i Meetings b
= Conf Room MELBOURNE/30D60 - Heidelberg cfm30D60@MODERNC... cisco-roomnavigator fo... @ Offline General cisco

Messaging h
B Conf Room SYDNEY/20C60 - Glebe cfs20C60@MODERNCO... cisco-roomnavigator fo... Pro Healthy Genera cisco

oice A
@ Locations v
A& Frontline deploy... ~ “

c1sco '&‘/

#CiscoliveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90



Device Management

i1 Microsoft Teams admin center L Search
= Teams Rooms on Android \ cisco-roombar fac2652nnfl
A Users v
i 7-DAY QUALITY 7-DAY ACTIVITY
e detices ” Conf Room BRISBA... @ @
cisco roombar
L
Store Health status 0
- Download device logs Non-urgent
Teams Rooms on Windows - ) Meetings
~ Offline since g
&J Update software .
| Teams Rooms on Android " e (D Data isn't available. 0
estart vice name
cisco-roombar foc2652nnfl
Surface Hubs (Legacy) (D) Refresh details Calls
Usermname
Panels cfb40A10@MODERNCOMMS...
Phones
Displays
SIP devices ©  Important notice: We are improving our services to enhance security, performance, and overall experience. To ensure continued functianality of your Teams Android devices, it is recommended ta update them as soon as the latest versions are available. To help you with this
process, Micrasoft Teams certified devices will continue to be automatically updated.
BB Teams apps ~
[l Meetings v
B Messaging ~ More details Maintenance Hours © Notes
% Voice v Username Time window N/A
cfb40A 71.0nMi t.cor1:00 Hrs to 04:00 Hrs
@ (e o Tag Update frequency
N/A Sun
A5 Frontline deploy... ~ Manufacturer and model
cisco - roombar
@  Enhanced encrypt IP address

B Policy packages Organization asset tag

c1sco '&‘/

#CiscoliveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 91



Configuration Profiles

Microsoft Teams admin center 1 L Search

Devices summary Health summary License summary
Users R 2 .
& Teams devices - Total Online Offline Healthy Non-urgent Critical 0 o
Store ®
TRamEIRoomelonAnaows Browse Teams certified devices Software auto-updates

| Teams Rooms on Android R 3
= ‘ Shop devices Automatic updates are
- - View deta

Surface Hubs (Legacy) underway.
Panels
Phones
@ mportant notice: We are impraving our services to enhance security, performance, and overall experience. To ensure continued functionality of your Teams Android devices, it is recommended to update them as soon as the latest versions are available. To help you with this
D process, Microsoft Teams certified devices will coy be automatically updated.
isplays
SIP devices Teams Rooms on Android Touch consoles
B Teams apps v
Mestings » + Add \ssig X Delete 4 items Q search D &
B Messaging o v Name Description Modified by Modified on
& Vo - Aamer_MD Teams Admin Sep 18, 2024, 1:54 PM
‘oice
@) e=iitns o Aamer_DP Teams Admin Sep 17,2024, 11:01 PM
&  Frontline deploy o Custom Wallpaper ASX Teams Admin Sep 13, 2024, 8:15 AM
-] o
Q
@  Enhanced encrypt... Custom Wallpaper Wiallpaper of Sydney Op... Teams Admin Oct 1, 2024, 10:48 AM =
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onfiguration Profiles

Device settings

A Users

& Teams devices

Store ®

Teams Rooms on Windows

| Teams Rooms on Android

Surface Hubs (Legacy)

Panels
Phanes
Displays
SIP devices
A8 Teams apps
i Meetings
B Messaging

X, Voice

& Locations

A& Frontline deploy.

Enhanced encrypt..

Cisco

.&‘/

Background

Display screen saver
Display backlight brightness
Display backlight timeout

Display high contrast

Use a custom background

Main display ©

ydney-staycation- ideasMtr

(i) The image may be center cropped and scaled to fill
the frame of the display.

Extended display (&

This image only appears when the extended display is
connected to the main display.

@®) Use main display image

() Choose new image

Console (optional) ©

Upload

Upload an image in PNG, JPG, or JPEG format with a
minimum resolution of 1280 px X 720 px.

@D o

1 hour

@ off

#CiscoLiveAPJC BRKCOL-2524
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Introduction to Microsoft Pro Management Platform

The Microsoft Teams Rooms Pro Management service (aka Pro Portal), is similar to
Webex Control Hub in terms of it being a cloud-based management solution.

Pro Portal allows for proactive monitoring and updating of Microsoft Teams Rooms
devices and their peripherals.

The solution is aimed at organizations looking to optimize the meeting room
experience for end users and rapidly scale footprint by real-time monitoring and
management for Microsoft Teams Rooms devices.
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What exactly can Pro Portal do?

) A

Management * Room planning
Capabilities and rollout

Update = > Compliance and ‘
Management certification

AR v SIS

#CiscoliveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Welcome to the Pro Mana

https://portal.rooms.microsoft.com/

Navigation

\ 4

Cisco

< cC 0

Microsoft Teams Rooms Pro Management
{2y Home

Incidents
6= Rooms

@ Reports
E Updates

@ Planning Vv
R

Settings

.&‘/

portal.rooms.microsoft.com

Hi, Darren!

ement Portal

u | @ Incognito

e

launch to u

Q

7

\.

@ Portal information

Check out our docs to learn more about how to use
this portal.

=] Open Office Hours

Every Wednesday from 9:00 to 10:00 Pacific Time

An open forum to learn more about the Teams
Rooms Pro Management program with the experts.

Topics Include:

* Room health and how to escalate

* What's coming next

Microsoft's role in managing your rooms

How to get help through the Microsoft Service
Operation Center

Live questions

Find the meeting join information in the help panel

@ Known Issues

L e o e ot g Micasas

<J What's new?

Date
Thursday, November 16th 2023

Microsoft Teams Panels in Pro Management Portal

Another device type is coming to Pro Management
Portal!

We're pleased to announce the support of
Microsoft Teams Panels in the Pro Management
Portal. Admins will be able to view their Teams
Panels (associated with both Teams Shared Device
and Pro licenses) in the Rooms and Inventory pages
and take actions like one could on a Teams Rooms
on Android device

If a Panel is sharing a resource account with a
Teams Room or Surface Hub, in Inventory, the Panel
will appear in the Inventory list for the room. Please
also note that the 'Activity' tab in the Rooms page
is for Pro licensed Panels only, and we are working
on showing metrics in the Reports page for Panels
that are not sharing an account with Teams Rooms
or Surface Hub devices.

For more information on Teams Panels, please see:
Microsoft Teams Panels

/\ MTR App Update 4.19.57

Date
Monday, November 20th 2023

Version 4.19.57 of the Microsoft Teams Rooms app
is set to be the recommended version for
production rooms enrolled on the Teams Meeting
Rooms Pro Management portal. On November 29th
we will begin rolling out this new version to staging
rings.

Version 4.17.51 will be archived under ‘past
updates' once 4.19.57 deploys to staging.

Version 4,18.44 will continue to be supported (N-1).

Version 4.13.132 will continue to be available as a
necessary update path for systems running
Windows builds version 19042 (20H2) or older.

We encourage you to review the release notes for
more detailed information,

More information: Microsoft Teams Rooms release

notes

Portal
Overview

pdate

\J

a
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https://portal.rooms.microsoft.com/
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(D) This meeting room device does not have a valid Microsoft Teams Rooms Pro or Premium license. The license is currently expired, and you

have 14 days remaining to continue benefiting from the Teams Raoms Pro device management capabilities. Please ensure the appropriate
license is assigned within this timeframe. Learn more about licensing here, find devices with unsupported licenses here, and manage your

Teams licenses at M365 Admin Center.

(D) This meeting room device does not have a valid Microsoft Teams Rooms Pro or Premium license. The license is currently expired, and you
have 3 days remaining to continue benefiting from the Teams Rooms Pro device management capabilities. Please ensure the appropriate
license is assigned within this timeframe. Learn more about licensing here, find devices with unsupported licenses here, and manage your
Teams licenses at M365 Admin Center.

Microsoft Teams Rooms Pro Management

Rooms : .
{2 Home Review the state of all your room devices, 1 1 v 2 @ 0 "Q 9 E‘ﬁ 0 0 = O A 0

MANAGED  HEALTHY ~ UNHEALTHY ~ UNMONITORED ~ SUPPRESSED  ONBOARDING  SLEEPING  UNLICENSED

% Incidents Export
63 Rooms
@ Reports Unsuppres: ilitems 3 Filter
B Updates O Name Hostname State T Type Suppressed Onboarding Needs action Tags Groups. License type
R Planning ¥ QO  Glasgow MTR cisco-deskpro foc.. & Unmonitored MTR Android © Needs action 0 Pro
@ settings (O Dundee MTR cisco-roombar fo.. "2 Unmonitored MTR Android © Heeds action [
O Edinburgh MTR cisco-deskpro foc.. "2 Unmonitored MTR Android @ needs action [
General
(O Glasgow MTR cisco-boardproS5... & Unmonitored MTR Android @ Needs action 0
Roles
O sydney MTR cisco-boardpro75... " Unmonitored MTR Android © Heeds action [\ Pro
G
Toups QO Parramatta MTR cisco-roombar fo.. " Unmonitored  MTR Android © Needs action 0 Pro
Partners (O  Dundee MTR cisco-roomnaviga... % Unmonitored Touch Consale @ needs action 0 Pro
ServiceNow (O Parramatta MTR cisco-roomnaviga... % Unmonitored Touch Conscle © Needs action 0
(O Newcastle MTR cisco-roomnaviga.. @ Unmonitored Touch Consale © Needs action 0
(O Mewcastle MTR cisco-deskpro foc P Healthy MTR Android 0
O Turramurra MTR cisco-deskprofoc.. % Healthy MTR Android New 0

#CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved.
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Incidents

Cisco

portal.rooms.microsoft.com,

Microsoft Teams Rooms Pro Management

o}

Home

I% Incidents

(=]

(€]

2

Rooms
Reports
Updates
Planning

Settings

.&‘/

Incidents

Review incidents affecting your rooms

Record an issue

Active Resolved

> Problem

v Connectivity
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline

Offline

Ticket

9 active
SGS4L6-VPWUEP
SGS4LE-TTILLI
SGS4L6-DORBOK
SGS4L6-B4JPQR
SGS4L6-CI02Y
SGS4L6-QUARZR
SGS4L6-564FV)
SGS4L6-3ADADS

SGS4L6-35FYPP

ACTIVE

+ O @ Incognito
o 7
p 9 NEED
@© I action SGS4L6-VPWUSP
Overview Notes Attachments History
Ticket Severity
SGS4L6-VPWUSBP Critical
Category Type
Connectivity Offline
Room Typ: Status Created on
© Needs action Tuesday, November 21, 2023 11:02 PM - GMT+11
9 affected rooms
Room Last message
Sydney MTR MTE  Sydney MTR Wednesday, November 22, 2023 12:02 AM - GMT+11
Glasgow MTR MTE
Description
Edinburgh MTR MTH This is triggered when the Admin agent running on the device ceases to report information. This would likely indicate that a
device is completely powered off, or is disconnected from network so the management service can be reached.
Glasgow MTR MTE
Parramatta MTR MTH
Dundee MTR Tow
Newcastle MTR Tow
Parramatta MTR Tow
Dundee MTR MTH
#CiscoliveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Rooms — Detail View

Ticket status (and resolved tickets)

Settings tab allows view of Teams apps and
device detail

* Allows for a configuration profile to be

applied

* This needs to have been created in Teams

Admin Center first

* Profile has limited impact upon RoomOS

config on Cisco device —aimed at MTR
components

cisco Lz{/&/

Rooms
Review the state of all your room devices. ¥ Turramurra MTR

Export

L HNONONONONONONONONONOING,

Name

Glasgow MTR
Dundee MTR
Edinburgh MTR
Glasgow MTR
Sydney MTR
Parramatta MTR
Dundee MTR
Parramatta MTR
Newcastle MTR
Newcastle MTR

Turramurra MTR

#CiscoLiveAPJC

cisco-deskpro foc2503nvus | TurramurraMTR@MODERNCOMMS311718.onmicrosoft.com

Status Settings Activity Actions Groups Call History

is room is online with all signals enabled and active.

tive tickets @ ) Show all signals
> Problem Ticket Status Action Severity
Recorded @ Healthy
~s  Connectivity 1 recently resolved @ Healthy
Offline SGS4L6-1D7AZS @ Healthy Resolved Critical
Hardware and peripherals @ Healthy
Other @ Healthy

Suppress room Unenroll E Collect logs

BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 99




Update Management

* Managed Updates:

* Automatically managed

* No action needed from IT team

Edit deployment ring
"Staging”

A rollout of a new s/w version across all rings

* Only Microsoft validated software can
be automatically managed L

You have allocated 14 days out of 60 in existing
rings. You can allocate up to 46 days maximum
for testing and rollout in this ring

Rollout duration in days

* Ring validated

* Staging

* General

* Executive

c 1 S c o M. #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



So, do we still need Control Hub?

a2 D2
n B

R-_
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Control Hub
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Control Hub registration

[ -] Cisco Board Pro 55

® Onina - Rooms®Desks  * Idle - Davice platiorm: 1§

Device inventory, Device Configuration,

. . webex Control Hub e
management, Configuration . — el
and monitoring in Templates B e Gwomen Kews  commn N
Control Hub - | 28 e R— -

Fittor by ( « Oniine (26) | Expired (0) Offline (0] Issues (0)
v Traubleshooting RoamOS Latest (ce11.9.0.22 c1813badadl 2023-09-

0g) RooniO8 TLALT8 ToAATAI 202

Select one or more devices for bulk aetions

Typs Product st

A — T 1

Location Roams & Desks B ciscoscarapross » Online o MTR-Meeting Room (4)
Workspace Macros*, Ul 8 vsonen - * rpre——
2 Devices B

environmental and extensions* and o T @ comenre

1448/1,0.86.2023062301

Rooms & Desks —— Cisco Room Kit EQ « e ®1M£05\oml €
occupancy metrics Cloud API access O —— P E——
Roems & Desks I cisconesker « Oniine: e 3 Tobiss Brodthorb
Fooms & Desks I cicosomariats Online s @ e

* Control Hub registration optional after RoomOS May 2024
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Macros

* Support is there in RoomOS today
* Not every xAPl is supported when running Microsoft Teams Rooms

* Event based macros supported

* https://roomos.cisco.com

* MTR filter available to show xAPI’s that are applicable when supporting Microsoft Teams Rooms

Cisco RoomOS

for Collaboration Devices

Search XAPI 11.7.16 Aug 2023 v [EFNITIETEY

Guides Examples Wallpapers Support

v mc:lnmmand Config  Status  Event \E3 MTR | Any role v Anybackend v

Reference " Bulld”‘]g BIOCks I

(Top Level)

AirPlay The xAPI is the API language of RoomOS, and it lets you create awesome integrations
for Cisco video devices.

Apps

Audio COMMAND CONFIG m

c 1 S co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ul Extensions

WEDNESDAY, OCTOBER 23

: 2:53 PM
« Allows for the end user to be able j & Conf Room BRISBANE/40A10 - Eagle Farm AvaBabie
to invoke and action (for -
example, close the shades or turn {08 Yoix mmtiog

on the light)

« Ul Extensions are limited to being
visible within the Control Panel of
the device when in MTR mode

Available

O

Whiteboard Join with ]» Speakers
an ID

& Add this room to a meeting with your personal device B8 Device Info

c IS co W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



Ul Extensions - Example

Case opened in Service Now
INC05339989

Thank you for letting us know @

c Is c o W&- #CiscoLiveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 106



Control Hub registration

webex Control Hub ' L

() Overview

£\ Alerts cen

MONITORING
ol Analytics

- Troubleshooting

Devices

(P Devices B Templates (P XOD Devices

Filter by  Online (56) Expired (1)

Select one or more devices for bulk actions

evices by status, type, and more

Offline (53)

% Settings = Software = Resources
¥ v 141 devices
Issues (28) Activating (2) Status unavailab...

9—

Add device

B Reports
€ Customer Journey Data [ Type Product Status Platform © Belongs to
| Rooms & Desks - Cisco Desk Pro @ Online lile @ Brisbane Desk 7
MANAGEMENT
] Rooms & Desks B cisco Desk Pro * Oniine Wi @ Brisbane Desk MTR
M Users
&8s Groups Rooms & Desks - Cisco Desk Pro @ Online dulu @ Crescendo Desk Pro
C Locations
Rooms & Desks - Cisco Desk Pro ® Online * @ Crescendo Desk Pro MTR
&8 Workspaces
£ Devices "] Rooms & Desks - Cisco Desk Pro ® Online * @ Epping MTR
85 Apps
o Ammetit ] Rooms & Desks - Cisco Desk Pro ® Issues @ Kirsten
'|7\ Collaboration Australia
c IS co W&. #CiscoliveAPJC BRKCOL-2524 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Control Hub registration

webex Control Hub

(R) Overview

£y Alerts center

MONITORING

el Analytics

A~ Troubleshooting
2 Reports

4} Customer Journey Data

MANAGEMENT

e
c
@
@
@

Groups

[“U

Locations

<

& Workspaces
[ Devices
82 Apps

M Arrannt

U Collaboration Australia

- Cisco Desk Pro

® Online Rooms & Desks Idle Device platform: Ef#

Overview  History

Details

Wired 192.168.0.35
Network connectivity IP address
BC:E7:12:50:A2:5F FOC2503NVUS
MAC address Serial number
Software

Microsoft Teams Rooms Beta

Platform Channel

nfa RoomOS 11.10.1.8 797ea81be71
Release Version
1449/1.0.96.2023090601

Teams app

() Epping MTR
Occupied: Yes Occupants: 1
Reboot
Run xCommand
Report Problem
Issues & Information
Delete
() Everything is looking fine
Configurations
{é} All configurations 408 >
=] Configuration templates >
=) Digital signage Disabled >
Unavailable
Unavailable
88 Macros off >

cisco Lz{@/

#CiscoLiveAPJC

BRKCOL-2524
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Software packaging

EH : SCUntUSU Electronics  Microsoft Teams admin center P search

Epping MTR &

M i c rOSOft p rOVi d e u S t h e MTR A P K S i Download device logs :E::E::m;
e v 2 Update software Sffnesince
We bundle it with Android ) —_—

cisco-deskpro foc2503nvu5

We package it in RoomOS container . . © et e T
We make available in CH

Teams Rooms on Windows

Se n d ba C k to M S FT fo r d istri b ut i 0 n [ e———— Peripherals m Details Activity History
They may certify it

oOuewWwNE

Panels
Software type Current version Health status
Phones
Teams Admin Agent 1.0.0.202306202019.product Up to date
Displays
SIP devices Firmware ce11.10.1.8 797ea81be71 2023-11-09 Up to date
B8 Teams apps ~ ©  Company Portal App 5.0.5954.0 Up to date
Q,  Voice ~ OEM Agent App 2411.1001 Up to date
b~ Analytics & reports ~ Teams App 1449/1.0.96.2023090601 Up to date

RoomOS updates include updates to the secure Android container
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Software Upgrade

Control Hub Teams Admin Center only

Monthly release of RoomOS software Only Microsoft Certified software is available

Advanced Software Control options to delay deployment Slower release cycle so customer may need to wait
of software to certain workspaces longer for a particular fix or feature

Preview channel builds Manual software or automatic upgrade depending on
license type assigned

Option of Beta channel builds (need to be part of the
beta program for this channel)

How fast does the rollout happen? Eligible devices receive updates in weekly cycles based on the update phase they are in. For example, devices in General
phase start receiving updates only after 15/30 days have elapsed since the new version was published. To ensure a stable rollout, the devices are updated
gradually for a tenant and not all at once. Overall, the rollout of each new version takes a few weeks after the start of each update phase. Details

c ! S c o M&-/ #CiscoLiveAPJC BRKCOL-2524
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https://learn.microsoft.com/en-US/microsoftteams/devices/remote-update

Software Upgrade — Channel

Software settings

Cisco Room Bar Change software upgrade provider and channel here or in ‘all configurations'

® Online + Rooms & Desks - Idle + Device platform: &

Software upgrade provider

. ) Cisco v
Overview  History

‘Webex Upgrade Channel

Details Connected Peripherals Stable ~
Wired 10.66.234.43 &3 Cisco Room Navigator Default
Network connectivity IP address Fact o
actory

() SAM SAMSUNG
E4:62:C4:AD:6A:50 FOC2652NNFL
MAC address Serial number Channel details

»
>

Issues & Informatign
g;":;;f;;"f“a"e'@“"a"a'-"’°°"‘5-W€"e"-°°"“ RoomOS September 2024 RoomOS 11.20.1.7 913a6¢7c769

& Everything is lookfhg fine Release Version
Software 0@. Cisco, Microsoft 1449/1.0.96.2024080804

Configurations Supported platforms Teams app
Microsoft Teams Rooms Cisco
Platform Software upgrade provider 4 ANl configurations

Cancel Save

Stable RoomOS September 2024 B  configuration templates
Channel Release ‘ ‘

)] Digital signage Enabled >
RoomOS 11.20.1.7 913a6¢7c769 1449/1.0.96.2024080804
Version Teams app D Navigator-persistent web app Disabled >

c1sco '&‘/
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Workspace Metrics and Analytics

&5 Workspaces

cz Crescendo Desk Pro MTR

Desk + Capachy: 1 parson

Overview
Devices

* Orine.

ware uparsas channel

Lock sattings on touch davices

o

Calling

oft

Crescendo Desk Pro MTR  Desk | Gaparity: 1 persan

Utilization Matrics £

Last 24 hours

Occupancy Metrics

MaxOccupsncy EEEEE  Average Occupancy

aezupans

Real-Time Utilization Metrics

Bavices o ®

Oceupies Vos

Occupants

View details id
\—————————————————————
O —

Real-Time Environmental Metrics

< 29 Crescendo Desk Pro MTR  Desk  Capacity: 1 person

Sound Lavel 53988 Temparaturs 24174 HF
Utiization Metrics | Environment Metrics Last 24 hours
Ampient Noise () 39 8 Ralative Humisity 8%
Temperatura  Relative Humidity  Alr Qu Calsius

View dotais ] iveraga Tomperature B binhax Temparaturs

Cisco

y Gr é 2 /
28 worksasces
P
™
* n 1z ] " s ® i ® 1 k] n n 23 Wed o o0z o0 04 o5 o o7 o8 a8 o
[—
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ThousandEyes — RoomOS Agent

« ThousandEyes Endpoint agent is natively incorporated into
RoomOS devices that will provide hop-by-hop network path
visibility when these devices are part of the meetings.

* |t uses the same integration that is provided for Windows and Mac
clients, so a familiar troubleshooting experience is available to
administrators. These agents are part of RoomOS but need to be
activated explicitly using the Webex Control Hub and are licenced
through ThousandEyes.
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[T Share
Tue, Mar 22 07:22 - 11:24 AEST

2= Views Metric Agent
Latency - All agents -
HTTP Server 24h 7d 14d " Average Latency
% 100 ms
Overview
Path Visualization
<1ms
BGP Routa Vigualization 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00
07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:.00
Target Server Showing data from Tue, Mar 22 09:12 - 09:14 AEST (2 o o Lakisi-
stanwell.webex.com:443 g ! et (2 days aga)
e 14 hoj 0 hoj
Path Visualization N— g
Showing: 1of1Test - 4of4Agents ~ 10of1Server ~ Show IP Address labels ~ Highlight nodes that match all / any
Grouping: Agents by Agent ~  Interfaces by IP Add +  Destinations by D in ~ Q

Highlighting: ~ Forwarding Loss > 10 % (5 nodes ) ~  Link Delay > 100 ms ( 1 link ) =

Selecting: Click a node or link  Info (2) «

esPTE0t (@) - .

10.117.2.1  10.17.255.26 10.17..

enePTEOl (@ - - \. & @ O - @ @ O O ‘

10.118.2.1  10.218.253.2 172.16.1.200 10.20...1.245 10.200.251.6 203.4...0.130 165.2...4.229 203.50.11.140 203.50.11.178 203.50.11.173 139.1...97.94 210.4.205.116 114.29.202.41

SPSPTEO1

10.101.2.1  10.20..3.250

Brisbane, Australia ()

100.64.110.12 118,127.58.25 118.127.58.17202.60.93.188 103.2...3.109 103.200.13.66 103.26.69.89 210.4.205.11¢ 114.29.202.45

114.29.202.43 114.29.202.39

@ webex.com
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360 Degree View of Meeting Room

@ Brisbane Room Bar Pro

Meeting Room +« Capacity: 8 people

Overview  Scheduling Calling Meetings

Overview  Histary

Details

Display
Type

18780800

Serial number

Devices

Cisco Room Bar Pro
® Issues ¢ Wk 0 @

Cisco Room Navigator
e Online = ©

cisco Lz{@/

30 Hz

Frame Rate

D) SAMSAMSUNG

* Online - Display

+ Device platform:

None
vedfication @

HDMI1
Connection Type

3840x2160
Format

Connected to

& cisco Room Bar Pro

Issues & Information

© Everything is looking fine

Brisbane Room Bar
Pro

Cisco Table Microphone Pro
e Online * ©

SAM SAMSUNG
e Online * ©

#CiscoLiveAPJC

BRKCOL-2524
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Remote Control

< - 10.66.234.43 ggwd occupants Status: Connected Fps: 2.94

Available Displays Your device is currently being controlled by your administrator. © Revoke access

Touch Panel

Output 1

O

» Speakers

S e

£ Device Info
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Digital Signage Support

Cisco Room Bar

J—
* Online - Rooms&Desks - Idle « Device platform: &

Overview  History
Details Connected Peripherals]
Wired 10.66.234.43 & cisco Room Navigat
Network connectivity IP address

D SAM SAMSUNG

E4:62:C4:AD:6A:50 FOC2652NNFL

MAC address

conf_room_baker@collabau.rooms.webex.com
SIP address

Software

Microsoft Teams Rooms
Platform

Stable
Channel

RoomOS 11.20.1.7 913a6c7c769
Version

Marte

cisco Lye/

Serial number

Digital signage

Enable the Digital Signage Service to show as signage when 3 device is not in use. Digital Signage replaces & device's half-wake state and can be customised.

Digital signage configuration

Digital signage services

q @) Eneble Digital Signage

. Cisco Spaces

Enabling Digital Signage updates the follwir

Standby Delay: 120 minutes

1 Enable Interactivity

o
users wil

ble devices can support interactive signage. When enabled, URL
able o interact with the wiebsite used as signage.

View integration

© uAL

Set the URL of the website 1o be used as sige

nitpsffcisco.cloud.appspace.« X

g when a device is ot in use

More integrations are available!

Discover other integrations providing digital signage features.

Available integrations -+

Issues & Information

© Everything is looking fine

Configurations

Cisco
Software upgrade provider

&

All configurations

Configuration templates

Digital signage

RoomOS September 2024 =
Release
1]
1449/1.0.96.2024080804
Teams app ED
o+
oo

Navigator-persistent web app

Macros

#CiscoLiveAPJC BRKCOL-2524

500 >

>

Enabled >
Disabled >
2 >

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Display Web Content

Allow user to interact with web content

Can be launched using using macros or
custom Ul extension

Can be on screen or navigator panel
Full screen or modal views

Supports interactive content on
Navigator Panel or touch screen (Desk
Pro / Board Pro)

C I S C O M&‘/ #CiscoLiveAPJC

BRKCOL-2524

See your IT from a

better place

ks 11

FIBLI

A .| "4

g e
‘
‘
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Management Capabilities

Microsoft Teams Admin Center and Webex Control Hub

MTR on Android

(no Control Hub registration)

MTR on Android
(with Control Hub registration)

Device Inventory

Device Configuration
Software Upgrade

Device Alerts

Meeting Metrics & Analytics

Macros
Ul Extensions

API Integrations

Device Metrics & Analytics
Room Metrics & Analytics
Native Webex Meetings

Environmental Metrics

Limited
Limited
Limited
X
Teams Admin Center only
Partial* >RoomOS May 2024

Yes — Available in Control Panel only >RoomOS May
2024

Yes >RoomOS May 2024
X
X
X
X

v
v

Teams Admin Center and Control Hub

Partial*
Yes - Available in Control Panel only

v
v
v
4
v

cisco Lz{@/

* Full set of Macros supported in RoomOS only mode. ** Ul extensions fully supported in RoomOS only mode.

#CiscoLiveAPJC BRKCOL-2524

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 119




Conclusion
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

> Complete a minimum of 4 session surveys and the Overall Event Survey to
" claim a Cisco Live T-Shirt.

E\@ Complete your surveys in the Cisco Live mobile app.
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« Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

- Attend the interactive education with
DevNet, Capture the Flag, and Walk-in
Labs

your education

« Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand
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Thank you
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