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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOL-2524
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• Architecture & Licensing

• Provisioning & On-boarding

• Meeting Experiences

• Management

• Conclusion

BRKCOL-2524 7
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Giving our customers additional flexibility and choice
RoomOS experience Teams experience

Includes native Webex Meetings and Events 
with interop support for Microsoft Teams, Google, and Zoom

Includes native Microsoft Teams
Support for Webex Meetings1, Events2 and Zoom3

OR

Same device, powered by Cisco RoomOS

BRKCOL-2524 9

1Native (with CH registration) or DGJ
2Native (with CH registration) only
3DGJ
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Cisco devices for Microsoft Teams Rooms
Video Bars and Kits

10BRKCOL-2524

Room Kit EQRoom Bar
Integrated video bar appliance 

designed for simple, flexible 

and cost-effective video-

enablement of small 

workspaces

Powerful room kit with the Quad 

Camera, AI-powered Codec EQ, 

and smart room peripherals for 

medium to large workspaces

Advanced room kit with the Quad 

Camera, the powerful Codec Pro, and 

smart peripheral options for very large 

workspaces and specialist AV 

environments

Room Bar Pro

Bringing together the best of both 

worlds with easy-to-deploy, AI-

powered meetings scaled to the 

medium workspace

Room Kit Pro



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco devices for Microsoft Teams Rooms
Integrated Systems

11BRKCOL-2524

Board Pro Room Kit EQXDesk Pro
All-in-one video conferencing and digital 

whiteboarding for small to medium workspaces 

and ideation spaces

All-in-one video conferencing 

and digital whiteboarding for 

jump rooms and huddle 

spaces

Dual-screen system supporting immersive audiovisual 

experiences like Front Row. Bring your own screens (65”–

75”), premium frame design and multiple mounting 

options. Spatial sound and noise removal. Ideal for 

premium workspaces
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Cisco devices for Microsoft Teams
Teams Display and Teams Panel

12BRKCOL-2524

Desk Pro

All-in-one video conferencing and digital 

whiteboarding for Personal workspaces, Hotdesking 

and Focus Spaces

Room Navigator
Room booking panel for 

workspaces
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MTR Operating Stack

14BRKCOL-2524

Feature comparison: https://learn.microsoft.com/en-us/microsoftteams/rooms/teams-devices-feature-comparison 

Microsoft
Teams Rooms

Secure RoomOS

https://learn.microsoft.com/en-us/microsoftteams/rooms/teams-devices-feature-comparison
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Cisco Devices Certified for Microsoft Teams Rooms

RoomOS is the OS running on Cisco Collaboration devices.

• Purpose built for real-time collaboration and security

Microsoft Teams Rooms on Android is not visible to the network layer

• Android 11/Android 12 is containerized on top of RoomOS

• Network traffic is handles by RoomOS

• Single IP Stack to network (RoomOS)

• Single MAC address per device (RoomOS)

• Single wireless configuration (RoomOS)

RoomOS updates include updates to the secure Android container

• Updating of Android is not a customer commitment as this is taken care 
of through the RoomOS updates.

Secure RoomOS environment

RoomOS 11

Android container 

Enterprise Network

TCP/IP 
Stack

NAT

Proxy

Media 
(UDP)

BRKCOL-2524 15
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License Options

Microsoft Teams Room Microsoft Teams Panel

Cisco Desk Pro, Board Pro, Room Bar, Room Bar Pro, 
Room Kit EQ & Room Kit Pro

Cisco Room Navigator stand alone

Microsoft Teams Room Pro
Microsoft Teams Room Basic

Microsoft Teams Shared Device (if no MTR in room)

Webex Control Hub - Cloud Device License 
(optional)

BRKCOL-2524 16



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

MTR Basic

Provides core meeting experience

Up to 25 single screen systems in the organization.

Includes:

• Scheduling

• Joining meetings

• Content sharing

• Collaborative whiteboarding

Licensing

MTR Pro

If more than 25-devices are needed, Pro licenses are 
needed for the additional systems. 

Pro licenses include all the features of MTR Basic licenses 
but also add:

• Support for dual screen systems

• Large gallery view, Front Row view

• Split gallery across two screens

• Support for joining meetings across Teams clouds (ie 
worldwide/GCC)

Microsoft Teams Room Basic VS Pro

BRKCOL-2524 17

Just because an MTR Pro license supports a feature, it does not automatically mean it is supported with MTR on Android!
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• What’s new with Microsoft Teams Rooms for Android

• What’s New in Microsoft Teams Devices (complete list of updates)

• Microsoft 365 Roadmap for planned and released Microsoft Teams Rooms features

• Teams Blog for insights into new and upcoming features and announcements for Microsoft 
Teams, including Microsoft Teams Rooms

• Feature Comparison between MTRoW and MTRoA (includes Commercial, GCC and GCC-High)

Reference links

18BRKCOL-2524#CiscoLiveAPJC

https://learn.microsoft.com/en-us/microsoftteams/devices/teams-ip-phones#certified-teams-rooms-on-android
https://support.microsoft.com/en-us/office/what-s-new-in-microsoft-teams-devices-eabf4d81-acdd-4b23-afa1-9ee47bb7c5e2#ID0EBD=Teams_Rooms_on_Android
https://www.microsoft.com/en-us/microsoft-365/roadmap?filters=Microsoft%20Teams%2CTeams%20and%20Surface%20Devices%2CAndroid
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/bg-p/MicrosoftTeamsBlog/label-name/Microsoft%20Teams%20Rooms
https://learn.microsoft.com/en-us/microsoftteams/rooms/teams-devices-feature-comparison?tabs=Commercial
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Provisioning 
Fundamentals

Cisco video devices that support the Microsoft Teams experience have the capability to be registered in both 
Microsoft Teams Admin Center and Webex Control Hub. 

Before a Cisco video device can be registered, the appropriate account for the Cisco video device needs to be 
provisioned in:

• Microsoft 365 admin center (required)

• Webex Control Hub (optional but highly recommended)

BRKCOL-2524 21
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Creating device activation code
Control Hub, as simple as 1, 2, 3, 4

1 2 4

Add a workspace in 

Control Hub. Provide 

required detail and press 

Next

Select Cisco Collaboration 

device and press Next

Select additional Calling, 

Scheduling and Meeting 

services if required

* To support native Webex 

Meetings, Calling and Room 

Booking

Take the registration code 

and enter it into the device 

at the Register to Control 

Hub screen 

3

BRKCOL-2524 22
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Account Provisioning
Microsoft 365 admin center

Cisco video devices that are to be registered to Microsoft Teams and operate as a Microsoft Teams Rooms 
device will need a resource account created in Microsoft 365 admin center. 

Microsoft 365 resource accounts consist of a mailbox and a Teams account that are dedicated to a specific 
resource, in this case, the specific resource will be the Cisco video device. 

BRKCOL-2524 23
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Resource Account – account creation
Microsoft 365 admin center

Your starting point in most instances will be Microsoft 365 admin center.

• Sign in to admin.microsoft.com with you admin credentials

• Resources in the left panel and then Rooms & equipment.

• Select Add resource to create a new account and provide the relevant details.

BRKCOL-2524 24
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Resource Account – mailbox settings
Microsoft Exchange

By default, when resource accounts are created with the following settings:

• Allow repeat meetings

• Automatically decline meetings outside of the following limits:

• Booking window (days): 180

• Maximum duration (hours): 24

• Automatically accept meeting requests

You can edit these settings via the Edit booking options link when you are creating the resource account.

Best practice for the resource account that a Microsoft Teams Room is to set the password to never expire. 

• If password used has an expiry timer set, once timer expires, the Microsoft Teams Room will automatically sign 
out of its resource account and will not be usable until it is signed back in.

BRKCOL-2524 25
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Multi-Factor Authentication (disable)

26BRKCOL-2524

2

1

“It’s important to note that Microsoft Teams Rooms resource accounts shouldn't be configured to use multifactor authentication (MFA), 

smart card authentication, or client certificate-based authentication (which are all available for end users)”. Details

3

https://learn.microsoft.com/en-us/microsoftteams/rooms/rooms-authentication
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Optimising User Experience

27BRKCOL-2524

Desired Appearance Default Appearance 
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PowerShell Commands

28BRKCOL-2524

# Set processing to be correctly processed

PS C:\> Set-CalendarProcessing -Identity $DisplayName -AddOrganizerToSubject $false 

-DeleteComments $false -DeleteSubject $false -ProcessExternalMeetingMessages $true

PowerShell

Consideration needs to be given to the resource mailbox properties that will be assigned to the Microsoft Teams Room.

• AddOrganizerToSubject - This can be set to $false so that the meeting organizer is not added to the subject of the meeting request.

• DeleteComments - This must be set to $false to ensure that text in the message body of the incoming meeting request is not deleted. 
This is a requirement to process external Teams and third-party meetings to provide the One Touch Join experience.

• DeleteSubject - This should be set to $false to keep the subject of the meeting request

• ProcessExternalMeetingMessages - This must be set to $true to process meeting requests that originate outside of the Exchange 
organization. This is a requirement to process external Teams meetings and third-party meetings.
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Resource Account – meeting room license
Microsoft 365 admin center

Once the resource has been created, a Microsoft Teams Room Basic or Pro license will need to be 
assigned. End user licenses (for example E1, E3 or E5) are not supported. 

BRKCOL-2524 29
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License Stacking
• Deploy an MTR as a personal device – i.e. Desk Pro with one button join for personal calendar 

meetings
• Assign MTR Basic or Pro license to the user account

30BRKCOL-2524
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Android Device Administrator

32BRKCOL-2524

Many of you will have seen this and perhaps stopped at this 
point…perhaps not 100% sure what to do!
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Microsoft Intune
Android Device Administration and Enrollment

Intune needs to be setup correctly to manage Android based Microsoft Teams Rooms devices.

• As of today, Microsoft only support the legacy Android Device Administrator Management for MTRoA devices. This 
uses an older and depreciated set of Android API’s for device management. 

• Microsoft is moving to a Next Gen Management platform using Android Open Source Project (AOSP) Enrollment 
Profiles. This is not currently available today.

BRKCOL-2524 33
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Microsoft Intune

What we know so far…

• Applicable to devices that do not support Google Mobile Services

• Intended to be shared by more than one user

• Will require an ‘enrollment profile’ to be created before device can be enrolled.

• AOSP policies will need to be created for the Microsoft Teams Rooms Android devices. The 
policies should be created before taking new firmware update to ensure the devices work as 
intended after the migration.

• Migration to AOSP profiles should be invisible to users. 

Android (AOSP) corporate-owned user-less devices

34BRKCOL-2524
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Policies
Conditional Access Policies – Android DA

These are typically things that would provide access to resources on the condition that a certain 
policy or certain policies are met.

• Examples of policies that Microsoft Teams Rooms on Android support

• User Identity – Ensure only certain accounts can log into a Microsoft Teams Room

• Device Platforms – Ensure the resource account can only login if the device is on Android or Windows

• Locations – Only allow devices to login if they meet certain location requirements

• Compliance – Require the device to be Compliant per policy

BRKCOL-2524 35
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Policies 
Compliance Policies – Android DA

Compliance Policies are more to ensure that the devices meet certain minimum requirements 
related to the device depending on the policy rules in place. 

Compliance Policies can be used to just inform administrators of non-compliance, or they can be 
used to block or quarantine. 

• Examples of policies that Microsoft Teams Rooms on Android support include:-

• Root – Is the device Rooted?

• OS Version – Define and set a minimum/maximum version of Android OS support

• Encryption – Require the device to have Encrypted Storage

• USB Debug – Block USB Debugging

It is expected that additional compliance policies will become available when Microsoft move to 
Next Gen Management platform.

BRKCOL-2524 36
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Security Considerations
Microsoft Teams Rooms on Android

• Resource Accounts:

• Do not enforce password expiration

• Do not enforce multi-factor authentication through another device (push notification, text, phone call etc), 
instead leverage known location and/or device compliance as the second factor to secure accounts.

• Conditional Access:

• Resource accounts should be excluded from user CA policies and have unique policies created to ensure 
the resource accounts are locked down appropriately

• Consider device filters to apply your CA policies

BRKCOL-2524 38
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Microsoft - Network Requirements
Microsoft Office 365 and Microsoft Teams has several network requirements. The links below detail these 
requirements further. 

Services Teams Rooms on Android

Microsoft Teams Required

Microsoft Office 365 Required

Microsoft Intune Optional

Pro Management Portal Optional

Unauthenticated Proxy Optional

QoS Optional

802.1x Optional

Bandwidth Policy 10 Mbps

BRKCOL-2524 40

https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide#skype-for-business-online-and-microsoft-teams
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/mem/intune/fundamentals/intune-endpoints
https://learn.microsoft.com/en-us/microsoftteams/rooms/update-management?source=recommendations
https://learn.microsoft.com/en-us/microsoftteams/rooms/security-android#network-security
https://learn.microsoft.com/en-us/microsoftteams/meeting-settings-in-teams?WT.mc_id=TeamsAdminCenterCSH#set-how-you-want-to-handle-real-time-media-traffic-for-teams-meetings
https://learn.microsoft.com/en-us/microsoftteams/rooms/security-android#network-security
https://learn.microsoft.com/en-us/microsoftteams/meeting-policies-audio-and-video#media-bit-rate-kbs
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Cisco - Network Requirements
The following requirements need to be taken into consideration when the Cisco collaboration device is 
registered to Control Hub. These requirements are in addition to the Microsoft network requirements as 
detailed in the previous slide. Full details located here.

 

Destination port Protocol Description

443 TLS Webex HTTPS signaling – session establishment to Webex services are 
based on URLs rather than IP addresses 

53 UDP/TCP Domain Name System (DNS)

5004 and 9000 SRTP over UDP Encrypted audio, video and content sharing for when Cisco collaboration 
device is joining a Native Webex meeting experience

5004 SRTP over TCP TCP also serves as fallback for encrypted audio, video and content if UDP 
cannot be used.

443 SRTP over TLS Fallback transport protocol for encrypted audio, video and content sharing 
if UDP and TCP cannot be used. Media over TLS is not recommended in 
production environments

BRKCOL-2524 41

https://help.webex.com/en-us/article/WBX000028782/Network-Requirements-for-Webex-Services
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New – Network Requirements Tool
https://help.webex.com/en-us/nrt

BRKCOL-2524 42

https://help.webex.com/en-us/nrt
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On-boarding flow - Welcome

BRKCOL-2524

Initial setup 
screen allows the 
language of the 
device to be 
selected.
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On-boarding flow – Network Settings

BRKCOL-2524

Network overview 
provided to detail 
connected network 
interface and also the 
options to change 
settings if needed via 
Advanced Network 
Settings menu.
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On-boarding flow – Audio & Video Setup

BRKCOL-2524

For the Cisco Board 
Pro, the audio is 
tuned based upon 
floor stand or wall 
mount. 

For devices such as 
Room Bar Pro, you 
will see video as 
well as audio setup 
screens during the 
setup process.
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On-boarding flow – Time Zone

BRKCOL-2524

Option to select 
device time zone 
and also time 
format (12H/24H).
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On-boarding flow – Platform Selection

BRKCOL-2524

Option to pick 
which platform 
the Cisco 
collaboration 
device is to be 
registered with.
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On-boarding flow – Control Hub Registration

BRKCOL-2524

Microsoft Teams 
and Control Hub 
registration

Control Hub registration is 
presented. This is an 
optional step (but highly 
recommended). Enter the 
16-digit registration code 
generated in Control Hub.
If not required, ‘Skip’ 
button can be used.
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On-boarding flow – Local Admin Password

BRKCOL-2524

If the ’Skip’ button has 
been used in the 
previous screen, you will 
be required to set (and 
repeat) an admin 
password.

This will allow for an 
admin to log into the 
WebUI of the Cisco 
collaboration device.

It can be changed from 
Teams Admin Center at 
a later stage.
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On-boarding flow – Begin MTR Installation

BRKCOL-2524

Once the Cisco 
collaboration 
device has been 
registered to 
Control Hub (or 
the step has been 
skipped), 
Microsoft Teams 
Rooms is ready to 
install.
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Installation flow

BRKCOL-2524

The Microsoft Teams 
Room application will 
start to install to the 
Cisco collaboration 
device. 

The application will 
install into a container 
sitting on top of 
RoomOS 11.

Once installed, the Cisco 
collaboration device will 
provide the relevant 
information to complete 
the sign-in to Microsoft 
Teams. 
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Activating Microsoft Teams

BRKCOL-2524

Once installation has completed, the 
Welcome to Microsoft Teams screen 
will be seen.

From here the Cisco collaboration 
device can complete registration 
either through:

• Visiting 
microsoft.com/devicelogin

• Enter the activation code 

• Authenticate using the room 
resource credentials

• Logging in on the device

• Tap ‘sign in on this device’

• Authenticate using the room 
resource credentials
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Successful activation

BRKCOL-2524

Once successfully logged in, the 
Cisco collaboration device will 
display the Microsoft Teams 
Rooms home screen.

The homescreen will provide 
access to :

• Meet Now

• Call

• Whiteboard

• Share

• Join Teams Meeting with meeting 
ID#

• More

• Volume control

• Device settings
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Activating Microsoft Teams – Navigator Panel

BRKCOL-2524

When using a Navigator 
control panel, separate 
activation code will be 
displayed on the Navigator.

Complete activation of Room 
Bar, Codec or Board Pro first.

Complete activation using the 
same room resource account

Navigator will automatically 
pair to the room video device
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Enable Webex One Button Join

61BRKCOL-2524
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Unlock Device Settings

62BRKCOL-2524
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Enable Webex One Button Join

63BRKCOL-2524
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registered device!
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API Usage

• To convert an existing device registered to Control Hub, a single command 
can be used to start the conversion. 

• Will maintain device registration in Control Hub

• Will maintain existing analytics settings

• Will maintain existing workspace

• Control Hub will update to reflect that the device is now configured for Microsoft 
Teams Rooms

• And the command is…

• xCommand MicrosoftTeams Install Name: 

MicrosoftTeamsRooms

65BRKCOL-2524
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Room Booking Panel Options with Cisco MTR

Microsoft Teams Panel

67BRKCOL-2524

Cisco Room Scheduler 3rd Party Booking 
Application (PWA)
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Booking Panel Comparison

68BRKCOL-2524

Microsoft Teams Panel Cisco Room Scheduler

LED Control Yes – Available (Green) or Busy (Red)

** If Control Hub Registered will also get Booked 
but not Occupied (Yellow) and Not booked, but 
Occupied (Purple)

Yes – Available (Green), Booked but not Occupied 
(Yellow), Occupied (Red)

Adhoc Reservation Yes Yes

Check-In Yes – manual or join meeting Yes – manual or join meeting, occupancy sensor, 
start local screen share

Occupancy Sensor Data No
** capacity warning only

Yes

Environmental Sensor Data No Yes

Room Release Yes Yes
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Cisco Room Scheduler Setup with MTR

• Setup as Standalone in same CH 
workspace 

• Hybrid Calendar required – linked to 
same resource account as MTR

• Room occupancy from MTR 
automatically updates Navigator panel 
and LED

69BRKCOL-2524
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Cisco Room Scheduler – Check in / out

• Booking is released and the organiser gets an email informing about the 
cancellation if nobody checks in.

• Manual check-in on Navigator Panel

• Automatically check-in
• Joining a call

• Local share session started

• People count is 1 or more 

• Configuration:

• Bookings CheckIn Enabled: <True/False>

• Default: False

• Bookings CheckIn WindowDuration: <5, 10, 15, 20, 30, 60>

• Default: 10

70BRKCOL-2524
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Microsoft Teams Panel

First-Time Setup Wizard

1. Language Selection

2. Set as a Standalone unit

3. Select "Room booking”

4. Choose "Outside the Room”

5. Network and Time Settings

6. Select "Microsoft Teams Experience”

7. Complete Control Hub registration (recommended)

8. Sign-in using room resource account

71BRKCOL-2524

* Previously shipped Navigators may need software 
update prior to seeing FTSW



-

MTR in Personal 
Mode



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Personal MTR Device

Same on-boarding flow as MTR

Sign-in with user account instead of 
room resource account

PIN Lock for device (requires Control 
Hub registration).*

* Available in Beta

73BRKCOL-2524
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Access RoomOS camera and audio settings

Access to RoomOS Audio & Video AI 
features:

• Camera intelligence

• Audio intelligence

• Background replacement 
(Cisco Desk Pro only)

When in a:

• Microsoft Teams meeting

• Webex / Zoom / BYOD meeting

BRKCOL-2524 75
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Room Navigator support:

• Cisco Room Bar, Room Bar Pro

• Cisco Room Kit EQ/EQX, Room Kit Pro

• Cisco Board Pro/Board Pro G2

Camera modes available:

• Group (best view)

• Frames

• Speaker

• Presenter (on supported systems)

• Cross View (EQ bases systems only)

• Camera presets

Camera intelligence from Room Navigator



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Enhanced 3rd Party Meeting Platform Support

With Control Hub Registration:
• Native Webex Meeting experience (OBTP 

and Adhoc)
• RoomOS Zoom Interop (Adhoc)
• Native SIP dialing
• Native Webex Calling

No Control Hub:
• WebRTC direct guest join experience for 

Webex and Zoom meetings
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Content Sharing

78

Make content sharing simple with a 
wide range of wired and wireless 
options:

• USB-C

• HDMI

• Miracast® (not supported on non-
Radio versions)

• Microsoft Teams Cast

• * Airplay (Roadmap)

Please note that the Cisco Room Kit Pro does not support USB-C sharing options

BRKCOL-2524
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Meeting Zone

• Enable efficient, distraction-free 
meetings in open spaces and glass-
walled meeting rooms by only framing 
and tracking people in the meeting. 

• Manually set boundaries via the 
underlying RoomOS UI

• When Meeting Zone is configured, 
People Count detection and analytics 
will only include those detected within 
the configured zone. 
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Frames

Frames is a camera mode that captures a meeting room by 
sending an enhanced view of the people

• Leaves out blank space and makes people larger, allowing for a 
better view of facial expression and body language

• Adapts dynamically to capture people in individual frames or as 
groups if they are sitting close

• If there are more than four people in the room they'll be 
grouped into frames, or the device switched automatically to a 
Group view that shows everyone present

All processing is done with the device camera and Frames 
can therefore be sent to any call or meeting

• Microsoft Teams

• Webex 

• Zoom

• BYOD Meeting
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Cross-View

AI-driven feature bringing cinematic views to 
meetings using:

• One ‘main’ Quad Camera at the front of the 
room.

• Two PTZ4K ‘side-cameras’ covering the long 
edges of the meeting room table

• ‘Array’ of Cisco Table or Ceiling Microphone 
Pros. The Array is used together with the 
cameras for locating active speakers.

All intelligence related to camera switching 
and control is run locally on the device, 
meaning that Cross-View will work in any 
meeting. 
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Extended Speaker View

Adaptive speaker tracking and intelligent 
framing by the Cisco Quad Camera and the 
Cisco PTZ 4k camera 

Add a Cisco 4K PTZ camera to Codec Pro, 
Codec EQ and EQX systems to extend the 
camera range to 15 m/50 ft. 

We recommend using this for meetings 
where some participants are further than 6 
meters or 20 ft from the camera.

Minimum 3 Cisco Microphone Pros or 1 
Ceiling Microphone Pro.

All intelligence related to camera switching 
and control is run locally on the device, 
meaning that Extended Speaker View will 
work in any meeting. 
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Cinematic Views support matrix

RoomOS Only Microsoft Teams Rooms 
without Control Hub 

registration

Microsoft Teams Rooms with 
Control Hub registration

Frames Yes Yes Yes

PeopleFocus Yes when in a native Webex meeting No Yes when in a native Webex meeting

Meeting Zone Yes Yes Yes

Cross-View Yes Yes Yes

Presenter Track Yes Yes Yes

Extended Speaker View Yes Yes Yes

Presenter and Audience Yes No No

Campfire Yes No No
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Teams Admin 
Center and Pro 
Portal
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Navigating Teams Admin Center (TAC)
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Navigating – Touch Consoles
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Navigating – Panels

BRKCOL-2524 90

1

2
3



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Device Management
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Configuration Profiles
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Configuration Profiles
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Introduction to Microsoft Pro Management Platform

The Microsoft Teams Rooms Pro Management service (aka Pro Portal), is similar to 

Webex Control Hub in terms of it being a cloud-based management solution.

Pro Portal allows for proactive monitoring and updating of Microsoft Teams Rooms 

devices and their peripherals. 

The solution is aimed at organizations looking to optimize the meeting room 

experience for end users and rapidly scale footprint by real-time monitoring and 

management for Microsoft Teams Rooms devices.
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What exactly can Pro Portal do?

MonitoringRoom planning
and rollout

Management
Capabilities

Troubleshooting Update
Management

Compliance and
certification
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Hi, Darren!

Welcome to the Pro Management Portal
https://portal.rooms.microsoft.com/ 

Navigation

Portal 
Overview
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Rooms
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Incidents
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Rooms – Detail View

• Ticket status (and resolved tickets)

• Settings tab allows view of Teams apps and 
device detail

• Allows for a configuration profile to be 
applied

• This needs to have been created in Teams 
Admin Center first

• Profile has limited impact upon RoomOS 
config on Cisco device – aimed at MTR 
components
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Update Management

• Managed Updates:

• Automatically managed

• No action needed from IT team

• Only Microsoft validated software can 
be automatically managed

• Ring validated

• Staging

• General

• Executive
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So, do we still need Control Hub?
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Control Hub registration

Device inventory, 

management, 

and monitoring in 

Control Hub

Workspace 

environmental and 

occupancy metrics

Device Configuration, 

Configuration 

Templates

Macros*, UI 

extensions* and 

Cloud API access
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Macros

• Support is there in RoomOS today

• Not every xAPI is supported when running Microsoft Teams Rooms

• Event based macros supported

• https://roomos.cisco.com

• MTR filter available to show xAPI’s that are applicable when supporting Microsoft Teams Rooms
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UI Extensions

• Allows for the end user to be able 
to invoke and action (for 
example, close the shades or turn 
on the light)

• UI Extensions are limited to being 
visible within the Control Panel of 
the device when in MTR mode
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UI Extensions - Example
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Control Hub registration
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Control Hub registration
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Software packaging

1. Microsoft provide us the MTR APK
2. We bundle it with Android
3. We package it in RoomOS container
4. We make available in CH
5. Send back to MSFT for distribution
6. They may certify it

RoomOS updates include updates to the secure Android container
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Software Upgrade

How fast does the rollout happen? Eligible devices receive updates in weekly cycles based on the update phase they are in. For example, devices in General 
phase start receiving updates only after 15/30 days have elapsed since the new version was published. To ensure a stable rollout, the devices are updated 
gradually for a tenant and not all at once. Overall, the rollout of each new version takes a few weeks after the start of each update phase. Details

Control Hub Teams Admin Center only

Monthly release of RoomOS software Only Microsoft Certified software is available

Advanced Software Control options to delay deployment 
of software to certain workspaces

Slower release cycle so customer may need to wait 
longer for a particular fix or feature

Preview channel builds Manual software or automatic upgrade depending on 
license type assigned

Option of Beta channel builds (need to be part of the 
beta program for this channel)
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Software Upgrade – Channel
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Workspace Metrics and Analytics
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ThousandEyes – RoomOS Agent

113BRKCOL-2524

• ThousandEyes Endpoint agent is natively incorporated into 

RoomOS devices that will provide hop-by-hop network path 

visibility when these devices are part of the meetings. 

• It uses the same integration that is provided for Windows and Mac 

clients, so a familiar troubleshooting experience is available to 

administrators. These agents are part of RoomOS but need to be 

activated explicitly using the Webex Control Hub and are licenced 

through ThousandEyes. 
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360 Degree View of Meeting Room
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Remote Control
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Digital Signage Support
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Display Web Content

• Allow user to interact with web content

• Can be launched using using macros or 
custom UI extension

• Can be on screen or navigator panel

• Full screen or modal views

• Supports interactive content on 
Navigator Panel or touch screen (Desk 
Pro / Board Pro)
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MTR on Android 
(no Control Hub registration)

MTR on Android 
(with Control Hub registration)

Device Inventory Limited

Device Configuration Limited

Software Upgrade Limited

Device Alerts ❌

Meeting Metrics & Analytics Teams Admin Center only Teams Admin Center and Control Hub

Macros Partial* >RoomOS May 2024 Partial*

UI Extensions
Yes – Available in Control Panel only >RoomOS May 

2024
Yes - Available in Control Panel only

API Integrations Yes >RoomOS May 2024 

Device Metrics & Analytics ❌

Room Metrics & Analytics ❌

Native Webex Meetings ❌

Environmental Metrics ❌

* Full set of Macros supported in RoomOS only mode. ** UI extensions fully supported in RoomOS only mode.

Management Capabilities
Microsoft Teams Admin Center and Webex Control Hub
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Complete Your Session Evaluations

122

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKCOL-2524



-

© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education with 
DevNet, Capture the Flag, and Walk-in 
Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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