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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCOL-2071
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Safe Harbor Statement
This presentation contains “forward-looking” statements that involve risks, uncertainties and assumptions. 
If the risks or uncertainties ever materialize or the assumptions prove incorrect, our results may differ 
materially from those expressed or implied by such forward-looking statements. All statements other than 
statements of historical fact could be deemed forward-looking, including, but not limited to, any 
projections of financial information; any statements about historical results that may suggest trends for our 
business; any statements of the plans, strategies, and objectives of management for future operations; any 
statements of expectation or belief regarding future events, technology developments, or enforceability of 
our intellectual property rights; and any statements of assumptions underlying any of the foregoing.

These statements are based on estimates and information available to us at the time of this presentation 
and are not guarantees of future performance. Actual results could differ materially from our current 
expectations as a results of many factors, including but not limited to:  
the unpredictable nature of our rapidly evolving market and quarterly fluctuations in our business; the 
effects of competition; and any adverse changes in our indirect channel relationships. These and other 
risks and uncertainties associated with our business are described in the company’s annual report on 
Form 10-K. The forward-looking statements in this presentation are made as of the date of the initial 
publication of this presentation, and we disclaim any obligation to update these statements at any time in 
the future.
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• Introduction

• ThousandEyes Agents

• Integrations

• ThousandEyes and Webex

• ThousandEyes and VIMT/Webrtx

• ThousandEyes and MTR

• ThousandEyes and Webex Calling

• Meraki + Webex

• Conclusion
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Home is the new office

Internet is the new network

SaaS is the new application stack

Cloud is the new Datacenter

Understanding Challenges of SaaS Applications

BRKCOL-2071 7
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Visibility

Cloud, internet, ISP and all start 
within your OWN network 

Event Correlation

Data is collected from different 
sources but not centralised 

Collaboration

Assumption based collaboration 
rather than evidence based 

Branch Application

Internet

IT Network Challenges
The outcomes cloud for your network

BRKCOL-2071 8
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Hybrid work needs more than collaboration..

Networking SecurityCollaboration
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ThousandEyes 
Introduction
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ThousandEyes - Delivering Network Intelligence
A SaaS based I/internet and cloud intelligence solution
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ThousandEyes - Delivering Network Intelligence
A SaaS based I/internet and cloud intelligence solution
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ThousandEyes - Delivering Network Intelligence
A SaaS based I/internet and cloud intelligence solution
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Why ThousandEyes and Webex/Microsoft?

• Real-time media streams like 
audio and video are very sensitive 
to network conditions

• ThousandEyes provides IT teams 
network visibility between user 
locations and Webex services

• Rapidly identify problem domains 
(application, network, or third-
party)

• Leverage insights from 
ThousandEyes and Webex Control 
Hub to optimise performance and 
ensure exceptional Webex user 
experiences

BRKCOL-2071 14



ThousandEyes -  
Agent Types
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ThousandEyes Agents

Endpoint Agents

Enterprise Agents

Cloud Agents

Agents / Vantage Points

BRKCOL-2071 16
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Cloud Agents
Cloud Agents for Extended bidirectional Visibility

BRKCOL-2071 17
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Cloud Agents
Cloud Agents for Extended bidirectional Visibility

Webex Cloud DC Microsoft Azure DC

vs

573 (10/06/2022)

498 (03/14/2022)

702 (12/01/2023)

731 (02/05/2023)

822 (06/02/2023)

965 (23/04/2024)

BRKCOL-2071 18
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Cloud Agents
Cloud Agents for Extended bidirectional Visibility

Visualisation of forward and reverse 
network paths to isolate problem areas

• ThousandEyes provides and 
manages Webex cloud agents at 
several Webex data centres 
responsible for serving customer 
traffic.

• These agents are available for 
general use by all ThousandEyes 
customers and are a tool to better 
monitor and troubleshoot your 
Webex performance.

• Webex Cloud agents can NEVER be
used as a source for tests. 

BRKCOL-2071 19



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Enterprise Agents
Enterprise Agents – Monitoring Internal and External Networks

BRKCOL-2071 20
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Enterprise Agents
Enterprise Agents – Monitoring Internal and External Networks

• Ability to monitor, benchmark, and 
troubleshoot from your network 
to Webex cloud performance.

• Connect Enterprise Agents to Cloud 
Agents located in the 
Cisco Webex Cloud globally to perform 
bi-directional network 
performance testing.

• Manage and access via 
the ThousandEyes Dashboard.

BRKCOL-2071 21
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Enterprise Agents
Enterprise Agents – Monitoring Internal and External Networks

With Browser Bot Without Browser Bot

CPU Count 2 2

RAM 2 GB 1 GB

Hard disk Space 20 GB 20 GB

Network Interface Required Required

Internet Connection Required Required

Enterprise Agents are Linux software deployed by an enterprise and used to test targets from inside of your network 

BRKCOL-2071 22
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Enterprise Agents
Enterprise Agents – Monitoring Internal and External Networks
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Endpoint Agents
Endpoint Agents – Visibility from end-user perspective

BRKCOL-2071 24
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Endpoint Agents
PC/MAC– Hop by Hop visibility for your meeting

BRKCOL-2071 25
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Endpoint Agents
RoomOS Agents – Hop by Hop visibility for your meeting

ThousandEyes Agents Test Supported

Problem Solving Simplification

Will be released with the 
RoomOS software channel- 
Works for                                 

              devices.  

Dynamic tests will run every 
60 sec when meetings are 
in progress.

Aims to mitigate the 
complexities of 
troubleshooting RoomOS 
devices.

Simplifies the problem-
solving process and 
enhances overall device 
performance.

Cloud register / 

On prem and Edge 
enabled 

BRKCOL-2071 26
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Cisco Codec (Pro /EQ)

Cisco Desk Series
* Except for Desk Camera

Cisco Board Series

Cisco Room Series
*Except for Navigator

Supported Devices  (Webex Cloud)

BRKCOL-2071 27
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Endpoint Agents
RoomOS Agents vs ThousandEyes Agent Version Alignment 

ThousandEyes version

1.181.0

1.175.0

1.171.0

1.169.1

1.167.0

1.165.0

RoomOS version

11.12.1

11.10.1

11.10.0

11.9.1

11.8.1

11.7.1

11.17.11.195.1

11.19.11.198

BRKCOL-2071 28
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Usage Based 
Cloud and Enterprise License

• ThousandEyes unit consumption is 
directly proportional to the resources 
consumed by the test configuration

• Tests from cloud and enterprise agents 
consume units based on test type, 
number of agent vantage points selected, 
and the interval.

• ThousandEyes Test Calculator

• Enterprise agents consume half the units 
compared to cloud agents

BRKCOL-2071 30
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Endpoint Agent Licensing
Advantage or Essential

• One ThousandEyes endpoint 
Agent license (either essential 
or advantage) is needed 

• Advantage - This license 
allows you to run a maximum 
of 10 concurrent tests on an 
agent and retain the test data 
for 30 days.

• Essentials - This license allows 
you to run a maximum of 4 
concurrent tests on an agent 
and retain the test data for 14 
days.

BRKCOL-2071 31
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Managing Licenses

• The total number of 
licenses available in your 
Plan, currently Active 
licenses, and licenses 
used in each Account 
Group is shown in the 
Plan Usage, Endpoint 
Agent Licenses section 
on the Account Settings 
> Usage and Billing

https://app.thousandeyes.com/account-settings/usage-billing/?section=usage
https://app.thousandeyes.com/account-settings/usage-billing/?section=usage
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– Dynamic Test 
version 2.0
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Dynamic Tests version 2.0
Media Stream Detection

More Accurate session detection:

• A new algorithm to identify media 
traffic so the agent can focus only 
on that traffic, leveraging the 
Media flow detection, instead of 
the existing protocol-based 
detection

• Higher accuracy on detection of 
TCP/UDP traffic from the session 

• Opens the door to supporting the 
WebRTC –based collaboration 
application in the future

BRKCOL-2071 34
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Endpoint Agent
Monitor the Collaboration experience with Dynamic Tests

Single Dynamic test for all Webex session 
types:

• Quick start with Webex Application 
Monitoring template

• Webex Dynamic test 2.0 will support 
more sessions: 

• Supported on PC/Mac and RoomOS 
devices 

• Webex Meeting
• Webex Calling 
• Webex video integration for Microsoft Teams (VIMT)
• On Prem registered devices
• Phones OS(* Beta)

BRKCOL-2071 35
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Endpoint Agent
Monitor the Collaboration experience with Dynamic Tests

Single Dynamic test for all Microsoft 
meetings from RoomOS devices:

• Quick start with Microsoft Application 
Monitoring template

• Webex Dynamic test 2.0 will support all:

• Supported MTR devices 
• Phase1 no visibility in Control Hub 

trouble shooting section 

• MTR deployments on Cisco devices
• MSFT Webrtc 

BRKCOL-2071 36
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Summary

Webex Workflow
• Webex Meeting
• Webex Calling
• Phones OS
• RoomOS Devices
• VIMT

Microsoft Workflow
• MTR
• Webrtc 

Dynamic Tests version 2.0

BRKCOL-2071 37
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

• An Account token will 
be used to enable 
ThousandEyes on the 
org level in Webex 
Control Hub

• Generate the oAuth 
token from your 
ThousandEyes portal. 

• Browse to Account 
Settings → users and 
Roles→ OAuth Bearer 
Token
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

• Connection String is 
needed to register the 
endpoints agents on the 
RoomOS/PhoneOS 
devices to the relevant 
account group 
(ThousandEyes tenant)

• Agent Settings> Add 
New Endpoint Agent

BRKCOL-2071 41
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

• After installing Endpoint 
Agents on Mac/PC or the 
RoomOS devices, you will 
find them listed under 
Endpoint Agents -> Agents 
Settings.

• They will be listed using 
SEP<Ethernet MAC 
Address>

• Win/Mac agent need 
to be installed 
manually or via your 
account groups

• RoomOS agents are 
part of RoomOS 
software

BRKCOL-2071 42
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

• Click the Monitor 
Application under Test 
Settings → Synthetic 
Tests.

Endpoint Agent Dynamic 
tests are a combination of 
dynamic and scheduled 
tests that are pre-
configured in a template 
for corresponding 
applications.

BRKCOL-2071 43
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

BRKCOL-2071 44
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

Ensure that the Webex org 
have ThousandEyes enabled 
(org level toggle)

• On Control Hub, navigate to 
Organisation Setting -> 
ThousandEyes

• Paste the Account Token 
that was copied from the 
ThousandEyes portal. 

BRKCOL-2071 46
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

Connection String will allow 
the Endpoint agents on the 
RoomOS/PhonesOS  devices 
to start the provisioning flow 
with ThousandEyes service 
and start relaying data. To 
enable
• Navigate to Devices-> 

Settings -> ThousandEyes
• Enable ThousandEyes 

Agent toggle

* All newly added devices will also have the 

ThousandEyes agent enabled as well. 

BRKCOL-2071 47
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Endpoint Agent – Configuration 
Monitor the Collaboration experience with Dynamic Tests

• Once the ThousandEyes 
Agent is activated, you can 
visit the ThousandEyes 
portal to ensure the agent 
is registered. Alternatively, 
you can click on the device 
and check the status 
section for the information.

BRKCOL-2071 48
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Devices
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Endpoint Agent Configuration – Individual 
Devices 
Monitor the Collaboration experience with Dynamic Tests

BRKCOL-2071 50
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Endpoint Agent 
Configuration – 
Individual 
Devices 
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Troubleshooting 
in Control Hub 
and 
ThousandEyes



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Endpoint Agent – Troubleshooting
Monitor the Collaboration experience with Dynamic Tests
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Endpoint Agent – Troubleshooting
Monitor the Collaboration experience with Dynamic Tests

Latency >400ms or Loss >5%

Latency < 300ms or Loss < 3%

Neither of the above

Data isn't available from 
ThousandEyes to Control Hub. 
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Endpoint Agent – Troubleshooting
Monitor the Collaboration experience with Dynamic Tests

• By clicking on the dotted 
line in the network path, 
you can access in-depth 
information about the path 
route that the hop took to 
reach each node.

• Clicking on Launch the 
ThousandEyes Dashboard 
will cross launch and take 
you to the ThousandEyes 
portal 
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Endpoint Agent – Troubleshooting
Monitor the Collaboration experience with Dynamic Tests

• After cross-launching to 

ThousandEyes from Control 

Hub the details of the Active 

monitoring by ThousandEyes 

can be examined. 

• The top section is used to filter 

for the right results

Multiple filters can be active at the 

same time.
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Webex Calling 
Enterprise grade Calling Features

• Easy to use and secure
• Centralised Management
• Hybrid deployments and 

Flexible Options
• API enabled

BRKCOL-2071 58
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Hop details

1 Hop details
• Providing the network 

quality in calling 
connection. Admins 
‘follow the wire’ to 
troubleshoot

Admins current approach
What we provide now

BRKCOL-2071 60
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Client details

Admins current approach
What we provide now

Client Details
• Offering detail 

data include 
client address, 
platform, and 
connections 
information 

2
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Call details

Admins current approach
What we provide now

Call Details
• In terms of call, 

offering call time, 
participants info, 
type and dialied 
digits

3
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• As mentioned in the meetings we know 
ThousandEyes integration enhances 
network diagnostics, providing 
administrators with comprehensive hop-
by-hop connection data for 
troubleshooting local error calls, including 
details on Wi-Fi, VPN, local gateway, and 
media nodes to cloud information. 

• To enable TE for Calling, we are leveraging 
existing onboarding authorisation process

• Bearer Token

• Connection String

• Dynamic Tests

End-to-End Cloud Network Path

BRKCOL-2071 64
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For example, if the call is established within the 
same network, it might be considered an ICE 
optimised call that does not pass through the 
Webex Calling cloud. Consequently, the 
ThousandEyes path will not be visible in this 
scenario. There are a few  distinct calling 
scenarios: 
• Enterprise call through the cloud, 

• ICE Optimised call, 
• Different Network

• Cloud hosted Media
• auto attendant
• voicemail, 

• Off-net call
• PSTN

ThousandEyes data is not applicable for all Webex 
Calling calls

BRKCOL-2071 65
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These are two enterprise users, and the 
media flows through the Webex Calling 
Cloud. A ThousandEyes agent can be 
inserted on any client side to test 
reachability.

Enterprise Cloud Calls
Not ICE Optimised
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The media flow is directly between 
two users, this is an ICE optimised 
call. 
We offer client-side node details, 
encompassing end-to-end audio 
network metrics experience. 
ThousandEyes path will not be 
visible

Enterprise Cloud Calls
ICE Optimised – Same Network

BRKCOL-2071 67
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In this scenario, the user is 
connected to a voicemail or 
an auto attendant, receiving 
media hosted in the cloud.
ThousandEyes can test 
network quality from the user 
side to the cloud edge, 
including cloud-hosted media 
such as auto attendant, 
voicemail, or conferencing.

Cloud Hosted Media
Auto Attendant / Voicemail
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This is the example that user is calling 
outside of Webex calling to the PSTN 
network. User A making a call to a PSTN 
number, PSTN is provided by a local 
gateway or CUBE (cloud connected PSTN)

Off-net Calls
PSTN

BRKCOL-2071 69
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ThousandEyes visibility
Cross Launch
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Checking Phones 
Firmware to enable 
Thousand Eyes
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Configuration Phones

• Search for the Device 

• Under Configurations select All 
Configurations

• Search or Browse to Upgrade 
→ Software

• Change the upgrade channel to 
Beta

• If you don't see the Beta 
channel, ensure that you've 
signed up for Beta access.
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Interpreting ThousandEyes Path visualisation

75

• Once a Phone OS joins a 

meeting/call the details 

can be monitored in 

Control Hub and the  

ThousandEyes portal. 

• Webex meetings, SIP 

calls and cloud-hosted 

media such as auto 

attendant, voicemail, or 

conferencing calls appear 

BRKCOL-2071
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Interpreting ThousandEyes Path visualisation

76

• Once a Phone OS joins a 

meeting/call the details 

can be monitored in 

Control Hub and the  

ThousandEyes portal. 

• Webex meetings, SIP 

calls and cloud-hosted 

media such as auto 

attendant, voicemail, or 

conferencing calls appear 
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Interpreting ThousandEyes Path visualisation

77

• Click on Launch the 

ThousandEyes 

Dashboard.

BRKCOL-2071



Cisco + 
Microsoft 
(VIMT/MTR)



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Open Platform strategy
Cisco Devices for Microsoft Teams

Same device, powered by Cisco RoomOS

Cisco Devices experience Microsoft Teams Rooms experience

RoomOS: Choose your experience

OR

BRKCOL-2071 79
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RoomOS: Choose your experience

• Our Open platform 
strategy

• We can join any 
meeting e.g. VIMT 
or Webrtc

BRKCOL-2071 80
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Cisco Devices joining Microsoft Teams meetings

SIP-capable video endpoints can join 
Microsoft Teams meetings (hosted by 
my company) via VIMT (CVI)

Richer, seamless meeting 
experience, without 
requiring 3rd party interop

Limited experience on Cisco 
devices using Microsoft Teams 
meeting web app

Cisco web-engine capable devices can 
join B2B Microsoft Teams meetings

GA NOW
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Architecture
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Gateway Service

Connector

Graph and 
Communication 
Services SDK

• Webex Video Integration for Microsoft Teams (VIMT) is a service provided by the Webex 
Cloud and does not require on-premises components nor software upgrades on video 
devices

• Webex video infrastructure and Microsoft SDK are hosted in Azure and maintained by Cisco 
on behalf of customers

Customer’s Org

Calendar Service
for OBTP

Maintained by Cisco Customer’s Tenant

Video Integration for Microsoft Teams gateway

BRKCOL-2071 84
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Pre-requisites and scope

• Integration already configured between Control Hub and ThousandEyes

• TE Bearer Token

• Connection String

• Device Default Parameters Configured (ThousandEyes enabled on RoomOS devices)

• Dynamic Test for Webex and Microsoft created

* Phase1: Path visualization 
in ThousandEyes portal Only

* Webex test for Webex 
flows / Microsoft test for MTR 
and Webrtc flow 
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Interpreting ThousandEyes for VIMT calls
Monitor the VIMT experience on RoomOS devices

Once a video device joins 
a meeting the details can 
be monitored only in the 
ThousandEyes portal
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Interpreting ThousandEyes for VIMT calls
Monitor the VIMT experience on RoomOS devices

No Connection Path visible 
in the Control Hub 

(Coming Soon)

BRKCOL-2071 89



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Interpreting ThousandEyes for VIMT calls
Monitor the VIMT experience on RoomOS devices

In ThousandEyes 
portal make sure 
Dynamic Test for 
Webex is selected
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Cisco Devices 
using Microsoft 
Teams meeting 
web app 
(WebRTC)
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Microsoft Teams meetings – WebRTC 
Join with OBTP or Teams RoomOS Button

92BRKCOL-2071
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Endpoint Agent – Webrtc Configuration 
Monitor the Collaboration experience with Dynamic Tests

• Click the Monitor 
Application under Test 
Settings → Synthetic 
Tests.

Endpoint Agent Dynamic 
tests are a combination of 
dynamic and scheduled 
tests that are pre-
configured in a template 
for corresponding 
applications.
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Endpoint Agent – Webrtc Configuration 
Monitor the Collaboration experience with Dynamic Tests
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Open Platform strategy
Cisco Devices for Microsoft Teams

Same device, powered by Cisco RoomOS

Cisco Devices experience Microsoft Teams Rooms experience

RoomOS: Choose your experience

OR
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Setting MTR Devices to join Webex vs Microsoft 
meetings

Webex Meetings

• Default MTR Mode: Only Microsoft Teams 
meetings are presented with a join option.

• Additional Configuration Required: To enable join 
buttons for Webex meetings, necessary setup 
steps need to be configured

• Without these settings: Displays may show 
meeting details without a join option or omit 
meeting details entirely.

• When a Cisco MTR device joins a Webex meeting, 
it leverages RoomOS to facilitate a seamless 
meeting experience.

• Default MTR Mode: Only Microsoft Teams 
meetings are presented with a join option.

• Configuration needed for MTR registered 
Cisco devices

MTR Meetings

BRKCOL-2071 98



MTR devices 
joining Webex 
Meetings -  
ThousandEyes



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

MTR Devices – Native Webex Meetings

• When a Cisco MTR 
device joins a Webex 
meeting, it leverages 
RoomOS to facilitate a 
seamless meeting 
experience and the call 
is Native to RoomOS

• The connection path of 
the ThousandEyes is 
accessible through both 
the Control Hub and the 
ThousandEyes portal.

• Visibility and monitoring 
enabled once meeting 
in progress
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MTR Devices – Native Webex Meetings

BRKCOL-2071 101



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

MTR Devices – Native Webex Meetings

• Review your Webex  
Meeting on RoomOS 
MTR device by 
browsing to. 
Troubleshooting -> 
Meetings and calls

• Search for your 
relevant  meeting
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MTR Devices – Native Webex Meetings

• Review Network 
Metrics -> Meetings 
and calls by clicking on 
the dotted line. 

BRKCOL-2071



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

MTR Devices – Native Webex Meetings

• Cross Launch into 
ThousandEyes portal

• In ThousandEyes 
portal make sure 
Dynamic Test for 
Webex is selected
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MTR Devices joining Microsoft Meetings

• When a Cisco MTR device 
joins a Microsoft meeting, 
it leverages Microsoft 
Media servers. 

• There will be no path 
visibility in control Hub 
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MTR Devices joining Microsoft Meetings
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MTR Devices – Microsoft Meetings

• In ThousandEyes 
portal make sure 
Dynamic Test for 
MTR is selected
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Meraki Integration
Pre-Requisites

Customers don't need to install any Meraki agent.

2.Valid API Key

3.ControlHub Admin 
Rights

1.No Agent Installation

4.Meraki Network

Need valid API Key from Meraki Platform

To enable the config

When joining Webex meeting via Devices or 
Webex App be on a Meraki Network
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Meraki Integration
Integration

OUTPUT
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Meraki Integration
Integration
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Control Hub Troubleshooting

• After a specific 
Webex device or 
Webex app joins 
the meeting, you 
will have the 
capability to 
access and view 
Meraki information 
within Control 
Hub.
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Control Hub Troubleshooting

• Once connected to a Meraki 
network, a metric line can be 
shown with data and indicates 
performance within the 
customer’s network.

• Display as a solid line and the 
data interval is 5 minutes
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Thousand 
Eyes

… as a key enabler for Hybrid work

Meraki

Meraki
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Hybrid is here to stay .. No going back

Employees expect more

Takes time to get there

Quality solutions are here now 

The future of Hybrid work is here – act now
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Complete Your Session Evaluations

120

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: oilyas@cisco.com
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