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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCLD-1667
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Intersight answers critical operational questions

Any pending 
EoS/EoL?

Power, cooling 
and connectivity 
ok?

Am I impacted by
any advisories?Are there issues or 

potential failures?

Is everything 
under support? Are my systems 

up to date and 
compliant?

How can I 
deploy faster?
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Agenda
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• What is Intersight?

• Getting started

• Supported solutions

• Critical operational questions

• Next steps
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What is NOT covered
…and where to find the content

BRKCLD-1667 8

Deep dive on deployment or configuration

Intersight Help

Next Steps (at the end of the session)



What is 
Intersight?
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Cisco Intersight

Connect

Deploy/AutomateSecure

Visibility/Support

Infrastructure Operations, 
Simplified

BRKCLD-1667 10



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKCLD-1667

Cisco Intersight

Connect infrastructure 
across compute, 
networking, storage 
and virtualisation

Deploy/Automate 
configuration, 
workflows, and day-0 
to day-N tasks

Secure operations with 
built-in advisories and 
continuous risk 
mitigation

Visibility/Support to 
global 
on-premises and edge 
environments

Infrastructure Operations, 
Simplified
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Intersight Consumption Models

SaaS
Connected
Appliance

Private
Appliance

On
Premises

CISCO
INTERSIGHT

CISCO
INTERSIGHT
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• Whitepaper – abstract info, 
design and functionality

• Trust Portal – privacy and 
compliance info

SaaS or Appliance?

CISCO
INTERSIGHT

CISCO
INTERSIGHT

BRKCLD-1667 19
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Getting Started
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intersight.com/help

Built-in info, features, guides and 
videos

SaaS = intersight.com

BRKCLD-1667 21

https://intersight.com/help
https://intersight.com/
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intersight.com/help/appliance

Built-in info, features, guides and 
videos

Appliance = FQDN

software.cisco.com
Product = “Intersight”

BRKCLD-1667 22

https://intersight.com/help/appliance
https://software.cisco.com/
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Organisation (Test/Dev)

Resource Group (Test/Dev-X-Series)

Role (Test/Dev - Admin)

Group (Test/Dev - Admins)

Users (A, B, C) 

Scope= Test-Dev organisation
Permissions = Server Administrator

Organisation
(Default)

Cisco Live 
Session ID = 
BRKCOM-
2005

23



Supported 
Solutions
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Cisco UCS, Nexus and 
MDS

3rd party servers3rd party storageServiceNow plugin 

Server
Virtualisation

VMware
vCenter

Nutanix
Prism

Central

Hyperconverged
Infrastructure 

with Cisco UCS

Nutanix

SaaS - intersight.com/help/saas/supported_systems
Appliance - intersight.com/help/appliance/supported_systems

BRKCLD-1667 25
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Connecting Cisco solutions to Intersight (SaaS)

Device Connector is 
built-in

• Lightweight software

• Embedded in target 
management plane

• Delivered with 
management plane 
firmware

Device Connector connection

• Highly secure

• Outbound single-destination 

HTTPS URL

• Port 443 tunneled with TLS 1.2

• Durable websocket enabling bi-

directional communication

Internet

Cisco Target

Native API

Device 
Connector

*Optional proxy config available

CISCO
INTERSIGHT

BRKCLD-1667 26
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Connecting 3rd party solutions to Intersight

• Assist via mode selection of Intersight 
Appliance OVA

• Manages connections to 3rd party solutions

• Device Connector running inside assist 
facilitates the secure channel to Intersight

• Intersight communicates to the 3rd party 
API’s through this device.

*Assist functionality is also part of the 
Connected and Private appliance model

BRKCLD-1667 27
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Are there issues or 
potential failures?

Is everything 
under support?

Are my systems 
up to date and 
compliant?

Intersight answers critical operational questions

BRKCLD-1667 29
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Blade, rack and 3rd party

UCSM and IMM based

UCSM and IMM based

Nexus 9k and MDS

3rd party

VMware and Nutanix

BRKCLD-1667 33
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HCL (Hardware Compatibility List)

BRKCLD-1667 34
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Connected TAC and Proactive RMA

Open a TAC 
case

Enter your 
system details

Manually collect 
logs

Upload large log 
file to Cisco

TAC analyzes Wait…

Open a case
Enter your 

system 
details

TAC collects 
and 

analyses 

System proactively 
informs you of 

issues

Automatically 
authorises RMA for 

faults

Intersight (Connected TAC)

Traditional way…

Intersight (Proactive RMA)

BRKCLD-1667 38
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Connected TAC - example

BRKCLD-1667 39
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Proactive RMA - example

BRKCLD-1667 40
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Scope of 

components

https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/intersight/215172-proactive-rma-for-intersight-connected-d.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/intersight/215172-proactive-rma-for-intersight-connected-d.html
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Any pending 
EoS/EoL?

Am I impacted by
any advisories?

Intersight answers critical operational questions
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Security - affected device and resolution path

BRKCLD-1667 43
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EoS/EoL
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Template Hardware

Profiles

Policy for consistent configuration

52BRKCLD-1667 52
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Policy controller for consistent delivery

Global Policies Proactive RMAs Advisories Connected TACUCSM Provider

Intersight Infrastructure Service

Cisco Intersight

UCS C-Series

UCS X-Series

Fabric InterconnectFabric Interconnect

UCS B-Series

Intersight Managed Mode

IMC

UCS C-Series

C-Series (rack-mount)
Standalone Mode

UCSM Managed Mode

UCS Manager

UCS C-Series 

UCS X-Series

Fabric InterconnectFabric Interconnect

UCS B-Series

BRKCLD-1667 53
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Access to Intersight is down…available Device 
Console / CIMC Intersight

UCS Blades
(5108)

Fabric DeviceFabric Device

Device Console

UCS Blades
(X-Series)

Device 
Connector

Intersight User

Device Console Server Actions Device Console Chassis Actions

Local Management Rackmount

CIMC

Device 
Connector

CIMC Actions

CISCO
INTERSIGHT

BRKCLD-1667 54
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Common orchestration/automation strategies

• Native Cloud Orchestrator capabilities only

• Cloud Orchestrator calling to automation platforms like Terraform, 
Powershell, Ansible, etc.

• Automation platforms like Terraform, Powershell, Ansible, etc. 
direct to Intersight API

API Overview

BRKCLD-1667 59

https://intersight.com/apidocs/introduction/overview/
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Intersight answers critical operational questions

Any pending 
EoS/EoL?

Power, cooling 
and connectivity 
ok?

Am I impacted by
any advisories?Are there issues or 

potential failures?

Is everything 
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up to date and 
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How can I 
deploy faster?
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Experience and Learn More about Intersight!

• Hands on experience with dCloud -
https://dcloud2.cisco.com/content/instantdemo/cisco-intersight-
infrastructure-services

• YouTube channel - https://www.youtube.com/@CiscoCompute 

o Intersight Managed Mode (IMM) Expert Series – end to end policies and profiles

o UCS X hardware overviews, automation examples and more!

• IMM Transition Tool - 
https://ucstools.cloudapps.cisco.com/#/downloadApp 

BRKCLD-1667 67
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You drive our event sessions!

*include your email if a question or follow-up is needed 

BRKCLD-1667 70



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Complete Your Session Evaluations

71BRKCLD-1667

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

72BRKCLD-1667

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC
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