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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKARC-1415
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• Introductions

• New Features

• Cloud-Native IOS-XE

• QnA

• Wrap up

5BRKARC-1415
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funny guy, eh?
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• Based in Saskatoon, Saskatchewan – 
Canada 

• 16 years in the field deploying networks

• CCIE R/S #50782

• More time underground than in data 
centers 

• Ask me about potash

I’m a Canadian that 
loves building 
networks

© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 7BRKARC-1415
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• Maker/Hacker/Geek

• Robotics Lover

• Maker and Chronic Tinkerer

• Python Geek

• 14 year Cisco veteran

• Enterprise/Premier Architect

• Life-long Meraki Believer

• Programmability became the new 
superpower

Nico Darrow

8BRKARC-1415
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Digital optical monitoring

• Compare multiple metrics
• Real-time and historical values
• Thresholds for supported modules

MS17 Soon to IOSXE

10BRKARC-1415
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Port management at scale with SmartPorts
Formerly known as Port Profiles

11BRKARC-1415 11

Building-blocks containing 
configuration settings for a 
switchport that can be 
applied to one or thousands 
of ports.

Site 1

Site 2

Site n

Available Now
IoT Device
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SmartPorts
Automations for configuring ports based on connected device recognition

Soon to IOSXEMS17

CDP/LLDP

MAC OUI

RADIUS*

12BRKARC-1415

*Coming soon
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Demo:
SmartPorts
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How about shorter upgrade windows?
Firmware Predownload

Download VerifyInstall

Upgrade Window

Outage

IOSXE Beta

14

Coming soon to MS

BRKARC-1415
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How about shorter upgrade windows?
Firmware Predownload

Download VerifyInstall

Outage

Upgrade Window

15

IOSXE Beta

Coming soon to MS

BRKARC-1415
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How about shorter upgrade windows?
Firmware Predownload

Download VerifyInstall

Outage

Upgrade WindowNapkin math

100 switches with 100Mbps goodput:

• MS 30 min > 5 min

• CS/Catalyst 2h44 min > 10 min

16

IOSXE Beta

Coming soon to MS

BRKARC-1415
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MS Device Health Coming Soon

Visibility into switch health metrics

End of 2024

17

CPU

Memory

Real-time metrics

BRKARC-1415
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MS Device Health
Historical Benchmarking

18BRKARC-1415

Coming Soon End of 2024
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MT sensor integration Available Now Assign relevant sensors to any 
switch

Is it too hot in the network closet? 

How loud is the data center?

See environment readings on the switch details page 

19BRKARC-1415
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Intelligent Capture Early Access

Streamlined packet captures with a cloud-hosted option

MS17

Scheduled Captures
Coming soon

Stored Captures

20

IOSXE 17.15.1

BRKARC-1415
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Intelligent Capture

21

Coloring Profiles

Embedded Packet Viewer

BRKARC-1415

Early AccessMS17 IOSXE 17.15.1
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Intelligent Capture

22

AI driven analyzer

BRKARC-1415

Early AccessMS17 IOSXE 17.15.1
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Demo: 
Intelligent Capture
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Meraki Early Access Program

Easily test-drive new features

Available Now

24BRKARC-1415
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VLAN database

Dashboard 
intelligently handles 
active VLAN limits

Lower broadcast 
and multicast 

overhead

Simpler trunk 
configs

Easier out-of-box 
deployment

25

Coming soon

BRKARC-1415

Allow all on trunksUses VLAN profiles

See Active VLANs

Maximum Active VLANs
Catalyst 9300 = 1000
Catalyst 9200 = 500
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MAC allow list / Sticky MAC Allow list
For Catalyst based switches

Early Access

27BRKARC-1415
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Adaptive policy on MS130X/R
Leverage Cisco TrustSec across the entire wired network, from the core to any type of edge

28BRKARC-1415

Catalyst 9300-M

Large campusRugged

MS130R* MS130*

Branch Small/medium campus

M

Early Access MS17
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Adaptive policy enhancements

29

Early Access

Hit Counter Live Tool

SGACL Logging

TCP Established

VLAN to SGT mapping

BRKARC-1415
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Group policy enhancements
MS390 & Cloud Managed Catalyst

30

Early Access

RADIUS Caching

Critical Auth & Guest 
VLAN with Multi-Auth 

BRKARC-1415
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Cloud-native Catalyst
Architecture Advancements
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Cloud Born 
Hardware
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10/1 GbE SFP+ fiber

A family of 24 Catalyst 9300/X/L-M options!
Gigabit

Up to 1 GbE 

Fiber aggregation

Up to 10 GbE (mGig)

C9300 24/48P

C9300 24/48T
• 24/48x 1G copper
• Data only
• Modular uplink options

C9300 24/48U
• 24/48x 1G copper
• 30W PoE+
• Modular uplink options

• 24/48x 1G copper
• 60W UPOE
• Modular uplink options

C9300 24UX C9300 48UXM

C9300 48UN

• 36x 2.5G mGig and 12x 10G 
mGig

• 60W UPOE
• Modular uplink options

• 24x 10G mGig
• 60W UPOE
• Modular uplink options

• 48x 5G mGig
• 60W UPOE
• Modular uplink options

C9300 24S/48S

C9300X 12/24Y
• 25G/10G/1G (SFP28)
• 40G/10G/1G fiber 

modular uplink options

• 24/48 port 1G SFP
• 40G/10G/1G fiber modular 

uplink options

C9300L 24/48UXG-4X C9300L 24/48P-4XC9300L 24/48T-4X

C9300L 48PF-4X C9300X 48HXNC9300X 24/48HX

C9300X 48TX

• 24/48x 1G/100M copper
• Data only
• 4x SFP+ 1/10G fixed fiber uplink

• 24/48x 1G/100M copper
• 30W PoE
• 4x SFP+ 1/10G fixed fiber uplink

• 48x 1G/100M copper
• 30W PoE
• 4x SFP+ 1/10G fixed fiber uplink

• 24/48x 10G mGig
• 60W PoE
• 4x SFP+ 1/10G fixed fiber uplink

• 24/48x 10G mGig
• 90W UPOE+
• Modular uplink options

• 48x 10G mGig
• Data only
• Modular uplink options

• 40x 5G and 8x 10G mGig
• 90W UPOE+
• Modular uplink options

MultiGig

4x 10G/1G SFP 8x 10G/1G SFP/SFP+

2x QSFP28 40/100G

2x 40G QSFP

Catalyst 9300 modular uplinks*

Catalyst 9300X modular uplinks*

8x SFP28 1/10/25G

2x 25G/10G/1G SFP/SFP+

StackWise® and StackPower cables

50 cm-1 m-3 m 30 cm-150 cm

Platinum-rated power supplies

350W AC 715W AC/DC 1100W AC 1900W AC

Note: 9300X modules are not compatible with 9300

Stack Adapters50CM-1M-3M

33BRKARC-1415
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1st Gen software architecture - app to cloud

35

Function Use

Protobuf 
Grabber

Captures telemetry and 
stores in dashboard

Live Tool 
Execution

Proxy live tool command to 
Meraki App

Function Use

Heartbeat
Checks in to dashboard 
and evaluates state flags 

Packet 
Capture 
Stream

Stream packet capture to 
dashboard browser proxy

Config File 
Download

Pulls the configuration file 
and translates config lines 
to XML yang modeled 
configuration

Firmware 
Proxy

Downloads firmware and 
stages for either an app 
update or IOS XE + app 
update

M

Meraki Application

IOS XE

Nextunnel
(TLS Port 443)

BRKARC-1415
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Function Use

NetConf Write 
Operations

Configuration
Deploy & update

Live Tool 
Execution

Run Tools executed 
by admin in dashboard

Firmware 
Management

Deploys firmware 
installation to IOS XE

Function Use

NetConf Oper 
Subscriptions

Telemetry capture 
and store as protobuf

Packet 
Capture

Stream packet 
capture to dashboard 
browser proxy

IPFIX Stream
Client and application 
visibility and tracking

M

Meraki Application

IOS XE

Nextunnel
(TLS Port 443)

1st Gen software architecture - app to XE
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Challenges and learnings

Multiple abstraction layers 
and software stacks

Platform dependent 
development

Limited agility in
software architecture

37BRKARC-1415
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How did we improve the architecture?

Function Use

Uplink Auto 
Configuration 

(UAC)

Dynamic interface creation using 
discovery mechanisms maintaining 

connectivity to dashboard

Connect 
Service

Checks in to dashboard and evaluates 
state flags 

Packet 
Capture

Stream packet capture to dashboard 
browser proxy

Config File 
DL/UL and 
deployment

Uploads current configuration and 
pulls XML formatted configuration to 

deploy locally against NetConf Service

Local Status 
Page

Hosted in IOS XE instead of in app, 
providing local configuration tools 

Telemetry 
Cache

Stores telemetry on box for 
Dashboard grabbers to retrieve

Function Use

Telemetry 
Grabbers

Pulls telemetry directly from IOS XE 
for presentation in Dashboard

Live Tool 
RPC

Executes Live Tools via NetConf RPC

Packet 
Capture 
Trigger

Executes packet capture process 
using NetConf RPC

M

Nextunnel
(TLS Port 443)

IOS XE

Config 
updater

Nextunnel 
manager

UAC Local Status

38BRKARC-1415
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Resilient connectivity to the cloud

39BRKARC-1415

• Recovery mechanism for configuration error
• Marks configuration safe if dashboard 

connectivity is maintained after change
• Will roll-back to safe config if dashboard 

access is lost after configuration change

Uplink Auto Config (UAC) Safe Config Rollback

• Automated discovery for dashboard connectivity 
• Automated failover / path discovery
• Tunable for primary interface
• Creates stack-ranked interface list

IOS-XE 17.15 (Beta)
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Optimization

Container Native IOS XE

BRKARC-1415 40



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Seamless upgrade path, 

41BRKARC-1415

All current/future installs (MS390/C9300) will have an in-path upgrade to native IOS XE management

CS16 CS17

We are 
here

Transition 
to native

IOS XE 

17.15.1.9*

from CS to XE
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Runtime improvements with architecture changes

39BRKARC-1415

Configuration Updates

Type
Version 

1.0
Version 2.0

Small config 
update

30s 15s

Full 
configuration 
deployment

120s 60s

Boot Times

Stack Size Version 1.0 Version 2.0

Single 
switch

6 min 4 min

8M stack 11 min 4 min 

50% Improvement
on standalone switches

More than 50% 
Improvement on stacks
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What does it really look like?

43BRKARC-1415

C9300 3M Stack 
Download-Install-Reboot 27 Min

C9300X 2M Stack 
Download-Install-Reboot: 23 Min
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Easy cloud onboarding 

44BRKARC-1415

Cloud Management App-less Onboarding

• Automated Registration and Nextunnel creation
              (service meraki connect)

• Simply claim the Cloud ID and add to a network Connection State
  (show meraki connect)
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Demo:
Cloud CLI Terminal
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Q&A
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Get Intelligent help 
analyzing packet captures

Check out the CLI in Dashboard

Get ready for Cloud-Native M IOS XE
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Complete Your Session Evaluations

50

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKARC-1415
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

51BRKARC-1415

http://www.ciscolive.com/on-demand
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