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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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- Art of Dashboard Design

- Conclusion
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Introduction - Dirk Woellhaf

- 20+ Years Networking
Experience

- Joined ThousandEyes in
2021
- Covering Customers in

Germany, Austria and
Switzerland
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Introduction to
ThousandEyes
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[ Interconnection of private environments, service providers
Th e and services that form a user’s experience of an app
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The Experience you want
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But the reality is...

People, places Access Network Cloud connectivity Apps
and things networks services infrastructure (data center, cloud)
e N N A
h loT Wireless Direct Cloud
mmm gateway connect providers
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: \ = —'-:\ ---" Azure @ kubernetes
Wireless \, " ____-- Cloud
Seattle, WA network proxy Q-7 - ¢ "
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The Challenge

We're In a new world

All
distributed
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The Challenge

Massive blind spots
erode ability to manage

So many layers, domains,
and providers

Traditional tools don’t work
for what you don’t own
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Time

Correlate ¥y
performance
across every
layer
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ThousandEyes<®

A
Cloud Agents

Globally distributed
agents installed and
managed by
ThousandEyes in 200+
cities around the world.

ISP | Broadband | Cloud Provider
cisco Lz{@/

A A
Enterprise Agents Endpoint Agents
Lightweight software- Lightweight Agent and
_based agents easily Browser-based plugins
installed on your own installed on end-user
network, in data centers, laptops and desktops.

branch offices and VPCs.

N
H xx ;| <SP
Cisco | Docker | Linux Apple | Microsoft
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How To Work
With Alerts
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What does a Test look like?

Test: Online Shop + hitps:[hwew edeka2d.de Agents: All

Metrics: Page Load Time +4 -

May 23 May 26 May 20

Page Load Time  oversay [JEl Acerts

Auerage Page Load Time

Availabllity

Response Time
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Source Agent Details

. Enterprise Agent

TECOPS-2278-Cluster
Agent Details
Private IP Address 10.1.17.164
Public Address 173.38.220.56
Network Cisco Systems, Inc. (AS 109)
Location Netherlands
Interface Details
IP Address 10.1.17.164
Prefix

Measurements from this agent

Number of Targets
Loss

Latency

Jitter

Min. Path MTU
Probing Mode
Path Trace Mode

4
0%

27T ms

<1ms

1398 bytes
tcp-sack-mode
classic

Path Details

. Node in Agent's Network
aer01-mda1-sbb-gw1-hun2-0-25.cisco.com

IP Address

Prefix

Network

Locations

(Reported by Agents)
DSCP

Avg. Response

173.38.195.6
173.38.128.0/17

Cisco Systems, Inc. (AS 109)
Almere, Netherlands

CS 1(DSCP 8)

13 ms

© 2024 Cisco and/or its affiliates. All rights reserved.
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What does a Test look like?

Test: Online Shop + hitps:[hwew edeka2d.de Agents: All

Metrics: Page Load Time +4 -

4 RuninstsntTest ~ (2) () Snapshot =  OpenViews 1.0 Submit Feedback

Tue, Jun 4 1200 - 12:01 POT (21 minutes ago) < » M 20h 7d 14d

]

May 23 May 26 May 20 Jure

Page Load Time | oueriay hgents | Average Page Load Time

1430 800 1830 16:00 18:30 700 130 18:00

duns

7605 ms

Netvarards @—— \
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jeass, NV @——
43.302
Wi, Garnany (@) —— 2 3 &21.1%
o185 144220 104230 04 o/
142 50880
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17085 128.022 1.1 /
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Source Agent Details

. Enterprise Agent

TECOPS-2278-Cluster
Agent Details
Private IP Address 10.1.17.164
Public Address 173.38.220.56
Network Cisco Systems, Inc. (AS 109)
Location Netherlands
Interface Details
IP Address 10.1.17.164
Prefix

Measurements from this agent
Number of Targets 1

Loss 0%
Latency 27T ms
Jitter <1ms

| Min. Path MTU 1398 bylesl
Probing Mode tcp-sack-mode
Path Trace Mode classic

Path Details

. Node in Agent's Network
aer01-mda1-sbb-gw1-hun2-0-25.cisco.com

IP Address 173.38.195.6
Prefix 173.38.128.0117

| Network Cisco Systems, Inc. (AS 1(?)'
Locations Almere, Netherlands

|nscp CS 1(DSCP a)l

Avg. Response 13 ms
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Alerts

Notification generated when test results meet conditions that you define

Agent
All agents v
£ Views Metric
Loss -
Two States:
HTTP Server 24h 7d 14d I Average Loss -
100% — . d
Overview rl g g e re
Path Visualization C | d
R eare
BEP Route Visualization 15:00 18:00 21:00) May 11 03:00 06:00 09:00 12:00
15:00 18:00 21:00 May 11 03:00 06:00 08:00 1200
Target Server Showing data from Wed, May 11 01:50 - 01:55 EDT (May 11, 20157 C e
nal4.salesforce.com:443
Map
Agents 18 of 18
Loss N 100% @ @
Latency . . “ .
Jitter .‘ .
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Alert Flow

O Test

—) O Condition

O Alertrule O Notification

Test Results
Reported metrics

Notification Alert
triggered/cleared
cisco M ./ #CiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscoi@onfidential



Integrate with 3rd party products and get notified

servicenow
%g////// // F?agerDuty \ !-”
acslack ... —-
Email 3rd party integrations Webhooks CRUD API

Customise Visibility Correlate Disparate
Across Tools Data at Scale

Special-purpose

OTel Collector

/ ‘ases’ AppDynamics

Receivers Processors Exporter \ General-purpose
splunk'> 49 Grafana
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Alerts

Default Rules

. Platform ships with default
alert rules configured

. Enabled for each test

. Should be modified to fit your
organisation.

- Highly customisable alerts

c1sco 'p/‘/

Name «

Default Agent to Agent Network Alert Rule 2.0

Default Call Setup Alert Rule 2.0

Default DNS Server Alert Rule 2.0

Default DNS Trace Alert Rule 2.0

Default DNSSEC Alert Rule 2.0

Default FTP Alert Rule 2.0

Default HTTP Alert Rule 2.0

Default Network Alert Rule 2.0

Default Page Load Alert Rule 2.0

Default SSL Certificate Expiry Rule 2.0

Default Voice Alert Rule 2.0

Default Web Transaction (Classic) Alert Rule 2.0

Default Web Transaction Alert Rule 2.0

Type

Agent to Agent

SIP Server

DNS Server

DNS Trace

DNSSEC

FTP Server

HTTP Server

Agent to Server

Page Load

HTTP Server

RTP Stream

Transaction (Classic)

Transaction

Conditions

Packet Loss 2 10%

Error Type is any

Error is present

Error is present

Error is present

Error Type is any

Error is present

Packet Loss 2 10%

Page Load has error or Page Load timed out or Page Load is incom...0 tests

Certificate expires within 30 days

MOSs3

Error is present

Error is present

Apply to

0O tests

O tests

O tests

0O tests

0 tests

0 tests

0 tests

0 tests

2 tests

O tests

0O tests

0O tests

#HCiscoLiveAPJC ~ BRKAPP-2549
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Alerts

Severity

- Severity level of the resulting
alert is displayed both in the
ThousandEyes Ul and in
Integrations

. Levels are static

. Severity levels:
- Info (default)
- Minor
- Major
- Critical

cisco Lz{/&/

GENERAL
Rule Name Default SSL Certificate Expiry Rule 2.0
Tests 2 of 10 tests selected v
Agents All agents v
Severity m Minor Major Critical
GENERAL
Rule Name Default DNS Server Alert Rule 2.0
Tests 0 of 1 tests selected v
Agents All agents =
Severity Info m Major Critical

#HCiscoLiveAPJC ~ BRKAPP-2549
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Alerts
Suppression Windows (ASW)

- Data from tests assigned to the | revsemswessn o
WlndOW IS nOt evaluated Name | BRKOPS-2076_Maintenanc |
against alert rule criteria

Enabled

. Alerting conditions will not
trigger an alert until the ASW
has ended

Starts  02/05/2024 [# 1957 § Germany - Berlin (GMT+1)

Duration 1 4 hour 0 & minutes

- Apply to Cloud and Enterprise -
Agent tests only craope [T

cisco M ./ #CiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoZBonfidential



Alerts

Snoozing aka Real-Time Suppression Windows

Suppress and Move b 4

. Al |OWS fo r te m po ra ri |y Ig n O re You are about to suppress this alert and move it temporarily to Alerts History.
How long would you like to suppress this alert for?
an alert

Custom -

Custom End Time

- Doesn’t change the alert e | R

v PM v Europe/Amsterdam (GMT+1)

C O n fi g u ra ti O n Why are you suppressing this alert?

Known Outage -

- Reactively: After the alert Notes (Optonal)
triggered

4

o This alert will remain in Alerts History from now until the end of the suppression window.
Alerts that are still active after this time will move back to the Active Alerts screen.

cisco W&-/ #HCiscoLiveAPJC ~ BRKAPP-2549
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Demo:

How to Read
and Create Alert
Rules
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Events -
From Visibility to
Action
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complement
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« RTT must be below 200ms

- « API call must finish within
great if e

« HTTP GET response must
match a regex

you know

- Proxy must return a 404

BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco30onfidential



degradation
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Demo:
Events
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Art of
Dashboard
Design
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Home Worker Dashboard -

Dashboards

. . g@ @ (o) ®8 2 o
- Consists of one or more widgets b O
- Refreshes every 2min -
- Prevent users from beeing locked out due
to inactivity .
@89 .
. Built-In Dashboards available (Read-Only!) .
. Can be shared with other Account-Groups —- -
under same Org B
. Labels should be used to make -
Dashboards more dynamic e | [ | i |
. BT R
Europe / EMEA [T
cisco W ./ #CiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. Al rights reserved. Cisco Public Ciscodonfidential



Dashboards o =
Filtering with Labels e ‘
- Labels can be used to make S

dashboards more dynamic oo
- Agent & Test Labels can be used as ey

filters/selectors in dashboard widgets

Agent Labels @ Ciscolab ]
@  ACLIPN -y W\ =

™ J
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Demo: Labels
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Before we create some Labels...

Label: Harry

{ ) Ay { “ L
cisco M&. #CiscoLiveAPJC BRKAPP-2549

_abel: Keanu
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The Five Hat Racks

5 ways to present data

cisco Lz/&/
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Category

Hierarchy
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Dashboards Design Considerations

- Operation team = Real-time & tactical

Who is using the Dashboard . Management > Strategic Overview &
Descriptive

- Network overview

Purpose of Dashboard .
- Application performance

- Tempting but information must be useful

Fancy vs usefulness - Optimization can help to balance

- Dashboard usability within the teams

Feedback

- How it helped or not in Observability

cisco W ./ #CiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoAdonfidential



Dashboard Architecture

- Dashboard Name, Filters, Time Interval, Snapshot etc. options.

| Dashboard: 01_BRKOPS-2076_Management_Fi... + Y Filters Last 24 Hours ~ (€} -~ 2m~- @ & ﬁ_l

- Dashboards are composed of widgets, 5 main categories

- Live Status .

. Breakdown : sl I I

.- Data Summary T ¥
- Time Series C ] -
- Maps === M

cisco W ./ #HCiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco42onfidential



Dashboard Filters

- Apply a single set of Filters to a Dashboard

- Saves time and provides a more efficient way of monitoring your

data with different views

Tests: All ~ Test Labels: All ~

Alert Rules: All ~

Dashboard: 01_BRKOPS-2076_Management_Fi... « Y Filters
e . O . . .
I\EI Cloud & Enterprise Agents/l Tests: All ~ Agents: All ~ Test Labels: All ~
OR
i:/ L1 Endpoint Agents \j] Endpoint Agents: All ~ Endpoint Agent Labels: All ~
OR "

Agent Labels: All +

https://docs.thousandeyes.com/whats-new/changelog#id-2024-03-28

cisco Lz{@/
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https://docs.thousandeyes.com/whats-new/changelog#id-2024-03-28

Add New Dashboard (@) Documentation X

Dashboard Templates

Start with a blank dashboard

- Added on May 25th 2024

Select a template to start with. You can always modify it after saving

API Health Dashboard

- Efficient way to deploy commonly used B TEmm e
Widgets

- Enable you to visualize tests and critical

metrics in one place

Template that can be used to deploy a SaaS Application Health
Qverview Dashboard for HTTP server lests

Crealed by ThousandEyes

oo SD-WAN Health Dashboard
@ Template for creating an SD-WAN Health Overview Dashboard
o Created by ThousandEyes

Web Application Health Dashboard

Template that can be used to deploy a Web Application Health Overview
Dashboard for Page Load tests

Crealed by ThousandEyes

Web Server Health Dashboard
Template that can be used to deploy a Web Server Health Overview
Dashboard for HTTP server tests

https://docs.thousandeyes.com/whats-new/changelog#id-2024-05-29

Crealed by ThousandEyes

cisco W ./ #HCiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco4donfidential
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Demo:
How To Create
Dashboards
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Conclusion
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Conclusion

@ Early detection Smooth operation, proactive
measurements, insights of the

~services and performance
Network & Application

Observability

Application Insights
Thresholds & KPI's

Success

>

Continuous '
optimization

cisco W . #HCiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscog2onfidential



Cisco Enterprise Network Assurance Certificate

ot

Exam is available now!
Designing Enterprise Network Assurance (ENNA)

v1.0 Code: 300-445 ENNA
Attend a talk:

The New Assurance for Enterprise Networks
Certification: Strategies for Success
BRKCRT-2020

CCNP Hands-0On Implementing Enterprise
Network Assurance - LTRCRT-1101

cisco Lz{@/

Discover Cisco’s new
Enterprise Network
Assurance certification with
ThousandEyes technology.
Gain the expertise to help
ensure smooth, secure,
and compliant digital
experiences.
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Cisco

ThousandEyes&

Get more Info

Internet outages and research. Available 24x7

Don’t miss out on
all of our Cisco Live
sessions

Scan to listen to

The Internet Report Podcast
Outage Analysis - Expert Insight - Practical Tips

#CiscoLiveAPJC

a thousandeyes.com

cisco

ThousandEyes@ @ enus O —

wr

Internet Outages
Map

Last 24
LIVE

Internet  hours
Insights
Lo Bilod o M, rin b ‘ll -
R
+
.
o - ®



https://www.thousandeyes.com/the-internet-report/
https://www.ciscolive.com/global/learn/session-catalog.html?search=ThousandEyes#/

Further Reading

- Documentation https://docs.thoudandeyes.com

- Blog https://blog.thousandeyes.com

- API https://developer.thousandeyes.com

« Getting started https://docs.thousandeyes.com/product-
documentation/getting-started

- Changelog https://docs.thousandeyes.com/whats-new/changelo

- Cisco Devices https://docs.thousandeyes.com/product-

documentation/alobal-vantage-points/enterprise-agents/managing/cisco-devices

+ Internet Outages Map https://www.thousandeyes.com/outages/

cisco L‘V& ./ #CiscoLiveAPJC ~ BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscodBonfidential
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https://www.thousandeyes.com/outages/
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: Insert preferred comms method

BRKAPP-2549 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco8Bonfidential


http://www.ciscolive.com/on-demand

afrar]
Cisco

Thank you
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