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- Al concepts
- Why Al in Observability
- How Splunk can help?

- Embedded and Custom Al/ML
- Al assistant
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What is Al?




What is Al?

Artificial
Intelligence Machine

Learning Deep
Learning

GenAl
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Why Al in
Observability?




Have you ever...
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. felt
overwhelmed
by the
complexity

of your tech
stack?

cisco Lz{/&/
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https://commons.wikimedia.org/wiki/File:Cloud_computing.svg&sa=D&source=editors&ust=1715016669331273&usg=A0vWaw32GaFiXw1rh|7Wp10q00Yw
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...been asked to
learn new tools
and processes
when you don’t
have the time?
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It’s harder than ever to troubleshoot fast

O
loo

N

O O.. o
N O'g
Increasingly c : No time f
xplosion of O ume tor
complex itor] i learning new tools
SnVironments monitoring solutions o procgesses
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Complex Data, Architecture and Tools

Too much toil, guesswork and expensive manual effort

Data, Architecture, Tools

Response

@a9
A

Infrastructure

Applications
Metrics . . Readiness

User Experience
Traces Incidents . Detection
Logs
Fvent Cl/CD ® :icritization
vents

Config .
Management Remediation

Operational Knowledge Analysis
Historical knowledge

Institutional knowledge
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...spent hours
looking for

the root cause
and debugging
outages”?



https://pixabay.com/vectors/employee-desk-stress-exhausted-6038877/

Where is /A lcveraged
in Splunk products?




Splunk
has been
vating
h Al
for a while
NOW.
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Embedded capabilities
within products

<,

Guided
Assistive
Workflows

Al Libraries
and APIs for
Developers

Generative Al
Chatbots

Customizable
ML, Deep

Learning, and
Data Science

Tools
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Al Embedded
within Products
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Splunk Application and Infrastructure Monitoring

More accurate and efficient alerting for your infrastructure and services

vvvvvv

& Tag Spotlight

@ Performance

) Database QueryPerformance >

T AlwaysOn Profiling

#CiscoLiveAPJC

Use machine learning to improve
accuracy and reduce manual effort
across infrastructure and service alerting

e Establish performance baselines across
every service

e Automate alerting by receiving
recommendations for the biggest spikes
in latency, errors, and resource utilization

e Easily customize alert thresholds and
subscribe to notifications for specific
services or teams

BRKAPP-2548 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Splunk IT Service Intelligence (ITSI)

Splunk’s AlOps Solution

Splunk ITSI applies machine learning to
proactively prevent outages by correlating and
reducing alerts, monitoring service health, and i W
streamlining incident management.

nolding ® @ Training window ® | 14 days~

able KPI Alerting @

» Alert correlation to reduce alert noise
+ Adaptive (dynamic) thresholds incorporate - e
seasonality [X
|

Preview aggregate thresholds

» Qutlier Exclusion in Adaptive Thresholds 2 L ‘ ‘
» Find and suggest similar historical incidents -~ e o—dn Ao dhi Ao d
» Predict service health to prevent outages j

.conf24 %

New updates!
* ML-Assisted Thresholding (Preview)
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Powerful Machine Learning Across The Platform

Make IT Effective, Proactive and Predictive

Anomaly
Detection

/7
(A)

r_~

Alerts triggered
automatically by
anomalous activity

Incident responders
can see across all
silos to find a quicker
MTTR

cisco Lz{@/

Dynamic
Thresholding

¥

Thresholds adapt in
real time

Trend and alert on
anomalous behaviour

Prevent service
degradation

Event
Clustering

Detect and highlight
the events that
matter

Prioritize events that
need action taken

#CiscoLiveAPJC BRKAPP-2548

Intelligent
Alerting

g

Advanced problem
detection increases
alert fidelity

Automatically
identify and alert on
risky service
behaviour

Prediction

Predict outages and
anomalies before they
occur

Act on predictions so
services are not
affected

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Splunk On-Call

Incident Correlation

Splunk On-Call leverages ML to correlate like incidents R —
and decipher which person or people have worked on sleTv-—] EN. e

similar incidents in the past. T —
The Suggested Responders are listed when a user . | o

clicks Add Responder—making it possible to loop in o -

knowledgeable colleague/s to the firefight in moments. Add Responders

Page additional teams or individuals to join this incident.

Benefits: _ _
e Reduce isolation || Comwriag bt
e Leverage tribal knowledge to reduce MTTR m——

e Improve morale/ reduce burn out ‘

rger StatisticTyoe it
orLydia Rodarte-Quayle

et ComparisionOperstce  LossThanTheeshl
| rigger Dimersions Oname. LoadBskarce
Acknonedpel i Ovie  sutmhotsubsite

Senter 124321 4203620361

hue: Criticst

3 anens
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Automated RCA

Q

When an anomaly gets detected for a
particular Business Transaction (BT),

next step is to understand why or the

probable root cause.

W/

Anomaly Detection uses Al

capabilities to enable Automated Root

Cause Analysis to monitor the health o
of all the entities involved in that BT

and shows the suspected causes.

Mongo_DB

It further allows user to drill down into
deviating metrics and snapshots, as
desired.
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Custom Al & ML
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Splunk’s Customizable Al & ML Pipeline

Industrial Assets

'H
)|

Consumer and
Mobile Devices

0%
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Capture data from any
environment in real
time

A

Clean & prepare data
using Splunk’s
powerful search

processing language

h 4

o)

Train and deploy
custom Al & ML
models

#CiscoLiveAPJC

<

Inference pre-trained
models on newly
incoming data

il

Take action on
inference results!

4 4

lterative Feedback Loop ‘

BRKAPP-2548 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Splunk Enterprise
| anomaly detection command

New Sea I'Ch Save As v Close

| inputlookup logins.csv | anomalydetection Last 7 days * n
+ 3 results (4/13/22 1:00:00.000 PM to 4/20/22 1:49:41.000 PM)  No Event Sampling * ©® Job~ s & 1 ® Smart Mode v
Events Patterns Statistics (3) Visualization
20 Per Page ~ # Format Preview =
_time ¢ log_event_prob = .~ logins =+ ~ max_freq = ~ probable_cause = Fd probable_cause_freq =
2015-11-30 16:00 -5.4327 508 09.29343 logins 0.00437
2015-11-30 17:00 -5.4327 540 09.29343 logins 0.00437
2015-11-30 18:00 -5.4327 527 0.29343 logins 0.00437

y
cisco (A
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Splunk Enterprise
predict command

New Search Save As ¥ Close
sourcetype=access_* action=purchase categoryId=ARCADE | timechart span=1d count | predict count All time » n
v 537 events (before 6/19/18 10:42:33.000 AM) No Event Sampling v Job v o & 4 ? Smart Mode v
Events Patterns Statistics (13) Visualization
al Column Chart # Format 88 Trellis
200

I count

— prediction(count)

Mon Jun 11 Tue Jun 12 Wed Jun 13 Thu Jun 14 Fri Jun 15 Sat Jun 16 Sun Jun 17 Mon Jun 18 Tue Jun 19 WedJun20 ThuJun21 Fri Jun 22 Sat Jun 23
2018
_time
_time count lower95(prediction(count)) prediction(count) upper95(prediction(count))
2018-06-11 17 0.9 17.0 53.6542346331

. / SPLUNK ENTERPRISE
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https://docs.splunk.com/Documentation/Splunk/latest/SearchReference/Predict

Splunk App for Anomaly Detection 1.1

Find anomalies in time-series datasets in just a few clicks!

@
®

(B)

R~

cisco Lz{@/

Beginner friendly
No need for complex SPL queries, parameter tuning, or
knowledge of statistics

Quick and simple
The app detects anomalies with a couple of clicks - no
trial and error required

Helps ensure accuracy
Health check diagnostics determine if the user’s dataset
is fit for anomaly detection with the app’s algorithm

End-to-end operationalization workflow
Create anomaly detection jobs to run at regular intervals
and generate alerts

#CiscoLiveAPJC BRKAPP-2548

Step 2: Add the Dataset

Use an SPL query to input your dataset. An example SPL query is provided that you can use to explore the app. Note that as the number o

1 | inputlookup numenta_art_daily_flatmiddle.csv

Step 3: Select Field for Anomaly Detection

Select a fiekd from your dataset for anomaly detection. Only numeric flelds are listed in the drop-own menu.

Fieid For Detection

Preview Data Anamaly Data
i _time

3 2014-0411T0435:00.000+00:00

> 2014-0411T2155:00.000+00:00

Step 4: Save & Operationalize Job

Save this anomaly detection job. From the Job Dashboard, schedule when the
Job Is run. Once scheduled, you can create job-related alerts

o sowen | [emt

Click Open in Search to open a new Splunk sean
the query updates a model every time it runs; to £

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Splunk Data Science and Deep Learning 5.1

Extension for MLTK to operationalize advanced custom Al / ML use cases

Built for Data Scientists

+ 35+ Code Examples: Guided model building, testing, and
deployment of data science and deep learning frameworks

» Container Management: Models can be productionized for
scalability & optimization of resources, e.g. CPU & GPU

 State of the art Al frameworks and tools: Jupyter Lab, S e e
MLflow, PyTorch, TensorFlow, SpaCy, DASK, Rapids, i
Spark, ... — e — —

+ Flexible deployments and open source: deploy on-prem, = '
hybrid or in the cloud. Github repository for customization. o f—

New updates in version 5.1!

» Two Al assistants to leverage LLMs to build and train
models for text summarization and text classification
use cases

» Customizable for adapting to own domain specific
data

cisco W&- #CiscoLiveAPJC BRKAPP-2548

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Generative Al
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Splunk Observability Approach to Al

Combining predictive analytics, accelerated investigation, and workflow enhancements

Detect and
Predict

Real-time,

streaming analysis to

forecast trends and
detect anomalies

cisco Lz{/&/

Make Everyone an Expert

Reduce need for environment
and tool expertise by simplifying
content creation and investigation
workflows

Generative Al Capabilities

7\}-2 Correlate and

) Diagnose

Aggregate / analyse all data
to direct investigation and

Foundational ML / Al Capabilities identify root causes

#CiscoLiveAPJC BRKAPP-2548 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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Private Preview e

Environments : All ¥ Workflow : A

Az |see 3 critical alerts triggered for paymentservice,
can you explain more?

“» | View | Services (10), Databases (2), Inferred services (1)

™

Al Assistant In
Splunk
Observability
Cloud

Find and fix issues
faster using natural
language in Splunk®
Observability Cloud

Service
Metrics

Intraservice

Metrics

@ show Legend

cisco Lz{/a/

{ | can certainly help with that!

The upstream service from paymentservice is called
checkoutservice, which had critical alerts triggered
30 minutes before alerts were triggered for
paymentservice. Two deployments were made to
checkoutservice today. This could be related. You
can explore these services visually from the service
dependency map in APM, or | can assist you with
some metric names to further explore. Which of
these next steps would you prefer?

View serv pendency map in apm

‘ Suggesting some metric names

o R R

r environment

#CiscoLiveAPJC

358 days left in trial

Observability As

dependency map in apm

ng some metric names

LeTp 1S
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Al Assistant in Observability

Specialized tools and LLM agents tailored to architectures and data forms

Data, Architecture, Tools

Infrastructure
Applications
Metrics .
User Experience
Traces .
Incidents
Logs
9 CI/CD
Events
Config
Management

Specialized

Al Assistant

Specialized
LLM Agent

LLM

Orchestrator

Operational Knowledge
Historical knowledge

Institutional knowledge

S S8

cisco Lz{/&/

© Readiness
. ®petection
A O rrioritization
“ © Remediation
® Response
.Analysis
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Our goal: Making everyone
an observabllity expert
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Our goal: Making everyone
an observabllity expert

Accelerate Get deeper insights
troubleshooting

cisco Lz{@/



Our goal: Making everyone
an observabllity expert

Accelerate Get deeper insights Increase the
troubleshooting performance of your
tech stack

cisco W. #CiscoLiveAPJC BRKAPP-2548 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Our goal: Making everyone
an observabllity expert

Accelerate Get deeper insights Increase the Make the most of
troubleshooting performance of your your observability
tech stack investment

cisco W. #CiscoLiveAPJC BRKAPP-2548 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35
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Future Direction
on Gen Al
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=

APM
wy Explore / frontend

(A) @ _.i|5 min‘s v : Environments: us1, jp0 (2) ~

View | Services, Inferred services, Databases, Queues (336) |

157ms

)

adservice/ims

. .

checkoutservice 2.26s

frontend

O

recommendationservics- 162r

ﬁ, EC2 Instances for frontend

Workflows ~

[}, Logsfor host ip-172-32-10-115.us..

Services: incident -intell (13) ~ Operations: ~

Galactus Postgres:98321 &

ssoris Cartservice ding

redfs-cart 6379
19md
currencysarvice 9095

O

emallservice 910,

— @ =

paymentsarvice 3a7ms ButtercupPsyments 42im

Emproducteatalogsenice S22us

10ms

shippingservice 15,

O

unknown_service so6s
’:’D Trace for...

#CiscoLiveAPJC BRKAPP-2548

V. addfiter |

Services by Error Rate

¥ frontend
paymentse...
checkouts...

¥ adservice

¥ producteat...

Downstream dependency "paymentservice” is
causing issues to frontend service.

Top Error Sources

¥ frontand
paymentse. .
checkouts...

¥ adservice

B producteat...

Services By Latency (P30}

5.465 B frontend
2.263 ¥ checkouts...
1.81s B redis-cart6.

865ms B Galactus.P...

431ms § ButtercupP...

Database Query Performance

Tag Spotlight

a e
9,2 paymentservice in map

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Here are some next steps you can take for paymentservice.
v Channels

5 l Troubleshoot this service in APM View dashboard: APM Service Display Host CPU Utilization
save-our-service

important-webinar »n K Z 0

on-call
a Al Assistant for Observability 535 am

log_lover: i " —— .
COB_IOVELS Display Host CPU Utilization for paymentservice.

talks
superheroes Here is the host CPU utilization data for the paymentservice spanning the last 24 hours.

front-end

CPU Utilization (%)

Add channels

v Direct messages
S'ﬁ,. Harper Wilson
'9 Jack Lewis

.l. Samuel Moore

+ Add Teammates

v Apps
Google Drive Here are some next steps you can take for specific Host.
Jira Troubleshoot this IMM  View dashboard: EC2
F‘ Al Assistant for Observability
n 3 O
+ Add Apps
4 @ © 0

cisco W&- #CiscoLiveAPJC BRKAPP-2548
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
your educat|0n with DevNet, Capture the Flag,
~ and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

BRKAPP-2548 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42
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Thank you
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