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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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Current Situation
Sustainability in today’s complex networks

cisco Li/&/



Current Situation

. Complex Networks
. Limited Network Visibility
. Limited Device Tracking over time
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Challenges & Impacts




Challenges & Impacts
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IEnergy Consumption IOperationaI Costs ISustainabiIity
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In an Ideal World...
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How can we save energy and
cost?

cisco Li/&/



How can we maintain more
sustainable networks?

cisco Li/&/



In our ideal world
Visibility into the amount of energy we are consuming

Home > Dashboards

Bucket#0 - Energy Meter@17.15.1

AL

R BTN R B(

©9300X- 8xStack - Instantaneous System Power Consumption

60.00 kW

5c0-10S-XE-platform-oper:componen
value/string {cnam Cisco-10S-XE-platform-oper:components

value/string {cnam XE-platform-oper:components/co

vah farm-nnar-camnanante!

€9300 -Enhanced energy metering- all buckets - System Power Consumptio 1741 PoE Port Power Allocated vs Consumed
intf_name="Gi.
GigabitEth

A -

ntf_name="Gi
ne="GiqabitEth
t G

10S-XE-platform-oper:components/c c t="udes! G ses
{ u 9 qab SESSESEEEEES
ki -

nents/co. onsumption i s
D ufe’i {host="udesks ‘Giaab ENENERENEN

ring {cnam 0-10S-XE-platform-oper:components/

== value/string {cnam d K 0-10S-XE-platform: er:components/c
17.15.1 PoE Port Energy meter

9300 Stack - Instantaneous System Power Consumption 125

LJWnmmmnmlhniI|llg[i.ylihmnmmlhnmmmm |m|nmm|nn||mnmmmm "'”

07:00 07:30 08:00  08:30  09:00 10:30

5 =
= power_consumption {host 69", intf_name="GigabitEthernet1/0/16, path="Clsco-I0S-XE-

sumption {host="udesk69", intf_name="GigabitEthernet1/0/16", path="Cisco-I0S-XE-poe-

|
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Home > Dashbeards > Smart Buildings Network Device Environmentals

switch Al ~

C9300X - Stack temperature monitor

‘ 62.1

63.0

current_reading {h... current_reading {h...

61.1

current_reading {h... current_reading {h...

C9300X - Memory utilization

== Free Memory == Allocated Memory

* <

®61.4 §617

current_reading {h...

64.4

current_reading {h...

62.8

&500 - Memory Utilization

== Total Memory == Free Memory

#CiscoliveAP JC

current_reading {h...

current_reading {h...

E cmd+k

C9500 - Fan Speed

10/17 00:00 10/18 00:00

i+ Add v (1] & (@ Last7days

10/19 00:00 10/20 00:00 10/21 00:00 10/22 00:00 10/23 00:00

fan/statefopenconfig_platform_fan:speed {host="udesk69", name="Fan’/1", path="openconfig-platfor...

C9300X - Inlet vs Outlet Temperature

65
e ——
— ]
e e ———
B e —————— B e ————
— - — -
(————— | (e — |
[ ——— [ ———— |
e R — D — S M — |

Hotspot Temp
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Solutions

Programmability with I0OS XE
Model Driven Telemetry (MDT)

cisco Li/&/



Why do we use
programmability?




Programmability solutions for complex networks

@

L2 O ¢

&) &

( Efficient ) (Consistent)( Scalable ) ( Secure

( Seamless ) ( Smart

BN

Managing Repeatable Reduce time and effort Secure APIs
infrastructure as code and precise with large network and integrations
while lowering OPEX intent-based automation

outcomes requirements

C I sco W&. #CiscoliveAP JC BRKAPP-2245

T

Create value Real time event
integrating with 3 notifications, Al/ML
party platforms capabilities, and

streaming telemetry
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Cisco I0S XE Programmability & Automation Lifecycle

‘VV V’
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Cisco I0S XE Programmability & Automation Lifecycle

cisco Lz/p,/

| just received 5000 switche
How can | onboard them
reliably, efficiently and at
scale?

O

Network
Engineer

#CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Cisco I0S XE Programmability & Automation Lifecycle

Pre-boot Execution Provisioning
Environment (iPXE) Automation Device
Onboarding
RFC8572 Secure Zero Touch
g

VM Automation

Nice! All 5000 switches are
onboarded using Secure Zero
Touch Provisioning

O

ﬂ Network

Engineer

C ! sco W&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Cisco I0S XE Programmability & Automation Lifecycle

Now that the 5000 new
switches are onboarded, how
can | configure them reliably,
efficiently and at scale?

Network
Engineer

c ! Sco M&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Cisco I0S XE Programmability & Automation Lifecycle

Model Driven
Programmability

Network Configuration Protocol
(NETCONF), RESTCONF, gNMI

P YANG “native” Data Models,
=_ OpenConfig,
Day 0 {
Device

YANG Suite, Terraform, Ansible, pyATS
evice tooling
Configuration

| can use a tooling such as
Ansible or Terraform to
configure my 5000

switches at once
Oéﬁj

Network
Engineer

cisco M/
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Cisco I0S XE Programmability & Automation Lifecycle

Now that the 5000 new
switches are configured, how
can | monitor them reliably,
efficiently and at scale?

Network
Engineer

c ! Sco M&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Cisco I0S XE Programmability & Automation Lifecycle

I’ll use gRPC for Model Driv
Telemetry to monitor changes
on my device and quickly find
any anomalies

TIG_MDT container + guide
Model Driven
Telemetry YANG On-Change support

o

Device
Engineer gNMI/NETCONF Dial-In

C ! sco W&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Cisco I0S XE Programmability & Automation Lifecycle

cisco Lz/p,/

How can | update the OS
version on all 5000

switches them reliably,
efficiently and at scale?

O

Network
Engineer

#CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Cisco I0S XE Programmability & Automation Lifecycle

I’ll update the OS on all
5000 of my switches
using scripting and
gNOl os.proto

I I Device

Optimization

O

Network
Engineer

®

C ! sco M&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Cisco I0S XE Programmability & Automation Lifecycle

cisco Lz/p,/

Whew! Now that
programmability has me
covered, | can focus on the
important stuff!

O

Network
Engineer

#CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Cisco 10S XE Programmability & Automation Lifecycle

Pre-boot Execution
Environment (iPXE)

Network Configuration Protocol
Provisioning

Model Driven

. L (NETCONF), RESTCONF, gNMI
Automation Device Programmability
Onboarding E=EEEEE] " o
RFC8572 Secure Zero Touch P = YANG “native” Data Models,
Provisioning ZTP thon —— OpenConfig,
visioning python IIIII.
‘ . .
VM Automation / - YANG Suite, Terrafo'rm, Ansible, pyATS
evice. tooling
INTENT CONTEXT Configuration

@ work@sﬂun%
gNOlI cert/os/reset proto

Device
Guest Shell + Python/NETCONF Optimization
| *® TIG_MDT container + guide
CentOS 8 Python 3 Software Image i Model Driven
Management Telemetry YANG On-Change support
Application Hosting with Docker Device m
Monitoring gRPC Dial-Out + DNS + mTLS
“show run” CLI to YANG

gNMI/NETCONF Dial-In

cisco Lz/&/
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|OS XE programmability and Telemetry “Stack”

cu

for interfacing with the 10S XE device — Just like the CLI, SNMP, and WebUlI is used for configuration
changes and operational metrics so can the programmatic interfaces of NETCONF, RESTCONF, gNMI, and

YANG data models define the data that
is available for configuration and
streaming telemetry

Intent-based
Network Infrastructure

P P =
B @ =

cisco Lz/&/

.:\M\/\=.

Configuration and Operation

-

$IEEE

CISCO
SNMP

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The NETCONF, RETCONF, gNMI and gRPC are programmatic interfaces that provide additional methods
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Reference

Model Driven Programmability Interface Comparison

Network
architecture,
security posture
and policy, YANG
data modules,
tools and
language
preferences are
some
considerations
when leveraging
the various MDP
interfaces

cisco Lz/&/

Minimum IOS XE Version

Recommended Version

Default Port

Operations
Encoding

Security

Transport Protocol

Tooling

Content

NETCONF
16.6

17.6

830

<get>,<get-config>,<edit-
config>,<establish-subscription>

XML

SSH + PKI

certificate or password

SSH

YANG Suite, ncclient, Netconf-
console

YANG

RESTCONF
16.7

17.6

443

GET, POST, PUT, PATCH, DELETE

XML or JSON

HTTPS user/pass

HTTPS

YANG Suite*, Postman,
python

YANG

gNMI
16.8
17.7
9339

GET, SET, SUBSCRIBE

RFC7951 JSON_IETF

TLS certificate

with user authentication
HTTP/2

YANG Suite*, gnmic,

gnmi_cli

YANG + Protobuf

#CiscoliveAP JC BRKAPP-2245
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Cisco I0S XE - YANG model APl documentation

* There are 10 types of data models

) ) - N = YangModels /{ yang I\ Motifications 7 Star EETY
including config, oper, actions, and ) )
deVIatlonS <> Code 3 Cisco—IOS—XE—bgp—route—oper.yang Projects Security Insights
« RFC 7950 YANG data modelling language ¥ master - | [Y Cisco-I0S-XE-bgp-rpc.yang S
are the API deﬁ n”] ons for IOS XE apoorvash 3 Cisco-I0S-XE-bgpyang Lse Yang Models (#982) = @e3bcla 16 days ago 10 History
» The YANG modules are available for [ Clsco-I0S-XE-install-avents yan
download from the API and are also =t | [ Cisco-10S-XE-boot-integrity-oper. e
16111 2 years ago
published on Github.com 102 | () Cisco-10S-XE-breakout-port-oper| L) C1sc0-I0S-XE-install-rpc.yang 2 yoars ago
H 1631 3 years ago
5 Nota_ble mod_ules are listed beIO\_/v for the D Clsco-K0%XE-bridas-domainvan O Cisco-I0S-XE-interface-common.yang
running-config, feature oper, actions and . 9 yang
event notifications 1651 [ Cisco-10S-XE-bridge-operyang (9 Cisco-108-XE-interfaces-operyang 3 years ago
1661 3 years ago
TYPE VANG modle nam.yang Description 1662 [ Cisco-I0S-XE-cable-diag-oper.yan| B cisco-10S-XE-interfaces.yang 3 years ago
1 Native configuration model  Clsco-105-XE-native running-config 1671 . X 3 years ago
2 aperotor Foaue operasonalcat o1 | [ Cisco-lOS-XE-cable-diag-rpcyang L) Cisco-I0S-XE-ios-common-operyang < yonre aso
3 Configuration Faature canfiguration, independant af *native® model 1651 2 years ago
4 Events alemetry Everis that can ba triggered B Cisco-10S-XE-ios-events-operyang
5 RPC Cisco-10S5-XE-{feature}-rpc Actions that can be performed 1ees Added 105 XE 19 2 years ago
& Deviation ¢l S-XE-{feature}-deviation  Dewice implemantation deviation fram module wm Added Cisco-109 . . 17 months ago
7 Types Cisea-105-XE-{feature}-typas Types - Impartad by other modules 1721 Added updated 3 Clsc0—IOS—XE—|p—sla—event5.yang 11 months ago
8 Obsolate Cisco-105-XE-{feature}-obsolete Obsolete should not be implarmentad 1731 Added Cisco-10g . . 4 months ago
8 Comman Cisco-10S-XE-{feature}-comman  Commen - Imported by other medules 1741 Added Cisco109 3 C|5co—IOS—XE—lp—SIa—oper.yang 4 months ago

0 Abstractions abstraction far EVPN, OpenCornlig config & oper

The YANG models are available for download directly from the running 10S XE
device’s NETCONF, RESTCONF, or gNMI API, and from:

|<_ https://github.com/YangModels/yang/tree/main/vendor/cisco/xe i’

c ! Sco M&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Day 2: Device Monitoring



Model Driven
Telemetry

o~

~_ S A NG

Model Driven Telemetry Interfaces

“ Dial In: Collector establishes a connection to the device then subscribes to telemetry (pub/sub)

_ Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)
Publication / Subscription

NN\

YANG Data Models

Openconﬂg
@ ) Configuration and Operation
“ -

XML, JSON, proto and kvGPB
encoding

Intent-based
Network Infrastructure

Consistent YANG data models
between interfaces

On-change event and time-

based publication options
SNMP

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How do we get telemetry data
from our Catalyst
devices?

cisco Li/&/



Telemetry Data Flow

Cisco 10S XE Devices

;jﬁ]iiomnmmmn
i
i =

2020-03-04 12:19:06

Collector/Receiver
Decodes to text

Storage
Time Series Database

Monitoring ‘
and Visualisations r& G rq fa nq » \

https://hub.docker.com/r/jeremycohoeftig m https://github.com/fieremycoh iSCO-i0S-xe-m .
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179 programmability cg/m 179 prog_ietf telemetry.html ERFREAE
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https://hub.docker.com/r/jeremycohoe/tig_mdt
https://github.com/jeremycohoe/cisco-ios-xe-mdt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_ietf_telemetry.html

Cisco Telemetry Data Broker (Telegraf)

cription

Expanc A8 | Cotapso Al | © Reset Conbguead

PRODUCTS UNT ST PRICE staTus QuaTITY AGTION

Vietual Uiconse

Cisco Telometry Broker Essential License 1000 o » N
Oaiste

10068/Day Per 100GBIDwYI12 Mo U

To-£55-10066 EX)

‘Support - Virtusl License.

Enhanced Supportor Cisco Telemety 0250 adad ' § oeme

bk [p———— och
ir;mr\:r:j‘u:nm for Cisco Telemetry Broker nummmmmw;_::v ] [:" 2 swap
PorEacnttonn
P> Brokering Data: P> Filtering Data: P> Transforming Data:
The ability to route and replicate telemetry The ability to filter data that is being replicated The ability to transform data protocols
data from a source location to multiple to consumers for fine grain control over what from the exporter to the consumer’s
destination consumers. consumers are able to see and analyze. protocol of choice.
Quickly onboard new telemetry-based tools! Save money sending data to expensive tools! Enable tools to consume multiple data formats!

https://cs.co/telemetrybroker aka https://www.cisco.com/c/en/us/products/security /telemetry-broker/index.htm]|
https://blogs.cisco.com/security/taking-full-control-of-your-telemetry-with-the-intelligent-telemetry-plane

cisco [, p//
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https://www.cisco.com/c/en/us/products/security/telemetry-broker/index.html
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Model Driven
Telemetry

Publication options

On-Change Periodic
w
Feature Model “On-Change” Notifications Feature Model “Periodic” Notifications
Event Notifications (failed login, optic fault, etc) Time based publication
State and Configuration Minimum interval 100 centiseconds (1s)

OpenConfig YANG with GNXI, not NETCONF

C ! sco M&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Monitoring today for each network device

CLI

cat9300x-pod29aishon processes cpu ]|
CPU utilization for five seconds: 0%/0%;

PID Runtime(ms)
0
429509
0

378

0

0

0

1920
4460802
27588

Invoked
19
2209233
2

17

1

1

1
368205
1502068
184104
1

2

1623
472437
11046159
3

uSecs
@

194

0
22235

one minute: @%; five minutes: @%
S5Sec
.00%
.00%
.00%
.00%
.00%

0
0
0
0
0
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%

(SRS SRS RIS R SRS I GRS B G RO R O R S I G R OS]

IMin
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.03%
.00%
.00%
.00%
.00%
.00%
.00%
.00%

5Min TTY Process

.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%
.00%

(SRS SRS R SRR GG B G RO I S R SSRGS R OS]

#CiscoliveAP JC

Chunk Manager
Load Meter

PKI Trustpool

RF Slave Main Th
Retransmission o
IPC ISSU Dispatc
RO Notify Timers
VIDB BACKGD MGR
Check heaps

Pool Manager
DiscardQ Backgro
Timers

WATCH_AFS

DB Lock Manager
GraphIt

DB Notification

X6 devices

(SSRGS R G IS IS B G TGS B G IS IR S R G I S R G A

BRKAPP-2245 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Using Telemetry to Track Devices

Show CPU on each device

hat's the current
status of each
device?

Network
Engineer

C ! sco M&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Now, let’s work more efficiently

Cisco devices use structured data called YANG models

CLI YANG Model

YANG Suite / Exploring YANG / YANG set “IOS XE Switching” / Modules

© UM Explore YANG Models

Select a YANG set  10S XE Switching Select YANG module(s) | Ci8€0-IOS-XE-process-c

o Cisco-10S-XE-process-cpu-oper

4~ cpu-usage Node Properties

4-[= cpu-utilization Name cpu-utilzation
five-seconds Nodetype container
) Description Data nodes for Total CPU Utilization Statistics.
five-seconds-intr Module Cisco-I0S-XE-process-cpu-oper
one-minute Revision 2017-02-07
f o Xpath Jcpu-usage/cpu-utilization
RIS Prefix process-cpu-ios-xe-oper
[ cpu-usage-processes  Namespace http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-
oper
Access read-only
Operations « "get"

Schema Node Id /cpu-usage/cpu-utilization

cisco 'p//

- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Using Telemetry to Track Devices

Configure Telemetry Subscription One Time

hat's the current
status of each
device?

Network
Engineer

c ! Sco L‘V&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Monitor devices through a single pane of glass

C9300X - Stack temperature monitor

We need to track the (
status of all these '62.2 63.1 B 615

devices at scale current_reading {h... current_reading {h... current_reading {h...

61.2 ‘ 64.5

current_reading {h... current_reading {h... current_reading {h...

Telemetry from a Cisco device allows us to know its current status

We can collect this data at scale!

c ! Sco M&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



YANG Sute | Exploring YANG / YANG set “C9300" | Modules

YANG Suite © % Explore YANG Models o @) © @

Admin Select a YANG set  C9300 Select YANG module(s) | | ©i5¢010S-XE-interfaces-oper X Load module(s)

Cisco YANG Suite

Protocols = Interfaces Name statistics

o e Nodetype container
N0 : & name Description A collection of interface-related statistics objects
[T miedece:tps Module Cisco-10S-XE-interfaces-oper
| A T Revision 2020-07-01
; & oper-status Xpath [interfaces/interface/statistics
[ 4 last-change Prefix interfaces-ios-xe-oper
o if-index

g/Cisco-10: P

YANG Suite / NETCONF / YANG set “C9300" / Modules

YANG
e sute NETCONF ysadmin e o o
YANG Set  C9300 Module(s) | |Cisco-I0S-XE-interfaces-oper x Lcad Module(s)

NETCONF Operation ~ get Device JCOHOE-DMZ-C9300 (% Edit Device ) Open Device Window
£ YANG Tree v [ ( ReC Options... ) " © RunRPC( @© Clear RPC(s)
\ J L ) -
<[> Build RPC
Nodes Value <rpc xmins="umn:ietf:params: :netconf:base:1.0" ge-id="101">
4 & Cisco-I0S-XE-interfaces-oper “get
| ) <filter>
4~ interfaces <interfaces xmins="http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-
A oper">
<interface>

% name string <name/>

YANG API Testing and Validation Environment [ e e || e

admin-status </interfaces>

oper-status </filter>
last-change q‘r’;‘?f
if-index

Construct and test YANG based APIs over NETCONF,

higher-layer-if
lower-layer-if

RESTCONF, gRPC and gNMI Epenl

IOS XE / 10S XR / NX OS platforms
developer.cisco.com/yangsuite

Get hands-on using the new learning lab!

github.com/CiscoDevNet/yangsuite

C ! sco W&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



https://developer.cisco.com/learning/labs/intro-yangsuite/

Cisco YANG Suite

Admin

YANG Suite Capabilities

M.

. Core plugins
* |nitial Release:
* Plugin and YANG File Manager, Datasets and diffs
e Device Manager .
[ ]

NETCONF (Python), gRPC Telemetry
* Docker install support with HTTPS
* Second Release: —

Analytics

Datasets and diffs

° R ESTCON F SNMP to YANG Mapping
® gN M I Protocols
* Python Integrations oM

* Third Release: Additional plugins

gRPC telemetry

 gRPCTelemetry with TLS Support n
e SNMP OID to YANG Xpath Mapping
* Ansible Integrations

* Pipinstall support Explore
YANG

C ! sco W&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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Model Metadata with YANG Suite

The CLI config to enable MDT requires

the “filter xpath” which defines which filter xpath / PREFIX : XPATH
YANG data to publish

YANG Suite / Exploring YANG / YANG set “IOS XE Switching” / Modules

. . . YANG .
Use YANG Suite to find the prefix and © % Explore YANG Models aamin @) @) @
xpath from the YANG models to use in Select a YANG set | 10S XE Switching Select YANG module(s) || Ci5c0-10SXE-process-cpu-oper x

the configuration

@ Display schema nodes only Display all nodes

Conﬂg Uratlon G UIde &, Cisco-l0S-XE-process-cpu-oper Node Propertles

h ) . ‘ E'prusagg Name cpu-utilization
ttps://www.cisco.com/c/en/us/td/do 4P cpu-utiization A s

CS/'OS_ five-seconds . Description Data nodes for Total CPU Utilization Statistics.

T . . I e Module Cisco-10S-XE-process-cpu-oper

xml/ios/prog/configuration/1610/b_1 |- & ane-minute S S

610_programmability cg/model_driv Bﬁpmg‘p
en_telemetry.html

process-cpu-ios-xe-oper

Namespace http://cisco.com/ns/yang/Cisco-10S-XE-Tg
oper

Access read-only

Operations « "get"

Schema Node Id /cpu-usage/cpu-utilization

fiter xpath cpu-usage/cpu-utilization
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Configure a gRPC Telemetry Subscription

On Cisco IOS XE Device:

configure terminal
telemetry ietf subscription 1
encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilisation
stream yang-push

update-policy periodic 60000

receiver 1ip address 10.1.1.3 57500 protocol grpc-tcp

See more examples at: https://github.com/jeremycohoe/cisco-ios-xe-mdt
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How does this relate to
our sustainability
efforts?
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2023-01-20 00:24:10 to 2023-01-28 10:43:16 Q

q

L G) 88 General / Cisco Catalyst |I0S XE - POE - SmartBuilding # =3 e B

nterface | All ~ switch  SB-Salone1-C9324H ~
Cl Total Power Allocated - POE + System Realtime POE Power Consumption
+ 900W Min Max Last* Min Max Last*
= Salone 240W B836W 733W 240 W = Salone OW 221W 171W
oo B50W
oo
220W
8OO W
750 W ) 4 il Ltk 200W
X A | T il L Aiy by NALAR M |
gl L Al M My M
700w | 180W N }
I
o |~ — = .
A 160 W |
QO
N 600W N -
140w | ‘
550w
120w
s00w
100W
450 W
400w 80w
350w S0 W
00w 20W
1Ak, |
W ()
250W b ! ity - " L
b s w . g | ‘ |
zoow ‘ | ‘ \ I
ow L
o 01/23 01725 01/27 o 01/23 01/25 01727
Per interface power consumption
sow
I
60w
[ r r —_—
40w
r r —”
20W I
r r ! — "  —
ow —_————
01/20 12:00 01/21 00:00 01/21 12:00 01/22 00-:00 01/22 12:00 01/23 00-00 01/23 1200 01/24 00-00 01/2412:00 01/25 00:00 01/2512:00 01/26 00:00 01/26 12:00 01/27 00:00 01/27 12:00 01/28 00:00

== GigabitEthernet1/0/12 Mean: 23.5W == GigabitEthemet1/0/13 Mean: 547 W == GigabitEthernet1/0/15 Mean:0W == GigabitEthernet1/0/16 Mean: 1.08 W GigabitEthernet1/0/19 Mean: 0 W GigabitEthernet1/0/20 Mean: 1.23 W == GigabitEthemet1/0/21 Mean: 0 W
GigabitEthernet1/0/22 Mean: 0 W GigabitEthernet1/0/23 Mean: 4.56 W == GigabitEthemet1/0/24 Mean: B.87 W GigabitEthemnet1/0/3 Mean: 4.99 W GigabitEthernet1/0/5 Mean: 14.2 W GigabitEthernet1/0/6 Mean: 1.04 W GigabitEthernet1/0/7 Mean: 1.91 W
GigabitEthernet1/0/9 Mean: 742 W
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Power Telemetry

https://github.com/YangModels/yang/blob/main/vend +i= poe-port-detail Name Poe-port-detai
. . intf~-name Nodetype list
or/cisco/xe/17101/Cisco-I0S-XE-poe-oper.yang » i to |
.‘ power-used Description List of PoE interfaces, keyed by interface name
______ " pd-class Mm?u-le Cisco-10S-XE-poe-oper
: Revision 2022-07-01
""" ,5 device-detected ath /poe-oper-data/poe-port-detail
i | ‘ device-name Prefix poe-ios-xe-oper
no teIemeFry ietf subgcrlpuon 69001 “z police Namespace http://cisco.com/ns/fyang/Cisco-I0S-XE-poe-oper
telemetry ietf subscription 69001 . Schema Node Id /poe-oper-data/poe-port-detail
filter xpath /poe-oper-data/poe-port-detail 7 AW Peivar s Tia “intf-name”
S = inti-|
receiver ip address 10.85.134.66 57508 protocol grpc-tcp - /& power-from-pse Access read-only
source-address 10.85.134.70 P /& power-to-pd Operations .« 'get”
source-vrf Mgmt-vrf Model Driven 1= poe-switch e poe-switch
stream yang-push TE'Emet w : Nodety list
. - - /=4 switch-num [ '
update-policy periodic - r:llll '4 Description List of PoE switches, keyed by switch number
encoding e ncode-kvgpb gy —1 B /& power-budget Module Cisco-I0S-XE-poe-oper
: SN TN - /) power-allocated  Revision 2022-07-01
no telemetry ietf subscription 69002 b ™ P = —priori ath /poe-oper-data/poe-switch I
telemetry ietf subscription 69002 A \av-port-priaifty
e riar Prefix poe-ios-xe-oper
_ L gk gy " Riah=portprorty Namespace http://cisco.com/ns/yang/Cisco-10S-XE-poe-oper
receiver ip address 10.85.134.66 57508 protocol grpc-tcp ———— ~ /@ switch-priority Schema Node Id Ipoe-oper-data/poe-switch
source-adrtfi 'r;ss ::.0.?5.134.70 - 7= port-one-status Keys « “switch-num”
source-v mt-vr
SimeEr T -gpush — ,’ port-two-status 2:::555 read-only
! . perations - "get"
update-policy periodic 3000 -i= poe-stack Name poe-stack
encoding encode-kvg pb - /2 Power-stack-name Nodetype list
. o Description List of PoE stacks, keyed by stack name
no telem etry ietf sub_scrlpuon 69003 /& mode Module Cisco-10S-XE-poe-oper
telemetr‘ ietf subscrliuon 69003 e /& topolgy Revision 2022-11-01
o - /g total-power Xpath Jpoe-oper-data/poe-stack |
receiver ip address 10.85.134.66 57508 protocol grpc-tcp 2 rsvd-power Prafe poe-ios-xe-oper
source-address 10.85.134.70 /e i
_____ ,,alloc— ower Namespace http://cisco.com/ns/yang/Cisco-10S-XE-poe-oper
source-vrf Mgmt-vrf P
Schema Node Id /poe-oper-data/poe-stack
streamyang-push e /& unused-power 5 5
. L Keys « "power-stack-name’
update-policy periodic 3000 - 29 num-sw
encoding encode-kvgpb Aecess raactonly
""" ,’ num-ps Operations « "get"
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Embedded Event Manager — Applet Flow

Cisco |I0S XE Embedded Event Manager (EEM) is a powerful and flexible subsystem
It provides real-time network event detection and onboard automation.
It provides the ability to adapt the behavior of the network devices to better align with business needs
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POE power management with EEM
EEM is used to toggle the power inline auto / never at 9 PM and 6 AM

1

! or

! event
1
action
action
action
action
action
action
action
action
action
action
action

#CiscoliveAP JC BRKAPP-2245

Set power on daily

! EEM POE example SelectivePowerOn

no event manager applet SelectivePowerOn

event manager applet SelectivePowerOn

! Turn *x0ON+« POE power to the ports daily at 6AM: @ 6 % * *
event timer cron name SelectivePowerOn cron-entry "@ 6 * x *"

none

9.0 cli command "enable"

9.1 cli command "show power inline"

0.2 foreach line "$_cli_result" "\n"

1.1 regexp "“~([~[:space:11%) [[:space:]]*off.*$" "$line" temp interface
1.2 if $_regexp_result eq 1

1.3  cli command “"conf t"

1.4 cli command "interface $interface"

1.5 cli command "power inline auto"

1.6 syslog msg "Turned on PoE on $interface"
1.7 end

2.1 end

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

52


https://github.com/jeremycohoe/cisco-catalyst-eem-examples
https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/17101/Cisco-IOS-XE-eem.yang
https://glennmatthys.wordpress.com/2014/08/24/intermediary-eem-scripting-more-fun-with-power-over-ethernet/
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book/eem-cr-e2.html

Benefits

(y
Up to 2 5 (0 ergy usage on POE switchports with IOT

endpoints turned off at TOD (Time of a Day)

How is this applicable to Cisco controller-based solutions for Wireless Access
Points?
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Catalyst 9800 WLC Calendar Template scheduling

To enable power save mode on Cisco Catalyst Access Point

ithub.com/jeremycohoe/c9800-a wer-save

AP Join

&3 pashboard V' Calendar Profile - Power Profile Map

AP Join Profile Name

default-ap-profie

Calendar Y Recurence Y me Y EndTime Y Power Profie Y

@ offwork Daily 00:00:00 23:30:00 Off Work Hours

leshooting

Power* Off Work Hours % v

Sequence Y Interface Y Parameter Va

T ¢

dnight"
file "Off

cisco [, p/_/
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19 85 General / Cisco Catalyst I0OS XE-POE & =< i+ B & < @ 2022-10-03 22:58:16 10 2022-10-1303:15:15 ~ > Q O ~ &

Interface i i t1/0/47 + Ty [ themet1/0/1 + T i - ¥ switch  SJC14F1-WTME-C9K-48UXM ~
Q Total device power consumption
+
oo 135W [ ‘ m
[=]=] i Al ‘ Il ‘ MM
" i
@ 130W ! | | bl ‘ | ‘
|
8 125W ‘
& !
120W |
0 ) ‘ Lorand ‘
nsw .

10/04 00:00 10/0412:00 10/0500:00 10/0512:00 10/0600:00 10/0612:00 10/0700:00 10/0712:00 10/0800:00 10/0812:00 10/09 00:00 10/09 12:00 10/1000:00 10/1012:00 10/1100:00 10/1112:00 10/1200:00 10/1212:00 10/13 00:00
== Consumed Power

Per interface power consumption

18w
16W M
14w

10w

10/0400:00 10/0412:00 10/0500:00 10/0512:00 10/0600:00 10/0612:00 10/07 00:00 10/0712:00 10/0800:00 10/0812:00 10/0900:00 10/0912:00 10/1000:00 10/1012:00 10/1100:00 10/1112:00 10/1200:00 10/1212:00 10/13 00:00
== TenGigabitEthernet1/0/47 Mean:11.7W == TwoGigabitEthemet1/0/1 Mean: 11.3W == TwoGigabitEthernet1/0/13 Mean:15.0 W == TwoGigabitEthemnet1/0/2 Mean: 11.2 W TwoGigabitEthernet1/0/3 Mean: 11.8 W TwoBigabitEthernet1/0/4 Mean: 11.6 W
== TwoGigabitEthernet1/0/5 Mean: 11.3 W TwoGigabitEthernet1/0/6 Mean: 8.41 W TwoGigabitEthernet1/0/7 Mean: 8.39' W == TwoGigabitEthernet1/0/8 Mean: 15.2W TwoGigabitEthernet1/0/9 Mean: 8.53 W

POE Interface

device intf_name power_admin_max max_power_drawn power_consumption power_to_pd

C9130AXE-B TenGigabitEthernet1/0/47 60 133 11.6 33.3

CwW9164I-B TwoGigabitEthernet1/0/1 60 15.6 1.9 3.4

C9136I-B TwoGigabitEthernet1/0/13 60 213 17.0 a9

C91361-B TwoGigabitEthernet1/0/16 60 6.25 0.950 a9

CWo164I-B TwaoGigabitEthernet1/0/2 60 133 12.5 31.4
. CW9166I-B TwoGigabitEthernet1/0/3 60 18.7 12.6 341
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Monitoring & Automation Impact

Up to « f Energy usage on POE switchports with 10T
endpoints turned off ~ 9hrs/Day

Minimum of Lhergy usage for controller-based Cisco

Catalyst Access Points

Visibility on POE Power Consumption

*based on use case and data presented in demos
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Enhanced Energy Metering s s s o System Meter

System Energy System Meter Update
_ S R

1 C9300-24H 234894600 2024-10-2211:32:39 PST
Enables energy meter for Switch System Power and PoE
switchport power consumption
Platforms: C9200, C9300, C9400 PoE Port Meter

SB-Salone 1-C9324 H##sho power inline m eter
Module Available Used Remaining

Whatitdoes () o) @
1 860.0 1200 740.0
Interface  Meter Update Hourly Meter ed Metered Energy in MilliwattSec (15min Buckets)
Time Value (MilliwWattSec)
System Energy is power consumed by the system for a specific GILPIL  2024-10-22 11:21:09 PST 0 000000000000
dUI’atIOI’] measured |n Unlt Of Watt Second MaCI’O-metered GilbR 2024-10-22 11:21:09 PST 10507380 14653 68-35532 24-35 583 20-19 304 68-0-0-0-0-0-0-0-0
window size of 3-hours with 12 x 15-minute micro-meters . @
15 minutes/bucket # . 0 15 mi
——— min
Gives the visibility within the windows of consumption that can ! 30 min
be further analysed and considered for carbon intensity 2 45min
reporting, density-based usage analysis and so on. S| 60 min
11 1 4 75 min
90 min
Power =0\ 5
_ Telemetry 6 105 min
Ledger on Energy consumption for System Power and PoE Port 7 120min
with a bucketised data of 15 minutes each. 8 135min
150 min
9
165 min
10
180 min

Lo/ .
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What’s changed with power in the 17.15 release?

* Instantaneous power only + Instantaneous power

* Power over time
* Smart Buildings use case:

e 48 PoE ports create too much
data, now we can use buckets &
can collect data at less frequent
intervals

Previously Today I
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Enhanced Energy Metering

CLI with micro-metering

Energy Metering Energy Metering
System Power PoE Port Power

SB-Salone1-C9324H#sho power inline meter

Meter start time 2024-10-22 10:36:34 PST
Energy Data For Last 180 Minute

Module Available Used Remaining
(Watts) (Watts) (Watts)
860.0 120.0 740.0
Meter Update Hourly Metered Metered Energy in MilliWattSec (15min Buckets)
Time Value (MilliWattSec)

System Energy System Meter Update
Model No (MilliwattSec) Time

C9300-24H 234894600 2024-10-22 11:32:39 PST

2024-16-22 1 0-6-0-0-0-0-0-0-0-0-8-0

2024-10-22 11: 10507380  1465368-3553224-3558320-1930468-0-0-0-0-0-0-0-0
2024-10-22 11: 0 8-0-0-0-0-0-0-0-0-0-0-0
2024-10-22 11: 0 0-0-0-0-0-0-0-0-0-0-0-0
2024-10-22 11: 0 0-0-0-0-0-0-0-0-0-0-0-0
2024-10-22 11:21:09 PST 0 0-0-0-0-0-0-0-0-0-0-0-0

SB-Salonel-C9324H#sho ver | i time
SB-Salone1-C9324H uptime is 45 minutes
Uptime for this control processor is 46 minutes

l Lc/ /
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Enhanced Energy Metering

Data models updated for Power Telemetry

Energy Metering - System Power

Name
Nodetype
Datatype
Description
Module
Revision
Xpath
Prefix
Namespace
Schema Node Id
Key

Access
Operations

cisco M/

cname
leaf

string

References component name
Cisco-10S-XE-platform-oper
2023-03-01

/components/component/cname

platform-ios-xe-oper
http://cisco.com/ns/yang/Cisco-10S-XE-platform-oper
/components/component/cname

true

read-only

. "get"

#CiscoliveAP JC

Energy Metering — PoE Port Power

Name
Nodetype
Datatype
Description
Module
Revision
Xpath

Prefix
Namespace
Schema Node Id
Units

Min

Max

Fraction Digits
Access
Operations

BRKAPP-2245

power-consumption

leaf

decimal64

Actual Power consumed by power device
Cisco-10S-XE-poe-oper

2024-03-01

/poe-oper-data/poe-port-detail/power-consumption

poe-ios-xe-oper
http://cisco.com/ns/yang/Cisco-10S-XE-poe-oper
/poe-oper-data/poe-port-detail/power-consumption
Watts
-92233720368547758.08
92233720368547758.07
2
read-only

« "get"

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Energy Metering using the API

Nodes Value
- & Cisco-10S-XE-platform-oper
4[> components
4-3= component

! ‘cname
B> state
4= platform-properties

4-:= platform-property

!  name meter-update-time
L= value
configurable

[ platform-subcomponents

NETCONF GET operation

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<components xmIns="http://cisco.com/ns/yang/Cisco-10 S-XE-platform-oper">
<component>
<platform-properties>
<platform-property>
<name>meter-update-time</name>
</platform-property>
</platform-properties>
</component>
</components>
</[filter>
</get>
</rpc>

cisco Lz/p,/

Show same 2 things as CLI

Get system energy + time

Response

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" xmIns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:820e9cb4-fc8d-4f3d-bad9-4b09bab635e2">
<data>
<components xmIns="http://cisco.com/ns/yang/Cisco-10 S-XE-platform-oper">
<component>
<platform-properties>
<platform-property>
<name>meter-update-time</name>
<value>
<string>1730240928747</string>
</value>
<configurable>false</configurable>
</platform-property>
</platform-properties>
</component>
</components>
</data>
</rpc-reply>

Epoch time

= Wednesday October 30, 2024
Melbourne, Australia
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PoE API

YANG Suite / Exploring YANG | YANG set “smartbuilding-salone 1 -default-yangset” / Modules

e © Explore YANG Models aann @ @ €@

Select a YANG set |~ smartbuilding-salone 1-default-yangset ~ Select YANG ) [ Cisco-I0S-XE-poe-oper x| " Load module(
o Icon legend Q Search XPaths @ Display schema nodes only () Display all nodes
a Cisco-10S-XE-poe-oper 1
%B S Node Properties
P P ” Name poe-port-detail
= pue_pon_dm" Nodetype list
_ MF::— Description List of PoE interfaces, keyed by interface name
"m name . Module Cisco-10S-XE-poe-oper
/3 powr-use Revision 2024-07-01
d-cl
”: .casz p— Xpath /poe-oper-data/poe-port-detail
zdevfce electe Prefix poe-ios-xe-oper
~ e;me name Namespace http://cisco.com/ns/yang/Cisco-10S-XE-poe-oper
--ﬁpo ce - Schema Node Id /poe-oper-data/poe-port-detail
i B Access read-onl
to-pd Y
A pover-ta-p Operations - "get"

& power-consumption
& max-power-drawn

Reference URL: https://tools.ietf.org/html/rfc6020#section-7.8

7.8. The list Statement

& oper-state

/& admin-state The "list" statement is used to define an interior data node in the

& oper-power schema tree. A list node may exist in multiple instances in the data

ﬁadmin-po\ice tree. Each such instance is known as a list entry. The "list"

2 oper-police statement takes one argument, which is an identifier, followed by a

N block of substatements that holds detailed list information.

ﬁ cutoff-power-palice

/& power-negotiation-used A list entry is uniquely identified by the values of the list's keys,
- 2 four-pair-poe-supported if defined.

&) four-pair-poe-enabled
- 4 four-pair-pd-arch

&) over-current-counter
- 4 short-current-counter

o nownar-daniad-raintar

cisco [, &_/
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PoE API (cont.) NETCONF GET

YANG Set = smartbuilding-salone1-default-yangset

NETCONF Operation ~ get v

(Replays-

& YANG Tree
Nodes
i &, Cisco-I0S-XE-poe-oper
k-5, poe-oper-data
poe-port
i= poe-port-detail
# intf-name
power-used
pd-class
device-detected

device-name

police
power-admin-max
power-from-pse
power-to-pd
power-consumption
max-power-drawn
oper-state

admin-state

oper-power
admin-police
oper-police
cutoff-power-police
power-negotiation-used
four-pair-poe-supported
four-pair-poe-enabled
four-pair-pd-arch
over-current-counter
short-current-counter

power-denied-counter

conn-type

Cisco

SB-salone2 v

(__RPC Opt

.&‘/

' Module(s)

| Cisco-10S-XE-poe-oper % |

~

Value

( £ Edit Device ) Open Device Window

<rpc xmins="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<poe-oper-data xmins="http://cisco.com/ns/yang/Cisco-I0S-XE-poe-oper">
<poe-port-detail/>
</poe-oper-data>
<ffilter>
</get>
</rpe>

NETCONF GET operation

<rpc xmins="urn:ietf:params:xml:ns:netconf: base:1.0" message-id="101">
<get>
<fiter>
<poe-oper-data xmins="http://cisco.com/ns /yang/Cisco-10S-XE-poe-oper">
<poe-port-detail/>
</poe-oper-data>
</fitter>
</get>
</rpc>

#CiscoliveAP JC BRKAPP-2245

@ Clear RPC(s)

Response

<rpc-reply xmlns="um:ietf:params:xml:ns:net onf:base: 1.0" xmlns:nc="urm:ietf:params:xml:ns:net conf:|
<data>
<poe-oper-data xmlns="http://cisco.com/ns fyang/ Gsco-|0S-X E-poe-oper">
<poe-port-detail>
<intf-name>Gig abitEthernet 1/0/2 </intf-name>
<power-used>30.0</power-used>
<pd-class>pd-ieee4</pd-class>
<device-detecte d>true</device-detecte d>
<device-name>leee PD</device-name>
<police>false</police>
<powe r-ad min-max>90.0< /power-ad min-max
<power-from-pse>30.0</power-from-pse>
<power-to-pd>30.0</power-to-pd>
<power-consumption>3.91</power-consumption>
<max-power-drawn>5.08< /max-power-drawn>
<snip>
<number-of-buckets>12</number-of-buckets>
<poe-bucket>1665084</poe-bucket>
<poe-bucket>2912216</poe-bucket>
<poe-bucket>2914344</poe-bucket>
<poe-bucket>2913560</poe-bucket>
<poe-bucket>2911880</poe-bucket>
<poe-bucket>2911320</poe-bucket>
<poe-bucket>2911320</poe-bucket>
<poe-bucket>2911096</poe-bucket>
<poe-bucket>2913224</poe-bucket>
<poe-bucket>2916920</poe-bucket>
<poe-bucket>2919720</poe-bucket>
<poe-bucket>2914680</poe-bucket>
</poe-port-detail>
</poe-oper-data>
</data>
</rpc-reply>
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Subscription to the new platform data

telemetry ietf subscription 79007
encoding encode-kvgpb
filter xpath /platform-ios-xe-oper:components/component/platform-properties/platform-property

source-address 172.26.202.111
stream yang-push telemetry ietf subscription 79007
encoding encode-kvgpb

update-policy periodic 300000 filter xpath /platform-ios-xe-oper:components/component/platform-properties/platform-property
receiver ip address 172.26.202.69 57000 protocol grpc-tcp source-address 172.26.202.111

stream yang-push

update-policy periodic 300000

receiver ip address 172.26.202.69 57000 protocol grpc-tcp

telemetry ietf subscription 79008

encoding encode-kvgpb

filter xpath /poe-ios—-xe-oper:poe-oper-data/poe-port-detail
source-address 172.26.202.111

stream yang-push

update-policy periodic 30000

receiver ip address 172.26.202.69 57000 protocol grpc-tcp

telemetry ietf subscription 79008
encoding encode-kvgpb
filter xpath /poe-oper-data/poe-port-detail

source-address 172.26.202.111

stream yang-push

update-policy periodic 30000

receiver ip address 172.26.202.69 57000 protocol grpc-tcp

l Lc/ /
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What can we do with Power Telemetry

PoE Endpint - Power Consumption

1

06:00 07:00 08:00

Co2 Emissions by port Consumptioin

110000 g
107500 g
105000 g
102500 g
100000 g
975009

0g

14:00 16:00 0 X C C 06:00
== Carbon st*:104318 g

cisco [, p//
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Q Search or jump to = cmd+k + ~ ©)

y
»

Home > Dashboards > Smart Buildings Network Device Power Monitoring W =g i+ Add v = & @ LastBhours ~ @& =

<
>

€9300X- 8xStack - Instantaneous System Power Consumption Bucket#0 - Energy Meter@17.15.1

60.00 kW

40.00 kw
000 mw lln n " n " " " " n n " " 1] " il " " " 1l il " il " 1]

o

== value/string {cname="Switch1", host="udesk89", name="Cisco-10S-XE-platform-oper:components/co...

i 1A \/ L. N ‘_ . / | | == yaluefstring {cname="Switchl", host="udesk69", name="Cisco-105-XE-platform-oper:compenents/co...

== value/string {cname="Switch2", host="udesk&9", name="Cisco-105-XE-platform-oper:components/co...
| = ualiafetrinn frnama="Cwitrh?" hnet="ndackRO" nama="Ciern-INC-YF-niatfarm-nnarramnnnante/rn
C9300 -Enhanced energy metering- all buckets - System Power Consumption - 17.15.1 17.14.1 PoE Port Power Allocated vs Consumed

power_consumption {hast—"udeaksg" intf_name="Gl...
power_used {host="udesk&9", intf_n. “GigabitEth

80000000 power_consumption {host= deskEQ" |mf ame="Gi.
power_used {hosv“u{ﬁesksg' (Lname:"GmabilE(h
power_consumption {host= ", intf_n i

60000000 power_used {host="udesk8 =!
Dower_ consumnuon {host =

40000000 power_used {host="udesk
power_ consumm\o {hos L Intf_n; 1.

power_used {host: il i

20000000 power_consumption {host= )

power_used {host="udesk69", | i

0 power_consumption {host= deskEQ" intf_name="Gi...

power_used {host="udesk69" intf_name="GigabitEth

0 power_consumption {host= eskSQ" mlf name="
power_used {host="udesk8 a
== value/string {cname="Switch1", host="udesk&9", name="Cisco-|0S-XE-platform-cper:components/co... power_consumption {host= deBkSQ” |mf name="GI

power_used {host="udesk&9", intf_name="GigabitEth...
skB9", intf_name="Gi.

f_nam G\qabllEth‘..
desk69", name="Cisco-10S-XE-platform-cper:components/co... ST T S G s T S G el e T Getie e

== value/string {cname="Switch1", host="udesk69", name="Cisco-I0S-XE-platform-oper:components/co...

== value/string {cname="Switch1", host:

== value/string {cname="Switch1", host="udesk69", name="Cisco-10S-XE- platform-oper:components/co... .
17.15.1 PoE Port Energy meter (O

9300 Stack - Instantaneous System Power Consumption 12.5

2

1991 "“l|“LIil|M|||hlM||IIIWNh|il|||IIu.ﬁIiiIMiIiIiNN|I.|IiwﬁJImmlMI|ilIi|Ii|im|iu|‘|‘||"‘“‘Nwmwmm“m

05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30
== power_consumption {host="udeskE9", intf_name="GigabitEthernet1/0/16", path="Cisco-105-XE-poe-o.

o

=]
o
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Benefits
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Now using programmability for a Sustainability Use
Case

.0

Energy Consumption Operational Costs Sustainability
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Sustainability on other
Platforms
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PoE Dashboard on Catalyst Center

Cisco

ek Catalyst Center

Estimated AP Power Savings

Prosvers Consomied: 5 1] SAH.F

FoE Operational State Distribution

LATEST TREMD

4

Tulal Povesrad Devices

@ Hormal Mode festimatzel

AF Court

Wiew Datalls

vards § PoE

AP Power Save Mode Distribution @2

Lal=s] TRENIY

Al ity

& P Save Supcon

Fueszr

12
% Lnssponsd

Dparating Mods

& Froe

Wiaw [atalls

PoE Powered Device Distribution

LATEST  TREMD Allocaved Pover

36 (9 99+

3
Ip

admin

PoE Insights
Perpatual Pok

A4 (100E] of powarad davizas ara a0t erakied for Fampatusl ok

AIR-AF18005-B- £5

@ Ersclad Mot Ensblas

Wiew 1atallz

Power Usage

LATEST TREND Allocation v/

2.56kW

Total Power Budget

.&‘/
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Device Inventory for PoE Devices

il Catalyst Center

All Devices / LO-BN

LO—BN &4 Run Commands [ View 360 Last Updated: 7 minutes ago ®© z

@ Reachable \ © Managed \ IP Address: 10.93.141.28 Device Model: Cisco Catalyst 9300 Switch Device Role: DISTRIBUTION Uptime: 195 days 4 hrs 36 mins Site: Global/France/ParisOlympics/Floor-0

DETAILS Color Code Status v/ ﬂ ==

I Summary

System >
> HAAAAN AR AAAAAAE AN
Layer 2 Configuration BETA > - - ' - . - G 0 - - . - - - - - - -
Browse Configurations >
User Defined Fields @ Connected @ Error Disabled @ Admin Disabled @ Not Connected POE Enabled
REP Rings
Wireless Info
v System

SECURITY Image (Version) 17.9.4a Fan Tray 3
Advisores IP Address 10.93.141.28 Power Supply 2

MAC Address 90:77:ee:ac:ab:80 SFP Modules 0
FIELD NOTICES Platform C9300-24U Serial Number FOC2426U0VX
Field Notices View System Details

Patential Field Nntirac

cisco [, p//
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Power drawn by a device

csco. Catalyst Center

s | LO-BN
=) LO-BN "4 Run Commands [ View 360 Last Updated: 9 minutes ago @ &3
@ Reachable @ Managed IP Address: 10.93.141.28 Device Model: Cisco Catalyst 9300 Switch Device Role: DISTRIBUTION Uptime: 195 days 4 hrs 36 mins Site: Global/France/ParisOlympics/Floor-0
DETAILS All Ports / GigabitEthernet1/0/17
Summan
I v O Four (4) Information Alerts on this page. Expand to see details. X
System >
Interfaces > GlgabltEthe rnet1 ]'0]‘1 7 Tag Port Actions
5 ion BETA
Layer 2 Configuration > ~ System
Browse Configurations > Type Physical Speed 1000 Mbps
User Defined Fields Access VLAN WIRELESS (65) MTU 1500 Bytes
REP Rings Voice VLAN NA Last Input Nov 12, 2024 9:12 PM
Wireless Info MAC Address 90:77:ee:ac:ab:91 Last Output Nov 12, 2024 9:14 PM
Link FullDuplex Admin Status Up
SECURITY PoE Enabled Operational Statu Connected
Advisories

e Power Drawn 3 Watts

Potential Field Notices

COMPLIANCE

No port description added
Summary

cisco [, p//
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PoE APIs

alialn ;
dses’ Catalyst Center Platform / Developer Toolkit Qe Q story v
APIs Integration Flows Event Notifications
Q_ Search Q, poel X
——. - Know Your Network
Devices Know your Network APIs can be used to discover details about clients, sites, topology and devices. It also provides programmatic REST
APIs to add devices to the network and export device data
Devices
Method Name Description URL Actions
Returns POE interface details for the device, wh
deviceuuid is mandatory & accepts comma sepe
Returns POE interface details for the M : y 2.8 /network-device/${deviceUuid}/interfac
3 interface names which is optional and returns F poeN
device. e/poe-detail
information for that particular interfaces
where(operStatus = operationalStatus)
clag POE details Returns POE details for device /network-device/${deviceUuid}/poe e\

cisco [, p//

#CiscoliveAP JC BRKAPP-2245

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

75



Returns POE interface details for the device.

0.93.141

inajinter

work-device/${devicel)

dlfintertace/poe-detail

for the device ore deviceuuid is mandatory & accepts comma seperated interface names which is option:

Cisco DevNet AP| Guide

Responses

Parameters Code Preview

Request URL Parameters

Name Description

deviceUuid uuid of the device

Request Query Parameters

Name Description

DataType
interfaceMameList comma seperated interface names

string

and returns

Return the PoE Interface details for the provided device

formation for that particular

Try 'Returns POE interface details for the device.'

PARAMETERS

Public URL -https://10.93.141.45/dna/intent/api/v1 /network- device/db05ad49- 2c8d- 4094 -9df6- 3a03(9p21

db0Sad49-2c8d-4094-¢

Cisco

.&‘/
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Get PoE details

POE details

5 /dnafintent/api

- nttps://10.93

Retu

SOE details for device.

Cisco DeviNet API Guide

Parameters Responses Code Preview

Request URL Parameters
Name Description

deviceUuid UUID of the device

cisco [, p//

Try 'POE details '

Methoo: ()  Public URL https://10.93.141 45 /dnafintent/api/v1 /network-device /dbD5add 9- 2c8d-4094-3df6-3a033b 28069/ poe

w Headers  Status Code; 200

PARAMETERS

PATH PARAMETERS

db05ada9-2¢8d-4094-¢

Reset Run

#CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center + Jenkins

# Jenkins

App PoE_Sustainability run.....ooeeeeiiee e

7 re
o ' [Fipeline] withEnw
- —— - [Pipeline] {
@ amo 23 sy . Pipeline] echo
O vy viow ® - e Prsee
" Open Bius O @ 15h 34 woc
et . ®© s Verify Working Path-...............
® in &3 9¢ ) ) .
[Pipeline] sh
Byl Exasytor Statys - @ 20 se:

+ purd
fvar/libfjenkins/workspacefPoE Sustainability

| Pipeline] dir

' Pok Sustainability Running in var/lib/jenkins/workspace/PoE Sustainability/dnacenter_jenkins_automations
[Pipeling] {
1 o the S oty et I rpir\:E]inH' sh

+ python3 poe_sustainability. py

sugmw I INFOrroot:2024-11-01 11:46:57 - App "poe_sustainability.py” Start
R - S e = R R INFO:root:2024-11-01 11:46:57 - Gisco DNA Genter PoE Sustalnability
o INFO:root:2024-11-01 11:46:57 - Local time hour: 11
— : ' | ————— INFO:root2024-11-01 11:46:57 - No PoE opearation performed at this time, during business hours
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What about Meraki? What can it show me?

Use Case: software updates on cash registers in retail stores: Wake On LAN use case

\
Did you know?
Powering off 1,000 PoE devices (10 W) for 12 hours per day
can lead to 50% energy savings or ~43,800 kWh energy /
~$7,095 cost ($0.162 per kWh) / ~16.5 metric tonnes CO2
emissions* savings per year.

/

httpS://”lEldKl.CleU.CU”I/ proagucLe-condLerdi/ merdKi=-ims-sustdirndopiity-
whitepaper/?file
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https://meraki.cisco.com/product-collateral/meraki-ms-sustainability-whitepaper/?file
https://meraki.cisco.com/product-collateral/meraki-ms-sustainability-whitepaper/?file

Meraki Mt40 Smart Power Controller PoE

\
Did you know?
The Cisco Meraki MT40 smart power controller
helps power on/off non-PoE devices as well as
measure and report their power consumption
after implementing energy-saving measures.

/

https://meraki.cisco.com/product-collateral/meraki-ms-sustainability-
whitepaper/?file
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Try out MDT in your own
network!

cisco Li/&/



Updated TIG_MDT container now available!

docker pull jeremycohoe/tig mdt
docker run -ti -p 3000:3000 -p 57500:57500 jeremycohoe/tig mdt

Cisco 10S XE Devices

Collector/Receiver S
Decodes to text ;

Storage
Time Series Database

Monitoring
and Visualisations

I0Grafang = <= -
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https://hub.docker.com/r/jeremycohoe/tig_mdt
https://github.com/jeremycohoe/cisco-ios-xe-mdt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_ietf_telemetry.html

Terraform for Model Driven Telemetry

iosxe_mdt_subscription (Resource)

This resource can manage the MDT Subscription configuration.

Lab Guide Steps:

1. Introduction Example Usage
2. 1OS XE CLI pre-req
3. Terraform Install & headers, device variables resource "iosxe_mdt_subscription” "example" {
. o N . b: iption_id =
4. Variables and config for MDT subscription v  yang ottt nativer
5. Terraform configuration for device monitoring e D opte
6. TF Workflow: init, plan, apply & destroy e e = o
7 Va||dat|on W|th TF and CLI filter_xpath = "/ios-events—ios-xe-oper|
: receivers = [
8. Conclusion 1
address = "5.6.7.8"
port = 57600

protocol = "grpc-tcp"
}
]
}

https://registry.terraform.io/providers/CiscoDevNet/iosxe/latest/docs/resources/mdt_subscription
https://registry.terraform.io/providers/CiscoDevNet/iosxe/latest/docs/data-sources/mdt_subscription
https://github.com/jeremycohoe/cisco-ios-xe-panda-lab-terraform
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[ ] auto@pod27-xelab: ~

auto@pod?27-xelab: ~ (ssh)

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:~$ docker images

REPOSITORY  TAG IMAGE ID CREATED SIZE
auto@pod27-xelab:

auto@pod27-xelab:~$ docker ps

CONTAINER ID  IMAGE COMMAND  CREATED  STATUS PORTS
auto@pod27-xelab:~$

auto@pod27-xelab:~$ ||

¥ auto@pod27-xelab: ~ (ssh)

c9300-pod27# sh run | s tel

telemetry ietf subscription 6041337

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
stream yang-push

update-policy periodic 30000

receiver ip address 10.1.1.3 57500 protocol grpc-tcp
c9300-pod27#
c9300-pod27#
Oct 16 21:55:56.082: ¥HA_EM-6-L0G: catchall: show running-config D

c I Sco M- #CiscoliveAP JC BRKAPP-2245

DEMO - install docker container and use Terraform files to
configure telemetry subscriptions
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Github.com and Grafana.com documentation

= README.md 4 ( Products Open source Solutions Learn Company

Cisco Catalyst POE « All dashboards

Details about monitoring the POE and power consumption and utilization on Cisco Catalyst I0S XE.

.
This use case relies on the TIG_MDT Docker container which has the Telegraf, InfluxDB, and Grafana toolset C I Sco Cata I yst I O E

available from The cisco-ios-xe-mdt repository on Github

Prerequisites Cisco Catalyst Model Driven Telemetry (MDT) Power Over Ethernet (POE) dashboard

You need Cisco Catalyst 9300 POE Overview Revisions Reviews Edit —

Some POE devices connected too

Minimum IOS XE Software release: 2

POE YANG

The YANG module that has details about Power Over Etherner operational data is the Cisco-I0S-XE-poe-
oper.YANG which has contains a lot of information about the feature.

There are two specific containers that have data that is relevant to POE and power monitoring: poe-switch which
models port specific details, and the poe-port-detail container which models device level power information.

The poe-switch container has ...

4- = poe-switch Name poe-switch
P switch-num Nodetype list
power-budget Description List of PoE switches, keyed by switch number

See details at https://github.com/jeremycohoe/cisco-mdt-poe/

https://github.com/jeremycohoe/cisco-mdt-poe/
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Cisco YANG Suite

Admin

YANG Suite Capabilities

M.

. Core plugins
* |nitial Release:
* Plugin and YANG File Manager, Datasets and diffs
e Device Manager .
[ ]

NETCONF (Python), gRPC Telemetry
* Docker install support with HTTPS
* Second Release: —

Analytics

Datasets and diffs

° R ESTCON F SNMP to YANG Mapping
® gN M I Protocols
* Python Integrations oM

* Third Release: Additional plugins

gRPC telemetry

 gRPCTelemetry with TLS Support n
e SNMP OID to YANG Xpath Mapping
* Ansible Integrations

* Pipinstall support Explore
YANG

C ! sco W&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 88
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What is Ansible?

Open-source configuration management tool

Commercially supported by Red Hat

Declarative and idempotent

Ansible can be Imperative when needed

Can manage a wide range of systems:

VMs, network devices, cloud instances, etc.

Agentless: no requirement for installation of
application software to run

Has Python server-side dependencies

C ! sco M&- #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



They can coexist... it’s not an either/or story

Terraform keeps state locally  Ansible mutates the infrastructure
Terraform knows what is configured vs ~ * Ansible does not keep state
desired end-state (mostly)

Terraform can automatically - Terraform can call Ansible to
destroy/recreate resources perform tasks post resource

deployment (e.g., on VMs deployed)

cisco Lz/p,/
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Create a MIDT Subscription using Ansible

1 — name: add telemetry subscriptions

2 hosts: c930@

3 connection: netconf

4 gather_facts: no

5

6 tasks:

7 - name: establish subscription

8 netconf_config:

9 xml: |

10 <config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
11 <mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
12 <mdt-subscription>

13 <subscription-id>1</subscription-id>

14 <base>

15 <stream>yang-push</stream>

16 <encoding>encode-kvgpb</encoding>

17 <source-address>10.1.1.5</source-address>

18 <source-vrf>Mgmt-vrf</source-vrf>

19 <period>2000</period>

20 <xpath>/process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds</xpath>
21 </base>

22 <mdt-receivers>

23 <address>10.1.1.3</address>

24 <port>57500</port>

25 <protocol>grpc—tcp</protocol>

26 </mdt-receivers>

27 </mdt-subscription>

28 </mdt-config-data>

29 </config>

https://github.com/jeremycohoe/ansible-config-samples/blob/master/add sub 17.7.yaml
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https://github.com/jeremycohoe/ansible-config-samples/blob/master/add_sub_17.7.yaml

What’s 1aC?

Infrastructure as Code (laC) is the process of managing changes through
code, rather than a manual process

Here’s the
end result |

laC Approach
Declarative

Previous approach
Imperative

User Infra User laC Infra

Determines the how

Learn more about laC here:
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https://developer.cisco.com/iac/

Cisco IOS XE Terraform Provider

Infrastructure as Code (laC) Software Tool providing a consistent CLI workflow to manage hundreds of cloud services.
Terraform codifies cloud APIs into declarative configuration files.

Documentation and details about the provider are available on the Hashicorp Registry
https://reqistry.terraform.io/providers/CiscoDevNet/iosxe/late st
Source code in GitHub Repository: https://github.com/CiscoDevNet/terraform-provider-iosxe/

N Toraform | s evepoider 2 MOT -« Genera

> Guides > MPLS
Providers CiscoDevNet iosxe Version 0.5.1 ~ | Latest Version AAA M v Resources
> > Management
tosxe = Terraform uses the RESTCONF API > BFD > Multicast iosxe_cli
l10sXe > CTS > QoS A A
@ Partner | by CiscoDevNet » Crypto » Routing iosxe_save_config
Configuration and Operation > EVPN > Switching v Data SOUI’CGS
VERSION © PUBLISHED © > General > System
Device Features IOSXE_I’EStCO nf
- > Interface > VRF
|~ JoeJaeJra]
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https://registry.terraform.io/providers/CiscoDevNet/iosxe/latest
https://github.com/CiscoDevNet/terraform-provider-iosxe/

Terraform for Model Driven Telemetry

Enable gRPC Dial-Out telemetry subscriptions for the POE and Basic Device Monitoring
use cases

iosxe_mdt_subscription (Resource)

This resource can manage the MDT Subscription canfiguration|

Lab Guide Steps:

1. Introduction Example Usage
2. 1OS XE CLI pre-req
3. Terraform Install & headers, device variables resource "iosxe_mdt_subscription” "example" {
. o . . b: iption_id =
4. Variables and config for MDT subscription oot g notifonstive
5. Terraform configuration for device monitoring e D opte
6. TF Workflow: init, plan, apply & destroy e e o
7. Validation with TF and CLI e = "/d0s-events-ios-xe-oper
8. Conclusion {
address = "5.6.7.8"
port = 57600

protocol = "grpc-tcp"
}
]
}

l Lc/ /
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[ ] auto@pod27-xelab: ~

auto@pod?27-xelab: ~ (ssh)

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:

auto@pod27-xelab:~$ docker images

REPOSITORY  TAG IMAGE ID CREATED SIZE
auto@pod27-xelab:

auto@pod27-xelab:~$ docker ps

CONTAINER ID  IMAGE COMMAND  CREATED  STATUS PORTS
auto@pod27-xelab:~$

auto@pod27-xelab:~$ ||

¥ auto@pod27-xelab: ~ (ssh)

c9300-pod27# sh run | s tel

telemetry ietf subscription 6041337

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
stream yang-push

update-policy periodic 30000

receiver ip address 10.1.1.3 57500 protocol grpc-tcp
c9300-pod27#
c9300-pod27#
Oct 16 21:55:56.082: ¥HA_EM-6-L0G: catchall: show running-config D

c I Sco M- #CiscoliveAP JC BRKAPP-2245

DEMO - install docker container and use Terraform files to
configure telemetry subscriptions
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Introduction to Cisco I0S .. A = Q

IVI DT Wh ite Pa per Table of Contents

Introduction to telemetry

Benefits of model driven tele...

Network Configuration Protocol
(NETCONF), RESTCONF, gNMI

YANG data models,
OpenConfig, and YANG
Suite tooling

Pre-boot Execution Provisioning Network monitoring challeng...

automation Device

onboarding
python

Architecture and databases

Environment (iPXE)
Zero touch provisioning

Dial-in and dial-out MDT
VM automation
Terraform, Ansible, pyATS Publication notification optio...
Day 0 .
YANG data modeling language +
Benchmarking and comparis...
Cisco controller solutions

Cloud solutions

Device Tooling
optimization
Dashboarding and validation

gNOI cert/os/reset proto
Guest shell + NETCONF Software image TIG_MDT container + examples

Configuration examples

CentOS 8 Python 3 YANG On-Change support lelemetyicontigurationiinan..;

Application hosting @ Dedco - gRPC Dial-Out + DNS + TLS Troubleshooting and validati...
Wwith Docker gNMI/NETCONF Dial-In Best practices and lessons |...
CLI to YANG

Conclusion

Resources

View online: https:
Viewas PDF: h
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https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/model-driven-telemetry-wp.html
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Programmability and Telemetry Deployment Guide
Cisco Catalyst 9800 Wireless LAN Controller

https: //www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/catalyst-9800-programmability-telemetry-deployment-guide.html

Table of Contents

Feature overview

Telemetry history

Cisco device compatibility

Configuration overview

Feature overview

The world of programmability has been evolving for years, and with the latest Cisco® I0S XE releases, we've Included new Yet Another Next
Generation (YANG) models to bring additional automation to wireless technology. With the use of APIs, interacting with devices and retrieving
data got much easier. Back in the day, we used many commands sent from a Command Line Interfaces (CLIs) to communicate with the
software. In addition, the Simple Network Management Protocol (SNMP) is frequently used for network management. Fast forward to today,
we use the new way to interact with the software commonly called an API. Even though CLis and SNMP are widely used, they are not as
efficient and scalable as APIs.

This document will dive into the different programmable Interfaces used to communicate with the various Cisco devices and specifically
target the Catalyst® 9800 Wireless LAN Controller. We will discuss the pros and cons of using Network Configuration Protocol (NETCONF),
Representational State Transfer Configuration (RESTCONF), and the gRPC Network Management Interface/Google Remote Procedure Call
(gNMI/gRPC) protocols, and the main differences between them.

Enable wireless conditional debugging

Based on the either the MAC or IP address of a device we can generate debug messages using the Cisco-I0S-XE-wireless-actions-

rpe.yang model. This is equivalent to entering the following CLI command:

debug platform condition feature wireless <mac/ip> <MAC/IP Address>

NETCONF telemetry and progr... The Catalyst 9800 I0S XE-based Wireless LAN Controller (WLC) has several options for programmatic configuration. Traditional methods for YANG Suite / NETCONF / YANG set “9800-17.6" / Modules
configuring the WLC include the CLI and WebUl, but that has now been expanded to include the programmatic interfaces. These
L tic Interfaces include NETCONF, RESTCONF, and the gNMI/gRPC protocols. YANG data models define what data is accessible N E TCO N F
RESTCONF programmatic interf... [
p Og over the programmatic interfaces, and they come in several varieties. Cisco 10S XE features are defined within the Native data models, while
standard and vendor agnostic features are defined within the open data models that are mapped to Native data models. Either model can be
RPC Dial-Out model driven tel... d tasks; hy feat ifc t0 10S XE iiable only In the Native mode isco-I
gl used for many tasks; however, features specific to are avallable only in the Native models. YANG Set  9800-17.6 Module(s) Cisco
Models created by Cisco are referred to as Native data models since they are specifically created for devices and software with which they
gNMI are associated. The Native data models provide most comprehensive and operational coverage for device functionality.
NETCONF Operation  (other RPC) Device 9800CL-17.6 per|

Cisco YANG Suite

Ansible automation

£ YANG Tree v

(CReplays v <[> Build RPC

Guest Shell m “ Nodes P
— nConfy
-g’ _ — 4 &Cisco-IOS-XE-MreIess-acl:ions-mc <
Conclusion |
e il e <
Additional resources ' : ' I (= output <A

Reference

Questions?

(i) 8 o8t (=) cisco
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Updated TIG_MDT container now available!

docker pull jeremycohoe/tig mdt
docker run -ti -p 3000:3000 -p 57500:57500 jeremycohoe/tig mdt

Cisco 10S XE Devices

2020-03-04 12:19:06

Fan1/1
= (T
Fan1/2
(AT
. Fan1/3 B
T - ===

Collector/Receiver
Decodes to text

Storage

Time Series Database IanUXDB

Monitoring

\ 4
and Visualisations r& Grq fa nq » -
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https://hub.docker.com/r/jeremycohoe/tig_mdt
https://github.com/jeremycohoe/cisco-ios-xe-mdt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_ietf_telemetry.html

Learning Lab and Blog: 10S XE MIDT

Learning Labs DevNet Exprass

10S XE Model Driven Telemetry

(Cisco K0S XE Is the Network Operating Syster for the Emerprise. K runs on swiches lke
he Catanyet 9000, routers ke the ASR 1000, CSR1000, and SR 1000 and 4000's,
(Catalyst 3800 Wirwinss LAN cantiobers, 35 wed 55 3 few ofher Geviees i loT g Cabie

roduct knes. Since me 10 XE 16,6 rolease, there has beon suppert for model-driven
teiemetry, which provides netwark operatars wih addiicnal options for gerting Informatin
trom thei netwerk:

Choose a learning lab to start leaming

Introduction to Telemetry on I0S XE
ntoacton o Tetemetny on 105 X

W ey At Gaes SN MOT et Adenion

Enabling Telemetry On I0S XE
Ensbing Teemety On 105 XE

B Tty A Gk SN DT Mk At

Yang Explorer
-

Building Grafana with increase Telemetry

Tracks

Modules

[

Chalenges  Halp

@ 4 Loaming Labs

© 1 Hou 20 Minutes

fesascx | [

@ 20min

© 20min

© 20min

© 0mn

Developer
Explore Model-Driven
Telemetry

Stuart Clark

New learning labs and sandbox

As our journey through network automation grows, so does the need for our network tools. Network
Engineers have always been considered the absolute escalation point for any performance difficulties and
problems, irrespective whether the root cause is really the network, server, or application. Network
Engineers are expected to have the knowledge and tools to isolate and identify the issue, collaborating with
other teams such as SRE / AppDev to bring it to resolution and often present this in an RCA (root cause
analysis).

One of these great tools which can really help is telemetry. In software, telemetry is used to gather data on
the use and performance of applications and application components, e.g. how often certain features are
used, measurements of start-up time and processing time, hardware, application crashes, and general
usage statistics and/or user behavior.

#CiscoliveAP JC BRKAPP-2245
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Learning Lab and Blogs: Telemetry

cami

10S XE Model Driven Telemetry

(Ghoose a leaming lab to start leaming

Introduction to Telemetry on I0S XE

Enabling Telemetry On 10S XE

N i b

Yang Explorer
-

Building Grafana with increase Telemetry

[omr—

@ 2

@ 2

Cisco

.&‘/

Developer
Explore Model-Driven
Telemetry

Stuart Clark

New learning labs and sandbox

As our journey through network automation grows, so does the need for our network tools. Network
Engineers have always been considered the absolute escalation point for any performance difficulties and
problems, irrespective whether the root cause is really the network, server, or application. Network
Engineers are expected to have the knowledge and tools to isolate and identify the issue, collaborating with
other teams such as SRE / AppDev to bring it to resolution and often present this in an RCA (root cause
analysis).

One of these great tools which can really help is telemetry. In software, telemetry is used to gather data on
the use and performance of applications and application components, e.g. how often certain features are
used, measurements of start-up time and processing time, hardware, application crashes, and general
usage statistics and/or user behavior.

Cisco Blogs
en c1sco

Cisco Blog > Developer

Developer

Enterprise Streaming
Telemetry and You: Getting
Started with Model Driven
Telemetry

Jeremy Cohoe
' July 8, 2019 - 3 Comments

Cisco I0S XE is the Network Operating System for the Enterprise. It runs on switches like the
Catalyst 9000, routers like the ASR 1000, CSR1000v, and ISR 1000 and 4000’s, Catalyst
9800 Wireless LAN controllers, as well as a few other devices in loT and Cable product lines
Since the IOS XE 16.6 release there has been support for model driven telemetry, which
provides network operators with additional options for getting information from their network.

Why Streaming Telemetry?

#CiscoliveAP JC BRKAPP-2245
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https://developer.cisco.com/learning/modules/iosxe_telemetry
https://blogs.cisco.com/developer/model-driven-telemetry-sandbox
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https://youtu.be/QwwZakkWBng

YANG Sute | Exploring YANG / YANG set “C9300" | Modules

B YANG o _
YANG Suite © % Explore YANG Models yssmin @) © @
Admin Select a YANG set  C9300 Select YANG module(s) | | ©i5¢010S-XE-interfaces-oper X Load module(s)

L] L]
Explore ®) Display schema nodes only Display all nodes .
Cisco YANG Suite : g2 ——
4= interfaces

Protocols Name statistics

- Nodetype container
Description A collection of interface-related statistics objects
A knaciace-tpe Module Cisco-10S-XE-nterfaces-oper
i Revision 2020-07-01
P oner s Xpath [interfaces/interface/statistics
[~/ last-change Profix interfaces-ios-xe-oper

o if-index

g/Cisco-10: P

YANG Suite / NETCONF / YANG set “C9300" / Modules

YANG
e sute NETCONF ysadmin e o o
YANG Set  C9300 Module(s) | |Cisco-I0S-XE-interfaces-oper x Lcad Module(s)

NETCONF Operation ~ get Device JCOHOE-DMZ-C9300 (% Edit Device ) Open Device Window
£ YANG Tree v [ ( ReC Options... ) " O RunRPC(s) | @© Clear RPC(s)
) : » -
<[> Build RPC
Nodes Value <rpc xmins="umn:ietf:params: :netconf:base:1.0" ge-id="101">
4 & Cisco-I0S-XE-interfaces-oper “get
| ) <filter>
4~ interfaces <interfaces xmins="http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-
4-i= interface oper”>
T g <interface>

% name string <name/>

YANG API Testing and Validation Environment [ e e || e

admin-status </interfaces>

oper-status </filter>
last-change q‘r’;‘?f

if-index

Construct and test YANG based APIs over NETCONF,

higher-layer-if
lower-layer-if

RESTCONF, gRPC and gNMI Epenl

developer.cisco.com/yangsuite

IOS XE / 10S XR / NX OS platforms

Get hands-on using the new learning lab! L, github.com/CiscoDevNet/yangsuite

Docker container innovation 1 container

C ! sco W&. #CiscoliveAPJC BRKAPP-2245 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 102



https://developer.cisco.com/learning/labs/intro-yangsuite/

Programmability Website

The one-stop-shop for Cisco 10S XE Programmability resources including videos, white papers, labs and more!

e Community Forum E E

Cisco 10S XE Programmability and Automation ° IOS XE FAQ —
« White Papers
* Code Exchange
 10S XE Docs & Guide E
* Learning Tracks and Labs
e Sandboxes
e ..and more !

Programmability options with [0S XE

a Provisioning % Configuration

https://developer.cisco.com/iosxe/
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http://cs.co/apiwp

APl White Paper

Programmability and auto... A Q Products & Services | Switches / Campus LAN Switches - Access [ Cisco Catalyst 9300 Series Switches [

ECe i Conens Catalyst Programmability and Automation

Programmability and automatio...-

Day 0: Provisioning automation

Network Configuration Protocol
(NETCONF), RESTCONF, gNMI

YANG data models,
OpenConfig, and YANG
Suite tooling

Provisioning
automation

Pre-boot Execution A
Device

onboarding

Day 1: Model-driven programmability

) Environment (iPXE)
Day 2: Model-driven telemetry Zero touch provisioning

Day N: Device optimization VM automation

Terraform, Ansible, pyATS
Cisco I0S XE operational consistency

Device
configuration

Yet Another Next Generation (Y... Intent  Context

Voo

Day 1: Model-driven program...

Tooling: Cisco YANG Suite

Device
Day 2: Model-driven telemetry optimization
Day N: Device optimization gNOI cert/os/reset proto | ] , .
Guest shell + NETCONF Software image Mod ven TIG_MDT container + examples .
Conclusion management telemetry
CentOS 8 Python 3 YANG On-Change support h I
Additional resources Application hosting @ mg’z‘(:;ng gRPC Dial-Out + DNS + TLS -
with Docker )  gNMI/NETCONF Dial-In -+
e . . =
Blogs CLI to YANG -
L]
-
Website: https:/www.cisco.com/c/en/us/products/collateral/switch es/catalyst-9300-series-switc hes/nb-06-catalyst-programmability-automation-wp.html -
. -
PDF: https://www.cisco.com/c/en/us/products/collateral/switch es/catalyst-9300-series-switches/nb-06-catalyst-programmability-automation-wp.pdf E
Webinar with live demos & examples: https://www.youtube.com/watch?v=LdcK5PnPu?2| .-

http://cs.co/apiwppdf
cisco Lz/&/
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dCloud Programmability

https://dcloud.cisco.com

“Cisco Catalyst 9000 IOS XE Programmability & Automation Lab v1”
https://dcloud?.cisco.com/demo/catalyst-900 0-ios-xe-programmability-automation-lab-v1

Use Cases:
EVPN:
Ansible with CLIdeployment of EVPN solutions

EVP N management over RESTCON F/YANG with Postman
Declarative EVPN fabric management with Terraform

Tooling and Integrations
YANG Suite

. NETCONF/RESTCONF/gNMI API

U Ansible integration
. NETCONF/gNMI Dial-In Telemetry
. gRPC Dial-Out Telemetry receiver

Telemetry
. TIG stackin Docker
. Grafana dashboard for device health

Postman / RESTCONF
. EVPN fabric APl calls

Terraform/RESTCONF
. Declarative EVPN fabric management

Ansible
. EVPN solution enablement using CLI

cisco Lz/&/

Model Driven Telemetr

Telemetry configuration with CLI and YANG Suite
Collection with TIG_MDT container and tooling

YANG Programmability
YANG Suite tooling and integrations to YANGAPI’s

Ansible integrations

Ubuntu VM Details:
Syslog receiver from all switches
TFTP config backup

Seeslide

Windows VM Details
VS Code

Terraform @ folder

Ansible @ folder
Chrome browser

YANG Suite, Grafana
Bash/PS/Cmd shells

SSH into C9K or Ubuntu
Postman

Workspace for EVPN

C9K VM's

#CiscoliveAP JC

c9kvdd-1
unused

catoly

c9kvdd-7
unused
£

[( VLAN10 Gi1/0/3
VLAN20 Gi1/0/4

v v
ubuntu-1 ubuntu-2 desktop- ubuntu-3
VLAN1
. c9k-spine
3 . IP: 198.18.1.21
s developer /Clsco12345
i i c9k-leafl
= IP: 198.18.1.31
developer /Clsco12345
Ve c9k-leaf2
C—
| — IP: 198.18.1.32
— developer /C1sco12345
v cm! c9kvdd-1 - unconfigured
- @@ .
BE L c9kvdd-7 - unconfigured
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https://dcloud2.cisco.com/demo/catalyst-9000-ios-xe-programmability-automation-lab-v1
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Cisco IOS XE - Reservable Virtual Sandbox

This DevNet reservable sandbox has 10S XRv + N9Kv + |OS XE ‘

Sandbox VLAN

The Catalyst 8000V within the DevBox is enabled for Day 0/ZTP usecases I I I

|
https://devnetsandbox.cisco.com @ @ @ /8)

“10S XE on Cat8kv” 10S XRv CAT8Kv NOK

10.10.20.35

Ubuntu DevBox
10.10.20.50

/ \
® @

CAT8k-pod01

localhost 2222

10S XE on Cat8kv e QEMU

Virtualisation

10.10.20.48 10.10.20.40

https://devnetsandbox.cisco.com/DevNet/catalog/I0S%20X E%200n %20Cat8kv

The “Enterprise Networking” Learning Labs contains guides for the supported usecases
https://developer.cisco.com/learning/

CAT8k-pod02

localhost 2223

Learning Track

Enterprise Networking

The I0S XE on Catalyst 17.9.2 Sandbox offers

developers access to an |0S XE device running the

Catalyst 8000v Credentials

Table of Contents

Sandbox Capabilities:
TIG_MDT Telemetry
YANG Suite API

host port username password
latest 10S XE code release available on cisco.com

Overview 10.10.20.48 22 developer  Clsco12345

Here you can test out the newest programmability

Explore YANG data models and NETCONF to query and 10.10.2048 830  developer  Clsco12345

Network Topology
configure I0S XE network devices. Then use Ansible to

Networking = reservable 10.10.20.48 443  developer Clscol2345

manage configurations on your 10S XE devices,

Terraform + Ansible

Grafana Dashboard

covering the fundamentals of Ansible. Lastly, enable.

ZTP & Guest Shell
... and more

.

@® 6 hrs - 4 modules - 12 labs

cisco Lz/&/
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Access Details
Additional Re

VPN Access

Developer Box Credentials

host

10.1

telnet localhost (CATS|

port username  password

5
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https://devnetsandbox.cisco.com/
https://devnetsandbox.cisco.com/DevNet/catalog/IOS%20XE%20on%20Cat8kv
https://developer.cisco.com/learning/

Cisco 10S XE - Always On Virtual Sandbox

The “IOS XE on Cat8kv Always On” virtual sandbox requires no reservation
The c8kv can be accessed with SSH, NETCONF, and RESTCONF
Hostname: sandbox-iosxe-latest-1.cisco.com
Username: admin Password: C1sc012345
SSH port 22, NETCONF port 830, RESTCONF HTTPS

https://devnetsandbox.cisco.com
devnetsandboxiosxe.cisco.com
https://devnetsandbox.cisco.com/DevNet/catalog/ios-xe-always-on

The “Enterprise Networking” Learning Labs contains guides for the supported usecases

https://developer.cisco.com/learning/

Access Details: i
) L Track
10S XE on Cat8kv AlwaysOn e .
Developers and network engineers access the 10S XE on Catalyst 17.11.x Enterprise Networking
This AlwaysOn sandbox offers developers access to sandbox directly using the following information:
an 10S XE device running the latest I0S XE code « Cat8000v Host
release available on cisco.com (currently 17.11.x). Here Address: sandbox-iosxe-latest-1.cisco.com

Explore YANG data models and NETCONF to query and
Username: admin configure I0S XE network devices. Then use Ansible to
Password: C1sco12345 manage configurations on your I0S XE devices,
covering the fundamentals of Ansible. Lastly, enable.

you can test out the newest programmability feature...

Always-0On

NETCONF port: 830

gRPC telemetry port: 57500

@ sshport: 2
@® 6 hrs - 4 modules - 12 labs
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Cisco University (Cisco U) part of L&D

https://u.cisco.com

https://u.cisco.com/search/tutorial?query=Story%20DeWeese, %20Jeremy%20Coho.%20n0t%20berry

Direct link to Tutorial, requires login to u.cisco.com first:

1. hitps://ondemandelearning.cisco.com/apollo-alpha/tc-iosxe-ztp/pages/1

https://ondemandelearning.cisco.com/apallo-alpha/tc-terraform-ios-xe/pages/1

2.
3. https://ondemandelearning.cisco.com/apollo-alpha/tc-yangsuite-netconf/pages/1
4. https://ondemandelearning.cisco.com/apollo-alpha/tc-yangsuite-restconf/pages/1

Cisco U.

Welcome to Cisco U.

You're in the right place, whether you're looking to earn a certification or
gain new skills. In Cisco U., you'll find courses, community, and learning
content to help you reach your goals.

Learn more about Cisco U., or come on in and get started!

Log in with your Cisco Account ID Create a free account

cisco Lz/p,/

TUTORIAL @
Jeremy
o Cohoe
Cisco 10S XE Zero-Touch Provisioning

In this tutorial, you will learn the basics of the I0S XE ZTP feature.

A ©

Beginner 45m Created Octaber 23, 2023

TUTORIAL @
Story
¢ DeWeese
Using YANG Suite with RESTCONF and gRPC

In this tutorial, you'll learn how to use YANG Suite to visualize the
RESTCONF and gRPC protocols with network devices.

Intermediate 10m Created October 24, 2023

#CiscoliveAP JC BRKAPP-2245

TUTORIAL @
Story
o DeWeese
Using YANG Suite with NETCONF

In this tutorial, you'll learn how to use YANG Suite to visualize the
NETCONF protocol with network devices.

Intermediate  30m Created October 24, 2023

TUTORIAL @
Story
¢ DeWeese
Cisco 10S XE Terraform Provider

Get started leveraging the power of Terraform. In this tutorial, we'll use
this cloud-native provisioning tool to create a new VLAN.

A ©

Beginner  15m Created February 21, 2023
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Complete Your Session Evaluations

"> Complete a minimum of 4 session surveys and the Overall Event Survey to
" claim a Cisco Live T-Shirt.

:@;’j Complete your surveys in the Cisco Live mobile app.
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« Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

« Attend the interactive education with
DevNet, Capture the Flag, and Walk-in
Labs

your education

« Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand
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