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Enter your personal notes here

Cisco Webex App 

6

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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A little bit about me

• Work:
• Global Security Architecture 

Team
• 15 years at Cisco, 19 years in 

security industry
• Past exp.: Perl, PHP, Network 

monitoring automation
• Current coding exp.: Python, 

Java Script

• Life:
• 7 years in Canada
• Hobby: urban sketching
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• Threat Hunting Maturity

• Automation use cases:
• Make threat intelligence 

actionable
• Detection and alerting
• Forensics gathering

• Takeaways

• Resources
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Threat Hunting 
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Lack of Internet-wide 
Threat Visibility

Alert 
Priority

Effective
Intel use

Limited
Resources

• Identify where 
attackers 
stage attacks

• How domains, IPs, 
ASNs, and malware 
are connected

• Flood of alerts 
daily

• Difficult to prioritize 
investigations

• Difficult to identify 
the source of 
the threat

• Difficult to 
operationalize 
threat intelligence

• Often unreliable 
and out-of-date

• Shortage of 
experienced 
Threat Hunters

• Infrastructure, 
architecture and 
methodology

Common Threat Hunting Challenges
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Triage
Reactive

Hunting
Proactive

• Relies primarily on 
automated alerting

• Little or no routine 
data collection

• Incorporates threat 
intelligence indicator 
searches

• Moderate or high 
level of routine data 
collection

• Follows data analysis 
procedures created 
by others

• High or very high 
level of routine data 
collection

• Creates new data 
analysis procedures

• High or very high 
level of routine data 
collection

• Automates the 
majority of 
successful data 
analysis procedures

• High or very high 
level of routine data 
collection

HMM 0
Initial

HMM 1
Minimal

HMM 2
Procedural

HMM 3
Innovative

HMM 4
Leading

* https://www.sans.org/white-papers/sans-2021-survey-threat-hunting-uncertain-times/

* 
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What Activities Would Initiate an Active Threat 
Hunt in Your Environment?
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A Framework for Cyber Threat Hunting by sqrrl

“Automation helps to focus on creating a 
stream of new hunting processes which 
result in constant improvement of 
detection processes as a whole.” 
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Leveraging built-in 
threat intelligence



Secure Malware 
Analytics
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Secure Malware 
Analytics API Use Cases

• Submit Samples for Analysis

• Query Malware Intelligence

• Retrieve Curated Intelligence Feeds

• Usage Statistics and Data

Secure Malware 
Analytics API

Malware Analysis & Threat Intelligence

• Sample Analysis Collection
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Threat Intelligence: Delivery

Sample and Artifact Intelligence 
DatabaseSearch Results

Curated Threat FeedsAnalysis Results

Non-curated IoC Feeds

Analysis and Search Results

• User, org, or global analysis results per sample
• Search across samples for key elements
• Download artifacts, pcaps, etc

Threat Intel Data Feeds

• Threat feeds with context / metadata
• Create custom feeds or download 15 curated batch feeds
• Various formats (JSON, STIX, CSV, Snort)
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Secure Malware Analytics API:
Security Integration and Automation

§ Secure Malware Analytics REST API automates sample analysis, enrichment and reporting
− Automate submission from numerous technologies (host or network)
− Pull results into numerous technologies

Your Existing Security

Threat Content
Enrichment

Threat Intelligence
Feeds

Firewall Network
Taps SIEM Log Mgmt Security

Partners
Endpoint
Security

Gateway,
ProxyIPS/IDS

Secure Malware Analytics
Malware Analysis & Threat Intelligence

19DEVNET-3142



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Secure Malware Analytics APIs
Feed details summary:

Sample Feeds IOC feeds Curated Feeds

Version /v2 /v2 /v3

Endpoint /samples/feeds/ /iocs/feeds/ /feeds/

Content All observables seen Observables seen in all BIs
Observables seen as part 
of a trusted high 
confidence BI triggering

FP rate* High Medium Low

Pre-whitelisted No No Yes

Filterable to only 
you/org? Yes Yes No

Output Formats JSON JSON JSON/CSV/Snort/STIX**

Request Complexity Low Low Lowest

* The factual FP rate is 0; these were all seen. The functional FP rate, as an indicator of local compromise, is dependent on the details of the observation and varies from feed to feed.
** additional formats not available for all curated feeds
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Working with Secure Malware Analytics Curated 
Feeds

Primary indicator

Drills back to the source of 
intelligence
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Behavior Indicators
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Secure Malware Analytics Curated 
Feeds
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Automated forensics 
gathering



Cisco Secure Endpoint 
and Orbital APIs
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Cisco Secure Endpoint Use Cases
• GET

/v1/computers/activity?q=midyearbonus.com

• Searches all computers for any events or 
activities associated with a file or network 
operation, returns computers matching that 
criteria.

• Requires a q parameter which accepts:
• an IPv4 address: 1.0.0.0
• a SHA256
• a filename
• a URL fragment

• Hard limit of 5000 historical entries searched.

26

2 computers 
connected to 
midyearbonus.com
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Cisco Secure Endpoint API Use Cases
• GET /v1/vulnerabilities
• This is a general query interface for vulnerabilities. This is analogous to the 

Vulnerable Software view on the Cisco Secure Endpoints Console.
• The list item contains a summary of information on the vulnerability, including: 

application name and version, SHA-256 value for the executable file, 
Connectors on which the vulnerable application was observed, the most recent 
CVSS score.

• GET /v1/vulnerabilities/{:sha256}/computers
• Provides a list of computers on which the vulnerability has been observed with 

given SHA-256.

• GET /v1/computers/{:connector_guid}/vulnerabilities
• Provides a list of vulnerabilities observed on a specific computer.

DEVNET-3098 27
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Cisco Secure Endpoint API Use Cases – cont.
• GET

/v1/computers/{:connector_guid}/t
rajectory
• All activities associated with a 

particular computer (Device 
Trajectory on the Cisco Secure 
Console).

• GET
/v1/computers/{:connector_guid}/
user_trajectory
• Fetch a specific computer's 

trajectory with given 
connector_guid and filter for 
events with user name activity
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Cisco Secure Endpoint API Use Cases – cont.
• GET

/v1/app_trajectory/queries
• Retrieves app_trajectory

queries for a given ios
bundle id.
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Orbital Advanced Search
Use Cases

Search for malicious 
artifacts in near 

real-time to accelerate 
your hunt for threats.

Threat 
Hunting

Check system status 
(OS versions, patches 
etc.), ensuring hosts 
comply with policies.

Vulnerability 
and Compliance

Get to the root cause 
of the incident fast, to 
speed up remediation.

Incident 
Investigation

Track disk space, 
memory, and other 

IT operations 
artifacts quickly.

IT 
Operations

Relentless Breach 
Defense 
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Orbital Advanced Search - Architecture

OsQuery
SQL

EndpointOrbital

AMP

TG   CTR

Orbital

Threat Hunting &
Real Time 

Investigation

Query Catalog managed by Cisco
includes predefined queries

linked to queries (catalogue)

1

3 2

what to
monitor

categorize
(catalogue)

31

Easy Examples
• installed Programs
• running Programs
• established network 

connections
• startup items
• file search
• firewall status

Sophisticated Examples
• Application Shims
• LLMNR Monitoring
• Low Privilege File Associations
• Malware Trickbot Mutex
• Parent Process Not Explorer
• Unusual Svchost Parent Process

DEVNET-3142
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Orbital Advanced Search – Query Catalog
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Orbital Advanced Search – Forensic Snapshot 
Details

• startup_item
• service
• scheduled_task
• driver
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• Query API - This API requests scheduling a query and returns a job 
object that provides information needed to collect results.

• Results API - This API collects results from Orbital from a query 
created either by the Orbital User Interface, your applications or 
the Query API. 

• Orbital will provide results as soon as they are received from a 
node, and will retain them for at least 24 hours but no longer than 
48 hours.

34

Orbital APIs
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Example: Orbital CVE Hunt to ServiceNow incident

35

Cisco XDR Workflow
Video

DEVNET-3142
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Forensic Snapshot Advantages

• Multiple Snapshots can be stored per endpoint
• Fully automated, even for off-network endpoints
• Orbital Jobs allow for regularly scheduled queries
• Snapshot events are shown in the Device Trajectory
• Can be fully automated using Automated Actions
• It is very small in size, just text
• Includes information commonly extracted from a full memory snapshot

• Forensic Snapshot information is available within minutes
in the AMP Console (for online endpoints).

Orbital Advanced Search
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Automated alerting 
using intel-driven 
detections



Cisco XDR



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

A vast ecosystem of integrations

Cisco XDR leverages multiple sources of telemetry 
and detections to achieve cross-product detections 
and outcomes

Multiple types of response actions are available 
across products such as network, endpoint, 
email, and others

Leverage integrations with existing products, 
whether they are from Cisco or from a third 
party

Telemetry and Detections

Action and Response

Cisco and Third Party
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Investigate with intelligence, context and response
Cisco XDR Investigate

Observables: 
• File hash
• IP address
• Domain

• URL
• Email addresses
• Etc.

Are these observables suspicious or 
malicious?

Have we seen these observables?  
Where?

Which endpoints connected to 
the domain/URL?

Cisco Secure Endpoint | 
Secure Malware Analytics| 
Umbrella Investigate  

Local security contextIntelligence Response actions

Virus Total and other 3rd 
parties (via APIs)

Secure 
Endpoint Umbrella

Email 
Security 

NGFW/
NGIPS

Security 
Analytics

Web 
Security

Block files

Isolate hosts

Block domains

What can I do about it right now?

Block IPs/URLs

41DEVNET-3142
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Read global threat intelligence.

Cisco XDR APIs
Pull observables out of formatted or unformatted textInspect

Search for additional information about those observables. Also contains Refer 
endpoint for pivoting into other productsEnrich

Take actions on observables (for example, add to blocklist).Response

Use credentials and get access tokens.OAuth

Global Intel

Read and write user-provided threat intelligence. Used by the Incident Manager. This 
API can be used to add 3rd Party data in Threat ResponsePrivate Intel

Interact with the backend of the low-to-no-code Automation engine in Cisco XDR, 
manage objects, retrieve Workflow Run information and execute Workflows via API.Automate

Documentation

43DEVNET-3142
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Intro to Cisco XDR Automate

Process automation 
made simple with a 
no/low-code drag-
drop interface Integrate

Unique turnkey approach to 
quickly integrate with other 
systems and solutions to 
expand your toolbox

Scale
Automation that scales 
infinitely and never takes a 
day off, delivering the same 
SLA around the clock

Investigate
Reduce research and 
response times with 
workflows and playbooks that 
execute at machine speed

Automate
Eliminate repetitive tasks and 
reduce MTTR to increase 
productivity and focus on 
mission-critical projects
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Gather OSINT 

• Pull OpenPhish
phishing URL 
feed every 12 
hours.

DELIBERATE

• Check each 
URL disposition 
within Global 
Intelligence DB.

CREATE JIRA 
ISSUE

• If disposition is 
Unknown, 
create new Jira 
Issue.

RESPONSE

• Perform 
investigation, if 
sightings found, 
create 
investigation 
snapshot and 
escalate the 
issue.

CLOSE ISSUE

• If no sightings 
found – close 
the issue.

Jira and Cisco XDR Automate:
Automated issue creation, escalation and response

THREAT
RESPONSE

ORCHESTRATIO
N

Jira
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DEMO: 
OpenPhish URLs to 
Cisco XDR Threat 
Intelligence Feeds 
and Umbrella  
Destinations Lists
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Gather OSINT 

• Pull 
OpenPhish
phishing URL 
feed every 
12 hours

DELIBERATE

• Check each 
URL 
disposition 
within 
SecureX
Global 
Intelligence 
DB

CREATE 
JUDGEMENT

• If disposition 
is Unknown, 
create new 
Judgement in 
Private 
Intelligence 
DB

ADD TO FEED

• Link 
Judgement 
to indicator 
which is 
attached to 
the feed

ADD TO 
UMBRELLA

• Add URL to 
Umbrella 
Destination 
block list 
which is 
attached to 
DNS policy

Scenario

THREAT
RESPONSE

ORCHESTRATIO
N

Umbrella

DUO

NGFW
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Ask OpenAI
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Key Takeaways

• Automation is the key answer to 
the main SOC challenges

• Main API use cases: Automated 
alerting, operationalizing threat 
intelligence, proactive threat 
hunting, forensics gathering

• Cisco Security solutions have 
robust APIs to support these use 
cases and lower the level of 
efforts required by customers
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

57Session ID



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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Continue 
your education

• Visit developer.cisco.com/security

• Check out DevNet Automation 
YouTube channel

• Cisco Security Postman 
Collection

• Join Security Programmability 
Community
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