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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.

cisco L{{/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2634

DEVNET-2634

8199

< Catalyst 9000 Series Switching Family ...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

* Kenny Lei

Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks

Networking (220)
Session Type

Breakout (453)
SHOW 2 MORE ¥

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



- Platforms

- Catalyst Center Compliance

- Custom Network Compliance
- Developer Resources

- Lessons Learned

DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



- Platforms
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Cisco Catalyst Center Platform

Healthcare Education Hospitality Workplaces Retail Manufacturing
& e @ 0O @
o /
Network Insights Infrastructure-as-Code ' Integrations
splunk> Managed Infrastructure provisioning, workflow ThousandEyes> .Cisco ISE
Services automation and network management FrRciEEs:
\ servicenow PagerDuty
DevOps Tools e, Cisco Spaces
GitHub e € BLUECAT -
= python”  RedHat el = Infoblox =7
e PY Ansible Terraform GitLab v NTOLIOX == Gustom Integrations
“ \ )

Center Platform J

Cisco Catalyst

Cisco Physical and Virtual Infrastructure
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Catalyst Center Platform - Overview

Platform / Overview Q admin v

@ 4|

il DNA Center

Welcome to the Cisco DNA Center Platform. Programmatically access your network through Intent APIs, integrate with your preferred IT
systems to create end-to-end solutions and add support for multi-vendor devices.

Notifications

4 ( \
A =Q Find

Developer Toolkit

Discover APIs to manage your network, configure integration flows
and access network data to analyze, export and visualize complex
reports.

Bundles

Bundles are easy to use feature sets for consuming Intent APls,
integrations, events and notifications. View all the available bundles,
enable relevant bundles and customize the configuration preferences
to consume events as per your application(s) or IT system(s) needs.

BUNDLE UPDATE

The Cisco DNA Center REST API bundle is enabled.

Nov 17 2023, 07:51 pm

View Details Dismiss

~ ____________J/\_____________________________________________/
-7~y

BUNDLE UPDATE
A new version of Cisco DNA Center REST API bundle is auto-updated

Runtime Dashboard

Get insights into APl usage, view events published to IT systems such
as number of API calls, response time(s), events published, bundles
activated etc.

Configurations

View and set global or bundle specific settings to manage your
integration configurations and modify event specific settings.

and made available.

Nov 17 2023, 07:50 pm

View Details Dismiss

BUNDLE UPDATE

Cisco DNA Center Automation events for ITSM (ServiceNow)
successfully configured.

Cisco

.&‘/
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VerSion COﬂtI’O| Ref: https://git-scm.com/

d
0 glt __local_branching_on_the_cheap Q Search entire site...
Git is a free and open source distributed version control system
designed to handle everything from small to very large projects with
speed and efficiency. = This
Git is easy to learn and has a tiny footprint with lightning fast aspect of file mana gement is

performance. It outclasses SCM tools like Subversion, CVS, Perforce, SN X called Version Control
These files can be applications,

data or documentation that is
part of a software development

and ClearCase with features like cheap local branching, convenient
staging areas, and multiple workflows.

project
Git enables collaboration, role-
) About DT Latest source Release based access and security
# The advantages of Git compared m Ct.)mmand referenge pages, Pro 2. 40 51 ) .
to other source control systems. Othltlebro:;]:tc;)g:int, videos and i . S u p po rt fo rm aJ Or O p e rat| n g
systems - macOS, Linux,
Download for Mac . .
S > Windows, Containers
1 ownloads ) Community
o T : ' : : orting,
N Ot es. elopment
* There are many Version Control Tools - Git, CVS,
Apache Subversion, Mercurial, ... g Ve W

» This presentation will use GitHub
*  We will version control applications, and device
configurations and network policies

.... ‘Windows Build n Source Code
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https://git-scm.com/

GitHub APls

https://docs.github.com/en/rest

O GitHub Docs Free, Pro, & Team ~

€ All products

REST API

2022-11-28 (latest)

Quickstart
Overview

Guides

Actions

Activity

Apps

Billing

Branches

Checks

Codes of conduct
Code Scanning

Codespaces

cisco L{Vp/_/

GitHub REST API documentation

Quickstart Overview

Start here Popular beisnew  Comprehensive REST
API catalog, very well
documented

» PyGithub library if
developing in Python
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https://docs.github.com/en/rest

Why Cisco Catalyst Center and Version Control?

Git Version Control Platforms

Track changes of your automation apps,
network state, and Cisco Catalyst Center
Version Control intent configs
Platforms May be used as single source of truth for

GitHub your network compliance policies
Robust role-based access for teams and
developers

Will support Cisco Catalyst Center
Infrastructure-as-Code solutions
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- Catalyst Center Compliance

EVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



Network Compliance

Compliance Custom Compliance:

Insights: Verify Catalyst Center and Dashboards - Splunk
PDF, CSV, managed devices are compliant Integrations

JSON with your network policies

Notifications:
ITSM, PagerDuty,
Webex, Webhooks

) ¢ 1

Center Platform J

Ensure devices are compliant with
Catalyst Center configured policies
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Catalyst Center Network Compliance

il DNA Center

@ Z;} | Q admin v

Configuration
Power

Fans

SFP Modules

User Defined Fields
Config Drift

REP Rings

Wireless Info

SECURITY

Advisories

FIELD NOTICES
Field Notices

Potential Field Notices

COMPLIANCE

Summary

Compliance Summary

No events detected to trigger compliance check

EoX - End of Life ®
Compliance last run on: Nov 24th, 2023, 10:10:22 PM
Software : & Compliant
Hardware : °Comp\iant

Module : @ Compliant

Run Compliance Check

@ Network Settings ®

Non-Compliant since Nov 22nd, 2023, 11:23:38 PM
Compliance last run on: Nov 22nd, 2023, 11:23:38 PM

1 General: 1

Open Violations

View Preference for Acknowledged Violations

& Startup vs Running Configuration [©)

Compliance last run on: Nov 29th, 2023, 08:43:45 PM

Lines added: 0

3 mins Lines removed: 0

since out of sync ~ Lines modified: 1

& Network Profiles ®

Non-Compliant since Aug 18th, 2023, 02:52:22 PM
Compliance last run on: Nov 22nd, 2023, 11:23:39 PM

1 CLI Template:

Open Violations

@ Fabric BETA ®

Compliant since Nov 22nd, 2023, 11:24:45 PM
Compliance last run on: Nov 22nd, 2023, 11:24:45 PM

0

Open Violations

@ Application Visibility ®

Compliant since Nov 22nd, 2023, 11:24:45 PM
Compliance last run on: Nov 22nd, 2023, 11:24:45 PM

0

Open Violations

@ Software Image ®

Compliant since Oct 25th, 2023, 03:12:18 PM
Compliance last run on: Nov 22nd, 2023, 11:23:38 PM

17.09.04a

Golden Image Version

Running Version: 17.9.4a

@ Critical Security Advisories [©)

Compliant since Aug 15th, 2023, 04:24:19 PM
Compliance last run on: Nov 24th, 2023, 08:37:21 PM

0

Notes:
» Not all devices will have the same
compliance validations
* Example: Fabric compliance is
available only for fabric devices
TR—

cisco Lzﬁo//
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Startup vs Running Configuration

'zllls‘él‘;' DNA Center @ [VS | g admin v

Configuration

Compliance Summary View Preference for Acknowledged Violations

Power
Fans No events detected to trigger compliance check Run Compliance Check
SFP Modules N
User Defined Fields EoX - End of Life [©) Q@ Network Settings @ @ Startup vs Running Configuration ®
Config Drift Compliance last run on: Nov 24th, 2023, 10:10:22 PM Non-Compliant since Nov 22nd, 2023, 11:23:38 PM Compliance last run on: Nov 29th, 2023, 08:43:45 PM
Compliance last run on: Nov 22nd, 2023, 11:23:38 PM
. Software : & Compliant . Lines added: 0
REP Rings . 3 I “nS Lines removed: 0
Hardware : °Comp\|ant 1 . I
. - since out of sync ~ Lines modified: 1
Wireless Info Compliance Summary / Startup vs Running Configuration
v Change History
SECURITY 12 ‘ J
P
£ i
i i o« e o o . ° o ° o o .
Advisories 5, eee ° ° ‘ @ Application Visibili ®
$° : pplication Visibility
00 i
o Aug 20 Aug 27 Sep 03 Sep 10 Sep 17 Sep 24 October Oct 08 Cct 15 Oct 22 Oct 29 Nov 05 Now 12 Nov 18 Nov 26 Comp\lant since Nov 22nd, 2023, 11:24:45 PM
FIELD NOTICES Compliance last run on: Nov 22nd, 2023, 11:24:45 PM
. . g 20 12:00 Aug 27 0 ic 2 t v o 12 12:00 Nov 19 12:00 N
Field Notices @ InSync @ Out of Sync O
Potential Field Notic{ Startup Config (1000 Lines) - Nov 29, 2023 08:43 PM Running Config (1000 Lines) - Nov 29, 2023 08:43 PM Open Violations
19 1 19 1
20 address-family ipvé 20 address-family ipv6
COMPLIANCE 21 exit-address-family 21 exit-address-family
22 logging buffered 81920 22 logging buffered 41920
Summary 23 logging console emergencies 23 logging console emergencies
24 aaa new-model 24 aaa new-model
25 aaa authentication login default local 25 aaa authentication login default local
Sync Device Config, will allow the system to overwrite startup config with running config to make the device configuration compliant.
Cancel Sync Device Config

cisco W- #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Network Settings

DNA Center

alinln
cisco

Configuration
Power
Fans

SFP Modules

Config Drift
REP Rings

Wireless Info

SECURITY

User Defined Fields

Compliance Summary

No events detected to trigger compliance check

EoX - End of Life ®
Compliance last run on: Nov 24th, 2023, 10:10:22 PM
Software : & Compliant
Hardware : °Comp\iant

Module : @ Compliant

Run Compliance Check

View Preference for Acknowledged Violations

r
@ Network Settings ®

Non-Compliant since Nov 22nd, 2023, 11:23:38 PM
Compliance last run on: Nov 22nd, 2023, 11:23:38 PM

1 General: 1

Open Violations

& Startup vs Running Configuration [©)
Compliance last run on: Nov 29th, 2023, 08:43:45 PM
Lines added: 0

Lines removed: 0
Lines modified: 1

3 mins

since out of sync

J/

Advisories

FIELD NOTICH
Field Notices

Potential Field

COMPLIANCE

Summary

Compliance Summary / Network Settings

General (1)

Q earch

View Preference for Acknowledged Violations

0 Selected
O Model Name ~ Attribute Status (D Intended Value (1) Actual Value (D
O Syslog Server/Interface Name Interface Name Changed Loopback0 Loopback1

on Visibility ®
e Nov 22nd, 2023, 11:24:45 PM
it run on: Nov 22nd, 2023, 11:24:45 PM

ions

Action

Acknowledge

17.09.04a

Golden Image Version

Running Version: 17.9.4a

0

cisco Lzﬁo//
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Software Image

il DNA Center

Configuration
: View Preference for Acknowl| Violation
o Compllance Summary erence for Acknowledged Violations
ower
Fans No events detected to trigger compliance check Run Compliance Check
SFP Modules
User Defined Fields EoX - End of Life ® @ Network Settings ® € Startup vs Running Configuration ®
Config Drift Compliance last run on: Nov 24th, 2023, 10:10:22 PM Non-Compliant since Nov 22nd, 2023, 11:23:38 PM Compliance last run on: Nov 29th, 2023, 08:43:45 PM
Compliance last run on: Nov 22nd, 2023, 11:23:38 PM
. Software : & Compliant . Lines added: 0
REP Rings . 3 mlns Lines removed: 0
Hardware : °Comp\|ant 1 . I
Wirel Inf General: 1 since out of sync ~ Lines modified: 1
Ireless Info Module : @ Compliant Open Violations

SECURITY
Advisories Compliance Summary / Software Image

& Network Profiles

Non-Compliant since Aug 18th, 2023, 02:52 GOLDEN IMAGE DEVICE IMAGE
FIELD NOTICES Compliance last run on: Nov 22nd, 2023, 11 ) ~ ) R

Image Name cat9k_iosxe.17.09.04a.SPA.bin Image Name cat9k_iosxe.17.09.04a.SPA.bin
Field Notices -I Version 17.09.04a.0.6 Version 17.09.042.0.6
CLI Template: 1

Potential Field Notices Open Violations
COMPLIANCE
Summary @ Software Image [©) @ Critical Security Advisories [©)

Compliant since Oct 25th, 2023, 03:12:18 PM Compliant since Aug 15th, 2023, 04:24:19 PM

Compliance last run on: Nov 22nd, 2023, 11:23:38 PM Compliance last run on: Nov 24th, 2023, 08:37:21 PM

17.09.04a Running Version: 17.9.4a O
Golden Image Version

cisco W- #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Compliance Events, Reports and Dashboards

Splunk Dashboard

Webex Notifications

DNAC_Notifications 9:13PM

Cisco DNA Center Notification

Source DNA
Center IP:

Severity: [
Category: INFO
2023-11-30 05:13:46

10.93.141.45

estamp:
Issue Name: Device config collection event
Issue Description: Shows a config drift event across
the selected list of devices :
6a612b05-1c89-4d0a-

a4d3-94ecbeba7ab7

Percentage of Compliant Devices by Type

100

percentage
8

2

Cisco DNA Center Issue [

Last 6 hours v/

Device config collection event (3)

Report

Q

Last In-Event Flow

Event Id Source
ac5dfddo-
bfc7-4858- ServiceNow

bb26-8392ec72b0e|

2a13a479-4dfe-

4729-87b6- ServiceNow
fdd8bad0Oba7b

4a72c5c4-

bad0-424e- ServiceNow

8524-2ec691a5ed09

cisco Lzﬁo//

V.
NETWORK_SETTINGS AGE RUNNNG_CONFIG ' APPLCATLVISBLITY NETWORK_PROFLE PSR
aliali
ComplianceComplianceType duth DNA Center
Device Compliance Table Reports / Compliance Report - Network Device Compliance - Nov 29 2023 at 17:12
Device IP Address Compliance Type Compliance Type Status
Nov 29, 2023 at 5:13 pm
All v RUNNING_CONFIG ~ X NON_COMPLIANT + X
Could not create search.
DeviceName  DeviceRole C Generated Reports (1) v
- = IpAddress + MACAddress + = = 5
PDX-M ACCESS 10.93.141.17  50:1c:bf:6d:77:80  Managed Reachable NON_COMPLIANT ~ "root* : { 2items
PDX-RN BORDER 10.93.141.22  00:1e:e5:d7:ef:00  Managed Reachable  NON_COMPLIANT ~ " Compliance” : [ 72 items
ROUTER » 0:{...} 12items
PDX-RO BORDER 10.93.141.23  00:1e:e6:06:0d:00  Managed Reachable NON_COMPLIANT > 1:{..} 12items
ROUTER v2:{ 12items
Lo-cN AcCESS 10.93.141.20  30:8b:b2:ba:c2:80  Managed Reachable  NON_COMPLIANT "rownum* : 3
"hostname” : *LO-BN"
"family" : " Switches and Hubs"
Destination ITSM Workflow DNA Event Status ITSM Status ITSM Id ITSM Link "type" : " Cisco Catalyst 9300 Switch"
" managementipAddress” : " 10.93.141.28"
" complianceStatus” : " NON_COMPLIANT"
isco DNA https://ven03092.service-now.com . v
gs:;r Incident NA New INC0016474 l::f :{’) :ogagin o IMAGE" : * NON_COMPLIANT
© —to.dounzincident.do?sys_| * RUNNING_CONFIG" : " COMPLIANT"
"PSIRT" : "NON_COMPLIANT"
isco DN, v 2.5ervice-now. . v e .
gsco A Incident NA New INC0016475 https://ven03092.service-now.com NETWORK_PROFILE" : "NON_COMPLIANT'
enter " NETWORK_SETTINGS" : " NON_COMPLIANT"
"EOX" : " COMPLIANT"
Cisco DNA . https://ven03092 service-now.com }
Incident NA New INC0016476 ps://ven03092.5 °
Center [nav_to.do?uri=incident.do?sys_id=t » 3:{..} 12items
» 4:{.} 12items
» 5:{..} 12items
V.
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Catalyst Center Compliance APIs

bl
cisco

DNA Center Platform / Developer Toolkit

APIs

Integration Flows Event Notifications

The compliance APIs suppo
Trigger a compliance check

Q_ Search - )
Authentication Retrieve the task details
Method Name Description H
Cisco DNA Genter System ) Get counts for all compliance checks
Connectivity > Get Compliance Detail Count/"tent Return Compliance Count Detail Status! Summa and detalls for deVICe
Ecosystem Integrations > com p“ance
Compliance Details of Device/"tent Return compliance detailed report for a d
Event Management
Integrations > This operation would commit device running
Commit device configuration/ntent configuration to startup by issuing " write memory" to /network-device-config/write-memory v
Know Your Network 4 device
Applications
e GET Device Compliance Status/"tent Return compliance status of a device. Jcompliance/${deviceUuid} e
ients
Compliance
Get config task details/"tent Returns a config task result details by specified id /network-device-config/task [
Devices
EoX GET Get Compliance Status "tent Return compliance status of device(s). /compliance e\
Issues
is Intent i i
Security Advisories GET Get Compliance Status Count/” Return Compliance Status Count /compliance/count v
Sensors
GET Get Compliance Detail ntent Return Compliance Detail /compliance/detail [N
P!
Sites
Topology Run Compliance/™tent Run compliance check for device(s). /compliance/ e\

cisco W./ #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Get Compliance Details API

Try 'Get Compliance Detail '

Public URL :https://10.93.141.45/dna/intent/api/v1/compliance/detail

Method:

PARAMETERS
Status Code: 200

QUERY PARAMETERS

(O select All TS,
O 4 "deviceluid": "20937bce-b8d8-42c2-b3a@-08cda93faele",
complianceType "complianceType": "RUNNING_CONFIG",
"COMPLIANT",
: "SUCCESS",
"lastSyncTime": 1700707248485,
O complianceStatus "lastUpdateTime": 1700724218678
"deviceUuid": "db@5ad49-2c8d-4094-9df6-3a03f9b28069",
O = . "complianceType": "PSIRT",
deviceUuid (D i 4 ": "NON_COMPLIANT",
"SUCCESS",
~ "lastSyncTime": 1700887041491,
offset (U "lastUpdateTime": 1700887041491
1
"deviceUuid": "01f7cdf2-2298-42c7-bb74-dc68e3c3a051",
limit (D "complianceType": "EOX",
500 "COMPLIANT_WARNING",

1700287827198,
1701359318734

"lastUpdateTime":

k J 2 "lastSyr;cTime"

7008e6-6160-481e-aa7d-a5b3513b1f7c",
: "IMAGE",

yp
"status" OMPLIANT",

Includes all the compliance
validations for all devices X
Filters may be used
Pagination likely required

#CiscoLiveAPJC DEVNET-2634
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Device Compliance Details API

Includes compliance checks

Try 'Compliance Details of Device' details for a device X
Device Id param required
Method: Public URL :https://10.93.141.45/dna/intent/api/v1/compliance/6a612b05-1c89-4d0a-a4d3-94ec5e5a7a57/detail Fllters may be used

PARAMETERS

Headers Status Code: 200

"response": [

PATH PARAMETERS

deviceUuid*
6a612b05-1c89-4d0a-a

"deviceUuid": "6a612b@5-1c89-4d0a-a4d3-94ec5e5a7a57",
"complianceType": "NETWORK_PROFILE",

QUERY PARAMETERS : "NON_COMPLIANT",
ICCESS",
(O select All "lastSyncTime": 1692395542784,
"lastUpdateTime": 1701338019125,
O "sourceInfolist": [
O] {
category W "name": "73aab375-30ef-4a41-90de-a110a072eal2"
"nameWithBusinessKey": "73aab375-30ef-4a41-90de-all0a@72eal2-1logging_profile",
complianceType © eEnum”: "NETWORK_PROFILE",
"CLI_TEMPLATE",
NETWORK_PROFILE 5 "appName”: "CLI Template",
"count": 1
o "ackStatus UNACKNOWLEDGED",
difflist 9 "pbusinessKey": {
[j false v "resourceName": "73aab375-30ef-4a41-90de-all@a@72eal2",

"businessKeyAttributes": {
"

"profileName": ogging_profile",
"owningEntityId": "59fe66a2-23c5-4368-bf11-17f512182e3b"

utes": {
: "rfs",
"cfsAttributes": {
"displayName "TemplateCompliance",
ppName" : I Template",
"description "This is the description of CLI Template",

cisco W. #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Network Compliance Integrations

Integrations

¢y 1T

| Cisco Catalyst Center Platform

Ensure devices are compliant with
Catalyst Center configured policies

cisco M . #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Catalyst Center Non-Compliant Devices
App Workflow

Resources:
» Cisco Catalyst Center
» Python SDK

Non-Compliant Devices App:

Retrieve the compliance status for all devices
Using the device unique identifiers, find out the
REST device hostname
APls Create a report for all non-compliant devices

“ Note:
Catalyst Center s . C@talyit Center APIs enable integrations
O Compliance with 3@ party platforms to access
: network compliance details
and Inventory ) Save refport to fllde, JSON . Device details may be enriched or
ormatte filtered by device family and roles, fabric

y

roles, location, software version ...

* Example: compliance status for all
Access switches, at location PDX,
running version 17.3.7

cisco W./ #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Compliance App Python

get_compliance_response = catalyst_center_api.compliance.get_compliance_detail()
network_compliance_info = get_compliance_responsel[ 1
logging.info(

Get all devices
compliance and sort
output

# sort the list of compliance status, by device Id

network_compliance = sorted(network_compliance_info

# identify all compliance checks in environment
compliance_type = []
item network_compliance:
item_compliance = item[ 1
item_compliance compliance_type:
compliance_type.append(item_compliance)

logging.info( + json.dumps(compliance_type))

# create report for non-compliant devices for each compliance type
compliance_report = {}

item compliance_type:

compliance_report.update({item: []})

# loop through each item in compliance and append to report, to the specific category
item network_compliance:
item[ ==
item_compliance = item[
device_id = item[ 1
device_info = catalyst_center_api.devices.get_device_by_id(id=device_id)
device_hostname = device_infol[ 10 ]
compliance_report[item_compliance].append(device_hostname)

logging.info(

#CiscoLiveAPJC

Identify all types of
compliance types

Create non-compliant
devices report by
identifying the device
hostnames

Notes:
* Only two API endpoints called

minimizes the number of APl calls made to identify
the device hostname

DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




Compliance App Run

Use this file for:
* |ITSM change management
* Remediation laC workflows

#CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Catalyst Center
Compliance
Demo
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@& Camtasia2023 File Edit Modify Text View Export Window Help P 00 B mn227 o ® 9O Q B 8 MonDecd 11:15AM

(3] DNACenter X ;%1 Home - Cisco DNA Center

q O a4 == 10.93.141.45, 10% W
| @i

|
| ;
| @ il DNA Center ® 4 | R admin v
|
|

Ned
1 Welcome, admin —1 Explore

Assurance Summary

| Health © Critical Issues Trends and Insights
Healthy as of Dec 4, 2023 11:15 AM Last 24 Hours Last 30 Days
’I O O % % II O O % O O O O
Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details

Network Snapshot

Sites Network Devices Application QoS Policies
As of Dec 4, 2023 11:15 AM As of Dec 4, 2023 11:15 AM As of Dec 4, 2023 11:15 AM
Unclaimed: 1 Successful Deploys: 0
DNS Servers : 1 oy
Unprovisioned: 1 Errored Deploys: 0
NTP Servers : 1
Unreachable: 0 Stale Policies: 0
Add Sites Find New Devices Add New Policy
DEVNET-2634 36



- Custom Network Compliance

EVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Custom Network Compliance

Custom Compliance:
Verify Catalyst Center and
managed devices are compliant
with your network policies

7/
l Cisco Catalyst Center Platform

Ensure devices are compliant with
Catalyst Center configured policies

cisco M . #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Custom Network Compliance

@ Network Settings (0] @ Startup vs Running Configuration (0]
Compliant since Aug 25th, 2023, 02:42:22 PM :
Compliance last
7 da s Lines added: 0
VS Lines remove: d: 0
O nnnnnnnnnnn Lines modified: 0
oooooooooooooo

@ Application Visibility (0] @ Software Image ®

ompliant since Nov 22nd, 2023, 11:24:45 PM
Compliance last run on: Nov 22nd, 2023, 11:24:45 PM

nnnnnnnnnnnnnn

Notes:

nnnnnnnnnnnnnnnnnnnnn , 2023, 02:25:29 PM

Compliance last run on: Nov 22nd, 2023, 11:23:38 PM

Running Version: 17.3.7
17.03.07

Stack Member Status: Up to
GGGGGGGGGGG Date

vvvvvvv

* @Golden image for this site and
device should be 17.9.4

» [tis incorrectly configured on

Catalyst Center

cisco L{Vp/_/

- The device is compliant with Catalyst
Center network settings and runs the

golden image

- For a continuous compliance validation
with corporate policies, we need to:

- Verify intent is configured correctly on

Catalyst Center

- Catalyst Center network compliance will
validate devices are compliant with intent

#CiscoLiveAPJC DEVNET-2634
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Custom Network Compliance
App Workflow

Resources:
» Cisco Catalyst Center
+ Python SDK
* GitHub Repo

REST Custom Network Compliance App:
. Intent
GitHub S APls
onfigurations & Retrieve the compliance intent from GitHub

REST
APIs

y
Save report, JSON

Catalyst Center
‘ Compliance, Inventory, formatted, optionally push to
Settings, Configs 3rd party platform

cisco L‘V&./ #CiscoLiveAPJC DEVNET-2634

Verify the Catalyst Center configurations
meet the defined intent
Create a report, save to file, option to push
to GitHub

Notes:

» Supports multi-Catalyst Center
intent compliance validations

* App developed by developer +
network engineer

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

40



Custom Network Settings Compliance

@ zapodeanu updated banner

- Pull from GitHub the file with the
custom network settings

message: Managed by Catalyst Center 10.93.141.45, Team - CampusOps — tel 800-553-2447

- Parse the banner message, NTP and
DNS servers' intent configuration

telemetry:
telemetry_enabled: true

- Verify if intent matches the Catalyst —
Center configurations :

cisco W HCiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Catalyst Center Network Settings AP

Try 'Get Network V2'

Method: Public URL :https://10.93.141.45/dna/intent/api/v2/network

Headers Status Code: 200

PARAMETERS

QUERY PARAMETERS

N

siteld* O
15628823-b52e-4564-¢

"response": [

{

"instanceType": "banner",

"instanceluid": "30352a4a-3d2e-48c5-9136-609e7d75f3d9",

"namespace": "global",

"type": "banner.setting",

"key": "device.banner",

"version": 37,

"value": [

{

"bannerMessage": "This device is managed by Catalyst Center 10.93.141.45",
"retainExistingBanner": false

}

1, .
"groupUuid": "15628823-b52e-4564-a39c-36a9d45dc180", The response includes

"inheritedGroupUuid": "-1",
"inheritedGroupName": "Global"

network settings for banner,
AAA, NTP, DNS servers,

"instanceType": "timezone", times zone, SYSLOG and
"instanceluid": "4dlba8e9-70ee-4b8b-8412-a2ad6ae9c4ab", t
"namespace”: "global" NetFlow config, ...
timezone.setting",
imezone.site",

cisco L{Vp/‘/
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GitHub APls

( IE
@ zapodeanu updated banner
This function will return private repos for user referred by the User Access Token
: username: user for which to return the repos
: github_token: Personal access token for user . ) B )
5 PO Code Blame 23 lines (16 loc) - 338 Bytes &3 Code 55% faster with GitHub Copilot
url = GITHUB_URL +
header = { H 5 + GITHUB_TOKEN}
response = requests.get(url site_info:
response_json = response.json() site_name_hierarchy: Global/OR/PDX
repos_list = []

repo response_json:
repos_list.append(repo[ banner:
repos_list message: Managed by Catalyst Center 10.93.141.45, Team — CampusOps - tel 800-553-2447

netflow:

netflow_enabled: true
(username, repo_name, file_name):

This function will return the content of the file from the repo SySLOQ:
username: GitHub username syslog_enabled: true
repo_name: GitHub repo
file_name: file name

i telemetry:
: return the file content
telemetry_enabled: true

url = GITHUB_URL + + username + + repo_name + + file_name Get a” repos’ InCIUdIng the
header = { 3 + GITHUB_TOKEN} ntp_server: prlvate repos’ for user

response = requests.get(url =header) . ] )

response_json = response.json() server_ip: 171.68.38.66 Retrleve the |ntent

file_content = response_json[ ] . . N a o
configuration file, in this

file_content_encoding = response_json.get( dns_server:

L CONE R & : server_ip: 171.70.168.183 case for network settings

file_content = baseé4.bé4decode(file_content) NOte .

« Verify which GitHub APIs
provide private repos info

file_content

#CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Network Settings Compliance App Python Code

# get all repos for user
repos = github_apis.get_private_repos( =GITHUB_USERNAME =GITHUB_TOKEN)

# verify if repo exists

GITHUB_REPO repos: a

1ogging.info( + GITHUB_REPO + Get from GItHUb,
private repo, the intent

config file

logging.info( + GITHUB_REPO +

# get the network settings intent file

intent_network_settings = github_apis.get_repo_file_content( =GITHUB_USERNAME =GITHUB_REPO
=FILE_NAME)

logging.info( + FILE_NAME +

# decode the YAML file
intent_config = yaml.safe_load(intent_network_settings)

Parse the YAML file, in
# parse the input data

site_name_hierarchy = intent_config[ th|S case Network
banner_message = intent_config[ SettlngS

ntp_server = intent_config[
dns_server = intent_config[

logging.info( )
logging.info( + site_name_hierarchy)
logging.info( + banner_message)
logging.info( + ntp_server)
logging.info( + dns_server)

#CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44




Compliance App Python Code - continued

# get the site Id for the site with the name

response = catalyst_center_api.sites.get_site( =site_name_hierarchy)
site_id = response[ 1001L 1 Get the Slte unique
identifier and network

settings

logging.info( + site_name_hierarchy + + site_id)

# collect the network settings for site

response = catalyst_center_api.network_settings.get_network_v2(site_id)
site_network_settings = response[ 1

1logging.info( )

# verify the settings for NTP
network_settings_ntp_status = {
item site_network_settings:
item[ 1 == item[ 1[0] == ntp_server:
network_settings_ntp_status.update({

# verify the settings for DNS Valldate the GItHUb
B intent matches the
item[ == item[ == dns_server: Conﬁgured Sett|ngs for

network_settings_dns_status.update({ : S|te

# verify the settings for Banner message
network_settings_banner_status = {
item site_network_settings:
item[ == item[ 1 == banner_message:
network_settings_banner_status.update({

#CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45




Intent vs Configured Network Settings

v Message of the Day & ©
@ zapodeanu updated banner Customize the message that appears when logging into routers, switches, and hubs.
(O Use device's existing message
Code Blame 23 lines (16 loc) - 338 Bytes &3 Code 55% faster with GitHub Copilot © Set custom message
. Device login message*
site_info: This device is managed by Catalyst Center 10.93.141.45
site_name_hierarchy: Global/OR/PDX
banner:
message: Managed by Catalyst Center 10.93.141.45, Team — CampusOps - tel 800-553-2447
netflow: v NTP ©

netflow_enabled: true

Specify one or more NTP servers to facilitate system clock synchronization for your network.

syslog: Add NTP servers
syslog_enabled: true
IP Address*
171.68.38.66
telemetry: +
telemetry_enabled: true
ntp_server:
server_ip: 171.68.38.66 v DNS ©
Configure your network's domain name and specify DNS servers for hostname resolution.
dns_server:

server_ip: 171.70.168.183 (O Set a domain name

Add DNS servers
" Note: IP Address*
. 171.70.168.183
* Build your data model for your N
Custom compliance policy

Cisco
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Network Settings Compliance App Run

Use the report file for:
» 3 party integrations
(ITSM)
* Remediation laC workflow
update settings +
reprovision devices

Non-Compliant
settings and details
for intent and
configured

#CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Custom Compliance

Using the same workflow, we may verify
network settings for hundreds or thousands
of sites

Maintain a sync between projects and
templates that are configured on Catalyst
Center with those defined on GitHub

Golden software image configuration and
tags

Automate time zone config based on device
location

Interface descriptions and operations based
on your policies

Integrations and ITSM change management

cisco L{Vp/‘/

Try 'Update Interface details' X

Method: @208 Public URL :https://10.93.141.45/dna/intent/api/v1/interface/d4ceec21-15e3-42ed-811c-76e0dcff1fff

HEADERS

Content-Type* Headers Status Code: 202

application/json

QUERY PARAMETERS
018c327d-bedd-7106-bb88-985cdd72cd19",
Unselect All i/v1/task/018c327d-bedd-7106-bb88-985cdd72cd19"

deploymentMode (D
Deploy

REQUEST BODY

ion": "connected to AP-PDX19"
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Network Settings
Compliance Demo
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Custom Device Config Compliance

@ zapodeanu added new command

- Pull from GitHub the file with the intent o R e
device configs

device_filter:
device_role: ACCESS

- Verify the desired configuration matches

aaa_config:

the configuration of devices managed o |

aaa new-model

by Catalyst Ce n‘ter aaa authentication login default local
aaa authorization exec default local
aaa authorization network local

- Create report

commands: |
ntp source Loopbackl
ntp server 171.68.38.66
ntp server 171.68.48.78
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Custom Device Config Compliance Workflow

Read from Catalyst

@ zapodeanu added new command S Centel’ the Conflg fOF
devices matching the
Code | Blame 18 lines (16 loc) - s policy

device_filter:
device_role: ACCESS
device_family: Cisco Cata

aaa_config:
commands: |
aaa new-model

aaa authentication logil 'd C t \/Eﬂli(jfatfa

aaa authorization exec

aaa authorization netwo site" Comp“ance

ntp_config:
commands: |
ntp source Loopbackl
ntp server 171.68.38.66
ntp server 171.68.48.78|

Pull the device
compliance policy
from GitHub

Get the device
inventory from
Catalyst Center

cisco M. #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



How to Compare Text Files in Python
Python “difflib.Differ” Class

« Compares sequences of lines of
text and producing human-

readable differences or deltas. Code | Meaning
« |t will compare sequences of - line unique to sequence 1
lines, and sequences of ! line unique to sequence 2
characters within similar (near- ' line common to both sequences
matching) lines. 2! line not present in either input sequence

« FEach line of a Differ delta begins
with a two-letter code

Ref: https://docs.python.org/3/library/difflib.html
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https://docs.python.org/3/library/difflib.html

Config Compliance Check - Calculate Diff

“device_config.txt”

113

cli_commands.txt” ,
logging buffered 20960

logging console emergencies

aaa new-model
|

aaa new-model
aaa authentication login default local
aaa authorization exec default local

fEs aultherization netuork Lleosal aaa authentication login default local

aaa authorization exec default
|

“cli difference” aaa session-id common
- clock timezone PST -8 0
+ logging buffered 20960 r
+ logging console emergencies
Calculate using the “difflib.Differ” aaa new-model
class the delta between CLI + !
commands and the device config aaa authentication login default local
Lines starting with ” “ are in - aaa authorization exec default local
both files L
» + aaa authorization exec default

Lines starting with “~ ” are

missing in the second file - aaa authorization network local

Lin rarting with “+ ! Notes:
INes starting with = = are * Order of the param files is important
missing in the first file

* In this use case: config_diff.compare
(“cli_commands.txt”, “device_config.txt”)

»

aaa session-id common
clock timezone PST -8 O

+ + +

#CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Config Compliance Check - Create Report

+

+ + +

“cli_difference”

logging buffered 20960

logging console emergencies

aaa new-model

|

aaa authentication login default local
aaa authorization exec default local
aaa authorization exec default

aaa authorization network local

!

aaa session-id common

clock timezone PST -8 0

Notes:

cisco W_/

The difflib library has few other options to compare
text
There are other libraries that may be used.

#CiscoLiveAPJC DEVNET-2634

From the “cli_difference” select the lines that
start with “- ”
These are the commands existing in the

“cli_commands.txt” and not in the device config
If there no lines starting with “- ” device is
compliant with the Custom policy

Missing commands

aaa authorization exec default local
aaa authorization network local

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Get Device Config By Device |ID API

Get Device Config by Id

GET https://10.93.141.45/dna/intent/api/v1/network-device/${networkDeviceld}/config

Returns the device config by specified device ID

Cisco DevNet API Guide
Parameters Responses Code Preview
Request URL Parameters

Name Description DataType

networkDeviceld networkDeviceld string

The configuration of the device is based on the
last time Catalyst Center synchronized the device

To collect real-time device configurations, use the
command-runner APIs

Try 'Get Device Config by Id' X

Method: Public URL :https://10.93.141.45/dna/intent/api/v1/network-device/db05ad49-2c8d-4094-9df6-3a03f9b28069
/config

PARAMETERS

Headers Status Code: 200

PATH PARAMETERS

networkDeviceld* (O
db05ad49-2¢c8d-4094-¢

'response”: "\nBuilding configuration...\nm\nCurrent configuration : 28933 by
'version": "1.0"
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Device Config Compliance App Code

# verify if repo exists
GITHUB_REPO repos:
logging.info( + GITHUB_REPO +

logging.info( + GITHUB_REPO +

# get the device config compliance intent file
file_content = github_apis.get_repo_file_content( =GITHUB_USERNAME
=GITHUB_REPO
=FILE_NAME)
logging.info( + FILE_NAME +

# parse the input data

intent_config = yaml.safe_load(file_content)
aaa_config = intent_config[ 10
ntp_config = intent_config[ 10

# parse the device policy
device_role = intent_config[
device_family = intent_config[

logging.info(
e ool Pull from GitHub repo
and the file with the
device compliance

policy, and parse data

logging.info(

#CiscoLiveAPJC

Get the device count from
Catalyst Center, retrieve the
device list, enrich with
location and SDA device role

# collect device inventory

# get the device count

response = catalyst_center_api.devices.get_device_count()
device_count = response[ 1

logging.info(

# get the device info list
offset =
limit =
device_list = []
offset <= device_count:
response = catalyst_center_api.devices.get_device_list( =offset)
offset += limit
device_list.extend(response[ 1D}
logging.info(

# create device inventory, add location and fabric roles
device_inventory = []

device device_list:

# select which inventory to add the device to

device.family !=

logging.info(

DEVNET-2634

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Device Config Compliance App Code - continued

# collect the device configs for the devices that match the role

logging.info(
item device_inventory:

item|[

1 == device_role

item[ ] == device_family:

response = catalyst_center_api.devices.get_device_config_by_id(item[

device_config = responsel
(item[ ]
f.write(device_config)
logging.info(
logging.info(

# check common lines between the two files - device config compliance commands and running config

aaa_config_file = ¢
ntp_config_file = ¢

config_file = (item[

1

+

+ item[

).readlines()
).readlines()
) .readlines()

aaa_difference = difflib.Differ()

aaa_commands_list = []
line
line.startswith(

aaa_difference.compare(aaa_config_file

config_file):
):

clean_line = line.
aaa_commands_list.
(aaa_commands_list)

logging.info(

logging.info(
command
logging.info(

strip()
append(clean_line)

aaa_commands_list:

+ command)

#CiscoLiveAPJC

Call Catalyst Center API to get the
device config, save config to file
Use the difflib>Differ class

Validate the “aaa_config.txt”
commands are in the device config

Validate the “ntp_config.txt”
commands are in the device
config

ntp_difference = difflib.Differ()
ntp_commands_list = []

line config_file):
line.startswith('-'):

clean_line = line.strip()

ntp_difference.compare(ntp_config_file

ntp_commands_list.append(clean_line)
(ntp_commands_list) ==

logging.info(

logging.info(
command ntp_commands_list:

logging.info( + command)

DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Device Config Compliance App Logging

@ zapodeanu added new command

Code Blame 18 lines (16 loc) - 363 Bytes

device_filter: Use this report for:
device_role: ACCESS e |TSM Change management
device_family: Cisco Catalyst 9300 Remediation |1aC WOFKﬂOWS,
. create the CLI template and
A deploy to devices

commands: |

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa authorization network local

ntp_config:
commands: |
ntp source Loopbackl
ntp server 171.68.38.66
ntp server 171.68.48.78
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Options to Run Compliance Applications

Pipeline Intent Device Compliance

O — d d The pipeline automates an process for device compliance based on intents.
b n e I I I a n O r O n yo u r It collect intent compliance from GitHub. It will identify if devices are configured with the CLI commands based on specific rules.
The device config intent policy GitHub include:
.
-t -t | tf - device family and role intent
a u O l I I a I O n p a O rI I I - CLI commands that will be validated on each device matching the intent
/ Edit description
.
e nggered by APls or
events e
Pullor
R . Install Execute R
Environment Build Python Clone the Declarative:
[ ] 2 . Python Python .
variables Environment source i : O Post Actions
libraries application
code
. = Average stage times: 86ms 67ms 1s 21s 12s 65ms
- Part of your laC pipelines a3 ‘ | =
J

#7

example Jenkins pipeline = o e ez m s

Dec04 87ms 62ms 1s 21s 12s 77ms
15:00

cisco M. #CiscoLiveAPJC DEVNET-2634 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Network Compliance Use Cases

catalyst_center_network_compliance Pubic <7 EditPins ~ ® Unwatch 2 ~ % Fork 0 Y¢ Star 0

% main ~ ¥ 1branch © 0 tags Go to file Add file ~ <> Code ~  About

Repo for Catalyst Center Network
@ zapodeanu updated README.md 1fede2b 4 minutes ago ‘) 20 commits Compliance use cases

Readme

O

.gitignore initial commit 2 weeks ago
View license

CODE_OF_CONDUCT.md initial commit 2 weeks ago
Code of conduct

CONTRIBUTING.md initial commit 2 weeks ago Activity
LICENSE initial commit 2 weeks ago 0 stars
NOTICE initial commit 2 weeks ago AUERHINE

0 forks
README.md updated README.md 4 minutes ago i
Report repository

catalyst_center_compliance.py added non-compliant report for core devices 17 minutes ago

device_config_compliance. reformat logs 16 minutes ago
€ 2 ol e ° Releases

github_apis.py updated github function 3 days ago X
No releases published

- A q Creat [CER
network_settings_compliance.py reformat logs 16 minutes ago Sleate & new reledse

B
B
B
B
B
B
B
B
B
B

requirements.txt initial commit 2 weeks ago

Packages

README.md V4 No packages published
Publish your first package
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https://github.com/cisco-en-programmability/catalyst_center_network_compliance

Python SDK
Cisco DNA Center Version Support 1.2.10 to 2.3.5.3

Docs » dnacentersdk © Edit on GitHub

Includes all Cisco Catalyst Center REST APls
dnacentersdk Support for Cisco Catalyst Center version
I S A 2.3.5.3, (2.3.7.3 pending release)

First SDK version August 2019

Downloads last month 6,200+

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Center APIs (for APl versions: 1.2.10, 1.3.0, 1.3.1, 1.3.3, 2.1.1 and 2.1.2). The package
represents all of the Cisco DNA Center AP interactions via native Python tools. Making working with the Cisco DNA Center APIs in Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the API semantics, and you can focus on writing your code.

With dnacentersdk, you can easily:
O Search or jump to. Pull requests Issues Codespaces Marketplace Explore £+~ (l,' ),

« Interact with the DNA Center APIs in an interactive Python session
« Quickly create code that enables you get something done in DNA Center
« Leverage the APl wrapper to cleanly add DNA Center functionality to your project without having to write the boilerplate code for working with the D H ci en-programmability / dnacentersdk  publi % EditPins »  ©Unwatch 13 - % Fork 19 - Stared 42 -

To dive in and see how dnacentersdk makes your life better, check out the Quickstart! O Issues (2 11 Pullrequests 1 ® Actions [ Projects [ ki @ Security 8 [~ Insights

Th i .
e User Guide « ¥ master - ¥ 4branches © 31tag Gotofile Add file ~ <> Code - About
« Installation Cisco DNA Center Python SDK
PIP Install ¥ bvargasre Merge pull request #79 from -en-programmability/develop '« dagb1 3 ks ago D 186 col
PIP Upgrade & dnacel dk.readthec
Get the Source Code Ib/ISSUE_TEMPLATE ew ompatibility matr
« Introduction
Work with the DNA Center APIs in Native Python!
MIT License docs

dnacentersdk

dnacentersdk License
* Quickstart
Get your DNA Center Access Token

script

tests
Set credentials as environment variables

flake8
Releases (26

https://dnacentersdk.readthedocs.io O ebtes ‘ ; v2s (L

gitignore ange some rec the test files anc sre were 1 5 a

readthedocs.yml

https://qithub.com/cisco-en-programmability/dnacentersdk
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https://dnacentersdk.readthedocs.io/
https://github.com/cisco-en-programmability/dnacentersdk

Cisco EN Programmability GitHub Org

O Q_ Search or jump to...

Cisco EN Programmability

Issues Cod

Explore

Cisco ENB Programmability Technical Marketing Engineering sample code for Cisco DNA Center REST APIs and Integrations

A 36 followers [ cisco-en-programmability@cisco.c...

() Overview [l Repositories <37

Pinned

B dnacentersdk  Public
Cisco DNA Center Python SDK

Python Y¥47 % 22

(] terraform-provider-dnacenter | Public

@co w12 ¥7

B dnacenter_day_n ( Public

Applications that will automate Day N operations using Cisco DNA
Center APIs and these libraries: Cisco DNA Center Python SDK, Cisco
DNA Center Ansible Collection, Cisco DNA Center Terraform Provider

Python w5 %4

[ Repositories

[ Projects @ Packages

Ay Teams 1 A People 6 3 Settings

Customize pins

H& dnacenter-ansible  Public
Cisco DNA Center Ansible modules

Python Y¥20 % 14

] splunk-apps | Public
Splunk Add-On App for Cisco DNA Center
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B dnacenter_webhook_receiver ( Public

Sample code for a Cisco DNA Center Webhook Receiver
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https://github.com/cisco-en-programmability
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Follow

DevOps Catalyst Center use cases
Python SDK

Ansible modules

Go SDK and Terraform provider

Splunk Integration Apps

SDA-as-Code

Report Operations

Day N use cases - Python SDK, Ansible,
Terraform

Jenkins open-source Integration and
pipelines

GitHub/GitLab open-source Integrations
Compliance Use Case

Custom Integration App

Webhook Receiver

Other sample code
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- Lessons Learned
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f ; u m m a ry Pipeline Intent Device Compliance

The pipeline automates an process for device compliance based on intents.
It collect intent compliance from GitHub. It will identify if devices are configured with the CLI commands based on specific rules.
The device config intent policy GitHub include:

- device family and role intent

- CLI commands that will be validated on each device matching the intent

Stage View

Pull or Clone Execute

- Catalyst Center has rich network

compliance API, providing | |
C O n S i Ste nt i nte nt C O n fi g U rati O n S , variables Environment 'hecz';”eme libraries ap‘:)‘ll::t?on Post Actions

Average stage times: 84ms 63ms 1s 21s 12s 60ms

profiles and policies L

Dec 04 i 84ms 63ms 1s 21s 12s 60ms
aso "

- Use existing compliance features
and add your compliance workflows i

fo r a CO nti n U O U S CO m pl ia n Ce INFO:root: - AAA config check failed, missing commands:

INFO:root: - aaa authorization network local

p rOC eSS INFO:root: - NTP config check failed, missing commands:
INFO:root: - ntp source Loopback1
INFO:root: - ntp server 171.68.48.78

. Com pliance insi g hts and reportin g, INFOiroot: Saved the device config PDX-STACK _config xt

. . . INFO:root: Device: PDX-STACK :
Optlons to automate Compl Iance d rlft INFO:root: - AAA config check failed, missing commands:
INFO:root: - aaa authorization network local
INFO:root: - NTP config check failed, missing commands:
INFO:root: - ntp server 171.68.48.78
INFO:root: End of Application "device_config_compliance.py" Run: 2023-12-03 19:51:20
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Other Sessions and Activities This Week

SESSION SESSION
SESSION CODE SESSION TITLE ROOM DATE TIME
Version Control Tools Integrations - Cisco Catalyst
DEVNET-2632 Center Infrastructure-as-Code Use Cases DevNet Theatre 12/08/23 | 09:15 AM
Meet the Expert 1 -
MTE-1042 Meet the Expert - Gabi Zapodeanu The HUB 12/06/23 03:00 PM
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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