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Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2632
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• Platforms
• Catalyst Center
• GitHub

• GitHub Sync Integration
• Network State Sync
• Security

• Developer Resources

• Lessons Learned

DEVNET-2632 5



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cisco Catalyst Center Platform

DEVNET-2632

Cisco Physical and Virtual Infrastructure

Cisco Catalyst     Center Platform

REST APIs EventsReports

Infrastructure-as-Code

Infrastructure provisioning, workflow 
automation and network management

Integrations

Cisco Spaces

Custom Integrations

Cisco ISE

Network Insights

Managed
Services

Education HospitalityHealthcare ManufacturingRetailWorkplaces

DevOps Tools
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Catalyst Center Platform – Overview
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GitHub APIs
https://docs.github.com/en/rest

• Comprehensive REST 
API catalog, very well 
documented

• PyGithub library if 
developing in Python
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GitHub APIs Personal Access Token
https://github.com/settings/tokens/new

• The integration requires the 
use of personal access 
tokens

• Login in GitHub, 
Settings/Developer Settings

• Name your token, select an 
expiration and define access 
configuring scopes

Note: 
• Copy your personal access token. 

You won’t be able to see it again! 

DEVNET-2632 14
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Git Hosted Configurations + Network State

• CLI templates and profiles

• Network settings

• SDA-as-Code 
configurations

• Custom events notifications 
and subscriptions

• Reports and inventory

• Compliance

Services
Layer

ü Simplified at-scale network 
management

ü Consistent and efficient service 
delivery across clusters

DEVNET-2632

Note: 
• Configurations may be CLI templates, profiles, 

or YAML/JSON intent configurations
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Integration Apps

• Rich features, innovation and maximum extensibility

• Supports non-matching API architectures, auth options, data 
encoding and data structures

• Ability to build custom integrations with any platforms

• May be needed to proxy the communication between Cisco 
Catalyst Center and cloud platforms

DEVNET-2632

APIs

Webhooks

Integration
App

APIs

Webhooks

3rd Party
Platform
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GitHub Integration App Workflow - Baseline
Resources:

• Cisco Catalyst Center
• Python SDK
• GitHub APIs

Network engineer
creates/updates templates

Templates
committed to 

Notes: 
• Integration App developed  by 

developer + network engineer
• Network engineer creates templates

REST 
APIs

Projects
Templates

DEVNET-2632

Integration App:

• Git pull, or clone, the templates repos
• Creates or updates Cisco Catalyst Center project
• Create or update Cisco Catalyst Center CLI 

templates

REST 
APIs

Integration
App
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Network Engineer – Commit Templates to GitHub

Note: 
• Templates verified, 

approved, and validated

DEVNET-2632 22
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GitHub APIs - Repos and Files Details

Get all repos for user

Get repo files list

Notes: 
• GitHub APIs authentication is using 

the personal GitHub access token
    {‘token ghp_11odbsFBIYL…’}
• The accept/content type 

{application/vnd.github+json} is 
recommended

• Verify the API pagination limits
• Be aware of some APIs returning 

only public repos, not private

DEVNET-2632

Integration
App
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Cisco Catalyst Center Configuration Templates APIs

DEVNET-2632

• CRUD operations for 
Projects and 
Templates

• Commit and deploy 
templates

Note: 
• We will use the Cisco DNA Center Python SDK for all 
API calls to Configurations Template operations
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Cisco Catalyst Center Projects and Templates APIs

DEVNET-2632

Create or update Cisco 
Catalyst Center Project

Create or update Cisco 
Catalyst Center Templates

Notes: 
• Project names must be unique
• Template names must be unique 

when part of the same project
• Language options: Jinja or Velocity, 

in our use case will be ”JINJA”
• Parameters (not shown) are 

supported

Integration
App
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GitHub Integration App Baseline
• Create or update project
• Create or update CLI template• Verify if repo exists

• Retrieve the content of each file

DEVNET-2632

Integration
App

27
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GitHub Integration App Enhancement
GitHub Commit Details to Cisco Catalyst Center

• Provide visibility in Cisco 
Catalyst Center for:
• Commit author
• Date
• Comment
• Changes

• Network engineer will be 
able to map all changes 
to the source

DEVNET-2632 28
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How to Include Comments in Jinja Templates

• Jinja templates allow to add 
comments not included in the 
output:
{# This is a comment #}

• Comments add useful information 
for other template designers or 
network engineers

DEVNET-2632 29
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GitHub Commits Details APIs

Step 1:
Get the repo commits SHA

Step 2:
Get commit details 

for each SHA: 
author, comments, 

date, diff …

Notes: 
• Git assigns each commit a unique ID, called a 

SHA or hash, that identifies file changes, who 
made the changes, date, comment, …

• Commit SHA example:
“205d2701c44c3e8f7ab0df024bb609ed34cbf442”

DEVNET-2632

Integration
App
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GitHub Integration App Enhancement
GitHub Commit Details to Cisco Catalyst Center

Integration
App

• Commit message, 
date and author

• Diff - what’s changed
• File content = CLI 

template

DEVNET-2632 32
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GitHub Integration App Enrichment
Template Updates and Commits

• Identify if existing Cisco 
Catalyst Center template 
matches the content from 
GitHub

• We need to version the new, 
or updated, templates

• No versioning if no changes
• Templates ready for 

deployment

DEVNET-2632 33
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Verify if Template Changed

• Compose the new 
template

• Check if new template 
matches existing Cisco 
Catalyst Center template

• Log activities during the 
Integration App execution 

• Create report

DEVNET-2632

Integration
App
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GitHub Integration App Summary

Integration
App

• Verify if repo exists and not empty
• Retrieve the content of each file
• Read the commit details: comments, 

author, date, diff
• Create, or update, project
• Build a new Cisco Catalyst Center 

template including the GitHub commit 
details

• Create CLI template, or update, if 
changes

• Commit the template
• Create report

DEVNET-2632

Network Engineer

36
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Running the Integration App

• Manually, on-demand

• Scheduled – every hour, daily, …
• GitHub Actions triggered when 

repo changes

• API calls to run sync

• CI/CD pipelines

DEVNET-2632

Integration
App

37
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• Developer Resources
• Lessons Learned
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Catalyst Center Network State Sync to GitHub

Network state saved in GitHub

• Data retention and state at specific 
timestamps

• Diffs provide high value to identify 
changes, including those not approved

• Critical support for restoring network 
config after catastrophic events

• Support network compliance checks 
• Multi Catalyst Center clusters, network 

wide inventory and config, multi-Network 
Controllers support 

Will support Cisco Catalyst Center 
Infrastructure-as-Code solutions

+
Version Control

Platforms

DEVNET-2632 43
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App Workflow
Resources:

• Cisco Catalyst Center
• Python SDK
• GitHub APIs

Notes: 
• Network State Sync app developed  

by developer + network engineer

DEVNET-2632

Network State Sync App:

• Retrieve the device inventory
• Collect the site hierarchies
• Fetch the network settings
• Push all files to GitHub

Catalyst Center
       Inventory, Sites, 
       Network Settings

REST 
APIs

REST 
APIs

Private
Repo

Network 
State
Sync
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Device Inventory - Catalyst Center REST APIs

DEVNET-2632 45
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Device Inventory App Code

DEVNET-2632

Get all devices 
managed by

Catalyst Center

Loop to get additional 
details and prepare 

device inventory

Parse device details

Find the device location

Retrieve the SDA role

46
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Device and AP Inventory

DEVNET-2632

“ap_inventory.json”

“device_inventory.json”

Notes: 
• There are more details available for devices 

– reachability, compliance, issues, …
• Inventory files may be saved as JSON, 

YAML, CSV, …
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GitHub Inventory File Diff

DEVNET-2632

Device Inventory change after 
adding device to SDA Fabric

Notes: 
• ”-” - removed lines
• “+” – added lines
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GitHub Inventory File Diff

DEVNET-2632

Device Inventory change after 
deleting devices from inventory

Notes: 
• ”-” - removed lines
• “+” – added lines
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Site Hierarchy - REST API

DEVNET-2632 50



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Site Hierarchy App Code

DEVNET-2632

Get all sites’ hierarchy
Select only site name 
hierarchy and unique 

identifier

Save info to file
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How Git Diff Identifies Changes

DEVNET-2632

• 28 additions/deletions
• Diff identifies changes based on the lines order
• Solution – sort files using the most logical param

Identical, site not changed

52
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Sorting Network State Data

DEVNET-2632

• Using the API sort order parameter
• Using Python sorted function after 

parsing the data
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Before and After Sorting Site Hierarchy

DEVNET-2632

Ordered, tree structure 
for site hierarchy
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Network Settings - Catalyst Center REST APIs

DEVNET-2632

The Get Network v2 API returns these 
parameters:
Banner, Syslog and NetFlow settings
AAA config, DHCP, DNS and NTP 
servers, time zone, and more

Notes: 
• The API requires the site unique identifiers, already 

available from the site_hierarchy.json file
• The input file is already sorted based on the site hierarchy 

name, the network settings file will maintain the order
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Network Settings File Diff

DEVNET-2632

Network settings updated after 
site deleted

Time zone changes
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Commit Network State Files to GitHub

DEVNET-2632

Identify if existing file in 
repo

True: update existing file
False: commit new file

Logging, create report 
and save to folder

59
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• GitHub Sync Integration
• Network State Sync

• Security

• Developer Resources
• Lessons Learned
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Role Based Access to Configurations and Apps

• Use Enterprise Git 
servers

• Private repos
• Restrict user access to 

read only, disable write 
access
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Manage Platform Credentials
• .env file

• Environment variables

• HashiCorp Vault

• Jenkins credentials

• Be careful not to commit 
any files with sensitive 
information

• If you did, this may help: 
Removing sensitive data 
from a repository

DEVNET-2632 64
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GitHub Security

Enable the GitHub security 
tooling to identify coding and 
dependencies vulnerabilities
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GitHub Security – Code Scanning

DEVNET-2632 66



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

GitHub Security – Dependencies Alerts

Note:  
3 years old repo, not maintained
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Catalyst Center Version Control Integration
https://github.com/zapodeanu/catalyst_center_version_control

69DEVNET-2632
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https://dnacentersdk.readthedocs.io

Python SDK
Cisco DNA Center Version Support 1.2.10 to 2.3.5.3

https://github.com/cisco-en-programmability/dnacentersdk

• Includes all Cisco Catalyst Center REST APIs
• Support for Cisco Catalyst Center version 

2.3.5.3, (2.3.7.3 pending release)
• First SDK version August 2019
• Downloads last month 6,200+
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Cisco EN Programmability GitHub Org

https://github.com/cisco-en-programmability

• DevOps Catalyst Center use cases
• Python SDK
• Ansible modules
• Go SDK and Terraform provider
• Splunk Integration Apps
• SDA-as-Code
• Report Operations
• Day N use cases – Python SDK, Ansible, 

Terraform
• Jenkins open-source Integration and 

pipelines
• GitHub/GitLab open-source Integrations
• Compliance Use Case
• Custom Integration App
• Webhook Receiver
• Other sample code

DEVNET-2632 79
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• Platforms

• GitHub Integration
• GitLab Integration
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• Developer Resources
• Lessons Learned
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Version Control Tools Integrations

• Support of Infrastructure-as-Code 
initiatives

• Simplified at-scale network 
management

• Consistent intent configurations, 
profiles and policies

• Use of approved intents and 
workflow automations

• Support for multi-Cisco Catalyst 
Center clusters and platforms

• Visibility, security and reporting

DEVNET-2632 81
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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