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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.

cisco Lz/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2632

DEVNET-2632

8199

< Catalyst 9000 Series Switching Family ...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

* Kenny Lei

Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks

Networking (220)
Session Type

Breakout (453)
SHOW 2 MORE ¥

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



- Platforms

- GitHub Sync Integration
- Network State Sync

- Security

- Developer Resources

- Lessons Learned
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Platforms

- Catalyst Center
. GitHub
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Cisco Catalyst Center Platform

Healthcare Education Hospitality Workplaces Retail Manufacturing
& e @ 0O @
o /
Network Insights Infrastructure-as-Code ' Integrations
splunk> Managed Infrastructure provisioning, workflow ThousandEyes> .Cisco ISE
Services automation and network management FrRciEEs:
\ servicenow PagerDuty
DevOps Tools e, Cisco Spaces
GitHub e € BLUECAT -
= python”  RedHat el = Infoblox =7
e PY Ansible Terraform GitLab v NTOLIOX == Gustom Integrations
“ \ )

Center Platform J

Cisco Catalyst

Cisco Physical and Virtual Infrastructure
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Catalyst Center Platform - Overview

Platform / Overview Q admin v

@ 4|

il DNA Center

Welcome to the Cisco DNA Center Platform. Programmatically access your network through Intent APIs, integrate with your preferred IT
systems to create end-to-end solutions and add support for multi-vendor devices.

Notifications

4 ( \
A =Q Find

Developer Toolkit

Discover APIs to manage your network, configure integration flows
and access network data to analyze, export and visualize complex
reports.

Bundles

Bundles are easy to use feature sets for consuming Intent APls,
integrations, events and notifications. View all the available bundles,
enable relevant bundles and customize the configuration preferences
to consume events as per your application(s) or IT system(s) needs.

BUNDLE UPDATE

The Cisco DNA Center REST API bundle is enabled.

Nov 17 2023, 07:51 pm

View Details Dismiss

~ ____________J/\_____________________________________________/
-7~y

BUNDLE UPDATE
A new version of Cisco DNA Center REST API bundle is auto-updated

Runtime Dashboard

Get insights into APl usage, view events published to IT systems such
as number of API calls, response time(s), events published, bundles
activated etc.

Configurations

View and set global or bundle specific settings to manage your
integration configurations and modify event specific settings.

and made available.

Nov 17 2023, 07:50 pm

View Details Dismiss

BUNDLE UPDATE

Cisco DNA Center Automation events for ITSM (ServiceNow)
successfully configured.

cisco Lzﬁo//
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GitHub APls

https://docs.github.com/en/rest

O GitHub Docs Free, Pro, & Team ~

€ All products

REST API

2022-11-28 (latest)

Quickstart
Overview

Guides

Actions

Activity

Apps

Billing

Branches

Checks

Codes of conduct
Code Scanning

Codespaces

cisco L;V&/

GitHub REST API documentation

Quickstart Overview

Start here Popular beisnew  Comprehensive REST
API catalog, very well
documented

» PyGithub library if
developing in Python
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https://docs.github.com/en/rest

GitHub APls Personal Access Token

(Settings |/ Developer settings )

: : : pitHub Apps New personal access token (classic)
The integration requires the Auth Apps

use Of pe rSOI’]a| access b et Perst?nal access tokens (classic) function like 9rd|nary OAuth access t(_)kens. The_y C§n be used instead of a password
tokens for Git over HTTPS, or can be used to authenticate to the API over Basic Authentication.
ne-grained tokens \

Login in GitHub, — (Note
Settings/Devek)per Settings Cisco DNA Center GitHub Sync
Name your token, select an SRRk
expiration and define access Expifationiy

Conﬂguﬂng SCOpeS 30 days The token will expire on Wed, May 17 2023

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

. repo Full control of private repositories
¥ repo:status Access commit status
NOte'. +~ repo_deployment Access deployment status
O Copy yOUf perSOI’)a/ access token v public_repo Access public repositories
v
4

repo:invite Access repository invitations

You won’t be able to see it again!

security_events Read and write security events

.

[J workflow Update GitHub Action workflows

#CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://github.com/settings/tokens/new

Git Hosted Configurations + Network State

CLI templates and profiles

Network settings _
Services

SDA-as-Code Layer
configurations

Custom events notifications  [dla
and subscriptions

Reports and inventory

Compliance
v Simplified at-scale network
management

Note: . - :
» Configurations may be CLI templates, profiles, v Cop3|stent and efficient service
or YAML/JSON intent configurations delivery across clusters

cisco W- #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Integration Apps

- Rich features, innovation and maximum extensibility

- Supports non-matching API architectures, auth options, data
encoding and data structures

- Ability to build custom integrations with any platforms

- May be needed to proxy the communication between Cisco
Catalyst Center and cloud platforms

APls APIs 3rd Party
b Integration h Platform
é App é

Webhooks Webhooks

cisco W- #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



- GitHub Sync Integration
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GitHub Integration App Workflow - Baseline

Resources:
GitHub » Cisco Catalyst Center
Network engineer : Integration » Python SDK
creates/updates templatesj Integration App: AP « GitHub APIs

» Git pull, or clone, the templates repos
» Creates or updates Cisco Catalyst Center project
APls » Create or update Cisco Catalyst Center CLI

/ templates
REST
APls
Templates

REST

committed to

‘ Projects
Templates
P j Notes:

* Integration App developed by
developer + network engineer
» Network engineer creates templates

cisco L‘V&./ #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Network Engineer - Commit Templates to GitHub

&l csr_logging.txt

O Search or jump to... Pull requests Issues Codespaces

Marketplace Explore
!

H zapodeanu [ dnacenter_github_templates | public

Issues 11 Pullrequests () Actions [ Projects [0 wiki @ Security Insights Settings

.
¥ master ~ ¥ 1branch © 0 tags Go to file Add file ~ <> Code ~

@ zapodeanu updated ntp server go 15 commits
[3 aaa_config.txt

B snmp_ntp.txt

updated templates, new template

[3 csr_logging.txt updated logging and nty
1

[ snmp_ntp.txt

updated ntp server

master ~  dnacenter_github_templates / snmp_ntp.txt

@ :zapodeanu updated ntp ser

A 1 contributor

3 ~ 9 lines (9 sloc) 189 Bytes
& aaa_config.txt

Note:

snmp-server host 10.93.135.30 version 2c RO

. snmp-server host 10.93.130.50 version 2c RW
° Temp/ates Ver,fled’ r.\tp server 171.68.48.78
approved, and validated Don e

ntp source Loopbackl
|

#CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



GitHub APIs - Repos and Files Details

(username) :

This function will return all repos for user

: username: user for which to return the repos Get a“ re pOS fOF User

: repos_list

url = GITHUB_URL + + username +
header = { € g + GITHUB_TOKEN}

response = requests.get(url =header Notes

response_json = response.json() . . . o o
s tist < 01 - GitHub APIs authentication is using
::gw:j;;z:ij:;;[ the personal GitHub access token
repos_list GitHub {'l’Oken ghp_ 7 70dbSFBIYL l}
Integration » The accept/content type

(usernane, repo_nane): App {application/vnd.github+json} is

This function will return the contents of a repository recommended
: username: user for which to return the repos ° Verlfy the API paglnatlon /Imll'S
: repo_name: repository name .
s » Be aware of some APIs returning

only public repos, not private

url = GTTHUR URL + + username + + renn name +
header = { 8 8 + GITHUB_TOKEN}
response = requests.get(url =header = )
response_json = response.json()
files_list = []
file response_json:

files_list.append(file[
files_list
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Cisco Catalyst Center Configuration Templates APlIs

= Cisco DNA Center

APIs Integration Flows

Q_ Search
Discovery

File
Path Trace
Reports
Tag
Task

Policy
Application Policy

Site Management
Configuration Archive
Configuration Templates
Device Onboarding (PnP)
Device Replacement
LAN Automation

Network Settings

Platform / Developer Toolkit

Event Notifications

Configuration Templates

Method Name
Gets all the versions of a given
template
v I f the gi
Creates a clone of the given
template
v
POST Deploy Template V2
Status of template deployment

Deploy Template

Update Template

Description

Get all the versions of template by its id

API to clone template

V2 API to deploy a template.

API to retrieve the status of template

deployment.
APl to d

Note:
APltou e

cisco Lzﬁo//

Qo e

4

Q_ Search API

URL Actions

/template-programmer/temj
Jversion/${templateld}

CRUD operations for
Projects and
Templates

Commit and deploy
templates

/template-programmer/clon|
/name/${name}/project
/${projectld}/template
/${templateld}

/template-programmer/tem
/deploy

/template-programmer/templat€
/deploy/status/${deploymentld}

/template-proarammer/temolate

We will use the Cisco DNA Center Python SDK for all
API calls to Configurations Template operations

#CiscoLiveAPJC

DEVNET-2632
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Cisco Catalyst Center Projects and Templates APlIs

Create or update Cisco
# check if existing Catalyst Center project, if not create a new project .
projects_list = catalyst_center_api.configuration_templates.get_projects( =CATALYST_CENTER_PROJECT) CatalySt Center PrOJeCt
projects_list:
# unable to find the project, create new project

logging.info( + CATALYST_CENTER_PROJECT + (;-
itHub
report += + CATALYST_CENTER_PROJECT +
# create new project |ntegrati0n
= catalyst_center_api.configuration_templates.create_project( =CATALYST_CENTER_PROJECT) /\p[)

time.sleep(10)

# identify if template exists
template_id =
templates_list = project_info[0][
template templates_list:
template_name == template[
template_id = template[

device_types = [...]
template_id

Notes:

* Project names must be unique

» Template names must be unique i
when part of the same project et

* Language options: Jinja or Velocity, ~tenplate_nane

=device_types

in our use case will be "JINJA”
» Parameters (not shown) are
SUppOrted logging.info( + template_name +

task_id = response[ 10 1

logging.info( + task_id)

cisco M. #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



GitHub Integration App Baseline
[

Create or update project
Verify if repo exists

Retrieve the content of each file

Create or update CLI template

Cisco DNA Center Template Editor

¥ master -~ dnacenter_github_templateq / csr_logging.txt

= e csr_logging * X
@ zapodeanu updated logging and ntp servers

Ansible_Project

v

Actions v Edit v Properties

A 1 contributor Cloud DayN Templates __

. . Template \
G'tHUb Compliance Template History

9 lines (9 sloc) 253 Bytes !
ICustom Profiles logging buffered 81920

\ Integration

! logging host 10.93.141.37 trang Q Search
logging buffered 81920 A GitHub_Project logging source-interface Loopb
logging host 10.93.141.37 transport udp port 8514 pp

Author: python

no logging host 10.93.141.1 trajEEl el
logging source-interface Loopback100 aaa_config J !

no logging host 10.93.141.1 transport udp port 8514 sen/!ce t!mestamps debug da.te v @ Version 10
1 csr_logging J service timestamps log datetim Author: python | 07 December 2023, 9:44 AM
) 1

service timestamps debug datetime localtime Jenkins automation committed

> Version 9
Author: python | 07 December 2023, 9:31 AM

) ) . ) snmp_ntp ¥
service timestamps log datetime localtime

> GitLab_Project

> Jenkins

> @ Version 8
Author: python | 02 December 2023, 3:50 AM

cisco M. #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



GitHub Integration App Enhancement

GitHub Commit Details to Cisco Catalyst Center

- Provide visibility in Cisco
Catalyst Center for:

- Network engineer will be
able to map all changes
to the source

cisco Wp//

-0 Commits on Mar 29, 2023

updated ntp server

@ zapodeanu committed 3 weeks ago
updated logging and ntp servers
@ zapodeanu committed 3 weeks ago

Commits on Mar 24, 2023

updated templates, new template

@ zapodeanu committed 3 weeks ago

updated templates

@ zapodeanu committed 3 weeks ago

Commits on Dec 1, 2022

corrected CLI error
@ zapodeanu committed on Dec 1, 2022

Commits on Nov 23, 2022

added ntp server .68
@ zapodeanu committed on Nov 23, 2022

initial commit
@ zapodeanu committed on Nov 23, 2022

End of commit history for this file

#CiscoLiveAPJC DEVNET-2632

History for dnacenter_github_templates / snmp_ntp.txt

a21885a

04266ee

50724c2

205d270

5b8aafa

66b854e

305bc71

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How to Include Comments in Jinja Templates

& Management_Interface X ~
Actions v Properties Version 5 ° \Jlnja templates a”OW to add
— comments not included in the
emplate
output:
Utl'his template has been pulled from GitHub.
4 Template commited by Gabi
5 Uploaded to Cisco DNA Center by Ansible . .
A ) - Comments add useful information
o [inertace Loopbaci1000 for other template designers or
11 | deseription management. nterface network engineers

cisco W./ #CiscoLiveAPJC DEVNET-2632
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GitHub Commits Details APIs

(username, repo_name) :

This function will return the repo's commits SHA Step ’I
: username: repo owner .
¢ repo_nane: repository nane Get the repo commits SHA
: SHA list
url = GITHUB_URL + + username + + repo_name +
header = { : H + GITHUB_TOKEN}
response = requests.get(url =header
response_json = response.json()
sha_list = []
commit response_json:
e s A D GitHub (username, repo_name, sha):

sha_list
Integration This function will return commits details: author, message, date, file

A : username: repo owner
PP : repo_name: repository name
: sha: commit SHA
: commits details

Notes_' url = GITHUB_URL + + username + + repo_name + + sha
- - o 5 header = { : 3 + GITHUB_TOKEN}
O Glt aSSIQnS eaCh Commlt a Un’que /D, Ca//ed a response = requests.get(url =header
SHA or hash, that identifies file changes, who e it 1L
made the changes, date, comment, ... ST D = FEEmER. Sl It

commit_message = response_json[

O COmmlt SHA eXample commit_file = response_json[ 1061
“20502701c44c3€8f7ab0df024bb609ed34cbi442” S = L S L

commit_diff = response_json[ 1[ell

commit_info = { : commit_file : commit_date : commit_message : commit_url

: commit_author : commit_diff}
commit.

cisco M- #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



GitHub Integration App Enhancement

GitHub Commit Details to Cisco Catalyst Center

[ zapodeanu / dnacenter_github_templates ' public

snmp_ntp* X File content = CLI
template

@®Unwatch 1 ~ % Fork O Yy Star 0

Actions v Edi plate System Variables
<> Code (© Issues 171 Pullrequests () Actions [ Projects [OJ Wiki @ Security [~ Insights &3 Settings

Template

updated ntp server Browse files

{#
b master This template has been pulled from GitHub.
@ zapodeanu committed 3 weeks ago 1 parent 04266ee commit a21885a Uploaded to Cisco DNA Center by GitHub_Sync App
Author: gzapodea@cisco.com
Date: 2023-03-30T05:36:35Z
Commit message: updated ntp server
GotH b Commit URL: https://github.com/zapodeanu/dnacenter_github_templates/commit/a21
snmp_ntp. txt (L) N | u Commit Diff: @@ -3,7 +3,7 @@ snmp-server host 10.93.135.30 version 2c RO
@@ -3,7 +3,7 @@ snmp-server host 10.93.135.30 version 2c RO snmp-server host 10.93.130.50 version 2¢ RW
1

snmp-server host 10.93.130.50 version 2c RW snmp-server host 10.93.130.50 version 2c RW Integ ratlon
; :

pin.senver 171 68 48 78

Showing 1 changed file with 1 addition and 1 deletion. Split  Unified

ntp server 171.68.48.78
pip.senver 171 6843 78 App -ntp server 171.68.38.68
ntp server 171.68.38.68 ntp server 171.68.38.53 +ntp server 171.68.38.53
TO-TICp Server 171.00-46-060 no ntp server 171.68.48.80
ntp source Loopbackl ntp source Loopbackl

ntp source Loopback1
! ! |

MO~ SeTVETTTI 08 0E o0

\ No newline at end of file

snmp-server host 10.93.135.30 version 2c RO
?nmp—server host 10.93.130.50 version 2c RW snmp-server host 10.93.135.30 version 2¢ RO
i snmp-server host 10.93.130.50 version 2c RW
ntp server 171.68.48.78 1

ntp server 171.68.38.53
no ntp server 171.68.48.80

ntp server 171.68.48.78
ntp server 171.68.38.53
ntp source Loopbackl no ntp server 171.68.48.80
ntp source Loopback1

1

#CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



GitHub Integration App Enrichment

Template Updates and Commits

snmp_ntp X Snmp_ntp
Actions v Edit v Properties
) Find
=
Template
{# A Local Edit

This template has been pulled from GitHul

Uploaded to Cisco DNA Center by GitHub |

Author: gzapodea@cisco.com A Version 7 View
Date: 2023-03-30T05:36:35Z

Commit message: updated ntp server
Commit URL: https://github.com/zapodeal
Commit Diff: @@ -3,7 +3,7 @@ snmp-ser
snmp-server host 10.93.130.50 version 2
!

.
rver 171.68.48.78 A Version 5 View
- We need to version the ne
V I W, -ntp server 171.68.38.68
+ntp server 171.68.38.53

or updated, templates S 77635 A s

N A WN =

A Version 6 View

\ No newline at end of file
#}

- No versioning if no changes |

A Version 3 View

A Version 2 View

snmp-server host 10.93.135.30 version 2¢
snmp-server host 10.93.130.50 version 2¢
1

b Te m p | ateS rea dy fo r ‘ntp server 171.68.48.78 A Version 1 View

ntp server 171.68.38.53
no ntp server 171.68.48.80

deployment

cisco W. #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



GitHub

Integration
App

- Compose the new
template

- Check if new template
matches existing Cisco
Catalyst Center template

- Log activities during the
Integration App execution

- Create report

cisco W- #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



GitHub Integration App Summary

Commit to master

& — @smm
S5 FfEL BRI Y2 > =
v [¥) Changes

@ @ snmp_r
> ] Unversioned Files

Side-by-side viewer v

8 22188522226fbf8634676c52340665a21e86bel

Donotignore ¥  Highlightwords v = I} & ?

GitHub
Integration
App

@ Your version
|

J zapodeanu / dnacenter_github tamnlatis

GitHub

Code ()

Issues 17 Pull req

Amend

updated ntp souf

updated ntp source

¥ master

@ zapodeanu committed 1 minute ac

Commit || C{

Showing 1 changed file with 2 addition:

snmp_ntp.txt ‘:

@@ -5,5 +5,6 @@ snmp-serve
ntp server 171.68.48.78
ntp server 171.68.38.53
no ntp server 171.68.48.80

8 - ntp source Loopbackl

cisco W‘/

Verify if repo exists and not empty
Retrieve the content of each file
Read the commit details: comments,
author, date, diff

Create, or update, project

Build a new Cisco Catalyst Center
template including the GitHub commit
details

Create CLI template, or update, if
changes

Commit the template

Create report

#CiscoLiveAPJC

DEVNET-26

snmp_ntp X

Actions v

Edit v Properties Template System Variables

Template

ONOU R WN =

#

This template has been pulled from GitHub.
Uploaded to Cisco DNA Center by GitHub_Sync App
Author: gzapodea@cisco.com

Date: 2023-04-19T22:28:26Z

Commit message: updated ntp source

Commit URL: https://github.com/zapodeanu/dnacenter_github_templates/commit/82ed7d6|
Commit Diff: @@ -5,5 +5,6 @@ snmp-server host 10.93.130.50 version 2c RW
ntp server 171.68.48.78

ntp server 171.68.38.53

no ntp server 171.68.48.80

-ntp source Loopback1

+no ntp source Loopback1

+ntp source Loopback0

1

\ No newline at end of file

#}

!

!

snmp-server host 10.93.135.30 version 2c RO
snmp-server host 10.93.130.50 version 2¢c RW

1

ntp server 171.68.48.78

ntp server 171.68.38.53

no ntp server 171.68.48.80

no ntp source Loopback1

ntp source LoopbackO
1

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Running the Integration App

GitHub

Integration
App

- Manually, on-demand

- Scheduled - every hour, daily, ...

- GitHub Actions triggered when
repo changes

- API calls to run sync

- Cl/CD pipelines

cisco M- #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



GitHub Sync
Integration App
Demo
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& Camtasia2023 File Edit Modify Text View Export Window Help E @ P» 0] B @onos373z (& X B r® ©® © Q [ R+ ThuDec7 9:42AM

2 b 8yne [Jenkins] % | (07 Home - Cisco DNA Center

O &G = 10.93.141.45,

= M- DNA Center

(S)
&) \Welcome, admin -
| =
N
o Assurance Summary
1
E Health Critical Issues Trends and Insights
Healthy as of Dec 7, 2023 9:39 AM Last 24 Hours Last 30 Days
Ve ’I O O % % 1 O O% O O O O
& Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
E View Details View Details View Details
(=]
Network Snapshot
*? Sites Network Devices Application QoS Policies
As of Dec 7, 2023 9:39 AM As of Dec 7, 2023 9:39 AM As of Dec 7, 2023 9:42 AM
3 Unclaimed: 1 Successful Deploys: 0

Stale Policies: 0

= DNS Servers : 1
= Unprovisioned: 1 Errored Deploys: 0
fjﬁ NTP Servers : 1 U ks
nreachable:



Network State Sync
- Device Inventory

- Site Hierarchy

- Network Settings

DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Catalyst Center Network State Sync to GitHub

cisco Lzﬁo//

Version Control
Platforms

GitHub

#CiscoLiveAPJC

DEVNET-2632

Network state saved in GitHub

Data retention and state at specific
timestamps

Diffs provide high value to identify
changes, including those not approved
Critical support for restoring network
config after catastrophic events

Support network compliance checks
Multi Catalyst Center clusters, network
wide inventory and config, multi-Network
Controllers support

Will support Cisco Catalyst Center
Infrastructure-as-Code solutions

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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App Workflow

Resources:
» Cisco Catalyst Center
» Python SDK

Network State Sync App: GitHub + GitHub APIs
Retrieve the device inventory
REST Collect the site hierarchies
APls Fetch the network settings

Push all files to GitHub

REST
APIs

Private
Repo Notes:

» Network State Sync app developed
by developer + network engineer

Catalyst Center
0 Inventory, Sites,
Network Settings

cisco L‘V& ./ #CiscoLiveAPJC DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Device Inventory - Catalyst Center REST APIs

Try 'Get Device list'

Method:

PARAMETERS

QUERY PARAMETERS
(O select All

hostname ©

NYC-ACCESS

https://10.93.141.45/dna/intent/api/v1/network-device

"response": [

{

o managementipAddress (D
. macAddress

O locationName (D

@)

serialNumber (D

cisco Lﬁ/@/

Method:

PARAMETERS

Status

"memorySize": "NA"
"lastUpdateTime"
"macAddress": "3
"softwareType
"softwareVersion
"deviceSupportLeve]
"serialNumber ]
"collectionInterval
"dnsResolvedManager|
"inventoryStatusDef
"managementState":
"pendingSyncRequesf
"reasonsForDeviceR¢

Try 'Get Device Detail'

Method:

PARAMETERS

QUERY PARAMETERS

@]

Public URL :https://10.93.141.45/dna/intent/api/v1/device-detail

"ip_addr_managementIpAddr"
"stackType": "NA",
"nwDeviceType": "Cisco Catalyst 9300 Switch",

Status Code: 200

"10.93.141.26",

timestamp (D

"haStatus": "Non-redundant",

"serialNumber": "FJC2325T@SL",

"nwDeviceName": "NYC-ACCESS",

"deviceGroupHierarchyI /b5e8f515-c26¢-409b-8b6c-820aeedfb8b@/c2e72448-0a
"cpu": "4.75"

identifier* ©

nwDeviceName

"platformId":

"productVendor isco",

"nwDeviceId": 0937bce-b8d8-42c2-b3a0-08cda93faele"”,
"siteHierarchyGraphId": "/15ab86el-706e-41df-8400-eela974bc1f3/8602a02a-9a33

searchBy
NYC-ACCESS

: "Switches and Hubs",
:8B:B2:B5:32:00",
"deviceSeries Cisco Catalyst 9300 Series Switches",
"collectionStatus": "SUCCESS",
"lastBootTime": 1698271835051,
"location": "Global/NY/NYC/Floor-8",

QUERY PARAMETERS

deviceManagementlpAddress* (.

10.93.141.28

Try 'Get device role in SDA Fabric'

Public URL :https://10.93.141.45/dna/intent/api/v1/business/sda/device/role

"maintenanceMode": false,
66.666666666667 ,
17.9.4a",

Status Code: 200

"Device role successfully retrieved from sda fabric.",

"Border Node"

1,
"executionId": "6a3@ac3a-567d-4213-a32a-ead185ef6041"
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Device Inventory App Code

# collect device inventory
# get the device count
response = catalyst_center_api.devices.get_device_count()
device_count = responsel 1
Tlogging.info( + str(device_count)) G H
et all devices
# get the device info list managed by

offset = CatalySt Center

limit =
device_list = []
offset <= device_count:

logging.info(

device device_list:

# select which inventory to add the device to LOOp tO get add'tlonal
device. family I= ; details and prepare

device_id = device[ 1 . o
device_management_ip_address = device[ deVICe Inventory
device_details = { : devicel 1}
device_details.update({ : device[
device_details.update({ : device[ 1H) . -
device_details.update({ : device[ Parse deVICe detalls
device_details.update({ : device[

device_details.update({ : device[ 1

# get the device site hierarchy
response = catalyst_center_api.devices.get_device_detail( =device_id) . . .
site = responsel[ 10 ] Flnd the deVICG |OCatI0n

device_details.update({ : site})

# get the device fabric role

device_sda_roles = [] Retrieve the SDA I’O|e

response = catalyst_center_api.sda.get_device_role_in_sda_fabric( =device_management_ip_address)
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Device and AP Inventory

“device_inventory.json”

“ap_inventory.json”

Notes:

» There are more details available for devices
- reachability, compliance, issues, ...
Inventory files may be saved as JSON,
YAML, CSV, ...
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GitHub Inventory File Diff

Device Inventory change after
O zapodeanu / catalyst_center_network_state & addlng deV|Ce tO SDA Faan 3. @

<> Code (©) Issues I Pullrequests () Actions [ Projects [0 Wiki () Security |~ Insights 83 Settings

Commit

committed by Jenkins - Network State Sync Browse files

¥ main

@ zapodeanu committed 2 weeks ago 1 parent 5cd773a commit af@42b8
Showing 1 changed file with 3 additions and 1 deletion. Whitespace | Ignore whitespace Split | Unified

- 4 device_inventory.json @

@@ -31,7 +31,9 @@
"device_family": "Cisco Catalyst 9300 Switch", "device_family": "Cisco Catalyst 9300 Switch",
"role": "ACCESS", "role": "ACCESS",
"site": "Global/OR/LO/Floor-3", "site": "Global/OR/LO/Floor-3",
“sda_roles": [] “sda_roles": [
"Control Plane"

"hostname": "LO-EDGE", "hostname": "LO-EDGE",

' Notes:

e ”-” - removed lines
e “+” - added lines
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GitHub Inventory File Diff

20 device_inventory.json [

@@ -47,26 +47,6 @@

"Edge Node"

"hostname": "NYC-ACCESS",
"device_ip": "10.93.141.26",

"device_id": "20937bce-b8d8-42c2-b3a0-08cda93faele",
"17.9.4a",

"device_family":
"role":

"version":
"Cisco Catalyst 9300 Switch",
"DISTRIBUTION",

"Global/NY/NYC/Floor-8",
"sda_roles": []

"site":

"hostname": "NYC-RO",

"device_ip": "10.93.141.25",
"device_id": "3c4aead2-2ele-4f45-8fcd-530cb971934f",

"version": "17.3.7",

"device_family": "Cisco Cloud Services Router 1000V",
"role": "BORDER ROUTER",

"Global/NY/NYC/Floor-8",
“sda_roles": []

"site":

"hostname": "PDX-CORE1",

"device_ip": "10.93.141.18",

Notes:

»
L]

-” - removed lines
“+” — added lines

cisco L;V&/

#CiscoLiveAPJC

Device Inventory change after
deleting devices from inventory

"Edge Node"

"hostname":

"device_ip":

DEVNET-2632

"PDX-CORE1",
"10.93.141.18",

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

49



Site Hierarchy - REST API

Get Site V2 X

GET https://10.93.141.45/dna/intent/api/v2/site

API to get site(s) by site-name-hierarchy or siteld or type. List all sites if these parameters are not given as an input.

Cisco DevNet API Guide

Parameters Responses Code Preview

Request Query Parameters

' : '
Try 'Get Site V2 X
Name Description
Method: Public URL :https://10.93.141.45/dna/intent/api/v2/site
groupNameHierarchy Site name hierarchy (E.g. Global/USA/CA)
J——— Hesders  StatusCode: 20
i ite |
d Site Id (O Select All
{
. L "response”: [
type Site type (Acceptable values: area, building, floor) (@] groupNameHierarchy 1
"parentId": "3e110c92-db46-4977-86f9-ad2d55584d25",
"groupTypelist": [
. . . . "SITE"
offset Offset/starting index for pagination 0 4 1,
! groupHierarchy": "15ab86el-706e-41df-8400-eela974bc1f3/dd031bf6-603b-4ec0-a112-0fb4ad073522/3e110c92-db46-4977-86f9-ad2d55584d25/f
"additionalInfo": [
- . ) {
limit Number of sites to be listed. Default and max suppo ) . P TP,
type i “attributes
"addres: 155 East Nichols Avenue, Centennial, Colorado 80112, United States”,
fiset "addressInheritedFrom "3e110c92-db46-4977-86f9-ad2d55584d25" ,
offsef “type": "floor"
o }
L 3
limit groupNameHierarchy": "Global/CO/ENGL/Floor-5",
(@] 500 ame": "Floor-5"
ceTenantId 5f7f7b4e22689d00c4c92:
f2a5bd0d-4ec9-44ed-bf6a-a43b12378Ff1"
Reset "parentId": "245892a8-21e9-4d30-9e36-67c44a120d3b",
"groupTypelist": [
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Site Hierarchy App Code

# collect site hierarchy

# get number of sites

response = catalyst_center_api.sites.get_site_count()
sites_number = response[ 1

logging.info( (sites_number))

# get the Global site id

response = catalyst_center_api.sites.get_site(
global_site_id = responsel 1001 ]
logging.info( + global_site_id)

# get all the sites

response = catalyst_center_api.sites.get_site() Get a” S|tes’ h|erarchy
site_hierarchy = response[ ] .
Select only site name
sitelist = [1 hierarchy and unique
site site_hierarchy: |dent|f|er

site_details = {

site_list.append(site_details)
# sort the list of sites details
site_list_sorted = (site_list

# save site_hierarchy to json formatted file

(NETWORK_STATE_PATH + 3 S - f fl
f.write(json.dumps(site_list_sorted ave INnTo to e

logging.info(
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How Git Diff ldentifies Changes

committed by Jenkins - Network State Sync
¥ main

@ zapodeanu committed 5 minutes ago

Showing 1 changed file with 28 additions and 28 deletions.

.

=3 56 site_hierarchy.json L@

@e -3,6 +3,14 @@
"site_name_hierarchy": "Global",
"site_id": "15ab86el-706e-41df-8400-eela974bc1f3"

"site_name_hierarchy": "Global/C0",
"site_id": "dd@31bf6-603b-4ec0-all2-0fb4ad073522"

-11,41 +19,21 @@

"site_name_hierarchy": "Global/CO/ENGL",
"site_id": "3e110c92-db46-4977-86f9-ad2d55584d25"

"site_name_hierarchy": "Global/CO/ENGL/Floor-5",
"site_id": "f2a5bd@d-4ec9-44ed-bf6a-a43b12378ff1"

» Diff identifies changes based on the lines order
» Solution - sort files using the most logical param

#CiscoLiveAPJC

t 97d6199 ommit 207947

Ignore whi Split | Unified

"site_name_hierarchy": "Global",
"site_id": "15ab86e1-706e-41df-8400-eela974bclf3"

"site_name_hierarchy":

"Global/CO/ENGL/Floor-5",

"site_id": "f2a5bd@d-4ec9-44ed-bf6a-a43b12378ff1"

e_name_hierarchy":

"“Global/OR/LO",

te_id": "e7c23ba2-e665-4b9e-aefc-090b28cc8bc6"

"sité@mame_hierarchy":

"site \

"site_nant

"site_id":

DEVNET-2632

"Global/co",

"dd@31bf6-603b-4ec0-all2-0fb4ad@73522"

hierarchy":

"Global/CO/ENGL",

3e110c92-db46-4977-86f9-ad2d55584d25"

Identical, site not changed
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Sorting Network State Data

Get project(s) details X

GET https://10.93.141.45/dna/intent/api/v2/template-programmer/project # get all the sites

response = catalyst_center_api.sites.get_site()

Get project(s) details

site_hierarchy = response[ ]

Cisco DevNet API Guide
site_list = []

site site_hierarchy:

Parameters Responses Code Preview site_details = {

site_list.append(site_details)

Request Query Parameters
# sort the list of sites details

site_list_sorted = (site_list
Name Description DataType
id Id of project to be searched string No
name Name of project to be searched string No
offset Index of first result integer No
limit Limits number of results integer No
( sortOrder Sort Order Ascending (asc) or Descending (dsc) string No ASC )
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Before and After Sorting Site Hierarchy

"site_name_hierarchy": "Global", "'site_name_hierarchy": "Global",
"site_id": "15ab86e1-706e-41df-8400-eela974bc1f3" "site_id": "15ab86e1-706e-41df-8400-eela974bc1f3"

"site_name_hierarchy": "Global/CO/ENGL/Floor-5", "'site_name_hierarchy": "Global/C0",
"site_id": "f2a5bd@d-4ec9-44ed-bf6a-a43b12378ff1" "site_id": "dd@31bf6-603b-4ec@-all2-0fb4ad@73522"

"site_name_hierarchy": "Global/OR/L0O", "site_name_hierarchy": "Global/CO/ENGL",
"site_id": "e7c23ba2-e665-4b9e-aefc-090b28cc8bc6" "site_id": "3e110c92-db46-4977-86f9-ad2d55584d25"

"site_name_hierarchy": "Global/C0", "site_name_hierarchy": "Global/CO/ENGL/Floor-5",
"site_id": "dd@31bf6-603b-4ec0-all2-0fb4ad@73522" "site_id": "f2a5bd0d-4ec9-44ed-bf6a-a43b12378ff1"

"site_name_hierarchy": "Global/CO/ENGL", "site_name_hierarchy": "Global/France",
"site_id": "3e110c92-db46-4977-86f9-ad2d55584d25" "site_id": "4088ff4c-348c-40be-bcd2-d80283d3d6ed"

"site_name_hierarchy": "Global/France", "'site_name_hierarchy": "Global/France/Parc des Princes",
: "4088ff4c-348c-40be-bcd2-d80283d3d6ed" "site_id": "@d34c6f6-3b49-4adc-9269-832f5d23517a"

"site_name_hierarchy": "Global/France/ParisOlympics", "site_name_hierarchy": "Global/France/ParisOlympics",
"site_id": "2465f196-8656-4e58-8078-4c76173b657 " “site_id": "2465f196-8656-4e58-8078-4c76173b657"

"site_name_hierarchy": "Global/NY/NYC/Floor-8", archy": "Global/France/ParisOlympics/Floor-o",
"site_id": "d81d4346-0cf4-4099-bcbb-3ce514c0180f" Ordered, tree structure 72d3d-f84c-494c-8ff2-596252f4fc6e"

for site hierarchy
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Network Settings - Catalyst Center REST APlIs

Get Network V2

GET https://10.93.141.45/dna/intent/api/v2/network

API to get SNMP, NTP, Network AAA, Client and Endpoint AAA, and/or DNS center server settings|

Cisco DevNet API Guide

Parameters Responses Code Preview

Request Query Parameters

Try 'Get Network V2' X

Method:

PARAMETERS

Public URL :https://10.93.141.45/dna/intent/api/v2/network

Status Code: 200

QUERY PARAMETERS

siteld* {

"response”: [
8d8-b8aa-66f1f9deesf3
- "instanceType": "banner”,

"instanceluid": "30352a4a-3d2e-48c5-9136-609e7d75f3d9",
lobal",
"banner.setting”,
evice.banner”,

% [

"bannerMessage": "This device is managed by Catalyst Center 10.93.141.
"retainExistingBanner": false

"groupUuid": "03fblc9l
"inheritedGroupUuid":
"inheritedGroupName":

f9-48d8-b8aa-66f1f9deedf3"”,

"instanceTyp )
"instancelui d1baBe9-70ee-4b8b-8412-a2ad6aedcdab” ,
"namespa al”,

o ezone.setting",

zone.site",

available from the site_hierarchy.json file

* The input file is already sorted based on the site hierarchy
name, the network settings file will maintain the order

cisco W_/

Name Description DataType
. Site Id to get the network settings associated with .
siteld ) string Yes
the site.
Notes:

» The API requires the site unique identifiers, already

#CiscoLiveAPJC

The Get Network v2 API returns these

parameters:

Banner, Syslog and NetFlow settings
AAA config, DHCP, DNS and NTP
servers, time zone, and more

DEVNET-2632 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Network Settings File Diff

6369
6370
6371
6372
6373
6374
6375

6376
6377
6378
6379
6380
6381
6382

6383
6384
6385
6386

6387
6388
638°¢

374 network_settings.json ((J

@@ -6366,379 +6366,5 @@

"inheritedGroupName": "Global"

"site_name_hierarchy": "Global/France/Pal
"network_settings": [
{
"instanceType": "banner",
"instanceUuid": "30352ada-
3d2e-48c5-9136-609e7d75f3d9",
"namespace": "global",
"type": "banner.setting",
"key": "device.banner",
"version": 37,
"value": [
{
"bannerMessage": "This d¢
by Catalyst Center 10.93.141.45",

"retainExistingBanner":

1,
"groupUuid": "@d34c6f6-3b49-4adc
9269-832f5d23517a",
"inheritedGroupUuid": "-1",
- "inheritedGroupName": "Global"

Network settings updated after
site deleted

"inheritedGroupName": "Global"

"instanceType": "timezone",
"instanceUuid": "4dlba8e9-7@ee-4b8b-8412-a2ad6ae9cdab",
"namespace": "global",
"type": "timezone.setting",
"key": "timezone.site"
"version": 7,
"value": [
"PST8PDT"
1,
"groupUuid": "f2a5bd@d-4ec9-44ed-bf6a-a43b12378ff1",
"inheritedGroupUuid": "=1"
"inheritedGroupName" :

"instanceType": "syslog",

@@ -2641,17 +2641,17 @@

h

"instanceType"
"instanceUuid": "4d1lba8e9-7@ee-4b8b-8412-a2ad6ae9c4ab"
"namespace": "global",

“timezone",

"type": "timezone.setting",
"key": "timezone.site"
"version": 7,
"value": [
"PST8PDT"
1,
"groupUuid": "8602a0@2a-9a33-405c-acda-2513c83842a7"
"inheritedGroupUuid" 1
"inheritedGroupName": "Global"

#CiscoLiveAPJC DEVNET-2632

Time zone changes

"instanceType": "timezone"
"instanceUuid": "6f4c@567-2ef2-4ae0-83fa-23b0551b148d",
"namespace”: "global",
"type": "timezone.setting",
"key": "timezone.site"
"version": 1,
"value": [
"America/Denver"
1,
"groupUuid": "f2a5bd@d-4ec9-44ed-bf6a-a43b12378ff1",
"inheritedGroupUuid": "dd@31bf6-603b-4ec@-all2-0fb4ad0@73522",
"inheritedGroupName

"instanceType": "syslog",

"instanceType": "timezone"
"instanceUuid": "@355b935-34fa-4eb7-b9f1-e9928514041b",
"namespace": "global",
"type": "timezone.setting",
"key": "timezone.site"
“version": 1,
"value": [
"America/New_York"
1,
"groupUuid": "8602a0@2a-9a33-405c-acda-2513c83842a7"
"inheritedGroupUuid
"inheritedGroupName":
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Commit Network State Files to GitHub

# Git push network state files
|dentify if existing file in
repo

filename files_list:

= github_apis.get_repo_file_content( =GITHUB_USERNAME =GITHUB_REPO =filename)
update

update # file does not exist

(filename) f:
file_content = f.read()

# create or push the file
github_apis.github_push( =GITHUB_REPO =filename

= ~File_content True: update existing file
)] False: commit new file

report.append( + filename + + str(update))

logging.info(
item report:

logging.info(item)
# save report to JSON formatted file LOggII"Ig, Cl’eate repOI’t
( ) as f: and save to folder

f.write(json.dumps(report

logging.info(

date_time = str(datetime.now().replace(
logging.info( + date_time)
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Network State
Sync to GitHub
Demo
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®# Camtasia2023 File Edit Modify Text View Export Window Help

& boakd fJenkins X @ Home - Cisco DNA Center

O & & hitps//10.93.141.45,

el DNA Center

Welcome, admin

Assurance Summary

Health (O

Healthy as of Dec 7, 2023 10:01 AM

1 OO% T %

Network Devices

100.

Wireless Clients Wired Clients

View Details

Network Snapshot

Sites

As of Dec 7, 2023 10:01 AM

DNS Servers : 1
NTP Servers : 1

Critical Issues

Last 24 Hours

0

P1

Network Devices

As of Dec 7, 2023 10:01 AM

li2

C @ P J B @oiososs & X 3 ®a 7

0

P2

View Details

Unclaimed: 1
Unprovisioned: 1

Unreachable: 0

Trends and Insights

0

AP Performance
Advisories

Last 30 Days

Application QoS Policies

As of Dec 7, 2023 10:10 AM

0

® © Q [ R+ ThuDec7 10:11AM

[_] Explore

0

Trend Deviations

View Details

Successful Deploys: 0
Errored Deploys: 0

Stale Policies: 0
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Role Based Access to Configurations and Apps

- Use Enterprise Git
servers

- Private repos

- Restrict user access to
read only, disable write
access

cisco L;V&/

Pulls Issues Codespaces Marketplace Explore

Issues Pull requests Actions Projects Security Insights

You're making changes in a project you don't have write access to. We've created a fork of this project for you to commit your
proposed changes to. Submitting a change will write it to a new branch in your fork, so you can send a pull request.

csr_logging.txt Cancel changes

<> Edit file Spaces Soft wrap

1
logging buffered 81920

logging host 10.93.141.37 transport udp port 8514
logging source-interface Loopbackl100

no logging host 10.93.141.1 transport udp port 8514
1

service timestamps debug datetime localtime
service timestamps log datetime localtime
1
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Manage Platform Credentials

.env file
Environment variables
HashiCorp Vault

Jenkins credentials

Be careful not to commit
any files with sensitive
information

If you did, this may help:
Removing sensitive data
from a repository

cisco Lﬁ/@/

Credentials

T P Store ¥

Dashboard Manage Jenkins Credentials

Domain ID

p @ System
P @ System

(global) GITHUB_TOKEN
(global) GITLAB_TOKEN

#CiscoLiveAPJC DEVNET-2632
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/removing-sensitive-data-from-a-repository
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/removing-sensitive-data-from-a-repository

GitHub Security

O Search or jump to... Pull requests Issues Marketplace Explore

[ cisco-en-programmability / dnacenter_day_n  pubiic <% Edit Pins -

Enable the GitHub security
tooling to identify coding and
dependencies vulnerabilities

<> Code ( Issues {9 Pullrequests ‘2 (® Actions [ Projects [OJ wiki @ Security |~ Insights 83 Settings

| ® overview Security overview

Reporting
Security policy « Disabled

i . . S . . Set up a security policy
a2 Policy Define how users should report security vulnerabilities for this repository

@ Advisories

Security advisories - Enabled

. X ) L . . View security advisories
Vulnerability alerts View or disclose security advisories for this repository

{3 Dependabot
Private vulnerability reporting « Enabled

. . . e See reported vulnerabilities
Allow users to privately report potential security vulnerabilties

@ Code scanning

Dependabot alerts - Enabled

View Dependabot alerts
Get notified when one of your dependencies has a vulnerability g

Code scanning alerts - Enabled
Automatically detect common vulnerability and coding errors

View alerts
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GitHub Security - Code Scanning

O Search or jump to... Pull requests Issues Marketplace Explore £ + - ‘yv

H cisco-en-programmability / dnacenter_day_n ( Public <% EditPins + | & Unwatch 3 ~ Yy star 2

<> Code () Issues 7 Pullrequests 2 ® Actions [ Projects [0 wiki @ Security [~/ Insights 3 Settings

@ Overview Code scanning

Found 61 workflows

Dependency Review CodeQL Analysis APIsec Scan
y GitHub Agtio 5 By APlse

Reportin
s g Latest scan Branch Workflow Lines scanned Duration

&5 Policy 1 hour ago main CodeQL 153 /226 () 5m 56s
@ Advisories

Configure Dependency review Configure
Q_ is:open branch:main

Vulnerability alerts EiTa CXSAST

€3 Dependabot O © 00pen + 0 Closed

I @ Code scanning

Configure Code scanning Configure C anning Configure

Red Hat CodeReady Devskim EthicalCheck
Dependency Analytics By Mi u By APIse

Red Hat

Configure Code scanning Configure Code scanning Configure

No code scanning ale
Fortify on Demand Scan Frogbot Scan and Fix Frogbot Scan Pull Request
Keep up the good workl el e 5 By JFrog

Configure Code s Configure
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GitHub Security - Dependencies Alerts

<> Code () Issues I Pullrequests () Actions [ Projects [ wiki ) Security 6 [~ Insights 3 Settings

@ Overview Dependabot alerts Note:
3 years old repo, not maintained

Reporting Q is:open
&5 Policy

© Advisories O O 60pen .+ 0 Closed Package ~ Ecosystem ~ Manifest ~ Severity v Sort ~

Vulnerability alerts O © Ixml NULL Pointer Dereference allows attackers to cause a denial of service (High
@ Dependabot #8 opened 4 months ago - Detected in Ixml (pip) - requirements.txt

@ Code scanning O © Ixml's HTML Cleaner allows crafted and SVG embedded scripts to pass through (High

#6 opened 11 months ago « Detected in Ixml (pip) - requirements.txt

O © CRLF injection (Moderate

#5 opened 17 months ago - Detected in urllib3 (pip) - requirements.txt

O © Ixml before 4.6.3 vulnerable to Cross-Site Scripting (Moderate

#3 opened 2 years ago - Detected in Ixml (pip) - requirements.txt

O © Ixml vulnerable to Cross-site Scripting (Moderate

#2 opened 2 years ago - Detected in Ixml (pip) « requirements.txt

O © RSA decryption vulnerable to Bleichenbacher timing vulnerability ( Moderate
#1 opened 2 years ago - Detected in cryptography (pip) - requirements.txt

Dependabot alerts surface known security vulnerabilities in some dependency manifest files. Dependabot security updates automatically keep

your application up-to-date by updating dependencies in response to these alerts. Dependabot version updates can also help keep
dependencies updated.
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Catalyst Center Version Control Integration

O zapodeanu | catalyst_center_version_control @)

<> Code () Issues 191 Pullrequests () Actions [ Projects [0 Wiki (O Security [~ Insights 2 Settings

@ catalyst_center_version_control  Pusiic @Unwatch 1 - % Fork 0 ¢ Star 0

£ main ~  $ 1branch © 0tags Go to file Addfile~ | <> Code v  About €3

Repo for Catalyst Center Integration
@ zapodeanu initial commit 1eb6d84 1 minute ago O 3 commits with GitHub - Templates/Projects sync
from GitHub and Network State sync to
.gitignore initial commit 14 minutes ago GitHub

O

CODE_OF_CONDUCT.md initial commit 1 minute ago Readme

CONTRIBUTING.md initial commit 1 minute ago View license

. X . Code of conduct
LICENSE initial commit 1 minute ago
Activity
NOTICE initial commit 1 minute ago
0 stars

README.md initial commit 1 minute ago 1 watching

catalyst_center_github_sync.py initial commit 1 minute ago 0 forks

catalyst_center_network_state_syn... initial commit 1 minute ago

github_apis.py initial commit 1 minute ago Releases

D OO O DODOOO O

No releases published

requirements.txt initial commit 1 minute ago
Create a new release
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Python SDK
Cisco DNA Center Version Support 1.2.10 to 2.3.5.3

Docs » dnacentersdk © Edit on GitHub

Includes all Cisco Catalyst Center REST APls
dnacentersdk Support for Cisco Catalyst Center version
I S A 2.3.5.3, (2.3.7.3 pending release)

First SDK version August 2019

Downloads last month 6,200+

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Center APIs (for APl versions: 1.2.10, 1.3.0, 1.3.1, 1.3.3, 2.1.1 and 2.1.2). The package
represents all of the Cisco DNA Center AP interactions via native Python tools. Making working with the Cisco DNA Center APIs in Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the API semantics, and you can focus on writing your code.

With dnacentersdk, you can easily:
O Search or jump to. Pull requests Issues Codespaces Marketplace Explore £+~ (l,' ),

« Interact with the DNA Center APIs in an interactive Python session
« Quickly create code that enables you get something done in DNA Center
« Leverage the APl wrapper to cleanly add DNA Center functionality to your project without having to write the boilerplate code for working with the D H ci en-programmability / dnacentersdk  publi % EditPins »  ©Unwatch 13 - % Fork 19 - Stared 42 -

To dive in and see how dnacentersdk makes your life better, check out the Quickstart! O Issues (2 11 Pullrequests 1 ® Actions [ Projects [ ki @ Security 8 [~ Insights

Th i .
e User Guide « ¥ master - ¥ 4branches © 31tag Gotofile Add file ~ <> Code - About
« Installation Cisco DNA Center Python SDK
PIP Install ¥ bvargasre Merge pull request #79 from -en-programmability/develop '« dagb1 3 ks ago D 186 col
PIP Upgrade & dnacel dk.readthec
Get the Source Code Ib/ISSUE_TEMPLATE ew ompatibility matr
« Introduction
Work with the DNA Center APIs in Native Python!
MIT License docs

dnacentersdk

dnacentersdk License
* Quickstart
Get your DNA Center Access Token

script

tests
Set credentials as environment variables

flake8
Releases (26

https://dnacentersdk.readthedocs.io O ebtes ‘ ; v2s (L

gitignore ange some rec the test files anc sre were 1 5 a

readthedocs.yml

https://qithub.com/cisco-en-programmability/dnacentersdk
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Cisco EN Programmability GitHub Org

O Q_ Search or jump to...

Cisco EN Programmability

Issues Cod

Explore

Cisco ENB Programmability Technical Marketing Engineering sample code for Cisco DNA Center REST APIs and Integrations

A 36 followers [ cisco-en-programmability@cisco.c...

() Overview [l Repositories <37

Pinned

B dnacentersdk  Public
Cisco DNA Center Python SDK

Python Y¥47 % 22

(] terraform-provider-dnacenter | Public

@co w12 ¥7

B dnacenter_day_n ( Public

Applications that will automate Day N operations using Cisco DNA
Center APIs and these libraries: Cisco DNA Center Python SDK, Cisco
DNA Center Ansible Collection, Cisco DNA Center Terraform Provider

Python w5 %4

[ Repositories

[ Projects @ Packages

Ay Teams 1 A People 6 3 Settings

Customize pins

H& dnacenter-ansible  Public
Cisco DNA Center Ansible modules

Python Y¥20 % 14

] splunk-apps | Public
Splunk Add-On App for Cisco DNA Center

Python Y¢1 %2

B dnacenter_webhook_receiver ( Public

Sample code for a Cisco DNA Center Webhook Receiver

Python W9 %8

https://github.com/cisco-en-programmability

cisco L{Vp/‘/
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Follow

DevOps Catalyst Center use cases
Python SDK

Ansible modules

Go SDK and Terraform provider

Splunk Integration Apps

SDA-as-Code

Report Operations

Day N use cases - Python SDK, Ansible,
Terraform

Jenkins open-source Integration and
pipelines

GitHub/GitLab open-source Integrations
Compliance Use Case

Custom Integration App

Webhook Receiver

Other sample code
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Version Control Tools Integrations

Support of Infrastructure-as-Code

initiatives

Simplified at-scale network

management

Consistent intent configurations, Services
profiles and policies
Use of approved intents and

workflow automations

Support for multi-Cisco Catalyst
Center clusters and platforms
Visibility, security and reporting
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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