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Enter your personal notes here

Cisco Webex App 

5

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2555
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2FA Compromise Led 
to $34M Hack

The Hack Shows 
Push Notification 2FA Has a 
Downside: It’s Too Annoying

Russian hackers exploited 
MFA and ‘PrintNightmare’ 
vulnerability in NGO 
breach, U.S. says

MFA Fatigue: How 
Hackers Breached 3 Big 
Companies

Oktapus phishing campaign exploit 
MFA to compromise 130 companies

New Gmail Attack 
Bypasses Passwords 
and 2FA To Read All Email Cybercriminals Launching 

More MFA Bypass Attacks

Recent attacks highlight risk in weaker identity protection
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Attackers actively 
exploit identity gaps 

and weaknesses

80% of organizations 
are NOT prepared

The Perfect Storm

Identity is the 
new perimeter

2023 Cisco’s Cybersecurity Readiness Index

+ +

https://www.cisco.com/c/dam/m/en_us/products/security/cybersecurity-reports/cybersecurity-readiness-index/2023/cybersecurity-readiness-index-report.pdf
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+ +
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Protect against 
identity targeting 

attacks

Simple, easy to use, 
fast to deploy & 

cost-effective for all
Secure access

Duo provides what is needed



Agenda
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• Benefits

• Building Duo SSO Strategies
• Demo

• Application Implementation
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Quick Recap on Duo

10DEVNET-2555

SaaS, Cloud, On-
premise, Public,
Private, Hybrid

Risk Based Authentication

CORPORATE 
RESOURCES

Authenticate Users Verify Devices Enable Access

• MFA
• Passwordless
• Employees, contractors, 

vendors, external 3rd 
parties, etc.

• Device Trust
• Device health & 

compliance
• Mac, Win, iOS, Android, 

BYOD

• Single Sign-On (SSO)
• VPN-less remote 

access
• All apps – cloud, 

on-prem and private
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Single Sign-On (SSO)

11DEVNET-2555

Application A

Application B

Application C

Username
Password

MFA
Passwordless
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Why Extending Duo SSO to Custom Application?

• Inherit Duo features – stronger security

• Don’t let one application be the security loophole!
• Ensure full compliance

• Consistent user experience

12DEVNET-2555
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Duo SSO Strategies

• MFA through Web SDK (No SSO)

• SSO with SAML 2.0
• SSO with OIDC

13DEVNET-2555

Cloud hosted services or 
any app that supports the 

SAML 2.0 or OIDC standard
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Duo Web SDK

• Client libraries are available for Python, Java, Go, PHP, Node.js, 
and C# (.NET)

• Language-specific implementations of the OIDC Auth API
• An OIDC standard-based API for adding two-factor authentication to your 

web application

14DEVNET-2555
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Duo Web SDK Workflow

15DEVNET-2555

Web App DuoUser

User visits Web App Render login page

User inputs credentials Primary authentication validation

Redirect to Duo Prompt Render Duo Prompt

User performs MFA Verify MFA and redirect 
back to web app

Verify result and
render landing pageUser is granted access

Duo Web SDK

* browser abstracted
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Breaking down Duo Web SDK

16DEVNET-2555

Web SDK Duo(Web App)

Create a Client() object

Call health_check()

Call generate_state()

Call create_auth_url()

Redirect to Duo Prompt Render Duo Prompt

* browser abstracted
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Breaking down Duo Web SDK
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Web SDK Duo(Web App)

Validate the state

Call exchange_authorization_code_for_2fa_result()

Render landing page

GET 
/websdk/callback?state=XPFsvyP3n1We0C3SUb3K1Lcso2odXZ
sV0o3l&duo_code=hnBvpMBYOzaSONqBZzhS1umr9zS83FNh

Verify user and redirect 
back to web app

* browser abstracted
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Duo SSO with SAML 2.0

18DEVNET-2555

• SAML 2.0 – version 2.0 of the Security Assertion Markup Language
• A mature technology dating from 2005 and supports a wide range of 

identity functionality
• Provides a mechanism for federated identity
• Uses XML as data format, HTTP or SOAP as transport
• SAML Assertion contains user identity data

• Duo Single Sign-On acts as an Identity Provider (IdP) while the app 
acts as SAML Service Provider (SP)
• Has IdP Validation and SP Validation mechanism
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Network Diagram – Active Directory
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1. User initiates SAML service provider 
login.

2. SAML service provider redirects 
user's browser to Duo Single Sign-
On with a SAML request message.

3. User logs in with primary 
credentials.

4. Duo Single Sign-On sends the 
credentials to the Duo 
Authentication Proxy in the 
customer's network. The 
Authentication Proxy forwards this 
to Active Directory which returns a 
response back to Duo Single Sign-
On.

5. Duo Single Sign-On requires the 
user to complete two-factor 
authentication.

6. User completes Duo two-factor 
authentication.

7. Duo Single Sign-On redirects user's 
browser to the SAML service 
provider with response message.
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Duo SSO with SAML 2.0 Workflow
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Web App
(Service Provider)

Duo SSO
(Identity Provider)User

User visits Web App Redirect to Duo SSO service 
with SAML Request Render SSO login page

Primary authentication validation

Render Duo PromptUser performs MFA

Verify MFA, create SSO 
session and redirect to ACS 
URL with SAML Response

Process SAML Response 
and create app sessionUser is granted access

User inputs credentials

* First access to App A

* browser abstracted
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Duo SSO with SAML 2.0 Workflow
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Web App
(Service Provider)

Duo SSO
(Identity Provider)User

User visits Web App Redirect to Duo SSO service 
with SAML Request Render SSO login page

Found existing SSO session 
and redirect to ACS URL with 

SAML Response

Process SAML Response 
and create app sessionUser is granted access

* Subsequent access to App B

* browser abstracted
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SAML Request
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SAML Assertion

23DEVNET-2555
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Duo SSO with OIDC

• OIDC – OpenID Connect, an extension of OAuth 2.0
• allows third-party applications to verify the identity of the end-user and to 

obtain basic user profile information through RESTful HTTP API
• Uses JSON web tokens (JWTs) that contain claims about a user's identity
• Uses scope to define a set of user attributes (claims)

• Duo Single Sign-On acts as an OIDC Provider (OP) while the app 
acts as OIDC Relying Party (RP)
• Supported grant type today
• Authorization Code Flow
• Authorization Code Flow with Proof 

Key for Code Exchange (PKCE)

24DEVNET-2555
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JSON Web Token (JWT)

• Use JSON Web Token (JWT) standard

• Composed of three parts, separated by a dot (.)

25DEVNET-2470

Header Payload Signature. .
{
 "typ": "JWT",
 "alg": "HS512”
}

(base64urlencoded) {
 "sub": ”alvlau",
 "name": ”Alvin Lau",
 ”email": ”alvin@alvlau.com",
 "exp": "1511286849”
}

(base64urlencoded)

HMACSHA256(
 encodedHeader.encodedPayload,
 secret
)
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Duo SSO with OIDC Workflow
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User

User visits Web App Redirect to Duo SSO 
OIDC Authorize URL

User inputs credentials Primary authentication validation

Verify MFA, create authorization code 
and callback to RP sign-in redirect URL

User is granted access
* browser abstracted

Web App
(Relying Party)

Duo SSO
(OIDC Provider)

Render SSO login page

Render Duo PromptUser performs MFA

Exchange authorization 
code for token

Create access token and ID tokenRetrieve introspection and 
user info with access token

Return introspection and user infoProcess validation and 
create app session



Demo
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Application Implementation
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Take care of sessions and cookies managementPlan the SSO strategy

Discover the application 
dependencies and 
available libraries
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SSO Strategy Planning

Corporate SSO 
readiness

Application 
type

Library 
support?

Implementation 
Difficulty?

SSO Strategy

No Web Cisco Easy Duo Web SDK (No SSO)

Yes Web Plenty More complex Duo SSO with SAML 2.0

Yes Web, Mobile, 
SPA

Plenty Easy Duo SSO with OIDC

29DEVNET-2555

?
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Application Dependencies / Libraries
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Language Duo Web SDK Required Version SAML Library examples

Python 3.0 or later python3-saml, python-saml, pysaml2

Java 8 or later Shibboleth, SAML Java Toolkit, 
SpringSecurity SAML

PHP 7.4 or later SAML PHP Toolkit

Node.js 14 or later passport-saml, node-saml, saml2-js

.NET Core 3.1 or later; Framework 
4.7.1 or later

dotnet-saml
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SSO Sessions / Cookies Management

• IdP’s and OP’s responsibility is to provide identity authentication

• Validation of sessions and cookies is application’s responsibility

31DEVNET-2555

User login

Valid Duo session Expired Duo session

Valid App session / cookie

Gap between Duo and App session
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Summary

• Duo supports MFA and SSO with your in-house custom applications 
which inherit Duo features

• Duo SSO strategies provide flexibility for different applications and 
use cases

• Careful planning including application dependencies and workflow 
will lead to a successful SSO adoption

32DEVNET-2555
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Call to Action
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Start learning 
about Duo

Think about your 
SSO strategies

Visit and test the demo 
GitHub repository

Promote it within 
your organization
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Developer Resources

• Duo Web v4 SDK

• Duo Single Sign-On for Generic SAML Service Providers
• Duo Single Sign-On for Generic OpenID Connect (OIDC) 

Relying Parties

• Demo GitHub Repository

34DEVNET-2555

https://duo.com/docs/duoweb
https://duo.com/docs/sso-generic
https://duo.com/docs/sso-oidc-generic
https://duo.com/docs/sso-oidc-generic
https://github.com/lwy119/DEVNET-2555-Duo-SSO
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

36DEVNET-2555
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

37DEVNET-2555

http://www.ciscolive.com/on-demand
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Thank you
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Thank you
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