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• Cloud Networking Constructs

• Cloud Network Controller (CNC) Overview
• Policy Model
• Programmability Options

• High-Level Architecture: Azure

• Demo Use Cases

• What’s New: Terraform Resources
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Cloud Networking Constructs
New Terminologies, Same Concepts
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Native Tools (Not Limited To)
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Cloud Network Controller
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Deploying from the Marketplace
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Cloud Network Controller
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Networking and Policy Translation
Cloud-like Policy Model

DEVNET-2280

Tenant
CNC

VRF

Cloud Context

Cloud EPG

Contracts, Filters

Consumed Contracts

Provided Contracts

Resource Group

Virtual Network

Azure Cloud

Subnet

Network Security Group

App Security Group

Inbound Rule

Outbound Rule

Networking

Security 
Policies

13



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

CNC Policy Model

Tenant

Full Model: https://developer.cisco.com/site/apic-mim-ref-api
DEVNET-2280
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CNC REST API
Interacting with the REST API
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• There are several ways to interact with the CNC REST API
• Graphical User Interface (GUI)
• “Raw” API requests (e.g., via Postman)
• Any programming language (JavaScript, Python, …)
• Ansible 
• Terraform

https://{cnc-ip}/model-doc

16



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC DEVNET-2280

CNC REST API
API Inspector
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on Azure



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

High Level Architecture on Azure
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CNC & Terraform: Putting it Together
Building Blocks with Resources and Data Sources

variable "tenant_name" {
  default = ”devnet"
}
variable "cloud_vendor" {
  default = "azure"
}
variable ”vnet1_name" {
  default = ”vnet-1"
}
variable "vnet1_cidr" {
  default = "10.100.0.0/21"
}
variable "vnet1_region1" {
  default = "australiaeast"
}

variables.tf
resource "aci_tenant" ”tenant1" {
  name = var.tenant_name
}
resource "aci_tenant_to_cloud_account" ”cloud_acct_ten1" {
  tenant_dn       = aci_tenant.tenant1.id
  cloud_account_dn = data.aci_cloud_account.aci_cloud_account_infra.id
}
resource "aci_vrf" "vnet1" {
  tenant_dn = aci_tenant.tenant1.id
  name     = var.vnet1_name
}
resource "aci_cloud_context_profile" "ctx_vnet1" {
  tenant_dn                = aci_tenant.tenant1.id
  name                     = var.cxt_vnet1
  primary_cidr            = var.vnet1_cidr
  region                   = var.vnet1_region1
  cloud_vendor             = var.cloud_vendor
  relation_cloud_rs_to_ctx = aci_vrf.vnet1.id
  hub_network              = "uni/tn-infra/gwrouterp-default” #Peering
}
resource "aci_cloud_subnet" "vnet1_subnets" {
  for_each           = var.vnet1_subnets
  cloud_cidr_pool_dn = data.aci_cloud_cidr_pool.vnet1_cidr.id
  name               = each.value.name
  ip                 = each.value.ip

main.tf

terraform {
  required_providers {
    aci = {
      source = "ciscodevnet/aci”
      version = ">= 2.11.1"
    }
  }
  required_version = ">= 1.2"
}
provider "aci" {
  username = var.username
  password = var.password
  url      = var.url
  insecure = true
}

provider.tf

data "aci_cloud_account" "aci_cloud_account_infra" {
  tenant_dn  = "uni/tn-infra"
  account_id = var.subscription_id
  vendor     = "azure"
}

data_sources.tf

Git Repo
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CNC and Azure Icons
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Topology View
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Use Case 2: Hub VNet with ER Gateway
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Demo 2: Hub VNet with ER Gateway
To/From On-prem Traffic
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Use Case 3: Hub VNet with ER GW + Redirect
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Demo 3: Hub VNet with ER GW + Redirect
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Azure Kubernetes Services with Services EPG
Use Case 4: Cloud Native Managed Connectivity
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What’s New: CNC Terraform Resources
https://registry.terraform.io/providers/CiscoDevNet/aci/latest

aci_cloud_vrf_leak_routes
aci_cloud_private_link_label
aci_cloud_service_endpoint_selector
aci_cloud_service_epg
aci_cloud_l4_l7_native_load_balancer
aci_cloud_l4_l7_third_party_device

https://registry.terraform.io/providers/CiscoDevNet/aci/latest
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Cisco Developer Portal
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https://github.com/CiscoDevNet/terraform-provider-aci

https://github.com/CiscoDevNet/terraform-provider-mso

APIC & CNC resources/data sources available

Orchestrator resources/data sources available

https://developer.cisco.com/iac

CNC OrchestratorAPIC

https://github.com/CiscoDevNet/terraform-provider-aci
https://github.com/CiscoDevNet/terraform-provider-mso
https://developer.cisco.com/iac
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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Cloud EPG, Selectors, and Contracts

1) Endpoint Groups (EPGs): The cloud EPG is the most important object in the policy model. Cloud EPGs contain endpoints 

that have common policy requirements such as security or L4-L7 services. Rather than configure and manage endpoints 

individually, they are placed in a cloud EPG and are managed as a group. EPGs are created inside an application profile 

container.

2) Selectors:  CNC uses endpoint selectors to assign endpoints to Cloud EPGs. The endpoint selector is essentially a set of 

rules that are run against the cloud instances that are assigned to the VNets managed by CNC. It can also be prefixes in 

the case of External EPGs and subnets in the case of Services EPGs for Native services. 

3) Contracts: In addition to cloud EPGs, contracts are key objects in the policy model. Cloud EPGs can only communicate 

with other cloud EPGs according to contract rules. 
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