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Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.

cisco L{{/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2205

DEVNET-2205

8199

< Catalyst 9000 Series Switching Family ...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

* Kenny Lei

Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks

Networking (220)
Session Type

Breakout (453)
SHOW 2 MORE ¥

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



« Introduction to SD-WAN
API’'s

- Use-Cases with SD-WAN
API’s

- Configuring SASE with SD-
WAN using Templates.

- Demo

- Configuring SASE with SD-
WAN using API’s.

« Demo

- Tools at your disposal.
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Introduction to SD-WAN
API’s
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Cisco Catalyst SD-WAN Manager

~~
I_ 1l - SD-WAN Manager uses NetConf for
SDYWAN Analytics - A3“’ Party configuring and managing edge
P BN utomation :
devices.

R 1 ' : . SD-WAN Manager uses REST AP
interface for controlling, configuring,
and monitoring the Cisco devices in an

- WARLConjrolleTs overlay network.
= -5\ ! e " - GET, PUT, POST, DELETE methods
. MP%) supported.
[ INET
¥— .‘ WAN Edge Routers
Data Center Campus Branch  Cloud
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A Not secure | htps://10.1.100.11/apidocs f#/Administration%20-%20Audit%20Log/getStatDataRawAuditLogData

e X

Cisco SD-WAN vManage AP| &P @

manageapi json

The vManage AP| exposes the y of op devices and the overlay network

Filter by tag

Administration - Audit Log v

GET /auditlog
Get stat raw data
Parameters Try it out

Hame Description

« Built-in APl Documentation - https://<vmanage-ip:port>/apidocs
* Test API calls can be tried out from swagger Ul

« APl Documentation: https://developer.cisco.com/docs/sdwan/
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URI Structure

https://vmanage-ip:port/dataservice/device/bfd/state/device?deviceld=1.1.1.7

l J\

|
Server or Host

https://

* Protocol over which data is sent
between client and server
Server or Host

* Resolves to the IP and port to which
to connect
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Resource Parameters

Resource

 The location of the data or object of
interest

Parameters

« Details to scope, filter, or clarify a
request. Often optional.
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Use-Cases with SD-
WAN API’s
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Problem Landscape with SDWAN

- Time Consuming and Error-prone Manual Configuration.
- Vendor Interoperability.
- Lack of Visibility and Control.
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Use-Cases with SD-WAN API’s

- Standardization of sites.

- Ease of deployment.

- Ease of management.

- Opens Ability to Integrate with 39 party apps.
- Save Time and Simplify Operations.

- Save Operational Cost.
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Configuring SASE with SD-
WAN using Templates.
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DNS Redirection to Umbrella Steps

- Perform Umbrella Registration Cisco

- Configure DNS Security Policy on SDWAN Umbrella
Manager

- Attach DNS Security policy to Template

- Map Network Identity DNS Policy on

Umbrella DNS Request DNS Response
Gets Re-directed

SDWAN Manager

P
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Umbrella SIG Integration Steps

Configure Feature Template for SIG-Credentials Cisco

Configure SIG-Tunnel Templates Umbrella

Map templates to device Template

Add service route in Service VPN

Map policies to IPSEC tunnels in Umbrella ECMP

load-balancing
1:1

ECMP

load-balancing
1:1

SDWAN Manager
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Demo

cisco Lz{/&/



Challenges faced during Manual Configuration.

- Multiple Touch Points.
- Time Consuming.
- Error Prone.

- Repetitive Configuration due to Templates.
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Configuring SASE with SD-
WAN using API’s.
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Some API’s used for Umbrella SASE Integration

Configuration - Policy Umbrella Data List Builder 4

‘ /template/policy/list/umbrelladata ‘

‘ /template/policy/list/umbrelladata ‘

Configuration - General Template v

‘ /template/feature ‘
‘ POST /template/feature ‘

‘ /template/feature/{deviceType} ‘

‘ PUT ‘/tenplate/feature/{tenplateld}
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Demo
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Tools at your disposal
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Tools

- DCLOUD/SDWAN POC TOOL

- Custom Topology
https://dcloud2-sng.cisco.com/content/demo/494776?returnPathTitleKey=content-view
« Pre-Build Dual DC Topology
https://dcloud2-sng.cisco.com/content/demo/488086?returnPathTitleKey=content-view

- GPSA

https://salesconnect.cisco.com/alobalpartnerenqineering/s/alobal-partner-solution-
advisors

- GVSE

https://gve-devnet.cisco.com
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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