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Cisco Webex App
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- Building Orchestration

- Building Blocks
- Controller
- REST API
- Python
- Automation/CICD Platforms

- LAB Overview
- Labs

- Conclusion
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Building Orchestration
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Advantages of Continuous Delivery

Automate Changes
Develop

® [
Deploy ®oue®  Test
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Increase Productivity
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Cisco DNA Center with REST API towards CICD
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Building Blocks
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Controller
Cisco DNA Center Platform

Business integration APIs

IT and network system processes

servicenvw ITSM
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Non-Cisco network devices

Map 3 Party Network Devices to Data Model

Level 1 Operations support:
Discovery, Inventory, Topology, Availability, Command Runner

Y
=
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Assurance - Network Inventory /
Path Trace Discovery
Topology

Command Runner

Template Programmer Plug-n-Play

Software Image
Management (SWIM)

Multidomain integrations

@000000
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REST APIs

Integrations

{i+ableau  servicenow o o . J ©orAesE EYY  Google
% v T ‘.‘ §e salesforce
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Value beyond the network
IT efficiency | Business intent | Service assurance

Security policy and behavior Analytics and Assurance

Network value beyond connectivity

Network connectivity Programmable devices

Network efficiency Integrated system

The Network is the foundation
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Cisco DNA Center and DevOps Journey

Business-level intent,

-
Service executive dashboards,
, fully customizable
Orchestration integrations with ITSM,
Intent-based assef[ managen_wen_t and
Re-usable networks, automation business applications
Frameworks in one place, across

Centrally managed multiple domains, out-

repos and templates of-box integrations ‘

o to accelerate service
Ad-hoc Scripting delivery, and workflow
automations

Engineers run scripts
and tools using Cisco
DNA Center APIs and
device APIs
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DevOps Tools Journey

OI v =

REST
__.’ APIs
/
X Various home-grown scripts/apps to manage
X Complexity and lack of consistency
Note: X Limited visibility and reporting
Network engineer provides: X Security concerns

Configuration details and application files
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Cisco DNA Center CICD Integrations

DI v ]=

Declarative - Abstracted configuration state
Code re-use

Increase compliance, reduce configuration drift
Consistent processes and outcomes

Rich visibility and integrations

Note:
Network engineer provides:
Intent to be used by predefined automation workflows

DN NN

Jenkins docs: https://jenkins.io

CIsco W_/ #CiscoLiveAPJC
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https://jenkins.io/

Git Configurations + Inventories

CLI templates and profiles

Network settings ( |

SDA-as-Code
configurations

Services

- ) Layer
Custom events notifications Y

and subscriptions
Reports and inventory \OF - O/

Compliance

Notes:

Configurations could be CLI templates, profiles, network
settings or YAML/JSON intent configurations - SDA
Enables time travel, changes, reporting

v Simplified at-scale network
management

v Consistent and efficient service
delivery across clusters
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Like trying to hit a ‘bullet’ with a smaller bullet whilst
wearing a blindfold, riding a horse...

Python Version ~ Data Format Catalyst Center Version
- | ™ Jenkins plugins
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Python Libraries

Target Device
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Environment
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REST API Python Distribution  Python SDK PiP Version
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Demonstration
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o’ Catalyst Center - REST-AP

What do they mean?
How do | use them?

Documented vs
Undocumented

Published vs Unpublished
Supported vs Unsupported
External vs Internal
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asco  Catalyst Center - Python / Ansible

Writing Python Programs using
the Developer Resources, and
the Python SDK?

How do | use them?
When do | use them?
What does it look like?
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File View Tools Help
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onnections

B x n Script Server

3 1sr4331

Virtual Machines

Config
2
Display
Name Script Server

mRemoteNG
Pa General
Connection

198.18.134.28

root

LA LTI L)
SSH version

22
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asco Catalyst Center and Orchestration

Writing Python Programs or
Ansible using the Developer

Resources, and the Python
SDK?

How do | use them?
When do | use them?
\What does it look like?
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But now what?
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Cisco DNA Center and DevOps Journey

Business-level intent,
executive dashboards,

Serwce. fully customizable
Orchestration integrations with ITSM,
Intent-based asset management and
Re-usable networks, automation business applications
Frameworks in one place, across | |
Centrally managed multiple domains, out-
repos and templates of-box integrations ‘

to accelerate service

Ad-hoc Scripting delivery, and workflow
automations

®. 00 ¥O®

Engineers run scripts
and tools using Cisco
DNA Center APIs and
device APIs

00~ ®
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Just one more thing!!!
We dealt with: Now deal with:

Who? What? How? When?
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‘ nkin .
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GitLab

cisco L‘V& ./ #CiscoLiveAPJC DEVNET-2176 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Cisco DNA Center with REST API towards CICD
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Key Takeaways:

- Orchestration Overview

- Building Blocks:
- Controller
- REST APlIs
- Python
- Automation/CICD Platforms

- LAB where you got to try some simple concepts
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Summary

Continue Learning

- Cisco Certification
Learning platform.

- developer.cisco.com

cisco Li//p/_/

Develop Your Skills
« DevNet Sandbox
« Cisco dCloud

« Tools GitHub,
Postman, Python

#CiscoLiveAPJC DEVNET-2176

Certify

« DevNet Certifications
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http://developer.cisco.com/

Where to learn:

Developer.cisco.com
f:isco De\feloper

Develop 2022 is coming in hot! Make sure you register to hear a panel of dev

experts discuss everything from success stories to lessons learned along the
way.

Cisco

Developer

Develop 2022:
Lessons

Learned from
Cloud-Native Developers

October 18, 2022 | Virtual Register now >

Cloud-native developers: This one's just for you. f'RegGsle. )

m

Cisco

.&‘/

cs.co/DNAC-Templates

GitHub cs.co/DNAC-Templates s
500 views over 14 day periods

GitHub has a wealth of information. Please visit and use the resources
located at https://cs.co/DNAC-Templates. This content has a lab specific
to working with DNA Center with use-case based Rest-API Collections.

Rest-API Orchestration

Overview

the following which you can access

Cloud-native developers: This one's just for you. (REQIS(E!)‘

Cisco.com

#CiscoLiveAPJC DEVNET-2176

Cisco Digital Learning
N C'ZC; T:a:nnngand Certification

Which is the best way to recertify; Cisco certification exams or Continuing
Education? Gain perspective for your recertification journey from a panel of

experts, as they share their personal experiences and lessons learned along the
way.

+ Follow -+

Watch now: http://cs.co/60423Cafm

Exams vs. CE:
Your Route to
Recertification

Cisco Certification Exams vs. CE: Your Route to Recertification

youtube.com
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Cc1ScoO [The bridge to possible

Thank you
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