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Empower a new observability
ecosystem with an open and
extensible Cisco
Observability Platform
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Safe Harbor Statement

This presentation contains “forward-looking” statements These statements are based on estimates and
that involve risks, uncertainties and assumptions. If the risks or information available to us at the time of this presentation
uncertainties ever materialize or the assumptions prove incorrect, and are not guarantees of future performance. Actual
our results may differ materially from those expressed or implied results could differ materially from our current expectations
by such forward-looking statements. All statements other than as a results of many factors, including but not limited to:
statements of historical fact could be deemed forward-looking, the unpredictable nature of our rapidly evolving market
including, but not limited to, any projections of financial and quarterly fluctuations in our business; the effects of
information; any statements about historical results that may competition; and any adverse changes in our indirect
suggest trends for our business; any statements of the plans, channel relationships. These and other risks and
strategies, and objectives of management for future operations; uncertainties associated with our business are described
any statements of expectation or belief regarding future events, in the company’s annual report on Form 10-K. The forward-
technology developments, or enforceability of our intellectual looking statements in this presentation are made as of the
property rights; and any statements of assumptions underlying date of the initial publication of this presentation, and we
any of the foregoing. disclaim any obligation to update these statements at

any time in the future.

Cisco

#CiscoLiveAPJC © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until Dec 8, 2023.

cisco L{{/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-1804
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technologies, and features in the Catalyst
9000 Switches.
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- Introduction to Cisco Full-Stack Observability

- Cisco Observability Platform Overview
- Building on the Cisco Observability Platform
- 18t Party Module Overview

- 31 Party Module Overview
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Introduction to Cisco e
Full-Stack Observability. ~ 57



Applications are the front door for
digital experiences
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But applications are built in complex environments
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No business context

#CiscolLiveAPJC DevNET-1804

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

8



=

Stay compliant and minimize risk —

~

Complexity

/
560/ Use more than ten application
O observability/monitoring tool

Data overload
600/ Say most observability tools serve narrow
O requirements and fail to enable a complete view

Tool sprawl

between teams

7 4 () Struggle with data collection and correlation Friction
-

71% believe that unified observability is critical to delivering best digital experience

Cisco L‘V&. #CiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Cisco Full-Stack Observability brings together data from
multiple operations domains to provide unified visibility,

derive real-time insights and recommend actions helping to:

Full Stack Observability

(FS_O) IS a requ!rement for Focus on what matters Reduce time to
business to deliver the most: resolution
most optimal and secure
experience to users

and applications

Minimize tool sprawl Break down silos

Cisco M./ #HCiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



65%

say they want a
programmable and
extensible observability
solution that can be
used for use cases
specific to their business
and environment




Cisco Observability Platform

=P

Business

cisco W‘/

Vantage Points
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Security Infrastructure/Cloud
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Benefits of the Cisco Observability Platform

Empowers a new observability ecosystem

OTEL based unified view of data Out of box correlation

MELT data from multiple cloud and @ Users can derive insights from multiple
non-cloud sources are combined for ¥ domains across business, apps

a single entity view to reduce MTTD and infrastructure

Create value-added

: Empower developers
solutions

Provide third-party developers the tools

and processes to build new applications
and modules

Build your own applications and/or
extend existing applications with
modules, domain-models, dashboards

Cisco L‘V&./ #CiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Cisco Observability Platform experience

Developers

Users

Search, browse and discover modules
through Cisco Observability Platform

Exchange

Product Solutions Open Source Pricing

Pull requests 3 Actions Projects Security Insights

main - P8 ©33 Gotofile | Code About

FSO Control CLI Utility

pnickolov initial support for fsoc-supported solution isolation ( 124

githo
github
cmd
emdkit
logilter
output
platform

Releases 33
test

V0.40.0

codecovyml
fsox aliases
gitignore
goreleaserym

Packages
CODE_OF_CONDUCT.md

signin| [ Signup <o FSO Platform | FSO Pl

Fork 16 & All Applications

Filter

Recommended for you Cisco
Gisco supported

Type

Applications
Modules

Categories Application

Cloud Native App
Observabllity
cisco

The worlds eading obsorvabilty

Introducing Cost Insights

For Cloud

Q search

View insights into the cost of your IT operations across your entire

For Cloud Nath

= Release Date v

m Cisco IT AlOps.
Gisco

Observe your Sphere environment
across Center, hosts, YMs, pods,

m App Resource Optimizer
Cisco

Optimize your appiications today.

For

Cost Insights
Cisco

View nsighs nto the cost of your
1T operal

Applcation detects
ates

entire stack.

Se0 the cost of your workioads and
how you can reduce the cost of
workloads in your environmants

#CiscolLiveAPJC DEVNET-1804

Monitor vour credit car

solution. clusters. Kubernstes. etc areas of improvement and facli
your optimizations.
Learn more Learn more Learn more Leammore (SIS
For For Cloud Forci For Cloud Nat
Cloud Forecaster vSphere Observability
cisco Evolutio Kanark

CloudFabrix

across the entirety of your payment
processing infrastructure

using our proprietary machine leaming
models. See your isk factors.

ent
across Center, hosts, VMs, pods,
clusters. Kubernates. etc
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How Cisco Full-Stack Observability helps

-

Observe

Secure

Extend

Extend and empower a new observability ecosystem

-

(U

Optimize resources
and lower costs

cisco L{{@‘/
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Across the full-stack, tied to business context
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How Cisco Full-Stack Observability helps

Modules

Applications

Cisco
Observability
Platform

cisco Lz//&/
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Cisco Cloud Observability Applications

\

Extensibility

X-MELT | Advanced traces | Advanced correlation and insights (real time, predictive, Al/ML)

OpenTelemetry | Network telemetry | Security telemetry | Cloud advanced telemetry

Every
application
and module
is built on
Cisco
Observability
Platform
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“A developer ecosystem Is a
community of developers,
providers, and other stakeholder
as well as the software and services
that they offer—that enhance the
value of a digital platform.”

https://www.appdirect.com/resources/glossary/developer-ecoystem

cisco L‘V&./ #CiscoLiveAPJ C DEVNET -1804



Building on the Cisco Observability Platform

FSO developer platform accelerates creation of new observability experiences

NT A2 I 8=o .
<[ - Platform extensibility --0- Learning and support
LN 'alalalal

Custom data Extensible : Reference
; : Custom user Developer Getting
: : m | n
co!lectlop | cehmel £ experiences documentation started Odl.“' Soe e
ingestion data models applications
Flexible data Use-case Flexible Developer Partner DevNet
processing and . metering and :
. driven RBAC ‘ : support program community
transformation licensing

@ Developer tools é% Commercialization

3
FSO Platform Marketing n,'? (?r? ;'t(:: atlc?c?n
Exchange and branding and GTM

Entity and

MELT data
explorer

Ul authoring FSO CLI
tool tool (FSOC)
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Custom REST
Endpoint
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Cisco Observability
Platform
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User Experience
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Cisco Observability
o Platform
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User Experience
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Anatomy of a module

Build Cisco Cloud Observability Modules with the Cisco Observability Platform

— D —

99
9

Platform

FSO modules are manifested by building a solution
package and submitting it to the Observability

Solution package is a zip file comprising of collection
of JSON configs

Cisco

Entity domain models

MELT configs

Custom data collectors

Data transformation workflows
REST services

New or extended Ul templates

e/

Solution package can comprise of new or extended

#HCiscoLiveAPJC DEVNET-1804
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Cisco Observability Platform Core Capabilities

Domain MELT
Metamodel Ingestion
Unified Query Solution
Engine Lifecycle
b Analytics &
Framework Insights
I/ O Access
SEUISES Management

cisco W . HCiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Cisco Observability Platform Solution
Components

552

Domain

BT

MELT
Workflows

Domain MELT
Metamodel Ingestion

O

Knowledge
Types

Unified Query S?e'gg{é
Engine

—
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User
Experience

UXx Analytics &
Framework Insights

©

Health

Services

Role-base
Access Control
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Cisco first-party
applications
and modules




Cisco Cloud Observability

Monitor cloud-native applications

Ready-made domain models for
thorough full-stack observability up

and down and across the stack

Observe modern applications and
cloud-hosted workloads

010110 .
110010 Purpose built from the ground up on

001011 Cisco FSO Platform

cisco L{Vp//

Cloud-native application observability

#CiscoLiveAPJC DEVNET-1804
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Applications and modules built on Cisco

Observability Platform

- =
Secure
Application

K8S profiler and
application
resource optimizer

Cost
insights

Cisco Cloud Observability

isco [oye! oo
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K8S cost and workload profiler

Efficiency profile on K8S
@ workloads
&j - First level of visibility for K8s

- Highlight efficiency and resource
usage for K8S workloads

Risk profile of K8S workloads
- Highlight reliability risks user might

45k Observe / Workioads / Deployment: appe-collecor-appdynamics-clustermon Q G Qusomn @ 2o

@

A % Clusters 1 Health Rules
Efficiency Profile based on last 7 days

&

Create Health Rule

Analysis Summary Reliabilty Risk

Optimize Workload

~ Show Analysis Details

ost Overview

not be aware Of Efficiency Profile based on last 7 days @
- Analyze resource usage and Analysis Summary Reliability Risk Efficiency Rate
identify low resource usage to Performance & High Reliability Risk Low Efficiency 62
enab|e Savings Reliability Risk Possible issues due to insufficient resource allocation Significant potential to increase efficlency
Optimize Workload Low Critical 0% 100%

Free module
@ - No additional charge with FSO

= . Leverages existing data
provide analysis

v Show Analysis Details

<2

opentelemetry-operator-
controller-manager-8cf5c8508-

cisco M-/ HCiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Cost insights

Cost Insight Module for Cisco Cloud Observability

Cost analysis for K8s resources

Understanding costs for K8s components

- Visibility at clusters, workloads,
namespaces, pods

Gain a deeper visibility into cloud spend

Allocation vs. utilization
Compare allocation of resources to usage

Understand usage trends of compute
and memory

Identify over-provisioned resources and
saving opportunities

Cost insights for APM services
Correlate cost data from infrastructure

@ with APM
- Ability to track costs over time to

understand spend

Manage cost for cloud native
services effectively

cisco Lz/@/

SO Platform | Cloud Native Application Observability

Health Rules

> Health violations (4)
-

#CiscoLiveAPJC DEVNET-1804

(orozzs > owsazs ©
) crmotieamn e
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Application resource optimizer

Optimization on K8s workloads
- Run continuous tests on K8s workloads
@ - Improve your resource allocation
and performance
- Reduce your cloud spend by identifying
excess allocation

Al/ML engine to power optimizations

- Leverage machine learning to
provide recommendations

- Continuous optimization to assist with
every release

« Suggest recommendations that humans won’t
even think of

Providing optimization
recommendations

- Leverage recommendations to bring
costs down

- Optimal, lower latency and lower
cost options

« Apply tested recommendations
with confidence

cisco L{Vp/_/

rve / Workloads / Deployment: appd-collector-appdynamics-clustermon

REALTIONSHIPS o

@ tast30min

PP
# Clusters
Application Resource Optimizer

Potential Improvements

Improvements discovered so far wil display here

~ Hide Details

Total Cost

$137.32

Total $54.08
Idle Cost

$41.89

> HEALTH VIOLATIONS (4)

#CiscoLiveAPJC DEVNET-1804

Health Rules.

Create Health Rule

Pause  Stop Reconfigure

throughout the process. We'lpr

Idle Cost

595.75

Total $70.13 Storage Total $13.11

Idle Cost Utilized Cost Idle Cost

$43.94 s3.19 s9.92

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Application security

Cisco Secure Application

Locate how and where an attack
occurs with business
transaction mapping

Leverage threat intelligence feeds
from Cisco Talos, Kenna and
Panoptica to quickly assess the
likelihood a threat will be exploited

Combine threat and vulnerability
intelligence with business impact
and runtime behavior to provide a
business risk score

cisco Lz/@/

Business Transactions > /web-api/login

Details Daily Highest Business Risk Score Detected

Business Risk © 1000

1000 critiat

Business Transaction
3 business.transaction._1
Application
T3 BTapp1

Entry Tier
1B tier_001_renamed

Vulnerabilities (45)  Attacks (21)  External APls (23)

gl

Title L D v
Remote Code Execution  CVE-2021-44228 10}
Insecure Default ovE-202222956

Remote Code Execution  CVE2021-23145

Insecure Default (CVE-2022-45896

Remote Code Execution  CVE-2021-44228

Remote Code Execution  CVE-2021-89456

Remote Code Execution  CVE-2017-80140

#CiscoLiveAPJC DEVNET-1804

@© Last1Week

‘Top Recommended Remediations

These remediations will reduce the most business
risk in /web-api/login

1. Upgrade logdj to ver 2.2.0 for tier Web1
in application AD-Finacial-Next

2. Upgrade lib-kung to ver 1.2.1 for tier Arcade
in application AD-Finacial-Next

3. Upgrade lib-whoo to ver 1.2.1 i tier Dojo
in application AD-Finacial-Next

Business Transaction v Search,

Showing 1110 of 12 Vulnerabities

Kenna Score © Reached ©  CVSS Score @ ¥ Tier (Nodes) & Library Lastdetected & Satus &

@ critcal 181 web1 (1)
@ critcal 81 Web Tier

@ critical [} ; m helogginglogdj..  12hours ago Detected

I orgapachelogginglogsl.. 11 minuesago  Detected

[ org.apachelogginglogdi..  12hours ago Detected

€@ critical 1BI web1 (1)
@ critcal 181 Web Tier

I org.apachelogginglogdi.. 15 hours ago Detected
[ org.apachelogginglogdj..  12hours ago Detected

8 High p o he. 4. 12housago Detected

&) Mediom recit service: BB oraspachelogainglogéi..  12hours ago Detected

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extend:
3P applications
and modules




Unleash the ecosystem with partners across

5 critical areas

Business
insights

cisco Lz/&/

Networking &
Infrastructure

Building on Cisco’s

networking capital
Cisco Observability
platform is able to
bring key network
telemetry to correlate
business with the
network

(&

With the growing use
of Generative Al and
modern applications,
Cisco Observability
Platform helps
customers to monitor
these applications, it's
SLO and bring the
monitoring of LLMs,
and MLOps models
together with
application
observability

#CiscolLiveAPJC DevNET-1804

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Sustainability

Sustainability is
paramount for every
company. Modules

created on Cisco
Observability Platform
help customers to
achieve their
sustainability goals by
providing data around
the carbon footprint
across multiple
domains

33



Fintech module

By Evolutio

Reduce revenue losses for
financial customers resulting from
credit card authorizations failures

Monitor infra health impact on
hourly credit card authorizations

View KPIs and insights grouped and
aggregated based on metadata like
region, schemas, infra components
and merchants

cisco Lzﬁo//

Infrastructure Health

Scheme Health @ Gateway Health

Card Authorisations

12:00 03/11 12:00
PM PM

OLATHE - Count of Events 1 KNX - Count of Events

Card Auth Value ($)

#CiscoLiveAPJC DEVNET-1804

Protocol Health @ FX Health

03/12

12:00

PM

03/13

ENEERRG
] |

11 .
LI

12:00 03/14 12:00 03/15
PM

@ Crypto Health Non-Approval ..

12:00 03/14 12:00 03/15 12:00
PM PM PM

A Baseline of KNX - Event ..

@© show Legacy Graph

03/16
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Claims module

By Evolutio

Complete visibility into
B — infrastructure in place for

Monitor infra health impact
on claim processing

View KPIs and insights grouped

and aggregated based on
metadata like region, services

and infra components

cisco L{Vp/‘/

servicing claims across geos

#CiscoLiveAPJC DEVNET-1804

Business Unit: -

Global Commercial éOLU | |6

Opened Claims Closed Claims . "
86 43 Adjusted Ratio

Total Amount Adjusted Amount

51.6M 32.9M

Claims Information

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



eCommerce module

By Evolutio

PayFast eVouulio

13K 2M
Total Payment Count Total Amount Processed
Successful vs Failed Payments

CiIsco L&V&_/ #CiscoLiveAPJC  DEVNET-1804

Complete visibility into
infrastructure in place for
ecommerce platform

Observe user’s journey and
experience all the way from
user’s login to processing
order after payment

View KPIs and insights grouped
and aggregated based on
metadata like region, services
and infra components

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SAP Observability module

By CloudFabrix

B Landscape: ECC-Southwest

Monitor complex SAP Landscape
by unifying and standardizing
telemetry data under a single
pane of glass

Correlate telemetry and asset
types together to isolate root
cause and determine blast
radius of impacted services

cisco W- HCiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Campus Analytics module

By CloudFabrix

#CiscoLiveAPJC DEVNET-1804

Provides insights for return to work

@ use case

Aggregates multiple Cisco DNA
Controller analytics to provide
network near real-time topology
information, bandwidth consumption
hotspot visibility etc.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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vSphere Observability module

By CloudFabrix

Observe vSphere through
E FSO platform

VSphere

Enrich vSphere and vROps data
with your environment’s Kubernetes
and infrastructure data

cisco W-/ HCiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Capacity Planner and Forecaster module

By Kanari

0 G © Last1Hour 2

©  RELATIONSHIPS

Health Rules

Insights into infrastructure risk
factors that have been determined
through predictive ML algorithms
(ARIMA, SARIMA, LSTM)

Create Health Rule

Next 24 hes Next7 days Next30 days

@ Derive capacity forecasts and plans

using the insights

Next 30 dsys.

Min

Baseline and track capacity forecast ‘
overtime to analyze changing mw
capacity needs over time

05 Name

Next 30 days.
Mock Metric 05 Version
Min

VM Scale Set Instance
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Service Level Objectives module
By Nobl9

Visualize Service Health in list
view as a number—Error Budget
remaining for given service for
key insights for the service

Display a list of SLOs contributing
to the Service Health on a popup
to identify and resolve issues

Review Nobl9 SLO metrics adding
additional value to their monitored
services and building awareness
around reliability and its impact
on the customer experience

cisco L{Vp//

sosdpmamc<aicton-spsdpamecs-<hstermon

bty | Observe | Werkio Se— cve e
P AP
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MLOps and SLO

MLOps module

By DataRobot & Evolutio

@ Service Health: Madet: Defastt Model sarvice heath

101.687K

Monitor the health of services,
models, and predictions along with
providing correlation to

APM services and infrastructure
consuming and supporting these
services and models

cisco #CiscoLiveAPJC DEVNET-1804 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Cloud Carbon Insights module

By Climatiq
. Adds carbon emission tracking : T P
to your existing cloud metrics 114.36 kg ..
Gain insights into the carbon e

footprint of cloud workloads,

including pods, hosts, and clusters : e s Il|"l"l""l"II"""""”I""I"I""

O ey e

and make more environmentally

(l H Accelerate your journey to net zero
2 conscious decisions
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