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Checkout the demo app

Usernames: 
• customer, operator, or sysadmin
Password: password

http://3.142.250.188/ 

Checkout the pipeline
http://bit.ly/hankdemo-cicd 

DEMO APP TO AWS

http://3.142.250.188/
http://bit.ly/hankdemo-cicd


Agenda
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• What exactly are we trying to 
“CICD”?

• Demo upfront, business in 
the back

• How it’s made – dissecting 
the pipeline

• Ending with a dash of reality 
about CICD

DEVNET-1723 6
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What’s out of 
scope for the 
session

• GitLab server / project 
setup

• GitLab runner setup
• Specifics about
• Linting or validating code
• Writing and running tests
• Creating Docker images 
• Deploying hosts to the cloud
• Running containers on hosts

7DEVNET-1723
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All code available

• Project Repository

• A functional demo application 
created for this session
• Written in Python
• Test cases with pytest
• Containerized in Docker
• Web application 
• Deployed to cloud with Terraform

• A functional CICD Pipeline built and 
operational
• Pipeline logs, history, environments, 

etc available 
• Detailed video of working pipeline

8DEVNET-1723

https://gitlab.com/hpreston/demo-python-tacacs
https://youtu.be/gjUF9XoZNXI
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See official docs

• To learn more or dive deeper, 
see GitLab CICD Docs
• They are really quite good

• Effort made to provide links 
within presentation to relevant 
content 

• Any discrepancy between my 
slides and documentation 
indicates a fault of mine. Docs 
always win

9DEVNET-1723

https://docs.gitlab.com/ee/ci/


What exactly are we trying 
to “CICD”?
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Push 
Code 

Deploy 
Applicatio

n
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Push 
Code 

Test 
Code

Deploy 
Applicatio

n
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Test Code
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n
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Push 
Code 

Check Style / 
Syntax Test Code

Setup 
Dependencie

s

Test 
Application

Save Test 
Results

Build 
Application

Publish 
Application

Deploy 
Applicatio

n

Wait… we need to manage Dev > Test > Prod differently…

19DEVNET-1723



Demo upfront, 
business in the 
back
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GitLab Pipeline Updating Production

DEVNET-1723



Demo Video!!!
Full (longer) demo video of 
pipeline available as well

https://youtu.be/gjUF9XoZNXI
https://youtu.be/gjUF9XoZNXI


How it’s made –
dissecting the pipeline
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.gitlab-ci.yml

• The pipeline instruction file 
• Located at root of the project

• Written in YAML with GitLab 
syntax

• Can ”include” other files for 
modularity

24DEVNET-1723

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
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Pipeline Stages

• “stages” define parts of the overall 
process

• Default Stages
• build, test, deploy

• Fully customizable stage
• How many stages
• Names of stages 

• All jobs in a stage will run at the 
same time* 

• All jobs in a stage must complete 
before the next stage’s jobs start

25DEVNET-1723

* Unless there is another requirement delaying one job

https://docs.gitlab.com/ee/ci/yaml/
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• Prep
• Things that need to be done before or in 

support of pipeline

• Validate
• Verify code and files. Linting, format checks, 

etc.

• Test
• Run all code tests. Unit and Integration

• Build-App
• Create all application artifacts. Containers, 

binaries, etc.

Defining Stages for My Pipeline

26DEVNET-1723

stages:
 - prep
 - validate
 - test
 - build-app
 - build-host
 - deploy-host
 - build-docker
 - deploy-docker
 - cleanup
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• Build-Host
• Create Terraform plan to deploy host to run 

application

• Deploy-Host 
• Apply Terraform plan to create the host

• Build-Docker 
• Create Terraform plan to start Docker 

containers

• Deploy-Docker 
• Apply Terraform plan to start application 

• Cleanup
• Terraform destroy to teardown application

Defining Stages for My Pipeline

27DEVNET-1723

stages:
 - prep
 - validate
 - test
 - build-app
 - build-host
 - deploy-host
 - build-docker
 - deploy-docker
 - cleanup
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Hold on a minute… 
Where are the other stages?
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Pipeline Job

• Jobs are steps in the pipeline

• Occur during one stage 

• Run in a dedicated Docker container

• Contain rules determining when a 
job runs 

• Must have a “script” block defining 
what happens during the job

• Can succeed, fail, or be skipped* 

• Can create artifacts saved or used in 
other jobs

29DEVNET-1723

* Other job statuses include pending, running, canceled, manual, etc

https://docs.gitlab.com/ee/ci/jobs/
https://docs.gitlab.com/ee/ci/yaml/
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Job Definition: Build and Push a Docker Image

• Each job runs in a dedicated container 
using the “image”

• ”services” identify additional containers 
required during job* 

• “variables” can be defined in many 
places 
• Pipeline, Job, Conditionally, Project Level
• Many predefined variables exist containing 

details about the job/project

• ”script” is the list of commands to run 
for job
• Commands must succeed or job fails

• “rules” determine when to run a job

30DEVNET-1723

tac_plus_image:
 stage: prep
 image: docker:stable
 services:
  - docker:dind
 variables:
  IMAGE_TAG: $CI_REGISTRY_IMAGE/tac_plus:$CI_COMMIT_REF_SLUG
 script:
  - cd tac_plus
  - |

  docker login -u $CI_REGISTRY_USER \
               -p $CI_REGISTRY_PASSWORD \
       $CI_REGISTRY
  - docker info
  - docker build -t $IMAGE_TAG .
  - docker push $IMAGE_TAG
 # Only run if there have been changes in the tac_plus build
 rules:
  - changes:
     - tac_plus/*

* docker:dind (docker in docker) allows the docker client in a container to 
interact with the host server’s docker service

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/variables/predefined_variables.html
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/index.html
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Variables

• “variables” provide dynamic input into 
pipeline
• Credentials/Secrets (strings or files)
• Project details (name, branch, commit)

• Defined in
• Pipeline, Job, part of condition
• Predefined variables from GitLab 
• At Project, Group, or Instance Level* 

• Used in many parts of pipeline
• docker login -u $CI_REGISTRY_USER
• if: $CI_COMMIT_BRANCH == $CI_DEFAULT_BRANCH \

&& $DEPLOY_APP == "True”

31DEVNET-1723

* Very useful for secrets

https://docs.gitlab.com/ee/ci/variables/index.html
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• Excellent place for secrets

• “Protected” variables only 
available on ”protected” branches
• Prevent merge requests from unknown 

developers accessing secrets 

• “Masked” will hide value of 
variable in pipeline and job logs

GitLab Variable 
Creation

32DEVNET-1723

Project > Settings > CICD > Variables

https://docs.gitlab.com/ee/ci/variables/index.html
https://docs.gitlab.com/ee/ci/variables/index.html
https://docs.gitlab.com/ee/ci/variables/index.html
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Rules determine 
when a job runs

• Not all jobs should run on every pipeline 
execution

• Common conditions
• What branch is the pipeline running on? 
• Why is the pipeline running? Push, Merge 

Request, Schedule?
• Did a relevant file change? 
• Value of a variable?

• Can set values of variables based on a rule

33DEVNET-1723

https://docs.gitlab.com/ee/ci/yaml/
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• Sometimes a job should only run if files 
have changed
• Also “exists” rules to check for a file

• Rules based on a variable value is quite 
common
• Can use all types of variables 
• ”if” clauses support complex logic (&& / ||) 

• Multiple “rules” on a job are treated as 
“or”

• Set variables based on a rules for more 
dynamic jobs

Example rules definitions

34DEVNET-1723

tac_plus_image:
 stage: prep
 # Only run if there have been changes in the tac_plus build
 rules:
  changes:
   - tac_plus/*

build_image:
 stage: build-app

  rules:
  # Only build and push if on specific branches of the project
  - if: $CI_COMMIT_BRANCH == $CI_DEFAULT_BRANCH
   variables:
    environment: production
  - if: $CI_COMMIT_BRANCH == "staging"
   variables:
    environment: staging

# An example rule based on source of pipeline run
example_schedule:
 script: echo "This job only runs on a schedule"
 # Only run if a scheduled job
 rules:
  - if: $CI_PIPELINE_SOURCE == "schedule"
   # Other options: web, merge_request, pushes

The job examples on this slide only include the “rules” and “stage” as an 
example of rules. Other job details have been removed.

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
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“when” to run a job

• “on_success” (default)
• Run when all jobs in earlier stages succeed*

• “on_failure” 
• Run when at least one job in earlier stage fails

• “always” 
• Run.. Always 

• “manual” 
• Require a manual trigger to execute

• “delayed” 
• Wait for some period of time before running job
• “start_in” a time period (ex. 5 seconds, 1 day)

• “never” 
• Only used in a rule to create a prevention rule

35DEVNET-1723

https://docs.gitlab.com/ee/ci/yaml/
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• While automation is great, sometimes you 
need (want) a person to trigger a part of 
pipeline

• Deployments to production are common 
reasons for this

Pausing a Pipeline for Manual Intervention

36DEVNET-1723

.tf-deploy-host:
 image: terraform-images/releases/terraform:1.1.9
 stage: deploy-host
 variables:
  TF_VAR_ENVIRONMENT: ${ENVIRONMENT_NAME}
  TF_STATE_NAME: ${ENVIRONMENT_NAME}
 environment:
  name: ${ENVIRONMENT_NAME}
 resource_group: ${ENVIRONMENT_NAME}
 script:
  - cd "${TF_ROOT}"
  - source gitlab_tf_env
  - terraform init -input=false -reconfigure
  - |
   terraform apply -input=false \
    -target="module.ec2_instance" \
    -target="module.security_group" \
    -target="module.vpc" \
    "${TF_PLAN_CACHE}"
 when: manual

Note: the image used in this example is abbreviated to fit in code example. 
Full image is: “registry.gitlab.com/gitlab-org/terraform-images/releases/terraform:1.1.9”
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Artifacts and Cache

• Capture and store content from a job

• Cache
• Commonly used for dependencies such as 

packages downloaded
• Stored on the runner 
• Jobs must run on same runner

• Artifacts
• Commonly used for things created by job 
• Stored in GitLab
• Can be downloaded from GitLab from anywhere
• Will expire

• Useful for test reports/results
• Define job “dependencies” to use artifacts in 

another job

39DEVNET-1723

https://docs.gitlab.com/ee/ci/caching/
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• Standard output/error saved in job log

• But detailed log files or reports must be 
saved as artifacts or be lost 

• “paths” will save a specific file(s) to 
GitLab for download

• “reports” render reports within GitLab Job

Saving test results with Artifacts

40DEVNET-1723

run_pytest:
 stage: test
 image: python:3.9
 services:
  - name: $CI_REGISTRY_IMAGE/tac_plus:main
   alias: tac_plus
 variables:
  TACACS_HOST: tac_plus
  TACACS_SECRET: labtacacskey
 script:
  - pip install -e .
  - pip install -e '.[test]'
  - pytest --junitxml=report.xml
 # Save test logs for later detailed review
 #  - The raw pytest.log is saved for download
 #  - The unit test report is displayed in GitLab
 artifacts:
  when: always
  name: "$(date +%Y%m%d_%H%M%S)-pytest.log"
  paths:
   - pytest.log
  reports:
   junit: report.xml

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 41DEVNET-1723



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Scripting the action

• “script” defines what command(s) are 
executed for the job

• Mandatory for all jobs*

• Exit codes other than “0” result in job failure

• The output from the script available in job 
log 
• Features like echo, color codes, and sections

can organize log

42DEVNET-1723

* Except for “trigger jobs” which are out of scope for this introduction

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/script.html
https://docs.gitlab.com/ee/ci/yaml/script.html
https://docs.gitlab.com/ee/ci/jobs/index.html
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Before and After 
Scripts

• “before_script”
• Commands that are run before the script 

block of a job
• Commands run in same shell as “script”
• Any artifacts loaded from previous jobs are 

loaded first
• Can affect job success/failure

• “after_script” 
• Commands run after the script block 
• Run even for failed jobs 
• Run in dedicated shell from before_script and 

script commands
• Doesn’t affect job success/failure

43DEVNET-1723

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
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• “before_script” used for preparation steps
• For example, logging into Docker registry 

• “script” runs the commands needed for 
job 
• Hint… whatever you would run manually to do 

the work is what goes in the script

Job Script Example

44DEVNET-1723

build_image:
 stage: build-app
 image: docker:stable
 services:
  - docker:dind
 variables:
  IMAGE_TAG: |

  $CI_REGISTRY_IMAGE/network-request:$CI_COMMIT_REF_SLUG
 before_script:
  - |

  docker login -u $CI_REGISTRY_USER \
    -p $CI_REGISTRY_PASSWORD $CI_REGISTRY
  - docker info
 script:
  - docker build -t $IMAGE_TAG .
  - docker push $IMAGE_TAG
 rules:
  # Only build and push if on ”main” or “staging”
  - if: $CI_COMMIT_BRANCH == $CI_DEFAULT_BRANCH
  - if: $CI_COMMIT_BRANCH == "staging"

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
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git init

before_script

script

46DEVNET-1723



Tips for better 
pipelines
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Use defaults to 
simplify

• Pipeline “defaults” set values for 
jobs that can be overridden if 
needed* 

• Common examples
• “image” great when most jobs use 

same base image 
• “tags” to control which runners a job 

can use
• “before_” and “after_” scripts 
• “services” for supporting containers
• “artifacts” and “cache”

48DEVNET-1723

* Not all job settings can be set as defaults

https://docs.gitlab.com/ee/ci/yaml/
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Match jobs to 
runners with tags

• All runners are not necessarily the 
same

• Jobs might require different features
• Linux or Windows
• Docker 
• Special libraries or tools 
• Access to private data shares

• “tags” used to identify features of a 
runner and requirements of a job
• All tags on a job must be available on 

a runner 
• A runner can have “extra tags” and still 

be valid

49DEVNET-1723

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/runners/configure_runners.html
https://docs.gitlab.com/ee/ci/runners/configure_runners.html


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

• Ensure jobs are assigned to “docker” 
enabled runners

• Prepare a “File” Secret for use as SSH 
key

Pipeline defaults

50DEVNET-1723

default:
 # Tag all jobs as "docker" to ensure they are placed onto 

  # valid GitLab Runners
 tags:
  - docker
 before_script:
  # The SSH key for logging into the host server is a 

    # Protected/Masked File Based
  # GitLab CICD Variable.  Need to set the permissions 

    # correctly to allow use of  the key to log into 
  # and manage the deployed host server.
  - chmod 0600 ${TF_VAR_PROD_SSH_KEY}

https://docs.gitlab.com/ee/ci/variables/
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Include other 
pipeline files

• Add jobs, defaults, variables, etc from 
other files into your pipeline with “include”

• Reasons
• Improve readability 
• Reduce duplication 

• Sources for inclusion
• ”local” – from same project 
• “file” - from another project on GitLab server
• “remote” – from a HTTP(s) GET request 
• “template” – a GitLab CICD template

• Included files are merged and processed

51DEVNET-1723

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
https://gitlab.com/gitlab-org/gitlab/-/tree/master/lib/gitlab/ci/templates
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• For readability I broke my pipeline into 
multiple files 

• ”rules” can be used to determine when to 
include a file

”include” example

52DEVNET-1723

include:
 - local: .gitlab-ci.tacplus.yml
  rules:
   # Only build new images of tacplus on specific 

      # branches of project
   - if: $CI_COMMIT_BRANCH == $CI_DEFAULT_BRANCH
   - if: $CI_COMMIT_BRANCH == "staging"

 - local: .gitlab-ci.terraform.yml
  rules:
   # Deployments are only done on specific branches of 

      # the project
   - if: $CI_COMMIT_BRANCH == $CI_DEFAULT_BRANCH
   - if: $CI_COMMIT_BRANCH == "staging"



Managing 
Deployments (briefly)
Note: Deployments and Environments could/should be a dedicated session. 



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Deployments and 
Environments

• Environments are a place where 
code is deployed
• Production, Staging, Test, etc

• A “deploy job” is any job that 
includes a targeted environment

• A “resource_group” can be defined 
on a job to prevent simultaneous 
actions on the same environment
• Example – You don’t want two jobs 

deploying code to same environment 
concurrently 

57DEVNET-1723

https://docs.gitlab.com/ee/ci/environments/
https://docs.gitlab.com/ee/ci/environments/
https://docs.gitlab.com/ee/ci/jobs/
https://docs.gitlab.com/ee/ci/yaml/
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• “environment” is either ”production” or 
“staging”
• Based on what branch pipeline running on

• “resource_group” prevents two jobs using 
same environment from running at same 
time 
• Jobs can be in same pipeline or in different 

ones

Example Deployment Jobs

58DEVNET-1723

deploy-production-host:
 extends: .tf-deploy-host
 variables:
  ENVIRONMENT_NAME: production
 rules:
  - if: $CI_COMMIT_BRANCH == $CI_DEFAULT_BRANCH

deploy-staging-host:
 extends: .tf-deploy-host
 variables:
  ENVIRONMENT_NAME: staging
 rules:
  - if: $CI_COMMIT_BRANCH == "staging" 

.tf-deploy-host:
 variables:
  TF_VAR_ENVIRONMENT: ${ENVIRONMENT_NAME}
  TF_STATE_NAME: ${ENVIRONMENT_NAME}
 environment:
  name: ${ENVIRONMENT_NAME}
 resource_group: ${ENVIRONMENT_NAME}
 script:
  - terraform apply -input=false \
    -target="module.ec2_instance" \
    -target="module.security_group" \
    -target="module.vpc" \
    "${TF_PLAN_CACHE}"Note: Example jobs simplified for slide.

https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ee/ci/yaml/
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A dash of reality 
about CICD 
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You can’t automate 
what you don’t 
understand very 
very very well.

61DEVNET-1723



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

The path isn’t 
always A -> B -> C

62DEVNET-1723
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Do you just 
automate the 
complexity?

63DEVNET-1723



All Done!
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Hank Preston

• Example Code: hpreston/demo-python-tacacs

• Full CICD Pipeline Demo Video

• Documentation: https://docs.gitlab.com/ee/ci/

• Stay in touch: 
• Webex/Email: hapresto@cisco.com
• Blogs: https://blogs.cisco.com/author/hankpreston

65DEVNET-1723

https://gitlab.com/hpreston/demo-python-tacacs
https://youtu.be/gjUF9XoZNXI
https://docs.gitlab.com/ee/ci/
mailto:hapresto@cisco.com
https://blogs.cisco.com/author/hankpreston
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim a 
Cisco Live T-Shirt

67DEVNET-1723
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand


Thank you
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