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- Overview

- Implementation
- Tips & tricks

- Call to action
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Overview
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Beginning

Do Wi-Fi 6E access points consume more power?

CDP/LLDP Meraki MRSG - SFO12-2-AP01 / OiMeraki MRS I Mai | r AP) raw
PoE usage B8.5W AT NV A

CDP/LLDP SEO12-4-AP2B.BETA_HW f OiMerakl CW9164] Cloud Managed AP) raw
PoE usage 12.3 W AT (Advertised 20 W AT

They do! Wi-Fi 6E has an additional 6 GHz radio which the AP needs to
power.
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Beginning

Can | turn off certain devices to save energy?
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MT40 shows MS130-8X’s power consumption decreases by 20 Watts when
disabling a port which has CW9164I-MR connected.
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Solution

1. Monitor usage
2. Turn devices off
3. Use MT30 to solve corner cases
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Topology

2 AWS Cloud
; VR Dashboard Virtual private cloud (VPC)

Public subnet

Internet Internet Instance
gateway
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kDc271b| k7eched | k7ef189 | kc5447 | kaDB03b| ka23d08| kaB3052 | kafObed | kbaB12a | keSfOf8| ked4558| kd7bof7 | kelcs12 | kFBF142 | K198FTb| k06!
kBdc560| k719429 kDc271b| k7echied | k7ef189| k930205 | kc5447 | k3ela06| kaDB03b| k10c1d6| kaB3052 | kafObed| kb0347b| kbébc7a | kbaBl2a|k
k719429 | k7eche4 | k7ef189| kialb0a | k330005 | k9c5447 | kaOB03b| ka23d08| kafdbed| kb0347h| kba812a | kbcSbd3 | ke3dod4 | keBd558| kd7bof7 |k
kB6Bb3c2 | k7eched | kBadbbd | k92ca70| k330005 | k95447 | kaOB03b| k10c1d6| kbD347h| kba812a | kbeSbd3 | ke3deds | keSfOf8| kdddfi2 | kd7baf7 | kd
k7echicd| k95447 | kb0347b| kbaB12a | kbeSbd3 | kd7haf7 | kiBf142| k198fib| k04bB17 | k061717 | kD76ead | k4Ddfac

kaB3052 | k198ffb| kag4fac

k19Bffb| k494fac

k198ffb| kdg4fac

k19Bffb| k4g4fac

k19Bffb| k494fac

k19Bffb| kd94fac

k19Bffb| kdg4fac

k19Bffb| k494fac

k198ffb| kdg4fac

k198ffb| kdg4fac

k19Bffb| k494fac

k16764a | k198ffb| kd94fac

kDc271b| k9111a9| k92ca70| k35447 | kaB3052 | kafObed| kb0347b| kbB728b| kdddf12 | k16764a | kec6dSc| keeafla | k198ffb| kifae70| k27aBd9| ki
kDc271b| k7ef189| k9111a9| k33005 | k35447 | kaOB03b| kafObed | kb0347b| kbageeD | kb8728b| kbaB12a| kbcSbd3 | kdddf12 | kd7b9f7 | kechdSc| k
k7ef189| k9111a9| k93005 | k3c5447 | kaDB03b| kafObed | kb0347b| kbB728b| kbaB12a | ked4558 | kededdf | k16764a | kecbdSc| k198ffb| kifae70| k2:
kDc271b| k7ef189| k9111a9| k92ca70| k930005 | k9c5447 | kaDGO03b| kaB3052 | kafdbed| kb0347h| kb8728b| kbaB12a | kedcddf| k16764a | k198ffh| kf
kBc9age | kOc271b| k7ef189| ki7a08a | kBadbba| kBalbDa | k9111a9| k930e05 | k9ch742 | k9c5447 | kaDBO3b| kaB3052 | kad3gba | kad3fas | kafObed |k
kBc9age | kOc271b| k7ef189| kifb2b7| k3111a9| k93005 | k3c5447 | ka0BO3b| kaB3052 | kafbed| kb0347b| kbB728b| kbaBl2a | kd4df12 | kd7bof7| ki
kDe271b| k7ef189| k9111a9| k930005 | k5447 | kaDG03b| kafObed | kb8728b| kbaB12a | kbeSbu3 | ked4558| kiddf12 | kd7bof7 | kechdSe| keeaflal ki
k7ef189| kB7aDBa | k8adbb9| ka111a9| k93005 | k3c5447 | kaOBO3b| kb0347b| kbB728b| kbaB12a | kbcSbd3 | kd7baf7 | k16764a | keckdsc| k198ffb| k
kDc271b| k7ef189| k9111a9| k330605 | k35447 | kaOB03b| kaB3052 | kafObed | kbD347b| kb8728b| kbaB12a | kbeSbd3 | kcd4558| kededdf | kd7baf7 | ki
kDc271b| k7ef189| kd111a9| k330605 | kic5447 | kaDB03b| kbB728b| kbaB12a | kedd558| kechdSc| k198FFb| kD4bB17 | k44bba| ka54b6| kdd4fac| ki
k7ef189| k95447 | kb8728b| kbaB12a | kd7bof7 | kechdSc| k198ffb| kD4bB17| ka94fac| kOGOTSE| kI9e6T

k9c5447 | kbaB12a | kbcSbd3 | kd7bof7 | k198ffb| kDE1717 | k494fac

k19Bffb| kd94fac

k19Bffb| kdg4fac

k19Bffb| k494fac

k198ffb| kdg4fac

k198ffb| k494fac

k19Bffb| k494fac

k19Bffb| kd94fac

k198ffb| k494fac

k19Bffb| k494fac

k19Bffb| kd94fac

k198ffb| kd9dfac

k19Bffb| k4g4fac

k198ffb| k494fac

k198ffb| kdg4fac

k19Bffb| k4g4fac

k1 QRFfh | kAQAFar

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Data Is important

No correlation between client count and power consumption for this network

12

10

Power consumpsation and client count
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Implementation
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Solution

1. Monitor usage
2. Turn devices off
3. Use MT30 to solve corner cases
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Data gathering flow

1. Run script with cron hourly

o
N
«

2. Call APIs

S >
LI

3. Send response 4. Aggregate responses

5. Write data in CSV and text file

Dashboard Instance

code: https://gist.github.com/yujiterada/b636a5ffa65be067b9a1b313a079b2e4

cisco M B #CiscoLiveAPJC DEVNET-1681 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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Row in CSV

1698354003, SB-SW-5F-01, Q4CD-UBSQ-XXXX, 1, 1, 9.2,

cisco L‘V& B #CiscoLiveAPJC DEVNET-1681 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Mapping switch and access point data

—

getOrganizationDevices(productTypes=['switch']) getDeviceSwitchPortsStatuses(serialF'Q4CD-U6SQ-XXXX'

rtId": "11",

“ (7

"total": 2,

cisco M . #CiscoLiveAPJC DEVNET-1681 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Expected result of combining

Hll"
14
": 168.5

{ "total":

Works great in test environment so run it on production network

cisco W ./ #CiscoLiveAPJC DEVNET-1681 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Failure :

CDP information exists on Dashboard but API returns empty

Port 37 |Return to port list

w
|

SB
B
B
B
B
B
B
B

Status

Connectivity [

Usage 7.7 GB

Traffic 39 Urnups

CDP/LLDP Meraki MRS5S - SB-AP-5F-01/0
PoE usage 10,0000

cisco W/ #CiscoLiveAPJC DEVNET-1681 © 2023
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Workaround

Manually create static switch to access point mapping. Sometimes manual
work is faster and required

Schema

{
"ap 1 name",
"ap 1 serial"

{

"ap 2 name",
"ap 2 serial"

cisco M . #CiscoLiveAPJC DEVNET-1681 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Manual mapping

—

getDeviceSwitchPortsStatuses(serialF'Q4CD-U6SQ-XXXX'

cisco M . #CiscoLiveAPJC DEVNET-1681 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Home nsert  Draw

L

-]

Run the script with cron

ubuntu@ip-192-168-2-109:~$

O *x kx Kk %

Page Layout  Formulas
Cal (Body) -
B Iy

2k,

Possible Data Loss Somy

s might be lost i you

1691554916, 75288

1691554917 |NU 3 Q2BX-P3MNM
1691554917 NUT-DS-FG-1 Q2BX-VA3N-
1691554917 NUT-DS-FH-3 Q2BX-NE3H-
1691554917 NUT-DS-FI-3F Q2BX-EBCS-
1691554917 NUT-DS-FM-. Q2BX-FZHV-!
1691554917 NUT-DS-5L-1 Q2BX-/W3X-
1691554917 NUT-DS-UC-! Q2BX-HIWK
1691554917 NUT-DS-UK-3 Q2BX-ELIH-h
1691554917 NSN-DS-Y-1F Q2BX-VPHQ-
1691554917 NSN-DS-W-1' Q2BX-ZT2T-{
1691554917 NSN-DS-5-1F Q2BX-ZU4G-
1691554917 NSN-DS-N-1F Q2BX-ZMBL-
1691554917 NSN-D5-M-11 Q2BX-2C4X-
1691554917 NSN-DS-M-11 Q2BX-2C4X-
1691554917 NSN-DS-K-1F Q2BX-Z2ZMA
1691554917 NSN-DS-J-1F- Q2BX-YGJ7-i
1691554917 NSN-D5-8-1F Q2BX-VNM3
1691554917 NSN-DS-A-2F Q2BX-UUSK-
1691554917 BJ-DS-T-1F-0. Q2FW-42A5
1691554917 BJ-DS-P-1F-0. Q2GP-VZHB-
1691554917 NKOSAKA-CS Q25X-SEEP-/
1691554917 NKOSAKA-CS Q2SX-SEEP-4
" .

Rily; Unavailatie

CISCO

/usr/bin/python3

‘64/

crontab -1
/home/ubuntu/poe monitor.

application.csv client_data.txt

View  Automate

Geners

iption

42005 0 k67b18a | kf4e23f|k2elffa | k43cbf3
9458 6.2 NUT-AP-FG- Q3AI-RALD-l k731b14 |k0c93bd |k9709¢ea | kcaldfd | kded3 75 me " :
18025 5.9 NUT-AP-FH- Q3AJ-6VUY-| k0a1fa0|k117259|kefb7c3 |kid15ed
9973 6.7 NUT-AP-FI-3 Q3AJ-EB98-¢ k7911af|k7dae54|kaef22e
10393 6.6 NUT-AP-FM: Q3AJ-RUHF- k0OaB85 |k9257c2|k9f67b3 | kd924cd |k5657da | kScbbS1
9606 6.7 NUT-AP-5L-1 Q3AJ-TG2)-2 k62fdas
107297 0 NUT-AP-UC- Q3AL-SDLP-1 k99bf13|k9d66a3 |kc72baa |ke604ec| k2dedaf
10737 5.9 NUT-AP-UK- Q3AL-ZLYX-Y k092001
47660 3.9 NSN-AP-Y-1I Q2PD-ZUVF- kdeBad6
127717 7.4 NSN-AP-W-1 Q3AL-3DDT- k8966fb|k322bc0|k0edDa
18139 7.6 NSN-AP-S-1F Q3AL-LO3W k666¢58|k78fd7f
11176 6.6 NSN-AP-N-1 Q3AL-32WC kfcd8ed |k1fa637
11807 4.2 NSN-AP-M-1 Q2PD-3RRX- k96faSe |k41c5b7|k55525¢
13501 7.2 NSN-AP-M-1 Q3AL-55U9- k96faSe|kd3a2fe|ke6f2d0|k41cSb7
10133 7.5 NSN-AP-K-11 Q3AL-MVA3 kOa9ae7|k5c75b2
12600 7.1 NSN-AP--1F Q3AL-QLBC- kd4b038|k581ff7 |kSbb82d
9743 4.2 NSN-AP-B-11 Q2PD-GVTK- ka78¢0d | kadc7ce|k5261b9 000
31809 6.6 NSN-AP-A-2| Q3AL-LHSX-F k0f7103|kb221a1|kbaOc3e|k5facac
329502 0 BJ-AP-T-1F-L Q3AL-BAWX kbBe741|kb94741 |kbal370|kcc399a|keeldbb |keac524|kf0
52464 0 BJ-AP-P-1F-L Q3AL-WMK: k6a3Sfe |k8fdal6|kb6e741|kcbd25e |k3a8284
63492 6.4 NKOSAKA-A Q3AL-3FM4- k6b3350|k6dB8ch | kOdBceS|kae73f9|klc2elc|k1d0cas | k29

6.8 NKOSAKA-A Q3AL-WKTC k6b3350|k789728 | k0dBceS|kaBSeBa |kcbdDed |k29a998 | k4.
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Apply port schedule

Create port schedule

Port schedules

Local time zone: Australia - Sydney (You can set this on General)

MR used by 0 ports
Templates: 8to 5daily = 8to 5onweekdays only = weekdaysonly = alwayson  always off

Time display: 24 Hour =~ AM/PM

Day ~ Status ) During 000 |a00 |s0o [1z:00 [16:00 |20:00
Monday [enabled | [8:00 ~|[21:00 «| | | |
) _ ) ) 000 |400 |s:00  [12:00 [16:00 [20:00

Tuesday [enabled | [6:00 ~|[21:00 ~| | | |
) _ ) ) 000 [400 |00 [12:00 [16:00 [20:00

Wednesday ['enabled | [6:00 v |[2100 ~| | | |
) _ ) ) 000|400 |00 [12:00 [16:00 [20:00

Thursday [ enabled | [6:00 ~|[2100 ~| | | |
) _ ) ) 000 |a00 |s:00 [12:00 [16:00 [20:00

Friday | enabled | [s00 v|[[21:00 v| | | |

) _ ) ) 0:00 [a:00  [s:00  [12:00 [16:00  [20:00
Saturday | disabled v | [0:00 ~ || 24:00 ~| | |

0:00 [a:00 [s:00  [12:00 [16:00 [20:00
Sunday | disabled v | [0:00 ~ || 24:00 ~| | | | |

Cisco &,/ #CiscolLiveAPJC

Apply

Update 1port

Switch / Port

Name

Port status

Link negotiation
Port schedule

Tags

Port profile

Type

Access policy ©
Native VLAN

Allowed VLANs

DEVNET-1681

port schedule

b8:ab:61:12:34:56 / 11

Auto negotiate

MR
Unscheduled

MR

Access

Enabled Disabled

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



MT40 flow

e
o
<

1. Run script hourly with cron

2. Call APIs

T -
> LILILBLIL!

3. Send response

4. \Write response in CSV

Dashboard Instance

cisco M -/ #CiscoLiveAPJC DEVNET-1681 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



MT30 flow

ressed MT30 in room"

> - =9 2. Sends webhook 3. Run script
1. Triggers alert e

4. Return 200 OK
MT30 Dashboard Instance

code: https://gist.github.com/yujiterada/4bd7332de926525ee388ba2c1219779c¢
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en

Filter by

All Requests

d response before processing

Clear Requests

POST /receive_json
POST /receive_json
POST /receive_json
POST freceive_json
POST /receive_json
POST /receive_json
POST /receive_json
POST /receive_json

POST /receive_json

POST /receive_json

Cisco

.&‘/

9 minutes ago Duration Oms 2 P 209.206.XX.YY

POST /receive_json

Summary Headers Raw Binary

1107 bytes application/json

: "123456",
“TEST ORGANIZATION",
https://dashboard.meraki.com",

"networkTags": [],
“deviceSerial": "ABCD-EFGH-IJKL",
2:34:56:AB:CD:EF",
"Button",

times.

“deviceMac"
“deviceName":
“deviceUrl": "https://n290.meraki.com/Home-Sydney-env

i/n/UdbS5bTe/manage/nodes /new_list/216104036720320" ,
“deviceTags": [I,

“deviceModel": "MT30",
“alertId": "726205439932911081",
“alertType"
“alertTypeld"
“alertLevel’
“occurredat’
“alertData": {
“automationId": 726205439913492680,
“conditionId": 726205439913492600,

"sensor_automation”,
“informational”,
''2023-10-23T08:48:20.000000Z",

726205439913492600,
"type': null

e

“trigger": {

#CiscoLiveAPJC DEVNET-1681

Dashboard sends retries if
» there’s no response. This could
trigger the script to run multiple

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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« P poe DB o8
Pylhon-Desk(Dp -+ ~ E mw - X

mt30_receiver_2.py ® M

Users > yujterad > Desktop > mt30_receiver_2.py yujterad@UITERAD-M-HC5K Desktop % python3 mt3@_receiver 2.py
* Serving Flask app 'mt3@_receiver_2'

from flask import Flask, request, jsonify G d £f
ebug mode: o

import meraki

; * Running on all addresses (0.0.8.8)
LTS R * Running on http://127.0.0.1: 8080
import os * Running on http://192.168.10.232:8080
import threading iress CTRL+C to quit

import time
app = Flask(__name__)

SHARED_SECRET = "Merakil234"

API_KEY = os.environ.get('MERAKI_API_KEY')
DATA = {

b

~

def background_task(data):
print("Background task is running"}
@app.-route('/receive_json', methods=['P0OST'])
def receive_json():
i a'H
data = request.get_json()
if data.get('sharedSecret') != SHARED_SECRET:
raise ValueError("Invalid sharedSecret provided.")
threading.Thread(target=background_task(data)).start()

response = jsonify(success=True), 200

return response

except Exception as e:
print("An error occurred:", strie))
return jsonify{success=False, error=str(e)), 400

if __name__ == '__main
46 app.run{host='0.0.0.0"', port=8080)

X ®oho Wo Ln 46, Col 39 Spaces:4 UTF-8 LF Python [2
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Background task detall

Change port schedule to unscheduled

Port schedule does not disable
” port status. Disables port in the
background.

Change port schedule to
unscheduled to enable port.

cisco L‘V& ./ #CiscoLiveAPJC DEVNET-1681 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



»

test.py

Users > yujterad > Desktop >

15

~

®oA0

&« L poe

mt30_receiver.py @ mt30_sender.py poe_monitor.py [N}

mt30_receiver.py
from flask import Flask, request, jsonify
import meraki

import json
import os

import threading
import time

app = Flask(__name__)

SHARED_SECRET = "Merakil234"
API_KEY = os.environ.get('MERAKI_API_KEY')
DATA = {
"Q3CH-MT30-XXXX": {
"Q4CD-MS13-YYYY": [11

def background_task(data):

m_client = meraki.DashboardAPI(API_KEY, output_log=False, suppress_logging=True)
for serial, ports in DATA[datal['deviceSerial']].items():
for port in ports:
resp = m_client.switch.updateDeviceSwitchPort(
serial=serial, portId=port, portScheduleId=None)
print{json.dumps{resp, indent=4))

@app. route('/receive_json', methods=['POST"'])
def receive_json():

if __name__ == '__main__':
app.run(host='0.0.0.0', port=8080)

@0

#CiscoLiveAPJC

DEVNET-1681

IR =N

zsh-Desktop +~ H W

yujterad@YUJTERAD-M-HC5K Desktop % python3 mt3@_receiver.py
* Serving Flask app 'mt3@_receiver'
* Debug mode: off

* Running on all addresses (0.0.0.0)

* Running on http://127.0.0.1:8080

* Running on http://192.168.1@.232:8080
Press CTRL+C to quit

{

"portId': "11%,

"name": null,

“tags": [,

"“enabled": true,

“poeEnabled": true,

“type": "trunk",

"vlan": 1,

"voiceVlan": null,

"allowedVlans": "all",

"isolationEnabled": false,

“rstpEnabled": true,

"stpGuard": "disabled",

“linkNegotiation": "Auto negotiate",

“portScheduleId": null,

“udld": "Alert only",

"linkNegotiationCapabilities": [
"Auto negotiate",
"2.5 Gigabit full duplex (forced)",
"1 Gigabit full duplex (forced)",
"10@ Megabit (auto)"

"accessPolicyType": "Open",
"daiTrusted": false,
"profile": {

“enabled": false,

"id": "M,

"iname": null

}

}
127.0.0.1 - - [23/0ct/2023 21:00:49] "POST /receive_json HTTP/1.1" 280 -

Ln 15, Col 24 Spaces:4 UTF-8 LF Python

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reapply port schedule

Once MT30 button is pressed, port schedule changes

Update 1 port

Switch [ Port b8:ab:61:12:34:56 [ 11

Name |

uto negotiate

Need to reapply original port

- schedule so access point will
| power off the next day

Native VLAN | 1 |

Allowed VLANs | al |

RETP Enabled Disabled

code: https://gist.github.com/yujiterada/5¢198d07092bf359db785290af569fc5
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= O poe [0 B8 (B o8

receiver.py mt30_sender.py poe_monitor.py reapply_port_schedule.py ® [I] --- [3] zsh-Desktop +~ BH W --- X
1
Users > yujterad > Desktop > reapply_port_schedule.py ){fujterad@YUJTERADM—HCSK Desktop % python3 reapply_port_schedule.py
%mport json . “portId": "11",
import meraki "name": null,
import os “tags": [,

"enabled": true,

API_KEY = os.environ.get ('MERAKI_API_KEY') LA B Ty,
type": "trunk",

DATA = { "vlan": 1,
"Q4CD-MS13-YYYY": { "voiceVlan": null,
11: "726205439913492796" "allowedVlans": "all",
} "isolationEnabled": false,
"rstpEnabled": true,
¥ "stpGuard": "disabled",
"linkNegotiation': "Auto negotiate",
m_client = meraki.DashboardAPI(API_KEY, output_log=False, suppress_logging=True) "portScheduleld": "726205439913492796",
"udld": "Alert only",
""linkNegotiationCapabilities": [

for serial, ports in DATA.items(): "Auto negotiate"
'

for port, schedule_id in ports.items(): "2.5 Gigabit full duplex (forced)",
resp = m_client.switch.updateDeviceSwitchPort ( "1 Gigabit full duplex (forced)",
serial=serial, portId=port, portScheduleId=schedule_id) "108 Megabit (auto)"
18 print(json.dumps(resp, indent=4)) Lo

"'accessPolicyType": "Open”,
"daiTrusted": false,
“profile": {

"enabled": false,

nign:

“iname": null

}

}
yujterad@YUJTERAD-M-HC5K Desktop % |1

X  ®oA0 @Wo Ln 18, Col42 Spaces:4 UTF-8 LF Python [*
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Run the script with cron

ubuntu@ip-192-168-2-109:~$ timedatectl
Local time: Tue 2023-10-24 03:18:52 UTC
Universal time: Tue 2023-10-24 03:18:52 UTC
RTC time: Tue 2023-10-24 03:18:52

Time zone: Etc/UTC (UTC, +0000)

System clock synchronized: yes

NTP service: active

RTC in local TZ: no

ubuntu@ip-192-168-2-109:~$ crontab -1
0 * * * * /usr/bin/python3 /home/ubuntu/poe monitor.py
0 3 * * * /usr/bin/python3 /home/ubuntu/reapply port schedule.py

ubuntu@ip-192-168-2-109:~$ cat /var/log/syslog grep CRON

Oct 24 03:00:01 ip-192-168-2-109 CRON[297410]: (ubuntu) CMD (/usr/bin/python3
/home/ubuntu/poe monitor.py)

Oct 24 03:00:01 ip-192-168-2-109 CRON[297411]: (ubuntu) CMD (/usr/bin/python3
/home/ubuntu/reapply port schedule.py)

HCiscoLiveAPJC DEVNET-1681 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create prototype

cisco L{V&/

1 month

Technical
validation by
an engineer.

2 months 3 months ~ 12 months indefinite
Recruit leader Deep customer Build MVP. Productize.
and engineers and technical Get early
to build. validation. customer

Build traction.
prototype.

source: Andrew Ng: Opportunities in Al - 2023
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Changing habits

Google Search vs ChatGPT

About  Store Gmail Images

Google

Google Search I'm Feeling Lucky

Come up with concepts Design a database schema

Suggest fun activities Write a text message

Australia

Advertising  Business  How Search works Privacy  Terms  Setings ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT September 25 Version

#CiscoLiveAPJC DEVNET-1681 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Create a Python app that

ChatGPT

+ GPT-4

Y Can you create a Python app that receives the following JSON via HTTP payload and reads
the "sharedSecret" key.

data={
"version™ "01",
"sharedSecret": SHARED _SECRET,
"sentAt" sentAt,
"organizationld": ORGANIZATION_ID,
"organizationName": ORGANIZATION_NAME,
"organizationUrl": ORGANIZATION_URL,
"networkld": NETWORK_ID,
"networkName": NETWORK_NAME,
"networkUrl": NETWORK_URL,
"networkTags"™ [],
"deviceSerial": DEVICE_SERIAL,
"deviceMac™: DEVICE_MAC,
"deviceName™ "Button",
"deviceUrl": DEVICE_URL,
"deviceTags"
"deviceModel": "MT30",
"alertld™ alert_id,
"alertType" "Sensor automation action",
"alertTypeld": "sensor_automation",
"alertLevel": "informational”,
"occurredAt™ occurredAt,
"alertData" {

"automationld™ alert_data_id, > Regenerate

7}

ChatGPT may produce inaccurate information about people, pt cts. ChatGPT September

ChatGPT - Python HTTP JSON App

Certainly! Below is a Python app that starts an HTTP server using Flask. When this server
receives a POST request with the JSON data you provided, it will extract and print the value
of the "sharedSecret" key.

python [ Copycode
flask Flask, request, jsonify
app = Flask(__name__)
e
data = request.json
shared_secret = data.get(

shared_secret:
Jsonify({

Jsonify({

__hame__ == H
app.run(debug=True, port=

Here's what you need to do to get this running:

1. Install Flask: ‘G Regenerate

ChatGPT may produce inaccurate information about people, places, of facts. ChatGPT September 25 Version

receives MT30 payload

https://chat.openai.com/share/e64959d0-4950-4481-ae35-4414be02dce0
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The app should respond 200 OK first

ChatGPT - Python HTTP JSON App
jsonify({
To achieve this, you can send the 200 OK response immediately upon receiving the request
and then process the JSON data asynchronously. One way to do this is by using Python
threads.

name__

pp.Tun(debug=True, port=

e ——
Here's an updated version of the previous app:
Inthis version, the *process_data " function handles the extraction of the "sharedSecret"
key and printing it. When a POST request is received at the ~/zeceive-Jjson endpoint, a
new thread is started to run "process_data ", and a 200 OK response with the me: e
flask Flask, Tequest, jsonify

"Received” isimmediately sent back.
‘threading

Keep in mind that threading t one approach. In more complex applications, you might
want to use background workers or task queues like Celery to handle such asynchronous
processing more efficiently.

app = Fla

‘G Regenerate

threading. Thread (target=process_dat (data,)).start()

jsonify({ Regenerate

https://chat.openai.com/share/e64959d0-4950-4481-ae35-4414be02dce0

c1sco 'p/_/
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Call to action
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Get your hands dirty
_ Meraki DevNet Meraki community

Cisco M ./ #CiscoLiveAPJC ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand

Cisco M-/ DEVNET-1681 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Engage with us:
Become a Cisco Meraki Insider

Join Complete Receive
the community challenges rewards

c1sco L{V&/




Session surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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Traffic and PoE usage

View historical data and calculate how much power can be saved

Dashboard

Port 11 | Return to port list

Learn more

Historical data for the last day ~

Port traffic
32Kb/s
24 Kbls
16 Kbfs
B Kbis
O0Kb/s

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

Status

Comectivity )

Usage 8.0 MB
Traffic 42.6 Kbps

CDP/LLDP Office - Sydney - wireless / 0 raw
PoE usage 12172 W AT

cisco Lt/&/ HGiscoLiveAPJC
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Client details of a device

Find out office hour trends and if there’s any clients connected 24/7

Dashboard

Ports
AP port profile
;
i
. use network default (none currently set) (edit)
- Upink (see/edit all profiles)
Uplink traffic 1.2 Mbps (1.1 Mbps ¥, 133.2 Kbps 1)

2:50:30 12:50:35 12:50:40 12:50:45 12:50:50 2:50:55 12:51:00 12:51:05 255110 12:51:15 12:51:20

Current clients o 5

Associated Current channel
Description IPaddress  VLAN MACaddress  Usage  for ssip Channel width Signal strength Port Tools
iPhone 1921680124 9 5ef2:86:12:34'56 3.06G8 3 hours :;ij'"”““' 1 20 4348 —  Ping
MacBaok-Pro 19216810189 10 bBweB:5E12:34:55 2831 MB 15 hours terada-house 60 40 —6dE —  Ping

4224
Yujis-iPhone 19216810.225 10 fa:bb:55:12:34:56 B 4 hours. terada-house 60 40 39 4B — Ping
Yujis-iPad 1921689114 9 90:09:31112:34:56 0 2days B 60 40 mmmm33dB —  Ping
Yujis-iPag MB legacy o
YUJTERAD
e 19216810232 10 SceS:ler2:3456 1710GE 22 hours terada-house 81 20 m——38d8 —  Ping
30 | resuts per page 1
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Real power usage

Monitor power consumption of AC powered device via MT40

Energy

Total usage

© 0.47 kwn

0.022

Real power

Latest reading

©353w

s

Dashboard

002
oo
o016
oou
ooz

a0
0008
0006
004
0002
olown
2P g 5P 5P o g 0P oF 6P o 0P 5P P 0P o 0F 6P T 6P 6P 0P 6T P T P

Average High  Low
162W 355W 111w

Average  High Low
0.02kWh 0.02kWh 0.02kWh

Apparent power
Latest reading Average  High Low
©438w 57.6VA 60.3VA 42.5VA
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Port schedule

Dashboard

Port schedules

Local time zone: Australia - Sydney (You can set this on General)

MR used by 0 ports

Templates: 8to 5daily | 8to5onweekdays only = weekdays only

always on  always off

Time display: 24 Hour =~ AM/PM

Day Status During 0:00
Monday enabled 6:00 v ||21:00 v
0:00
Tuesday enabled 6:00 v ||21:00 v
0:00
Wednesday enabled v 6:00 v ||21:00 v
0:00
Thursday enabled v 6:00 v ||21:00 v
0:00
Friday enabled v 600 || 21:00 v
0:00
Saturday disabled v 0:00 v ||24:00 v i
0:00
Sunday disabled v 0:00 v || 24:00 v

cisco [/ &_/

4:00 8:00 12:00  |16:00  |20:00
4:00 8:00 12:00 |16:00 |20:00
4:00 8:00 12:00  |16:00 |20:00
4:00 8:00 12:00  |16:00 |20:00
4:00 8:00 12:00 |16:00 |20:00

4:00 8:00 12:00 16:00 ‘20:00
4:00 8:00 12:00 16:00 ‘20:00
#CiscoLiveAPJC

DEVNET-1681
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MT30 send webhook to trigger code

Change port schedule by updating port config

Apply port schedule

[ D Send a Notification Stay informed with a custom notification over SMS or e-mail

[ ) camera snapshot Take and send a camera snapshot from your MV cameras and never miss a moment

[ D Toggle SSID Control internet access by turning a Meraki network SSID on or off

) __J

[ () Toggle Switchport Toggle any Meraki switchport and adjust your network to real-time feedback

Send a Webhook command Tap into thousands of smart automations by setting up a custom Webhook integration

Remove port schedule

Pressed MT30 in room

Webhook Recipients

x Ngrok

Configure HTTP servers on network-wide alerts

cisco W . #CiscoLiveAPJC DEVNET-1681 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Alerts

Suppress alerts when access points goes down due to port schedule

«J» Global Overview

» Organization
Yuji Terada Personal ~

Network
Home - Sydney

< » Network-wide

(/' Security & SD-WAN
Switching
Wireless

« Cameras

cisco L{{/&/

Alerts

Configure organization-wide alerts at Organization > Settings

Alerts Settings

Default recipients

Network-wide [ ] Configuration settings are changed
[] A VPN connection comes up or goe
[ ] Arogue access point is detected

-

D Network usage exceeds 100 g

If toggled on, then wireless
unreachable alerts will be muted

when caused by a port schedule.

Learn more

A 4

() Mute wireless alerts based on switch port schedules @

Wireless [ ] A gateway goes offline for 60 ~ minutes

#CiscoLiveAPJC
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b

poe_monitor.py

poe_monitor.py

®o0Ao0

~

import
import
import
import
import
import

json

logging
time

import meraki

DATA = {

¥

API_KEY = os.environ.get('MERAKI_API_KEY')
if not API_KEY:

sys.exit()

logging.basicConfig(filename="application.csv', format='%(message)s
logger = logging.getlLogger()

client_data = {}
if os.path.exists('client_data.txt'):
with open{'client_data.txt', 'r') as infile:
client_data = json.load(infile)

timestamp = time.time()

m_client = meraki.DashboardAPI(API_KEY, output_log=False, suppress_logging=True)
for network_id, network_DATA in DATA.items():
for switch_serial, switch_DATA in network_DATA.items():
switch_name = switch_DATA['switch_name']
port_statuses = m_client.switch.getDeviceSwitchPortsStatuses(
serial=switch_serial, timespan=3600)

for port_status in port_statuses:

(")

cisco é{/@/

L poe

poe_monitor.py ®

poe_monitar.py

', level=logging.INF0)
with open('client_data.txt',

OB mos

ap_DATA = switch_DATA['ports'].get{int(port_status['portId']))
if not ap_DATA:

continue
sent_in_kb = port_status.get('usageInkb', {}).get{'sent', @)
recv_in_kb = port_status.get('usageInkb', {}).get{'recv', @)
power_usage_in_wh = port_status.get('powerUsageInWh', @)
ap_name = ap_DATA['ap_name']
ap_serial = ap_DATA[ 'serial’]

device_clients = m_client.devices.getDeviceClients(serial=ap_serial, timespan=3600)
for client in device_clients:
if not client_data.get(client['id']):
client_datalclient['id']] = client
client_ids = '|'.join([client['id'] for client in device_clients])
logger.info('{}, {}, {} {}, {},
timestamp, switch_name, switch_serial, sent_in_kb, recv_in_kb,
power_usage_in_wh, ap_name, ap_serial, client_ids))

{}, {}, {}, {}'.format(

'w') as outfile:

json.dump{client_data, outfile)

#CiscoLiveAPJC

DEVNET-1681
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