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Enter your personal notes here

Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-1681
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Bitcoin
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• Overview

• Implementation

• Tips & tricks

• Call to action
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Overview
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Beginning
Do Wi-Fi 6E access points consume more power?

9DEVNET-1681

They do! Wi-Fi 6E has an additional 6 GHz radio which the AP needs to 
power.



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Beginning
Can I turn off certain devices to save energy?
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MT40 shows MS130-8X’s power consumption decreases by 20 Watts when 
disabling a port which has CW9164I-MR connected.
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Solution

1. Monitor usage

2. Turn devices off

3. Use MT30 to solve corner cases

11DEVNET-1681
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Topology
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AWS Cloud

Virtual private cloud (VPC)

Internet 
gateway

Public subnet

InternetMX
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Data is important
No correlation between client count and power consumption for this network

14DEVNET-1681
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Implementation
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Solution

1. Monitor usage

2. Turn devices off

3. Use MT30 to solve corner cases

16DEVNET-1681
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Data gathering flow
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Dashboard Instance

1. Run script with cron hourly

2. Call APIs

5. Write data in CSV and text file

4. Aggregate responses3. Send response

code: https://gist.github.com/yujiterada/b636a5ffa65be067b9a1b313a079b2e4

https://gist.github.com/yujiterada/b636a5ffa65be067b9a1b313a079b2e4
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Row in CSV

18DEVNET-1681

1698354003, SB-SW-5F-01, Q4CD-U6SQ-XXXX, 1, 1, 9.2, SB-AP-5F-01, 

Q5AC-D43S-XXXX, k74272e
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Mapping switch and access point data

{

"portId": "11",

"cdp": {

"deviceId": "cc9c3e123456",

"address": "192.168.10.222"

},

"powerUsageInWh": 9.2,

"usageInKb": { "total": 2, "sent": 1, "recv": 1 }

}

{

"serial": "Q5AC-D43S-XXXX",

"model": "CW9164I",

"mac": "cc:9c:3e:12:34:56",

"name": "SB-AP-5F-01"

}

{

"serial": "Q4CD-U6SQ-XXXX",

"model": "MS130-24X",

"mac": "b8:ab:61:12:34:56",

"name": "SB-SW-5F-01"

}

{

"id": "k74272e",

"description": "Miles's phone",

"mac": "22:33:44:55:66:77"

}

getOrganizationDevices(productTypes=['switch'])

getOrganizationDevices(productTypes=['wireless']) getDeviceClients(serial='Q5AC-D43S-XXXX')

getDeviceSwitchPortsStatuses(serial='Q4CD-U6SQ-XXXX')

DEVNET-1681 19
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Expected result of combining

Works great in test environment so run it on production network
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{

"cc9c3e123456": {

"switch_name": "SB-SW-5F-01",

"switch_serial": "Q4CD-U6SQ-XXXX",

"switch_model": "MS130-24X",

"switch_port_id": "11",

"power_usage_in_wh": 168.5,

"usage_in_kb": { "total": 2, "sent": 1, "recv": 1 },

"ap_name": "SB-AP-5F-01",

"ap_serial": "Q5AC-D43S-XXXX",

"ap_model": "CW9164I",

"ap_mac": "cc:9c:3e:12:34:56",

"devices": ["k74272e"],

}

}
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Failure :(
CDP information exists on Dashboard but API returns empty
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683a1e123456 SB-AP-1F-02 Q2ZD-XXXX-YYYY SB-SW-1F-02 Q2CX-XXXX-YYYY 6

683a1e123456 SB-AP-2F-01 Q2ZD-XXXX-YYYY SB-SW-2F-01 Q2BY-XXXX-YYYY 22

683a1e123456 SB-AP-3F-01 Q2ZD-XXXX-YYYY SB-SW-3F-01 Q2BY-XXXX-YYYY 22

683a1e123456 SB-AP-3F-02 Q2ZD-XXXX-YYYY SB-SW-3F-01 Q2BY-XXXX-YYYY 21

683a1e123456 SB-AP-3F-03 Q2ZD-XXXX-YYYY SB-SW-3F-01 Q2BY-XXXX-YYYY 20

683a1e123456 SB-AP-3F-04 Q2ZD-XXXX-YYYY SB-SW-3F-02 Q2CX-XXXX-YYYY 6

683a1e123456 SB-AP-4F-01 Q2ZD-XXXX-YYYY SB-SW-4F-01 Q2BY-XXXX-YYYY 22

683a1e123456 SB-AP-4F-02 Q2ZD-XXXX-YYYY SB-SW-4F-01 Q2BY-XXXX-YYYY 21

683a1e123456 SB-AP-4F-03 Q2ZD-XXXX-YYYY SB-SW-4F-02 Q2CX-XXXX-YYYY 6

683a1e123456 SB-AP-5F-01 Q2ZD-XXXX-YYYY null None null

683a1e123456 SB-AP-5F-03 Q2ZD-XXXX-YYYY SB-SW-5F-02#2 Q2BY-XXXX-YYYY 17

683a1e123456 SB-AP-6F-01 Q2ZD-XXXX-YYYY SB-SW-6F-01 Q2BY-XXXX-YYYY 22

683a1e123456 SB-AP-6F-02 Q2ZD-XXXX-YYYY SB-SW-6F-02 Q2CX-XXXX-YYYY 6

683a1e123456 SB-AP-7F-01 Q2ZD-XXXX-YYYY SB-SW-7F-01 Q2BY-XXXX-YYYY 22

683a1e123456 SB-AP-7F-02 Q2ZD-XXXX-YYYY SB-SW-7F-01 Q2BY-XXXX-YYYY 21

683a1e123456 SB-AP-7F-03 Q2ZD-XXXX-YYYY SB-SW-7F-01 Q2BY-XXXX-YYYY 20

683a1e123456 SB-AP-7F-04 Q2ZD-XXXX-YYYY SB-SW-7F-02 Q2CX-XXXX-YYYY 6

683a1e123456 SB-AP-8F-01 Q2ZD-XXXX-YYYY SB-SW-8F-01 Q2BY-XXXX-YYYY 22
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Workaround

DATA = {

"network_1_id": {

"switch_1_serial": {

"switch_name": "switch_1_name",

"ports": {

"port_num_1": {

"ap_name": "ap_1_name",

"serial": "ap_1_serial"

},

"port_num_2": {

"ap_name": "ap_2_name",

"serial": "ap_2_serial"

}

}

}

}

}

Manually create static switch to access point mapping. Sometimes manual 
work is faster and required

22DEVNET-1681

DATA = {

"L_610800699462125333": {

"Q4CD-U6SQ-XXXX": {

"switch_name": "SB-SW-5F-01",

"ports": {

7: { 

"ap_name": "SB-AP-5F-01",

"serial": "Q5AC-D43S-XXXX"

}

}

}

}

Schema Sample
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DATA = {

"L_610800699462125333": {

"Q4CD-U6SQ-XXXX": {

"switch_name": "SB-SW-5F-01",

"ports": {

7: { 

"ap_name": "SB-AP-5F-01",

"serial": "Q5AC-D43S-XXXX"

}

}

}

}

Manual mapping

23DEVNET-1681

{

"portId": "11",

"cdp": {

"deviceId": "cc9c3e123456",

"address": "192.168.10.222"

},

"powerUsageInWh": 168.5,

"usageInKb": { "total": 2, "sent": 1, "recv": 1 }

}

{

"id": "k74272e",

"description": "Miles's phone",

"mac": "22:33:44:55:66:77"

}

getDeviceClients(serial='Q5AC-D43S-XXXX')

getDeviceSwitchPortsStatuses(serial='Q4CD-U6SQ-XXXX')
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Run the script with cron

ubuntu@ip-192-168-2-109:~$ crontab –l

0 * * * * /usr/bin/python3 /home/ubuntu/poe_monitor.py

24DEVNET-1681

{

"id": "k0cfa39",

"mac": "3e:e4:93:12:34:56",

"description": "Yujis-iPhone",

"mdnsName": "Yujis-iPhone.local",

"dhcpHostname": null,

"user": null,

"ip": "10.12.250.57",

"vlan": 0,

"usage": {

"sent": 30195.0,

"recv": 2998.9999999999995

}

}

application.csv client_data.txt
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Apply port schedule

Create port schedule

25

Apply port schedule

DEVNET-1681
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MT40 flow

26DEVNET-1681

Dashboard Instance

1. Run script hourly with cron

4. Write response in CSV

2. Call APIs

3. Send response
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MT30 flow
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{

…,

"sharedSecret": "Meraki1234",

"organizationId": "734417",

"networkId": "L_726205439913496800",

”deviceSerial": "Q3CH-MT30-XXXX",

"alertData": {

…,

"message": "Pressed MT30 in room"

}

}

2. Sends webhook
1. Triggers alert

MT30 Dashboard Instance

3. Run script

4. Return 200 OK

code: https://gist.github.com/yujiterada/4bd7332de926525ee388ba2c1219779c

https://gist.github.com/yujiterada/4bd7332de926525ee388ba2c1219779c
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Send response before processing

Dashboard sends retries if 
there’s no response. This could 
trigger the script to run multiple 
times.

28DEVNET-1681
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Background task detail
Change port schedule to unscheduled

30

Port schedule does not disable 
port status. Disables port in the 
background.

DEVNET-1681

Change port schedule to 
unscheduled to enable port.
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Reapply port schedule
Once MT30 button is pressed, port schedule changes

32

Need to reapply original port 
schedule so access point will 
power off the next day

DEVNET-1681

code: https://gist.github.com/yujiterada/5c198d07092bf359db785290af569fc5

https://gist.github.com/yujiterada/5c198d07092bf359db785290af569fc5
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Run the script with cron

ubuntu@ip-192-168-2-109:~$ timedatectl

Local time: Tue 2023-10-24 03:18:52 UTC

Universal time: Tue 2023-10-24 03:18:52 UTC

RTC time: Tue 2023-10-24 03:18:52

Time zone: Etc/UTC (UTC, +0000)

System clock synchronized: yes

NTP service: active

RTC in local TZ: no

ubuntu@ip-192-168-2-109:~$ crontab –l

0 * * * * /usr/bin/python3 /home/ubuntu/poe_monitor.py

0 3 * * * /usr/bin/python3 /home/ubuntu/reapply_port_schedule.py

ubuntu@ip-192-168-2-109:~$ cat /var/log/syslog grep CRON

Oct 24 03:00:01 ip-192-168-2-109 CRON[297410]: (ubuntu) CMD (/usr/bin/python3 

/home/ubuntu/poe_monitor.py)

Oct 24 03:00:01 ip-192-168-2-109 CRON[297411]: (ubuntu) CMD (/usr/bin/python3 

/home/ubuntu/reapply_port_schedule.py)

34DEVNET-1681



Tips & tricks
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Create prototype

Ideas Validate Recruit Prototype MVP
Grow and 

scale

Technical 
validation by 
an engineer.

Deep customer 
and technical 
validation. 
Build 
prototype.

Build MVP. 
Get early 
customer 
traction.

Productize.Recruit leader 
and engineers 
to build.

1 month 2 months 3 months 〜 12 months indefinite

source: Andrew Ng: Opportunities in AI - 2023

DEVNET-1681 36

https://www.youtube.com/watch?v=5p248yoa3oE&t=774s
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Changing habits
Google Search vs ChatGPT

37DEVNET-1681
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Create a Python app that receives MT30 payload

38DEVNET-1681

https://chat.openai.com/share/e64959d0-4950-4481-ae35-4414be02dce0

https://chat.openai.com/share/e64959d0-4950-4481-ae35-4414be02dce0
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The app should respond 200 OK first

39DEVNET-1681

https://chat.openai.com/share/e64959d0-4950-4481-ae35-4414be02dce0

https://chat.openai.com/share/e64959d0-4950-4481-ae35-4414be02dce0
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Get your hands dirty

Webex space Meraki DevNet Meraki community
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

42DEVNET-1681

http://www.ciscolive.com/on-demand




Engage with us:
Become a Cisco Meraki Insider

Join
the community

Complete
challenges

Receive
rewards
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Session surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

45DEVNET-1681
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Thank you
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Traffic and PoE usage
View historical data and calculate how much power can be saved

49DEVNET-1681

API getDeviceSwitchPortsStatusesDashboard

[

…,

{

"portId": ”11",

"enabled": true,

"status": "Connected",

"errors": [],

"warnings": [],

"powerUsageInWh": 2.5,

"trafficInKbps": {

"total": 14.6,

"sent": 12.6,

"recv": 2.0

}, …

]
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Client details of a device
Find out office hour trends and if there’s any clients connected 24/7
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API getDeviceClientsDashboard

[

{

"id": "kac63bb",

"mac": "fa:bb:55:ab:cd:ef",

"description": "Yujis-iPhone",

"mdnsName": "Yujis-iPhone.local", 

"user": null,

"ip": "192.168.10.225",

"vlan": 10,

"usage": {

"sent": 3039116.9999999995,

"recv": 160607.99999999994

}

},…

]
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Real power usage
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[

…,

{

"serial": "Q3CJ-ABCD-EFGH",

"readings": [

…, 

{

"ts": "2023-10-

18T04:26:09Z",

"metric": "realPower",

"realPower": {

"draw": 14.8

}

},…

]

API getOrganizationSensorReadingsLatestDashboard

Monitor power consumption of AC powered device via MT40
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Port schedule

52DEVNET-1681

{

"portSchedule": {

…,

"friday": {

"active": "true",

"from": "6:00",

”to": "21:00"

},

"saturday": {

"active": "false",

"from": "0:00",

"to": "24:00"

}, …

}

}

API createNetworkSwitchPortScheduleDashboard
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MT30 send webhook to trigger code
Change port schedule by updating port config

53DEVNET-1681

{

"portScheduleId": "726205439913492796" 

}

API updateDeviceSwitchPortDashboard

{

"portScheduleId": None

}

Remove port schedule

Apply port schedule
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Alerts
Suppress alerts when access points goes down due to port schedule
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Screenshot of code
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