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the Human)
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Enter your personal notes here

Cisco Webex App 

5

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-1651
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Agenda
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• Things fail…

• Three tales of failure
• How did the happen?

• A culture of ___________
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Things will fail…
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“Everything fails, all the time.”  
Werner Vogels, CTO Amazon
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Who did this?
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A tale of three failures



SlideShare
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Example of column reordering capabilities in a graphical explorer tool
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US Emergency Alert 
System – Hawaii 
Missile Alert
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Azure DevOps
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Who did this?
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How did this happen?
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Is it a tech 
problem?

Is it a 
process 
problem?

Is it a 
documentation 
problem?

Is it an 
environmental 
problem?

Is it a 
system 
problem?
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Tech Documentation Process Environmental System 
• Wrong 

programming 
languages? 
Libraries? 
Frameworks?

• Wrong tools?
• Are third-party 

tools unreliable? 
• APIs: Backwards 

compatible? 
Communicative? 

• Too dependent 
on third-party 
integrations?

• Nonexistent?
• Outdated?
• Wrong?
• Missing steps?
• Incorrect order of 

steps?
• Links useless?
• Not available to 

the people who 
need it?

• Difficult to 
understand?

• Too lax?
• Too strict?
• Too tedious?

Too manual?
• Undocumented, 

either altogether 
or parts?

• Changes 
introduced too 
frequently? 
Suddenly? 
Unexpectedly?

• Lack of 
enforcement?

• Lack of 
feedback 
culture?

• Lack of 
ownership or 
accountability?

• Short-term 
incentivized 
over long-
term?

• Rockstars vs 
the team?

• Growth 
encouraged?

• Psychological 
safety?

• Creativity 
encouraged?

• Can developers 
test/break/exper
iment safely 
(AKA not in 
production)?

• Can a mistake 
be easily rolled 
back?

• Can it fail 
gracefully?

• Is availability 
assured?

• Can it survive 
the Alexis 
Bertholf effect?

• Are issues 
captured? 
Observed? Have 
alerts tied to 
them?



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 25DEVNET-1651

Tech Documentation Process Environmental System 
• Wrong 

programming 
languages? 
Libraries? 
Frameworks?

• Wrong tools?
• Are third-party 

tools unreliable? 
• APIs: Backwards 

compatible? 
Communicative? 

• Too dependent 
on third-party 
integrations?

• Nonexistent?
• Outdated?
• Wrong?
• Missing steps?
• Incorrect order of 

steps?
• Links useless?
• Not available to 

the people who 
need it?

• Difficult to 
understand?

• Too lax?
• Too strict?
• Too tedious?

Too manual?
• Undocumented, 

either altogether 
or parts?

• Changes 
introduced too 
frequently? 
Suddenly? 
Unexpectedly?

• Lack of 
enforcement?

• Lack of 
feedback 
culture?

• Lack of 
ownership or 
accountability?

• Short-term 
incentivized 
over long-
term?

• Rockstars vs 
the team?

• Growth 
encouraged?

• Psychological 
safety?

• Creativity 
encouraged?

• Can developers 
test/break/exper
iment safely 
(AKA not in 
production)?

• Can a mistake 
be easily rolled 
back?

• Can it fail 
gracefully?

• Is availability 
assured?

• Can it survive 
the Alexis 
Bertholf effect?

• Are issues 
captured? 
Observed? Have 
alerts tied to 
them?



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 26DEVNET-1651

Tech Documentation Process Environmental System 
• Wrong 

programming 
languages? 
Libraries? 
Frameworks?

• Wrong tools?
• Are third-party 

tools unreliable? 
• APIs: Backwards 

compatible? 
Communicative? 

• Too dependent 
on third-party 
integrations?

• Nonexistent?
• Outdated?
• Wrong?
• Missing steps?
• Incorrect order of 

steps?
• Links useless?
• Not available to 

the people who 
need it?

• Difficult to 
understand?

• Too lax?
• Too strict?
• Too tedious?

Too manual?
• Undocumented, 

either altogether 
or parts?

• Changes 
introduced too 
frequently? 
Suddenly? 
Unexpectedly?

• Lack of 
enforcement?

• Lack of 
feedback 
culture?

• Lack of 
ownership or 
accountability?

• Short-term 
incentivized 
over long-
term?

• Rockstars vs 
the team?

• Growth 
encouraged?

• Psychological 
safety?

• Creativity 
encouraged?

• Can developers 
test/break/exper
iment safely 
(AKA not in 
production)?

• Can a mistake 
be easily rolled 
back?

• Can it fail 
gracefully?

• Is availability 
assured?

• Can it survive 
the Alexis 
Bertholf effect?

• Are issues 
captured? 
Observed? Have 
alerts tied to 
them?



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 27DEVNET-1651

Tech Documentation Process Environmental System 
• Wrong 

programming 
languages? 
Libraries? 
Frameworks?

• Wrong tools?
• Are third-party 

tools unreliable? 
• APIs: Backwards 

compatible? 
Communicative? 

• Too dependent 
on third-party 
integrations?

• Nonexistent?
• Outdated?
• Wrong?
• Missing steps?
• Incorrect order of 

steps?
• Links useless?
• Not available to 

the people who 
need it?

• Difficult to 
understand?

• Too lax?
• Too strict?
• Too tedious?

Too manual?
• Undocumented, 

either altogether 
or parts?

• Changes 
introduced too 
frequently? 
Suddenly? 
Unexpectedly?

• Lack of 
enforcement?

• Lack of 
feedback 
culture?

• Lack of 
ownership or 
accountability?

• Short-term 
incentivized 
over long-
term?

• Rockstars vs 
the team?

• Growth 
encouraged?

• Psychological 
safety?

• Creativity 
encouraged?

• Can developers 
test/break/exper
iment safely 
(AKA not in 
production)?

• Can a mistake 
be easily rolled 
back?

• Can it fail 
gracefully?

• Is availability 
assured?

• Can it survive 
the Alexis 
Bertholf effect?

• Are issues 
captured? 
Observed? Have 
alerts tied to 
them?



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 28DEVNET-1651

Tech Documentation Process Environmental System
• Wrong 

programming 
languages? 
Libraries? 
Frameworks?

• Wrong tools?
• Are third-party 

tools unreliable? 
• APIs: Backwards 

compatible? 
Communicative? 

• Too dependent 
on third-party 
integrations?

• Nonexistent?
• Outdated?
• Wrong?
• Missing steps?
• Incorrect order of 

steps?
• Links useless?
• Not available to 

the people who 
need it?

• Difficult to 
understand?

• Too lax?
• Too strict?
• Too tedious?

Too manual?
• Undocumented, 

either altogether 
or parts?

• Changes 
introduced too 
frequently? 
Suddenly? 
Unexpectedly?

• Lack of 
enforcement?

• Lack of 
feedback 
culture?

• Lack of 
ownership or 
accountability?

• Short-term 
incentivized 
over long-
term?

• Rockstars vs 
the team?

• Growth 
encouraged?

• Psychological 
safety?

• Creativity 
encouraged?

• Can developers 
test/break/exper
iment safely 
(AKA not in 
production)?

• Can a mistake 
be easily rolled 
back?

• Can it fail 
gracefully?

• Is availability 
assured?

• Can it survive 
the Alexis 
Bertholf effect?

• Are issues 
captured? 
Observed? Have 
alerts tied to 
them?



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 29DEVNET-1651

“In other words, 
accidents in systems 
should be intentional.”

Mario Tacke 
Senior Software Engineer, Amazon



A Culture of 



A Culture of Growth
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“It’s fine to celebrate success but it is 
more important to heed the lessons of 
failure.”
Bill Gates, Co-Founder Microsoft



A Culture of Problem Solving 
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“You can focus on things that are 
barriers or you can focus on scaling the 
wall or redefining the problem.”
Tim Cook, CEO Apple



A Culture of Safety 
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“Work for someone who 
believes in you, because when 
they believe in you, they’ll invest 
in you.”
Marissa Mayer, CEO Yahoo!



A Culture of Creativity 
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“Don’t be afraid to change the model.”
Reed Hastings, Co-Founder Netflix



Thank you

#CiscoLiveAPJC

Thank you

#CiscoLiveAPJC
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand
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