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- Meet the Intersight API
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- The Intersight CLI - isctl

- Conclusion and Key
Takeaways

DEVNET-1490 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Meet the
Intersight API
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The APl is behind everything

GUI

- .a

Python SDK

Terraform ..“ — —:GO—> AP

Golang SDK

Ansible
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Intersight APl - REST
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Intersight APl - Managed Objects

ClassId: ntp.Policy
Moid: 61e9f9696275722d31e74cfd

@ ObjectType: ntp.Policy
( Organization:
ClassId: mo.MoRef

Moid: 5deed7fc6972652d33bc48d0

. . . . . ObjectType: organization.Organization

link: https://...2652d33bc48d0

. . Name: NTPTest
. . Description: Example NTP Policy

Enabled: true

. . . NtpServers:
. . - ntp.esl.cisco.com

Timezone: Australia/Sydney

(Simplified Example)
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Intersight APl - Managed Objects
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Intersight APl - Managed Objects
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Intersight APl - Managed Objects
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Intersight API - Endpoints

'Llfs'élc;' Intersight Developer Center Cilkdes S5 pritieteroncols boud et

API Reference v1.0.9-6484 IE=E Read a 'ntp.Policy' resource. Rt L
Parameters

ntp/Policies $filter { string

Create a 'ntp.Policy’ resource.
Filter criteria for the resources to return. A URI with a $filter query option identifies a
subset of the entries from the Collection of Entries. The subset is determined by
selecting only the Entries that satisfy the predicate expression specified by the $filter
option. The expression language that is used in Sfilter queries supports references to
properties and literals. The literal values can be strings enclosed in single quotes,
numbers and boolean values (true or false).

Read a 'ntp.Policy' resource.
Read a 'ntp.Policy' resource.
Update a 'ntp.Policy' resource.

Update a 'ntp.Policy' resource. $orderby { string }

(EEE3y Delete a 'ntp.Policy' resource.

Determines what properties are used to sort the collection of resources.

oauth/AccessTokens
$top { integer
oauth/Authorizations
Specifies the maximum number of resources to retum in the response.
oprs/Deployments P 2 PO

oprs/SyncTaraetListMessaaes

cisco L&V&/ HCiscoLiveAPJC

DEVNET-1490

REST Client

/apiv1/ntp/Policies

Response Text
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Intersight API - Authenticati

‘il Intersight Settings / ( Chris Gascoigne

MONITOR {53 GENERAL Y
eys

OPERATE Account Details

Access Details
Virtualization % AllAPIKeys &
Notifications

Search test Add Filter Oitemsfound 14 v perpage 0 of 0

Kubernetes .

. AUTHENTICATION . ;
& Description API Key ID Purpose Create... Email Role Identity Provider
CONFIGURE

Single Sign-On
Profiles Domain Names

Templates Cisco ID

Policies 2 ACCESS & PERMISSIONS

IP Access Management
Security & Privacy

ADMIN
Users

Targets s
Roles

Organizations

Resource Groups

API

APl Keys

OAuth2 Tokens
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Intersight API - Authentication

Generate API Key

Description

Cisco Live US Demo

API Key Purpose @

API key for OpenAPI schema version 2 ©

API key for OpenAPI schema version 3 (This is a feature in
preview and for SDK developer use only)
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Intersight API - Authentication

Generate API Key

© This is the only one time that the secret key can be viewed or
downloaded. You cannot recover them later. However, you can
create new access keys at any time.

API Key ID

61970b917564612d333d4d41/61970b917564612d333d4d

t Key

EGIN RSA PRIVATE KEY-—
MIIEowIBAAKCAQEAwrf2ko3D8fC4ENPw2iZy1gzanaNEPfp
qtwZChBIZJgFxuJtK
RgX7S/iMOBagiEytTeCOsoc1TZ9wfxZIzuxyH3a6+h6g7we
QPR7AUIGY0hnT130t
JKNDCZvKRTc5uayNiKU2SbxzcpvFaPzx2dfhoEuTAiZd4nCS
WF6169! P;

cisco M./ #CiscoLiveAPJC DEVNET-1490 © 2023 Cisco and/or its affiliates. All rights reserved.

Will be used to tell
Intersight APl which
API key you are
using

Secret (Private) Key
used to sign API
requests

Cisco Public

20



Intersight APl - OpenAPI Specification

— A +®

‘% . / Python SDK
Intersight OpenAPI Generator _:m + .H'

OpenAPI Specification Golang SDK

g

Powershell Module

https://intersight.com/apidocs/downloads/
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How can we try
out the Intersight
API7
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Intersight APl Documentation Browser

Intersight Developer Center

Guides

AP Overview

Supported HTTP Methods
Management Information Model
Query Syntax

AP Error Handling

Security Considerations
Versioning

AP Processing Runtime

Frequently Asked Questions

c1sco '&_/

Cisco Intersight RESTful API

Intersight APl Overview

This presents the of the Intersight API. Cisco Intersight provides a cloud-based RESTful APl to manage Cisco Unified
Computing System™ (Cisco UCS®) and Cisco HyperFlex® systems across multiple Data Centers.

SaaS Actionable
simplicity @IRIE Intelligence
cisco
Intersi

The Intersight API is a programmatic interface that uses the REST architecture to provide access to the Intersight Management Information
Model. API requests may be read-only query with no side-effects or produce ificati of the resources. The response may confirm that some
alteration has been made to the resource and it may provide hypertext links to related resources or collections of resources. The Intersight API
accepts and returns that are er through J ipt Object Notation (JSON) documents and uses HTTP over TLS as the
transport protocol.

Cisco Intersiaht provides the benefits of cloud-based that have come to appreciate with Software-as-a-Service (SaaS)

https://www.intersight.com/apidocs/

Intersight AP| Overvi

#CiscoLiveAPJC DEVNET-1490 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Intersight APl Documentation Browser

* Intersight Developer Center Guides API Reference Downloads Support Chris Gas

API Reference v1.0.9-6484

aaa/AuditRecords

AuditRecord presents the configuration changes made by the user per transaction.

a/AuditRecords

aaa/RetentionConfigs
Model Schema

aaa/RetentionPolicies

access/Policies Classld: string The fully-qualified name of the instantiated, concrete type.
This property is used as a discriminator to identify the type of the payload

access/Policylnventories when marshaling and unmarshaling data.

ObjectType: st The fully-qualified name of the instantiated, concrete type.

adapter/ConfigPolicies
The value should be the same as the ‘Classld’ property.

adapter/ExtEthinterfaces

AccountMoid: string The Account ID for this managed object.
adapter/HostEthinterfaces CreateTime: The time when this managed object was created.
adapter/HostFcinterfaces DomainGroupMoid: strin The DomainGroup ID for this managed object.
adapter/Hostiscsilnterfaces ModTime: string The time when this managed object was last modfied.
adapter/UnitExpanders Moid The unique identifier of this Managed Object instance.
adapter/Units [=] owners: array  Array

) = bject
appliance/AppStatuses
item: strir The array of owners which represent effective ownership of this object.

appliance/AutoRmaPolicies

SharedScope: strinc Intersight provides pre-built workflows, tasks and policies to end users through global catalogs.
appliance/BackupPolicies Objects that are made available through global catalogs are said to have a 'shared’ ownership. Shared objects are either made globally available to all end users or restricted to end

users based on their license entitlement. Users can use this property to differentiate the scope (global or a specific license tier) to which a shared MO belongs.

appliance/Backups

[=] Tags: object Array
appliance/CertificateSettings

Key: st The string representation of a tag key.

cisco W. #CiscoLiveAPJC DEVNET-1490 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Intersight APl Documentation Browser

v Intersight Developer Center Guides  API Reference

cisco

API Reference v1.0.9-6484 €

ntp X aaa/AuditRecords

AuditRecord presents the configuration changes made by the user per transaction.
capability/EquipmentPhysicalDefs

cloud/TtcAgentpools
Model Schema

iam/EndPointPrivileges

niatelemetry/ApicNtpAuths Classld: string  The fully~qualified name of the instantiated, concrete type.
This property is used as a discriminator to identify the type of the payload
ntp/Policies when marshaling and unmarshaling data.
Create a ntp.Policy' resource. ObjectType: string  The fully~qualified name of the instantiated, concrete type.

The value should be the same as the ‘Classld’ property.

ISl Read a 'ntp.Policy resource
AccountMoid: strinc The Account ID for this managed object.
BEEI Read a nip.Policy' resource.
CreateTime: string The time when this managed object was created.
ate a ‘ntp.Policy’ resourcy
Update a ‘ntp. Policy’ resource. DomainGroupMoid: strin The DomainGroup ID for this managed object.
ALyl Update a'ntp.Policy’ resource. ModTime: string The time when this managed object was last modified.
[Haiyy Delete a 'ntp.Policy’ resource. Moid: g The unique identifier of this Managed Object instance.

storage/NetAppNtpServers [=] Owners: array Array
= object
item: strinc The array of owners which represent effective ownership of this object.

SharedScope: st

Intersight provides pre-built workflows, tasks and policies to end users through global catalogs.
Objects that are made available through global catalogs are said to have a ‘shared’ ownership. Shared objects are either made globally available to all end users or restricted to end
users based on their license entitiement. Users can use this property to differentiate the scope (global or a specific license tier) to which a shared MO belongs.

[] Tags: object Array

Key: sting  The string representation of a tag key.

cisco W . #CiscoLiveAPJC DEVNET-1490 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Intersight APl Documentation Browser

it Intersight Developer Center
API Reference v1.0.9-6484

ntp
capability/EquipmentPhysicalDefs
cloud/TicAgentpools
iam/EndPointPrivileges
niatelemetry/ApicNtpAuths
nip/Policies
Create a ntp.Policy' resource.

m Read a 'ntp.Policy’ resource.

G Read a nip.Policy' resource.
Update a ntp.Policy’ resource.
Update a 'ntp.Policy' resource.

LEEE Delete a ntp.Policy’ resource.

storage/NetAppNtpServers

cisco Lz/&/

Guides APl Reference = Downloads  Support

m Read a 'ntp.Policy' resource. REST Client @) REST Client

Parameters /api/vi/ntp/Policies

Sfilter { s

Filter criteria for the resources to return. A URI with a Sfiiter query option identifies a subset of the entries from the Collection of Entries. The subset is
determined by selecting only the Entries that satisfy the predicate expression specified by the Sfilter option. The expression language that is used in
sfilter queries supports references to properties and literals. The literal values can be strings enclosed in single quotes, numbers and boolean values
(true or false)

Response Text

S$orderby { s

Determines what properties are used to sort the collection of resources.

stop

Specifies the maximum number of resources to return in the response.

$skip { in

Specifies the number of resources to skip in the response.

$select { strin

Specifies a subset of properties to return

$expand { string

Specify additional attributes o related resources to return in addition to the primary resources.

#CiscoLiveAPJC DEVNET-1490
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Intersight APl Documentation Browser

il Intersight Developer Center
API Reference v1.0.9-6484
ntp
capability/EquipmentPhysicalDefs
cloud/TfcAgentpools
iam/EndPointPrivileges
niatelemetry/ApicNtpAuths
ntp/Policies
Create a 'ntp.Policy' resource
G Read a nip.Policy' resource.
m Read a 'ntp.Policy' resource.
Update a 'ntp.Policy' resource
Update a 'ntp.Policy’ resource.
EEISE) Delete a ntp.Policy' resource

storage/NetAppNipServers

cisco Lzﬁo//

Sfilter

Guides APl Reference  Downloads

m Read a 'ntp.Policy' resource.

Parameters

Support

REST Client @)

Filter criteria for the resources to retun. A URI with a Sfilter query option identifies a subset of the entries from the Collection of Entries. The subset is
determined by selecting only the Entries that satisfy the predicate expression specified by the Sfilter option. The expression language that is used in
sfilter queries supports references to properties and literals. The literal values can be strings enclosed in single quotes, numbers and boolean values

(true or false).

Sorderby { string }

Determines what properties are used to sort the collection of resources.

$top ger

Specifies the maximum number of resources to return in the response

$skip { intege

Specifies the number of resources to skip i the response.

$select { string

Specifies a subset of properties to return.

$expand

Specify additional attributes or related resources to return in addition to the primary resources.

#CiscoLiveAPJC

DEVNET-1490

Chris G

REST Client

lapiiv1/ntp/Policies

Response Text

"ObjectType":
“Results": [
{
“AccountMoid": "61!
"Ancestors": [],
“AuthenticatedNtpServers":
"ClassId “ntp.
“CreateTime'
“Description"
“DomainGroupMoid
“Enabled":
“ModTime
“Moid":
“Name"
"NtpServers
“ntp.esl.cisco.com"

1,

“ObjectType": '

“Organization'
ClassId"
"Moid":

Owners": [
"61970b917564612d333d4d41"
1,

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Postman

DOWnIoc‘d Postmqn 2 CiscoDevNet /intersight-postman pusic T eI 3ICET e
R . B < Code @ lsves 1) Pullreauests @ Actions ] Projects [ Wi O Securty L Insights
Download the app to quickly get started using the Postman API Platform. Or, if you prefer a —
browser experience, you can try the new web version of Postman. P mastr | Pabancn Sotags Gowofle  Addtie - About
No descrition, webite, o topics
@ rortor e 0 supprt (1) spaess 19 doys g0 D18 commits | provided.
= githubjworktiows Update commit validation last month @ Readme
. o i Lconse
@ Home  Workspaces v Reports  Explore. a m D intersight-Examples postman_colle... added ICO support (#4) WA |
e | ... | - A D intersight postman_snvitonmentjson _ Adding PR testing (#2) Bstmonth | 15 watching
D ucense Tl rontsage | ¥ Stors
wfm +[= e Twitter APIV2 / Tweet Lookup | Single Tweet [ — 5 oy support docs J—
The Postman app ¥ Toiter APIY2 1 Folabl GET nips iapitwitercom2lweetsia Releases
r v B Tweet Lookup. = READMEMA Noelesses published
The ever-improving Postman app (a new release every week) as o cET Params  Authorzation  Meaders  Body  Pre-equestScripts  Tests  Sel
gives you a full-featured Postman experience. . N s intersight-postman s
- 8200 Success - Request Key Value description
& Mac Intel Chip & Mac Apple Chip - 200 Success - Raquest [ e e o s e APLThe prsesse
e E81200 Success - Request expansior Comma-sey ed list of fief -
By downloading and using Postman, | agre to the Privacy Poiicy and Terms. 3290 et - B ‘ . ed) Contuton @
Version undefine - Release Notes - Product Roacmap Denmeumes B © worsecossonion sk
(e i . Authentication @ roron sicewco o
Not your OS? Download for Windows (x64) or Linux (x64) T plce fields ea st of fie
. )

https://github.com/CiscoDevNet/intersight-
postman

https://www.postman.com

DEVNET-1490
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Postman

Postman
9 Home  Workspaces ~  APINetwork v  Reports  Explore

A Cisco Live US API

£} @ @ 0 @  Upgae
EN + =

Collections

Q_ Search Postman

No Environment

o

apls ~ My first colection

o
£3 Firstfolder inside collection

Environments

e .

Mock Servers

1 Second foider inside coliection

[P Create a collection for your requests
A collection lets you group related requests and
ofg easily set common authorization, tests, scripts,
Flows

and variables for all requests in it.

Create collection
History

[ Open Overview

B Q FindandReplace [ Console

@ Cookies & Capture requests © Bootcamp ) Runner [ Trash [ @
@,

#CiscoLiveAPJC DEVNET-1490
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Postman

Favorites
B3 AAA-CG-...
© Recents Name. size

<> [ intersight-postman

A Applicati... | README.md 910 bytes
[ Desktop LICENSE 1KB

R Intersight.postman_environment.json
[ Documents

© Downloads

R Intersight-Examples.postman_collection.json

4} cgascoig
iCloud

& iCloud Dri...

£9 Shared

Locations

© OneDrive...

© OneDrive...

@ Network New Folder Cancel
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Postman

o000 Postman

Import
Select files toimport - 2/2 selected
NAME FORMAT IMPORT AS
Intersight Postman Environment Environment

Intersight-Examples Postman Collection v21 Collection

Goneel m
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Postman

eoe0 Postman

9 Home Workspaces v  APINetwork v Reports  Explore Q_ Search Postman &

& & 0 @ Upgrade v

(9‘ SiEn Ree (mpen i - @

o + =
Collactions:
v Intersight-Examples.
& > [ Advisories
Apls

> [ Device Claiming

> [ Api Key Managment

Environments > B Alams
) > [ search Servers
MockServers > [ Create and Assign NTP Policy

>[5 Ntp Cleanup

Monitors > 3 Turn on Server Locator LED
. > [ Testing
°lg
Flows >[5 Cloud Orchestrator

GET Get Contract Status

CET Get Audit Record
History

[ Open Overview

B Q FindandReplace [ Console @ Cookies  «* Capture requests @ Bootcamp () Runner @ Trash [ @

cisco /4 &_/
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Postman

eoe0 Postman

9 Home Workspaces v  APINetwork v Reports  Explore Q_ Search Postman &

& & 0 @ Upgrade v

A Cisco Live US API New Import — +  eoo Intersight v

5] + =
Colections
v Intersight-Examples.

& > [ Advisories
Apls

> [ Device Claiming

> [ Api Key Managment

Environments > B Alams
) > [ search Servers
MockServers > [ Create and Assign NTP Policy

>[5 Ntp Cleanup

Monitors > 3 Turn on Server Locator LED
. > [ Testing
°lg
Flows >[5 Cloud Orchestrator

GET Get Contract Status

CET Get Audit Record
History

[ Open Overview

B QFindandReplace [ Console @ Cookies «* Capture requests @ Bootcamp () Runner @ Trash [ @

cisco /4 &_/
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Postman

eoe0 Postman
9 Home Workspaces ~  APINetwork v Reports  Explore Q_ Search Postman & & & 0 @ Upgrade v
A Cisco Live US API New Import — +  eoo Intersight v ®
[E5] + Intersight Edit
Collactions:
~ Intersight-Examples VARIABLE INITIAL VALUE CURRENT VALUE
& >[5 Advisories
s api-key APIKEY_PLACEHOLDER 619706917564612d33304041/6197069175
> 5 Devics Ciaiming 64612033304046/626124¢575646124335
> [ Api Key Managment ©906d
Environments
> B Aams secret-key API_SECRET_PLACEHOLDER 12UDMa] —----END RSA PRIVATE KEY- ®
> earch Servers
) Search S
Mocksewvers > P Create and Assign NTP Policy
>[5 Ntp Cleanup
Monitors >[5 Tun on Server Locator LED
Globals Add
> 5 Testing
Flows > 5 Cloud Orehestrator No global variables
ELCatCantaciS Aty Global variables are a set of variables that are always available in a

workspace.

ET Get Audit Record
History

[ Open Overview

B Q FindandReplace [ Console @ Cookies  «* Capture requests  © Bootcamp () Runner @ Trash [ @
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Postman

LN ] Postman
9 Home Workspaces ~  APINetwork v Reports  Explore Q_ Search Postman & & & 0 @ Upgrade v
A CiscoLive US API New Import — +  eoo Intersight v ®
E + =
Collections
v Intersight-Examples F oo
o
bl I
5
> B3pe
Move
& > B
Run collection
Emionmenss 5 [y
- > Eyse Edt
Vockserers > g or Add request
> EINt Add foider
B8
Monitors > BT Monitor collection
o > BT vock coliection
o > Ben
1
Hlove Create a fork
cer e
s Create pull request
< o7 Ge
History
Merge changes
View documentation
Rename e
Duplicate *0
Export
[ Open Overview
Manage roles
Delete e}
E)  QFindandReplace B Console ® Cookies @ Capture requests @ Bootcamp () Rumer @ Trash [ @

cisco /4 &_/
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Postman

o0 Postman
6 Home Workspaces ~  APINetwork v Reports  Explore Q_ Search Postman & & & 0 @ Upgrade v
A Cisco Live US API New  Import Get NTP Policies 4+ oo Intersight v ®
] P ®  Intersight-Examples « 7 B
Collections
v Intersight-Examples.
& > [ Advisories GET v I https:/fintersight.com/api/vi/ntp/Policies I
AP
- > [ Device Claiming -
Params  Authorization  Headers (7) Body  Pre-request Script  Tests  Settings Cookies <>
> [ Api Key Managment
Query Params
Environments > B9 Alarms ®
a > [3 Search Servers KEY VALUE DESCRIPTION eco  Bulk Edit
MockServers > [ Create and Assign NTP Policy Key Value s kol
>[5 Ntp Cleanup
Monitors >[5 Turn on Server Locator LED
> [ Testing
Flows >[5 Cloud Orchestrator
GET Get Contract Status
GET Get Audit Record
History
GET Get NTP Policies. Response

Click Send to get a response

@ QFindandReplace [ Console @ Cookies  « Capture requests @ Bootcamp () Runner @ Trash [ @
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Postman

Postman

6 Home Workspaces v  APINetwork v Reports  Explore Q_ Search Postman

A Cisco Live US API New Import  GeT Get NTP Policies o + ce
s} + e Intersight-Examples | Get NTP Policies
Collections
v Intersight-Examples

& >[5 Advisories GET v https:/fintersight.com/api/v1/ntp/Policies

A

: > F3 Device Claiming

Params  Authorization  Headers (7)  Body  Pre-requestScript  Tests  Settings

> [ Api Key Managment

Query Params

Environments > B9 Alarms
> 3 Search Servers KEY VALUE
[=]
Mock Servers > [ Create and Assign NTP Policy Key alue

>[5 Ntp Cleanup

£} @ @ 0 @  Upgaee
Intersight v @
R save v oo /7 B

=m -

Cookies <>

DESCRIPTION oo Bulk Edit

Mnitors >[5 Turn on Server Locator LED
Body Cookies (2) Headers (21) TestResults @ Status: 200 0K Time: 1003ms Size: 338K8  Save Response v
> [ Testing —

o > E3 Cloud Orchestrator Pretty  Raw  Preview  Visualze  JUSON v o Q
GET Get Contract Status 1 f 1
T 2 "ObjectType": "ntp.Policy.List",

History 3 “Results”: [

GET Get NTP Policies 4 1
5 “AccountMoid": "61970b917564612d333d4da1" ,
6 “Ancestors”: (],
7 “AuthenticatedNtpServers®: (],
8 “ClassId": "ntp.Policy",
9 “CreateTime": "2022-05-01T23:42:11.9512",
10 “Description”: “"Example NTP Policy",
1 “Domai "1 "61970b91756461: 2",
12 “Enabled": true,
13 “ModTime": "2022-05-01723:42:11.9522",
14 “Moid": "626f1ad3627572230486£94" ,
15 “Name®: *NTPTest",
16 “NtpServers": [
17 “ntp.esl.cisco.con’
18 1
19 “ObjectType”: “ntp.Policy”,
20
21 t "mo.MoRef",
22 "61976b946972652033801352" ,
23 ObjectType®: "organization.Organization",
22 “link": "https://wm.intersight.com/api/v1/organization/Organizations/61970b946972652d33801352}
25 3
2 “onners”: [
27 "61970b917564612d333d4d41"
28 .
29 “PermissionResources”: f

@ QFindandReplace [ Console
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APl Browser and Postman

API| Browser Postman

- Nothing to install - Uses API key authentication

. Authenticated automatically (no . Postman does not support HTTP
API keys required) Signature Authentication - need

. Always up to date tGoittlJ_lsuebPre—request script from

- Good for ad-hoc requests to

learn the API . Can be somewhat automated

with “Flows”
. Can only be used manually
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he Intersight
CLI - isctl
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- Generated automatically
from the Intersight
OpenAPI v3 spec

« Written in Go and
distributed as MacQOS,

Linux and Windows

binaries (no dependencies)

« Human, JSON or YAML
output

-« JSONPath and custom-
column support for data
extraction and
transformation

Cisco
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Getting Started - Installation

Windows MacOS
Using the scoop.sh package Using the Homebrew package
Mmanager: Manager:
scoop install https://github.com/cgascoig/isctl/raw/devel/isctl.json brew install cgascoig/isctl/isctl

Linux / manual install
https://github.com/cgascoig/isctl

User Guide:; https://isctl.netlify.app/
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Getting Started - Initial Configuration

isctl configure
keyID is currently
Enter new keyID or press Enter to keep existing:
61970b917564612d333d4d41/61970b917564612d333d4d46/626124e57564612d335c906d
key filename is currently
Enter new key file name or press Enter to keep existing: ~/dev/api-keys/intersight-cgascoig-clus-demo.pem

Intersight API server is currently 'intersight.com’
Enter new Intersight API server or press Enter to keep existing:
[0053] Writing config file
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Isctl - First Request

isctl get ntp policy

NTPTest 62611ad36275722d30486194 Australia/Sydney
NtpTestl 626141476275722d304c406b .1.1. 02020 Pacific/Niue
NtpTest2 626141416275722d304c40df .1.1. 02020 Pacific/Niue
NtpTest3 626141556275722d304c4148 .1.1. 02020 Pacific/Niue
NtpTest4 6261415c6275722d304c41c3 .1.1. 02020 Pacific/Niue
NtpTest5 626141636275722d304c421e .1.1. 02020 Pacific/Niue
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Basic commands

- /sctl command structure is generated automatically from the API
structure:

- 1sctl <getlcreatelupdateldelete> GROUP CLASS [flags]

# Get all NTP Policies
isctl get ntp policy

# Get all rack servers
isctl get compute rackunit

# Create new NTP Policy named “NtpTest” in Org “default” with NtpServers “1.1.1.1” and “2.2.2.2”

isctl create ntp policy --Name NtpTest --Organization default --NtpServers 1.1.1.1,2.2.2.2

# Update existing NTP Policy named “NtpTest” in Org “default” with NtpServers “1.1.1.1”
isctl update ntp policy name NtpTest --NtpServers 1.1.1.1

# Delete existing NTP Policy named “NtpTest”
isctl delete ntp policy name NtpTest
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Output options

- By default a “human-readable” table format is used unless there
would be a lot of columns

- “~0” can be used to specify

- JSON or YAML (useful for piping into other tools)

. “custom-columns” (a table where you can customize the colums)
« XLSX

isctl get ntp policy -o custom-columns="NAME: .Name, ENABLED: .Enabled"

NTPTest
NtpTestl
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Advanced queries - "Select”

- The Intersight APl has a “select” parameter to choose which
attributes to include in the response.

isctl get ntp policy --select Name,NtpServers

NTPTest 62611ad36275722d30486194

NtpTestl 626141476275722d304c406b
NtpTest2 626f414f6275722d304c40df
NtpTest3 626141556275722d304c4148
NtpTest4 6261415c6275722d304c41c3
NtpTest5 626141636275722d304c421e
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Advanced queries - “Expand”

- The Intersight API| has an “expand” parameter that enables
references to be expanded inline

isctl get ntp policy --name NTPTest -o yaml -select Name,Organization
ClassId: ntp.Policy
Moid: 626f1ad36275722d30486194

Name: NTPTest
ObjectType: ntp.Policy

Organization:
ClassId: mo.MoRef
Moid: 61970b946972652d33801352

ObjectType: organization.Organization
link: https://.../61970b946972652d33801352

(without “expand”)
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Advanced queries - “Expand”

- The Intersight API| has an “expand” parameter that enables
references to be expanded inline

isctl get ntp policy --name NTPTest -o yaml --select Name,Organization --expand Organization
ClassId: ntp.Policy
Moid: 626f1ad36275722d30486194
Name: NTPTest
ObjectType: ntp.Policy
Organization:
ClassId: organization.Organization
Moid: 61970b946972652d33801352

Name: default
ObjectType: organization.Organization

(with “expand”)
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Advanced options - JSONPath

- JSONPath (https://goessner.net/articles/JsonPath/) is an
expression language for querying JSON documents

- jsctl can use JSONPath to extract specific information from the API
call results

isctl get ntp policy name NTPTest --jsonpath '$.Name'
NTPTest

isctl get ntp policy --jsonpath '$[*].Name'’

NTPTest

NtpTestl
NtpTest2
NtpTest3
NtpTestd
NtpTest5
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Use case examples

- Find all the Trusted Platform Modules in blade and rack servers and
their activation status

isctl get equipment tpm --expand 'ComputeBoard($expand=ComputeRackUnit,ComputeBlade)’ -o custom-
columns=TPMSerial:.Serial,BladeSerial:.ComputeBoard.ComputeBlade.Serial,RackSerial:.ComputeBoard.ComputeRackUnit.Serial,Activat

ionStatus:.ActivationStatus,AdminState:.AdminState

<none> FCH2035VeCP unknown unknown
FCH1807J9V6 FCH18097X4Z <none> unknown unknown
FCH1803JEVA FCH18097X4Z <none> activated enabled
FCH2041774F FCH2046736C <none> activated enabled
FCH20337FES5 FCH210977GZ <none> activated enabled
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Use case examples

- Find all NTP policies with “NtpTest” in the name and change their
NtpServers to 1.1.1.1:

for moid in $(isctl get ntp policy --filter "contains(Name, 'NtpTest')" --jsonpath '$[*].Moid'); do isctl update ntp policy moid ${moid} --
NtpServers 1.1.1.1; done

isctl get ntp policy --filter "contains(Name, 'NtpTest’)”

NtpTestl 626T41476275722d304c406b odlodls Pacific/Niue
NtpTest2 626T41416275722d304c40df odlodls Pacific/Niue
NtpTest3 626141556275722d304c4148 odlodls Pacific/Niue
NtpTest4 626T415c6275722d304c41c3 odlodls Pacific/Niue
NtpTest5 626T41636275722d304c421e odlodls Pacific/Niue
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Use case - inventory

isctl inventory compute -o xlsx=out.xlsx

INFO[0000]
INFO[0000]
INFO[0000]
INFO[0001]
INFO[0001]
INFO[0001]
INFO[0001]
INFO[0002]
INFO[0003]
INFO[0003]
INFO[0003]
INFO[0005 ]
INFO[0007]
INFO[0008]
INFO[0008]

INFO[0017]
INFO[0018]
INFO[0019]
INFO[0019]
INFO[0019]
INFO[0020]
INFO[0021]
INFO[0021]

Collecting compute inventory

Collecting compute.PhysicalSummary inventory

Auto pagination requesting batch, skip=0, top=1000
Auto pagination requesting batch, skip=1000, top=1000
Auto pagination finished: no more results

Collecting processor.Unit inventory

Auto pagination requesting batch, skip=0, top=1000
Auto pagination requesting batch, skip=1000, top=1000
Auto pagination finished: no more results

Collecting memory.Unit inventory

Auto pagination requesting batch, skip=0, top=1000
Auto pagination requesting batch, skip=1000, top=1000
Auto pagination requesting batch, skip=2000, top=1000
Auto pagination finished: no more results

Collecting storage.Controller inventory

Auto pagination requesting batch, skip=0, top=1000
Auto pagination requesting batch, skip=1000, top=1000
Auto pagination finished: no more results

Collecting equipment.Transceiver inventory

Auto pagination requesting batch, skip=0, top=1000
Auto pagination requesting batch, skip=1000, top=1000
Auto pagination finished: no more results

Output written to xlsx file /tmp/out.xlsx

#CiscoLiveAPJC DEVNET-1490
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Use case - inventory

A B €© D E F G H | J K L M N (o] P Q
1 |Name Moid AccountMoid AdminPower¢ AlarmSumma Ancestors AssetTag AvailableMen BiosPostCom| Chassisld Classld ConnectionSti CpuCapacity CreateTime DeviceMold Dn DomainGrou
2 se-cimc-6-c22 5cac0f70617€ 59c84e4a162 policy {"Classld":"co Test "131072 false compute.Phys 7.2 2019-04-09TC 5¢cac0f536f72 sys/rack-unit- 5b25418d7a’
3 anzsp-mel03-|5f0527cd617¢59c84e4a162 policy {"Classld":"co 524288 false compute.PhysA,B ’%67.200005  2020-07-08TC 5f0527c06f72 sys/rack-unit- 5b25418d7a’
4 anzsp-mel03-| 5f0527cd617(59c84e4a162 policy {"Classld":"co 524288 false compute.PhysA,B ’%67.200005  2020-07-08TC 5f0527c06f72 sys/rack-unit- 5b25418d7a’
5 anzsp-mel03-|5f0527cd617¢59c84e4al62 policy {"Classld":"co 524288 false compute.PhysA,B %67.200005  2020-07-08TC 5f0527c06f72 sys/rack-unit- 5b25418d7a’
6 C220-FCH200 5f2a581c617¢59c84e4al62 policy {"Classl Unknown %62144 false compute.Phys 16 2020-08-05TC 5f2a57ea6f72 sys/rack-unit- 5b25418d7a’
7 C460-FCH181 5f2a82d7617159c84e4al62 policy {"Classld":"co Unknown "163840 false compute.Phys T4 2020-08-05TC 5f2a82ce672 sys/rack-unit- 5b25418d7a"
8 | C220-FCH200 5f63eb5b617159c84e4a162 policy {"Classld":"co Unknown %62144 false compute.Phys 16 2020-09-17T2 5f63eb356f72 sys/rack-unit- 5b25418d7a’
9 | C220-FCH200 5f7bed0b617159c84e4a162 policy {"Classld":"co Unknown %62144 false compute.Phys "6 2020-10-06TC 5f7beceb6f72 sys/rack-unit- 5b25418d7a"
10 |ANZ-SE-DC-HX 607f57d617€¢ 59c84e4a162 policy {"Classld":"co B93216 false compute.PhysA,B %55.199997  2021-04-21TC 607ff5706f72 sys/rack-unit- 5b25418d7a’
11 ANZ-SE-DC-HX 607ff57d617€ 59c84e4a162 policy {"Classld":"co 393216 false compute.PhysA,B %55.199997  2021-04-217TC 607ff5706f72 sys/rack-unit- 5b25418d7a’
12 | ANZ-SE-DC-HX 6080e9e8617 59c84e4al62 policy {"Classld":"co B393216 false compute.PhysA,B ’55.199997  2021-04-22TC 607ff5706f72 sys/rack-unit- 5b25418d7a’
13 |C220-FCH210 60826288617 59c84e4al62 policy {"Classld":"co Unknown 131072 false compute.Phys R84 2021-04-23TC 6082626e6f7. sys/rack-unit- 5b25418d7a’
14 Hyperflex-1 60b7210676759c84e4a162 policy {"Classl 393216 false compute.PhysA,B %52 2021-06-02TC 60b720f96f72 sys/rack-unit- 5b25418d7a’
15 Hyperflex-3 60b72106767 59c84e4al62 policy {"Classld":"co %93216 false compute.PhysA,B %52 2021-06-02TC 60b720f96f72 sys/rack-unit- 5b25418d7a’
16 Hyperflex-4 60b7210676759c84e4a162 policy {"Classld":"co 393216 false compute.Phy<A,B %52 2021-06-02TC 60b720f96f72 sys/rack-unit- 5b25418d7a’
17 Hyperflex-2 60b72106767 59c84e4al62 policy {"Classld":"co %393216 false compute.PhysA,B %52 2021-06-02TC 60b720f9672 sys/rack-unit- 5b25418d7a’
18 Hyperflex-1-1 60b72107767 59c84e4a162 policy {"Classld":"co {"Classld":"m¢ %524288 false 1 compute.Phys %72.799995  2021-06-02TC 60b720f96f7: sys/chassis-1/ 5b25418d7a’
19 Hyperflex-1-2 60b72107767 59c84e4a162 policy {"Classld":"co {"Classld":"m¢ 327680 false n compute.Phys %52 2021-06-02TC 60b720f96f72 sys/chassis-1/ 5b25418d7a’
20 Hyperflex-1-3 60b72107767 59c84e4al62 policy {"Classld":"co {"Classld":"m¢ %93216 false n compute.Phys "117.59999  2021-06-02TC 60b720f96f7Z sys/chassis-1/ 5b25418d7a’
21 Hyperflex-1-5 60b72107767 59c84e4a162 policy {"Classld":"co {"Classld":"m¢ 7786432 false n compute.Phys R296 2021-06-02TC 60b720f96f72 sys/chassis-1/ 5b25418d7a"
22 Hyperflex-1-8 60b72107767 59c84e4al62 policy {"Classld":"co {"Classl %93216 false n compute.Phys B84 2021-06-02TC 60b720f96f72 sys/chassis-1/ 5b25418d7a’
23 Hyperflex-1-7 60b72107767 59c84e4a162 policy {"Classld":"co {"Classld": %524288 false 1 compute.Phys %6 2021-06-02TC 60b720f96f7Z sys/chassis-1/ 5b25418d7a’
24  ANZ-SE-DC-HX 60dfb3dd617 59c84e4al62 policy {"Classld":"co 360448 false compute.PhysA,B %65.199997  2021-07-03TC 607ff5706f72 sys/rack-unit- 5b25418d7a’
25 C220-FCH200 611ef5be767! 59c84e4a162 policy {"Classld":"co IHIS %62144 false compute.Phys "6 2021-08-20TC 611ef5ac6f72 sys/rack-unit- 5b25418d7a"
26 MEL-DC4-UCS 61553b90767 59c84e4al62 policy {"Classld":"co {"Classld":"m¢ 7524288 false n compute.Phys %65.199997  2021-09-30TC 606410d06f7 sys/chassis-1/ 5b25418d7a’
27 MEL-DC4-UCS 61553b91767 59c84e4al62 policy {"Classld":"co {"Classld":"m¢ "786432 false 1 compute.Phys %55.199997  2021-09-307TC 606410d06f7 sys/chassis-1/5b25418d7a’
28 MEL-DC4-UCS 61553b91767 59c84e4a162 policy {"Classld":"co {"Classld":"m¢ 524288 false n compute.Phys %55.199997  2021-09-30TC 606410d06f7 sys/chassis-1) 5b25418d7a’
29 MEL-DC4-UCS 61553b91767 59c84e4al62 policy {"Classld":"co {"Classld":"m¢ %62144 false n compute.Phys 16 2021-09-30TC 606410d06f7 sys/chassis-1/ 5b25418d7a’
30 MEL-DC4-UCS 61553b91767 59c84e4a162 policy {"Classld":"co {"Classld":"m¢ 589824 false n compute.Phys %55.199997  2021-09-30TC 606410d06f7 sys/chassis-1/ 5b25418d7a’
31 MEL-DC4-UCS 6156¢338767 59c84e4al62 policy {"Classl %62144 false compute.PhysA,B o 2021-10-01TC 606410d06f7 sys/rack-unit- 5b25418d7a’
32 MEL-DC4-UCS 6156¢367767 59c84e4a162 policy {"Classl %62144 false compute.PhysA,B a4 2021-10-01TC 606410d06f7 sys/rack-unit- 5b25418d7a’
33 ' MEL-DC4-UCS 61efa81c767% 59c84e4al62 policy {"Classld":"co %62144 false compute.PhysA,B a4 2022-01-25TC 606410d06f7 sys/rack-unit- 5b25418d7a’
34 Hyperflex-1-6 62fc4221767!59c84e4a162 policy {"Classld":"co {"Classld":"m¢ 360448 false 1 compute.Phys 83.2 2022-08-17TC 60b720f96f72 sys/chassis-1/ 5b25418d7a"
35 Hyperflex-1-4 62fc425d767' 59c84e4al62 policy {"Classld":"co {"Classld":"m¢ ’%655360 false n compute.Phys hs.8 2022-08-17TC 60b720f9672 sys/chassis-1/ 5b25418d7a’
36  €220-WzP21 63eedabb767 59c84e4al62 policy {"Classld":"co Location:NSD 393216 false compute.Phys %55.199997  2023-02-17TC 63eeda786f7: sys/rack-unit- 5b25418d7a’

compute.PhysicalSummary equipment.Chassis Fex equipment.loCard Psu graphics.Card memory.Unit network.Element pci.Device pci.Node processor.Unit storag +

>
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Use case - declarative infrastructure

ClassId: ntp.Policy
ObjectType: ntp.Policy
Name: isctl-test
Enabled: true

NtpServers:

-1.1.1.1
Organization: MoRef[Name:isctl-test]
ClassId: organization.Organization
ObjectType: organization.Organization
Name: isctl-test

ntp_organization.yaml

isctl apply -f ntp_organization.yaml
INFO[0001] Performing update operation on existing MO (Name: isctl-test, Moid: 60138f066972652d33286fa@, ClassId: organization.Organization)

INFO[0002] Performing create operation on new MO (Name: isctl-test, ClassId: ntp.Policy)
Apply completed successfully
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Conclusion
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Conclusion

- You don’t need to be a rocket scientist to get started with the
Intersight API

- For learning the API and one-off tasks, the APl Documentation
Browser and Postman are great places to start

- /sctl is a powerful CLI tool to work with the APl and can be used for
complete automation tasks

- Try it out and share your feedback!
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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