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Programmability

APIs

Automation
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• Meet the Intersight API

• How can we try out the API?
• The Intersight CLI - isctl
• Conclusion and Key 

Takeaways
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The API is behind everything
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API

GUI

Ansible

Terraform
Golang SDK

Python SDK



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Intersight API - REST
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{REST:API}

GET POST PUT DELETE

JSON
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Intersight API – Managed Objects
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ClassId: ntp.Policy
Moid: 61e9f9696275722d31e74cfd
ObjectType: ntp.Policy
Organization:
  ClassId: mo.MoRef
  Moid: 5deed7fc6972652d33bc48d0
  ObjectType: organization.Organization
  link: https://...2652d33bc48d0

Name: NTPTest
Description: Example NTP Policy
Enabled: true
NtpServers:
- ntp.esl.cisco.com
Timezone: Australia/Sydney

…

(Simplified Example)
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Intersight API – Managed Objects

13DEVNET-1490

MO
MO

MO
MO

MO

MO
MO

MO
MO

MO

MO
MO

MO
MO

MO

ClassId: ntp.Policy
Moid: 61e9f9696275722d31e74cfd
ObjectType: ntp.Policy
Organization:
  ClassId: mo.MoRef
  Moid: 5deed7fc6972652d33bc48d0
  ObjectType: organization.Organization
  link: https://...2652d33bc48d0

Name: NTPTest
Description: Example NTP Policy
Enabled: true
NtpServers:
- ntp.esl.cisco.com
Timezone: Australia/Sydney

…

(Simplified Example)



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Intersight API – Managed Objects
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Intersight API – Managed Objects
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Intersight API – Managed Objects
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Intersight API - Endpoints
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Intersight API - Authentication
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Intersight API - Authentication
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Intersight API - Authentication

20DEVNET-1490

Will be used to tell 
Intersight API which 

API key you are 
using 

Secret (Private) Key 
used to sign API 

requests
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Intersight API – OpenAPI Specification
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https://intersight.com/apidocs/downloads/ 

Intersight
OpenAPI Specification

OpenAPI Generator
Golang SDK

Python SDK

Powershell Module

https://intersight.com/apidocs/downloads/


How can we try 
out the Intersight
API?
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Intersight API Documentation Browser
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https://www.intersight.com/apidocs/ 

https://www.intersight.com/apidocs/
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Intersight API Documentation Browser
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Intersight API Documentation Browser
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Intersight API Documentation Browser
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Intersight API Documentation Browser
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Postman
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https://www.postman.com https://github.com/CiscoDevNet/intersight-
postman 

https://www.postman.com/
https://github.com/CiscoDevNet/intersight-postman
https://github.com/CiscoDevNet/intersight-postman
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Postman
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Postman
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Postman
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Postman
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Postman
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Postman
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Postman
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Postman
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Postman
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API Browser and Postman

• Nothing to install

• Authenticated automatically (no 
API keys required)

• Always up to date

• Good for ad-hoc requests to 
learn the API

• Can only be used manually

API Browser

38

• Uses API key authentication

• Postman does not support HTTP 
Signature Authentication – need 
to use pre-request script from 
GitHub. 

• Can be somewhat automated 
with “Flows”

DEVNET-1490

Postman



The Intersight
CLI - isctl
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isctl is a kubectl-
inspired CLI for 
Intersight

• Generated automatically 
from the Intersight
OpenAPI v3 spec

• Written in Go and 
distributed as MacOS, 
Linux and Windows 
binaries (no dependencies)

• Human, JSON or YAML 
output

• JSONPath and custom-
column support for data 
extraction and 
transformation

40DEVNET-1490
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Getting Started - Installation

Using the scoop.sh package 
manager:

41

Using the Homebrew package 
manager:

DEVNET-1490

Windows MacOS

scoop install https://github.com/cgascoig/isctl/raw/devel/isctl.json brew install cgascoig/isctl/isctl 

https://github.com/cgascoig/isctl 
Linux / manual install

User Guide: https://isctl.netlify.app/ 

https://scoop.sh/
https://brew.sh/
https://github.com/cgascoig/isctl
https://isctl.netlify.app/
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Getting Started – Initial Configuration
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❯ isctl configure
keyID is currently ''
Enter new keyID or press Enter to keep existing: 
61970b917564612d333d4d41/61970b917564612d333d4d46/626f24e57564612d335c906d
key filename is currently ''
Enter new key file name or press Enter to keep existing: ~/dev/api-keys/intersight-cgascoig-clus-demo.pem
Intersight API server is currently 'intersight.com'
Enter new Intersight API server or press Enter to keep existing:
INFO[0053] Writing config file             
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isctl – First Request
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❯ isctl get ntp policy
-------------  -----------------------------  ----------------------------  ------------  ----------------------  ---------------------
    Name              Moid    AuthenticatedNtpServers    Enabled        NtpServers        Timezone
-------------  -----------------------------  ----------------------------  ------------  ----------------------  ---------------------
  NTPTest    626f1ad36275722d30486f94                     True    ntp.esl.cisco.com    Australia/Sydney
  NtpTest1    626f4f476275722d304c406b                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest2    626f4f4f6275722d304c40df                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest3    626f4f556275722d304c4148                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest4    626f4f5c6275722d304c41c3                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
  NtpTest5    626f4f636275722d304c421e                     True     1.1.1.1, 2.2.2.2      Pacific/Niue
-------------  -----------------------------  ----------------------------  ------------  ----------------------  ---------------------
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Basic commands

• isctl command structure is generated automatically from the API 
structure:

• isctl <get|create|update|delete> GROUP CLASS [flags]

44DEVNET-1490

❯ # Get all NTP Policies
❯ isctl get ntp policy

❯ # Get all rack servers
❯ isctl get compute rackunit

❯ # Create new NTP Policy named “NtpTest” in Org “default” with NtpServers “1.1.1.1” and “2.2.2.2”
❯ isctl create ntp policy --Name NtpTest --Organization default --NtpServers 1.1.1.1,2.2.2.2

❯ # Update existing NTP Policy named “NtpTest” in Org “default” with NtpServers “1.1.1.1”
❯ isctl update ntp policy name NtpTest --NtpServers 1.1.1.1

❯ # Delete existing NTP Policy named “NtpTest” 
❯ isctl delete ntp policy name NtpTest
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Output options

• By default a “human-readable” table format is used unless there 
would be a lot of columns

• “-o” can be used to specify 
• JSON or YAML (useful for piping into other tools)
• “custom-columns” (a table where you can customize the colums)
• XLSX

45DEVNET-1490

❯ isctl get ntp policy -o custom-columns="NAME:.Name,ENABLED:.Enabled"
-------------  ------------
    NAME    ENABLED
-------------  ------------
  NTPTest      True
  NtpTest1      True
…
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Advanced queries – ”Select”

• The Intersight API has a “select” parameter to choose which 
attributes to include in the response. 
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❯ isctl get ntp policy --select Name,NtpServers
             
-------------  -----------------------------  ----------------------
    Name              Moid        NtpServers
-------------  -----------------------------  ----------------------
  NTPTest    626f1ad36275722d30486f94    ntp.esl.cisco.com
  NtpTest1    626f4f476275722d304c406b     1.1.1.1, 2.2.2.2
  NtpTest2    626f4f4f6275722d304c40df     1.1.1.1, 2.2.2.2
  NtpTest3    626f4f556275722d304c4148     1.1.1.1, 2.2.2.2
  NtpTest4    626f4f5c6275722d304c41c3     1.1.1.1, 2.2.2.2
  NtpTest5    626f4f636275722d304c421e         1.1.1.1
-------------  -----------------------------  ----------------------
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Advanced queries – “Expand”

• The Intersight API has an “expand” parameter that enables 
references to be expanded inline
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❯ isctl get ntp policy --name NTPTest -o yaml –select Name,Organization
ClassId: ntp.Policy
Moid: 626f1ad36275722d30486f94
Name: NTPTest
ObjectType: ntp.Policy
Organization:
 ClassId: mo.MoRef
 Moid: 61970b946972652d33801352
 ObjectType: organization.Organization
 link: https://.../61970b946972652d33801352

(without “expand”)
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Advanced queries – “Expand”

• The Intersight API has an “expand” parameter that enables 
references to be expanded inline
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❯ isctl get ntp policy --name NTPTest -o yaml --select Name,Organization --expand Organization
ClassId: ntp.Policy
Moid: 626f1ad36275722d30486f94
Name: NTPTest
ObjectType: ntp.Policy
Organization:
 ClassId: organization.Organization
 Moid: 61970b946972652d33801352
  ...
 Name: default
 ObjectType: organization.Organization
  ...

(with “expand”)
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Advanced options - JSONPath

• JSONPath (https://goessner.net/articles/JsonPath/) is an 
expression language for querying JSON documents

• isctl can use JSONPath to extract specific information from the API 
call results
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# Get a single attribute from a call that returns a single MO
❯ isctl get ntp policy name NTPTest --jsonpath '$.Name'
NTPTest

# Get a single attribute from each element in a list of results
❯ isctl get ntp policy  --jsonpath '$[*].Name'
NTPTest
NtpTest1
NtpTest2
NtpTest3
NtpTest4
NtpTest5

https://goessner.net/articles/JsonPath/
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Use case examples

• Find all the Trusted Platform Modules in blade and rack servers and 
their activation status
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❯ isctl get equipment tpm  --expand 'ComputeBoard($expand=ComputeRackUnit,ComputeBlade)’ -o custom-
columns=TPMSerial:.Serial,BladeSerial:.ComputeBoard.ComputeBlade.Serial,RackSerial:.ComputeBoard.ComputeRackUnit.Serial,Activat
ionStatus:.ActivationStatus,AdminState:.AdminState
----------------  ----------------  ----------------  ---------------------  ---------------
   TPMSerial    BladeSerial     RackSerial    ActivationStatus    AdminState

----------------  ----------------  ----------------  ---------------------  ---------------
      NA       <none>    FCH2035V0CP         unknown      unknown

  FCH1807J9V6    FCH18097X4Z       <none>         unknown      unknown
  FCH1803JEVA    FCH18097X4Z       <none>        activated      enabled
  FCH2041774F    FCH2046736C       <none>        activated      enabled
  FCH20337FE5    FCH210977GZ       <none>        activated      enabled

----------------  ----------------  ----------------  ---------------------  ---------------
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Use case examples

• Find all NTP policies with “NtpTest” in the name and change their 
NtpServers to 1.1.1.1:

52DEVNET-1490

❯ for moid in $(isctl get ntp policy --filter "contains(Name, 'NtpTest')" --jsonpath '$[*].Moid'); do isctl update ntp policy moid ${moid} --
NtpServers 1.1.1.1; done

❯ isctl get ntp policy --filter "contains(Name,'NtpTest’)”
-------------  -----------------------------  ----------------------------  ------------  ---------------  -----------------
    Name              Moid    AuthenticatedNtpServers    Enabled    NtpServers      Timezone
-------------  -----------------------------  ----------------------------  ------------  ---------------  -----------------
  NtpTest1    626f4f476275722d304c406b                     True      1.1.1.1    Pacific/Niue
  NtpTest2    626f4f4f6275722d304c40df                     True      1.1.1.1    Pacific/Niue
  NtpTest3    626f4f556275722d304c4148                     True      1.1.1.1    Pacific/Niue
  NtpTest4    626f4f5c6275722d304c41c3                     True      1.1.1.1    Pacific/Niue
  NtpTest5    626f4f636275722d304c421e                     True      1.1.1.1    Pacific/Niue
-------------  -----------------------------  ----------------------------  ------------  ---------------  -----------------
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Use case – inventory
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❯ isctl inventory compute -o xlsx=out.xlsx
INFO[0000] Collecting compute inventory
INFO[0000] Collecting compute.PhysicalSummary inventory
INFO[0000] Auto pagination requesting batch, skip=0, top=1000
INFO[0001] Auto pagination requesting batch, skip=1000, top=1000
INFO[0001] Auto pagination finished: no more results
INFO[0001] Collecting processor.Unit inventory
INFO[0001] Auto pagination requesting batch, skip=0, top=1000
INFO[0002] Auto pagination requesting batch, skip=1000, top=1000
INFO[0003] Auto pagination finished: no more results
INFO[0003] Collecting memory.Unit inventory
INFO[0003] Auto pagination requesting batch, skip=0, top=1000
INFO[0005] Auto pagination requesting batch, skip=1000, top=1000
INFO[0007] Auto pagination requesting batch, skip=2000, top=1000
INFO[0008] Auto pagination finished: no more results
INFO[0008] Collecting storage.Controller inventory

...

INFO[0017] Auto pagination requesting batch, skip=0, top=1000
INFO[0018] Auto pagination requesting batch, skip=1000, top=1000
INFO[0019] Auto pagination finished: no more results
INFO[0019] Collecting equipment.Transceiver inventory
INFO[0019] Auto pagination requesting batch, skip=0, top=1000
INFO[0020] Auto pagination requesting batch, skip=1000, top=1000
INFO[0021] Auto pagination finished: no more results
INFO[0021] Output written to xlsx file /tmp/out.xlsx
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Use case – inventory
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Use case – declarative infrastructure
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ClassId: ntp.Policy
ObjectType: ntp.Policy
Name: isctl-test
Enabled: true
NtpServers: 
    - 1.1.1.1
Organization: MoRef[Name:isctl-test]
---
ClassId: organization.Organization
ObjectType: organization.Organization
Name: isctl-test

❯ isctl apply -f ntp_organization.yaml
INFO[0001] Performing update operation on existing MO (Name: isctl-test, Moid: 60138f066972652d33286fa0, ClassId: organization.Organization)
INFO[0002] Performing create operation on new MO (Name: isctl-test, ClassId: ntp.Policy)
Apply completed successfully

ntp_organization.yaml



Conclusion
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Conclusion

• You don’t need to be a rocket scientist to get started with the 
Intersight API

• For learning the API and one-off tasks, the API Documentation 
Browser and Postman are great places to start

• isctl is a powerful CLI tool to work with the API and can be used for 
complete automation tasks

• Try it out and share your feedback!

57DEVNET-1490
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

59DEVNET-1490
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand
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