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« Introduction

- Why you should care about
this session

- What this session covers

- Why are we presenting this
session?

« Crosswork Overview
« Demo

- Conclusion
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Introduction

Why should you care about this session?

n\\‘v Problem? Solution!

cisco W ./ #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Introduction

%} Increasing Infrastructure Complexity
What’s the problem?

(/_\> Cloud adoption changing nature of
managed services

Security Concerns - rise in
ransomware attacks

),

n\\‘v Problems?
W

Decreasing supply of skilled
workforce

o
e
e)

Multiple tools, fragmented
observability

https://www.forbes.com/sites/forbesbusinesscouncil/2023/02
/13/what-are-the-modern-challenges-of-managed-service-

W / providers/?sh=40bea6994204
cisco &- #CiscoLiveAPJC BRKSPG-1543 8
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managed services

~

J

n\\‘v Problems?
W

Decreasing supply of skilled
workforce

Multiple tools, fragmented
observability
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v

Introuction

Do we have a solution? What would you need in a solution? Solution!

&

s

Cisco’s Crosswork Network

Automation Suite

#CiscoLiveAPJC BRKSPG-1543



Introduction

What are you going to get out of this session?

- What actually is Crosswork Network Automation?

- How Crosswork could be the answer to your problems
- Which offers actually make sense for your business?

- What does it take to deploy?

- How do | buy it? (change to adopt?)
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Crosswork Network
Automation Overview
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Operationalizing Mass-Infrastructure Networks

Foundation for closed-loop automation and zero-touch networks

Service provisioning

200+ customers, 170+ multi-vendor devices supported.
All Top 10 SP’s use Network Service Orchestration
(NSO) in production.

Visualization

Multi-vendor, multi-layer single pane of glass with
Crosswork Hierarchical Controller (CHCO) . Leading IP
SDN visibility with Crosswork Network Controller
(CNC)

Workflow M
Programmable Automation workflow.
Crosswork Workflow Manager

Planning 5 O 4
WAE today with evolution path to (_ m j
modernizing planning. Crosswork Planning

Automated Assurance

Assurance IP services in CNC and IP/Optical in CHCO.
Accedian partnership for SLA guarantee

L. ) Vitria AlOps for ML-based incident management
Optimization

)
SR and SRv6 path optimization leadership ‘\1 7)/‘
Highly rated IP SDN Controller per top operators =

cisco L{Ko/‘/

#CiscoLiveAPJC BRKSPG-1543

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

13



Automation On-Premise

Broad Applications to address Operational Lifecycle

O O
Network
Controller

Remove siloed
tools that
provision and
operate your
mass scale

Evolved
Programmable
Network Mgr
Manage a multi—
layer, multi—

service
environment

< gop >

etwork Services
Orchestrator

Orchestrate
multi-vendor,
multi-domain

service delivery

#CiscoLiveAPJC BRKSPG-1543

WAE

Planning tool for
capacity planning
and what if
analyses for
different network
situations

HCO

Multi-layer, multi-
vendor IP +
Optical Controller

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Cisco Crosswork Automation Portfolio

Automation across the SP Operations Lifecycle

Day 0 Day 1 and Beyond
Prepare | Plan | Integration | Design Operate | Optimize

Foundational e Data
Gateway
Cloud Delivered @ Network Trust
Insights Insights

On Premise

0 Hierarchical Controller

Network Controller
WAN Automation Network Service @ ﬁ\?ecgegﬁgn
Engine** Orchestrator** o
Evolved
Programmable
Net Mgr**

Crosswork Workflow Manager

68% Better OPEX Utilization | 81% Faster Time-to-Service | 59% Improved Capital Efficiency

CIsCcoO M / ** Not included in Crosswork Branding
&- #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Cisco Crosswork Automation portfolio

@ Trust Track integrity
Insights | of infrastructure
.@ Network | Analyze and identify the
Insights | source of routing anomalies

Traf'ﬁC_ Optimize network traffic at
Analysis | peering points

NSO*

@\ Crosswork Network Controller
| Service Orchestration

C IP SDN Controller

e

EPNM*
EMS, device lifecycle
management

Y

ntralized WAN Automation
D

Engine*
Capacity planning tool

Q

Accedian*
Assurance and probing
integration

DSL/PON
Internet

S

Converged SDN Transport

*Not included under Crosswork Branding

cisco L‘V&- #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Crosswork Network Controller (CNC)

Simplify operational lifecycle - Converged SDN transport automation

4 N
Challenges
Time-consuming BW swings, Congestions and service Siloed, ineffective
service provisioning over capacity impacting conditions tools (high OpEXx)
Outcomes
Intent-based Dynamic Closed loop Turnkey solution -
automated provisioning BW management automation Across lifecycle
\_ J

Cisco Crosswork

Network Controller
_——

Programmable | Distributed | Dynamic

Centralized DC

—

{ = J Regional DC @% Internet

cisco M ./ #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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Crosswork Network Controller (CNC)

OSS/BSS and/or Hierarchical Controller

iD REST/RESTCONF Model-based

®
S @) Crosswork Network Controller °
o ®©
o &
Q |
5 2
2 :
2 =
@©
Q
©
2
a
= £
o Element Management Service Assurance g
w * Inventory * Intent-based 2
z « Fault @ + Root Cause Analysis 3
9 « Performance* + Top-down approach &
S o
iz * (0
~ )’T"f‘,‘a”ce [Network Embedded Probes] [ External Probes ] O]
re Image
PCEP Openconfig gNMI CLI
SR-PCE -
$ BGP-LS CbG Native Models SNMP, Sysloc NSO

NETCONE ﬂﬂn

ralized DC

psL/PoN (B

Internet

cisco M- #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Crosswork Hierarchical Controller (HCO)

Service-to-fiber visibility

-

p
The Crosswork Hierarchical Controller Layered service view in Visualization of a protected private
Network Model - from service to fiber Crosswork Hierarchical line service - zoom-out

Controller Ul and zoom-in views
@) @ Senice e
1 1 cimia
2 Barcelona
SO2M01
1
SO2FLOY
A\
cisco W./ #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




HCO Use Cases

Multi-layer .

Multi—-domain IP .

cisco Lz/&/

Visualization of IP to optical topologies
Multi-layer RCA, simulations to find SRLGs, failure impact
ML PCE as API

Visualization of ZR+ links across IP and OLS domains + ZR-OLS link validation
ZR link assurance based on IP traffic and optical span monitoring + TCAs
Provision new ZR link over OLS + new PLE over IP and OTN gears

Visualization of all optical layers across multiple domains/vendors

Service assurance based on multi-layer root-cause + optical perf
monitoring

Provision new E-Line and OTN line across domains (over MPLS-TP, OTN)

Visualization of TE tunnels/policies over IP topologies and domains
Assurance based on RCA + traffic and OAM PM and prediction +
simulations

Provision new VPNs across domains using NSO engine

#CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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WAE Overview

Visualization Simulation Capacity Planning

- Topology view (sites, nodes, links) - Demand deduction - Traffic matrix
- Link utilization e - Traffic and route simulations - Traffic trending and forecasting
- Traffic path, LSP paths, SRLGs, -QO0S - Model network changes

Demands, - Failure analysis including (site, node,
SRLGS) and Worst-Case Failures

R Traffic Engineering and -' Abstracted ptica|
Optimization

6P _. Model

-LSP
-RSVP N
- SRTE - Circuits

- Nodes

) - Links

cisco W. #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Element Management Use-cases

Device Inventory Management Image & Config

Management
Device Onboarding/Operations g
Zero Touch Provisioning ol -
Inventory Visualization

Inventory Configuration
Multi-vendor Devices

Automated Image Upgrade
Pre-Post checks

Configuration Backup & Restore

Fault & Performance Management Compliance Management

Realtime Fault Monitoring @
KPI Threshold Alerting m_,|

Realtime & Historical KPI Trends

O— \ Software Compliance

0= Configuration Compliance
'\ == License and EoX Compliance
A Audits and Alerts

Element Management Functions

cisco M ./ #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Crosswork
Preview
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Example Use
Cases
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Use Cases Example 1 : Onboard a node using CWM

Use

De'.ﬂne WAE to AWS Use CWM Webex
configura olan what ;erpplate to to deploy chat to
. efine pre- .
tions for ” configurations the node monitor
CSR scenarios and post- using AWS the
node configurations templates status of
the node
Design Plan Prepare Operate and Optimize

o WebEx
5 XL Q| Ana
WAE CWM jan) n
WAE rQWrQ\ CNC 7 o Accedian

Cisco L‘V&- #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://www.cisco.com/c/en/us/products/cloud-systems-management/crosswork-network-automation/index.html?socialshare=EndToEndNetworks

Crosswork Workflow Manager & Router

Automation

-
wagger S %
Crosswork Workflow Manager . """ /

Operations Ul

00

Execution Engine & Platform

D O3

NxF (HCO& ONC infra)

0= _JOD
Workflow Catalog = Adapter Catalog =|_g§

G

\ Device Onboarding

Router Automation
Kit

==

Fleet Upgrades

0

Golden Config

CX Offers
@ Closed Loop (WIP)

Custom Workflows

X%

‘ NSO Adapter

REST Adapter

Webex, &
CNC onboarding)

Other AWS Adapter
Controllers (Used only for
demo)

(demo for Netbox,

P

SDK for building
custom adapters

cisco Lzﬁo//

Customer Network

#CiscoLiveAPJC
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Skylight Sensors and Performance Analytics in Action

Data Insights | High resolution monitoring provides robust foundation for exceptional insights and closed-loop

assurance automation

Skylight Sensors

Sub- Integrated service metrics, broad
Speed second statistics, and real-time analytics
sampling

o (&
99 | —

Precision uSeq >
resolution

_ Implement changes to

Correlate Predict ensure service quality
Any Any
06 flow location segment I
Skylight Performance Analytics
Measurement accuracy, granularity and recency
cisco L{{/&/
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2 : 5G Transport Network Slicing

Use Cases Exampl

Develop |dentify PrO\{ision :
marketable SLO-SLE Slice Slice End to End
new network Termislzies Service Optimizati Monitoring
mseeg;"if]gi;?ry for based on to meet of Network
needs to build different SLO-SLE SLA Service
Catalog done i : Templates requireme with

by Network ype o on PE nts reporting

Design Plan Prepare Operate and Optimize
(J () L) ene integrated with
r%% CNC r%% CNC rQwQ\ Accedian
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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5G Transport Network Slicing Automation

DEOF OFOF

©  Transport Slice SLA Assurance

Proactive SLA monitoring per Slice
SLA breach notification/ reporting
Service Centric approach to monitoring
Slice intent to infra telemetry tie

+Active probing with infrastructure
monitoring correlation

__® Transport Slice Optimization

e LI | - Optimize slice based on service intent
e Path computation per slice based on SLA

cisco L{Ko/‘/

Automation
Lifecycle

#CiscoLiveAPJC

® Transport Slice Orchestration

- Abstracted Slice model based on IETF model

BRKSPG-1543

Intent-based slice definition

@ Transport Slice Visualization

G000

Overlay maps
Slice details: Type, Template, VPNs, Transport

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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5G Network Slicing Automation A

Simplify Network Slice Lifecycle Management

« Automation of slice lifecycle functions

B TN e e  Ensure delivery of distinct SLA/SLO requirements
w?m ?—m?v\n\$ ‘ o " (7 R
e =P % Solution:
Health Slice ID NSST Name Provision Last updated Actio...
2 « Utilize existing CNC capabilities: Provisioning, Monitoring,
\@ ® ieti-sice-201 oo O AR Traffic engineering and closed loop optimization
o -1 @ ietf-slice-001 eMBB (V] 26-APR...
©  ietf-slice-002 URLLC (V] 26-APR... ) L2VPN/L3VPN’ SR TE’ SRV6’ FIexAIgo
otf-skco-101) | Encrypisd © . + Leverage Circuit-Style Capabilities for bandwidth
Mook © iethsice-301  URLLC ® 264w reservations (Target CNC 5.0)
Qe ietf-slice-102 Max-Latency... (V] 26-APR... . . . . .
© ietsice-202  EplctBW-PZP @  26-APR.. « Augment solution with BWoD and SLA monitoring with QoS
© ieti-sice-007  Max-Latency.. ©  26AR. and End-to-End network measurements*
() ietf-slice-008 Max-Latency... (V] 26-APR..
(1] ietf-slice-009 Max-Latency... (V] 26-APR... OUtcome st

« Simplified deployment of 5G services with designated SLA

« New revenue stream can be enabled via Differentiated
service offering

*Roadmap

cisco L‘V& -/ #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Transport Slicing in CNC: Visualization

il Grosswork Network Controller

A / Services & Traffic Engineering / VPN Services

[@ ViewBy Transport Slices v
Al Locations

@ Lovpn-14378
(] show Partciating Only

United States

&
Admin

Cisco

.&‘/

£ Device Groups All Locations v

5] -:. IR
=]

Crosswork Network Controller

Nmm
cisco

A / Services & Traffic Engineering / Transport Slices

View By  Transport Slices v

All Locations

Topology

&)
Natwork
Automation

= Device Groups All Locations v

7 @ — - O

Service & P-TOPLEFT
Traffic

Engineering

P-BOWOMLEW\a

P-BOTTOMMID

#CiscoLiveAPJC

P-TOPMID

N
P-TOPRIGHT

P-BOTTOMRIGHT

BRKSPG-2043

0000

@ Last Refresh: 2020-Apr-29, 13:56:06 (GMT -07:00) | ©

wver |

Refined By: All endpo... v

[E‘ Saved Views Select a saved view

[E = ¢ Transport Slices

a Provisioning

Health (Monitoring: 3 slices)

9@ 10 (0X ] 40 4@ 2e
Success Failed Provisioning Heaithy Degraded Down
Total 9 ¥
(Y]
Health Slice ID NSST Nam) Provision Last updated Actio...
© gfsice-001  emBB O 26-APR..
a © [ ietf-slice-002  URLLC [x] 26-APR..
© N\etf-slice-101 Encrypted (V] 26-APR..
©  ietf™Migg-301 URLLC 9 26-APR
@  etf-slice-102  Max-Latency... (V] 26-APR..
Q@  etf-slice-202  Explicit BW-P2P (/] 26-APR..
©  ietf-slice-007 Max-Latency... Q 26-APR.
Q@  Jetf-slice-008 Max-Latency... o 26-APR (-]
©  ietf-slice-009  Max-Latency... (V] 26-APR.. [

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




Use Cases Example 3 : Migration to SRv6 from MPLS underlay

. * Enable
Design IPv6

SRv6 Routing Remove Post
Introduce * SRv6 on MPLS from - -

USHoI a new first set of the network TGN
tOpO|Ogy SRV6 RR PEs via NSO and network

with + SRv6 on CNC checks
WAE/CP the rest of

the PEs

Design and Plan Prepare Operate and Optimize

(J
<% > NSO/ 0 0 CNC
WAE CWM MM

cisco M . #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



https://www.cisco.com/c/en/us/products/cloud-systems-management/crosswork-network-automation/index.html?socialshare=EndToEndNetworks

Use Cases Example 3 : Migration to SRv6 from MPLS underlay

Phase 4
Phase 2 —12s€3

Phase 1

SRv6 on remaining PEs - Left with IPv6 (or SRv6)
SRv6 on first set of PEs _All PEs advertise VPN underlay and SRv6 BGP
Existing IPv4 Network _SRV6 PEs advertise VPN services to both RRs (dual service
MPLS underlay/BGP services to both RRs (dual one i)
services 4 connected PEs) -Use BGP best-path
-Step 1: Enable IPv6 _Use BGP best-path selection to prefer SRv6 or
Egltjélg %: Introduce new selection to prefer SRv6 or MPLS
RR for SRv6 AlEke

BGP
VRFA: CO.00/8, via d
010

ssssssssssssss

cisco L‘V&- #CiscoLiveAPJC BRKSPG-2043 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Migration to SR/SRv6

Service & Transport Provisioning

@ Saved Views  Select a saved view

5 () Traffic Engineering Refined By: Headend ...
SRTE  RSVP-TE

)
bl

MMMMMM

©O000000O0O0
000000000

SR Policy SLA Objectives and Constraints

Latency/IGP/TE Metric Minimization

Affinities, Disjoint Paths, Bandwidth

VRapid Time-To-Value

« Cumbersome and time-consuming service provisioning

« Missing transport and service context linkage and
visibility, satisfy service specific performance objectives,
such low latency

Solution:
+ Intent-based automated provisioning
« Customizable service intent with explicit SLA definitions

 Service Topology Visualization with actionable
operational context (Health, Path changes, etc)

Outcome:

« Rapid Time to Value with provisioning reduced from
weeks to minutes

cisco W . #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



DEMO
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Topology:

cisco L{Ko/_/

#CiscoLiveAPJC
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L3VPN - MPLS LDP to SRvb Migration

ISISv4

VRF:VPN-201
MPLS VRF

Uttaw:
ISISv4 + LDP \\\\ ISISv4 + LDP ik
s ISISv4 +
ISISv4 + ey T e D
LD Node-1 T
United States / Node-2.dem/o.dcloud.cisco.com
2 Node-8 / 25

/ ISISv4 + LDP

Node-7

"of

ISISv4 + LDP

~ mexico
Mexico - :

aaajar ISISv4 +
LDP

Cisco M- #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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L3VPN - MPLS LDP to SRvb }igration

interface Loopback 0

ipv6 address fcdd:dd00:305::1/128
no shutdown

exit

Step1: Enable ISISv6

VRF:VPN-201
MPLS VRF

ipv6 enable

S ISISv4 + Ottaw no shutdown

:_SDIISDM > ¥ ~—l_ LDP ISISv4 + exit
A N +ISISV6 LDP router isis 1
ppss T e S |ISv6 address-family ipv6 unicast
Nodle-1 g

metric-style wide

oy o
\k
@ United States / Node-2 defo.dcioud.cisco.com router-id Loopback0
i r& 2 advertise link attributes

Node-8 / )
X exit

interface GigabitEthernet0/0/0/0
circuit-type level-2-only
point-to-point

address-family ipv6 unicast

ISISv4 +

/
LDP /
San Die +ISISv6 \ /
\‘ /,‘

metric 100
@ exit
f T — exit
Node-7 - interface LoopbackO
ISISv4 + IHF passive
LDP address-family ipv6 unicast
Mexico  +ISISv6 exit
exit
A ISISv4 + 'ex"
~ LDP . .
+ISISv6 :

39
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L3VPN - MPLS LDP to SRv6 Migration - CNC Device Details

Step1: Enable ISISv6

NG
e X

cisco L{V&/

Device Details

Details Links
v Summary

= ~ Ottaw
' Host Name
e Alarms

N
@ United States i Reachability
Node-8 / Vv

/ IP Address

\

Geo Location

/ Device Type

Device Group

/
f \
\\\ / / »///'Node'- .
S ane\

Alarms Inventory

Node-5

D1 VU3

@ Reachable

198.19.1.5

Latitude 47.603832, Longitude -122.330062
@ Router

Location > All Locations > Unassigned Devices

o X Product Type Cisco I0S XRv 9000 Router
Node-7 S—— \ "/
— \
S~} Connect To Device [FJ SSH IPv4
Ba 3
Mexico Mexi Node- LastUpdate 26-May-2023 03:49:19 PM PDT
Cuba .
o v Routing
TE RouterID 198.19.1.5

#CiscoLiveAPJC

[ IPv6 Router ID

fcdd:dd00:305::1 ]

ISIS System ID

ASN

BRKSPG-1543

0010.0100.0005 Level-2

65000

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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L3VPN - MPLS LDP to SRvb Migration

ISISv4
router isis 1

Step2: Enable SRv6 on PE
address-family ipv6 unicast

locator loc_be

VRF:VPN-201
MPLS VRF
S1Sut + Lbp ISISv4 + LDP Ottaw ee’f:t
Va + +ISISv6 . X
+ISISV6 + SRv6 \ : ISISv4 + exit
i - LDP exit
™ T O T e (IS segment-routing
e Node-1 J SV
United States /,‘/ Node-z'.’derr'no‘.dcloud.cisco.com encapsulation
Node-5 / ISISva+LDP ./ source-address fcdd:dd00:305::1
/ +ISISV6 + / !
locators

locator loc_be
micro-segment behavior

unode psp-usd
prefix fcdd:dd00:305::/48
!

ISISv4 + LDP

S ie +ISISv6 \ /‘/ /
.

Node-7
ISISv4 + LDP I
+ISISv6 as !
Mexico !
a ISISv4 + LDP
= +ISISv6 +
SRv6

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41
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L3VPN - MPLS LDP to SRvb Migration

Step3: Add RRv6 and BGP VPNV4 session

ISISv6 ISISv4

VRF:VPN-201
MPLS VRF

-
Uttaw.

ISISv4 + LDP
+|S|;v6++ ISISv4 + LDP
SRv6 +|SISv6
e @
2 @ United States"‘x__‘. Node-2 dérmo.dcloud.cisco.com
b Node-8 . Isisva+LDP 7/
%, +ISISv6 +
ISISv4 + LDP 6
+ISISv6 /
Node-7
ISISv4 + LDP |
+ISISV6 .
Mexico AT
Ll ISISv4 + LDP
~ +|SISv6 +
SRv6

Node5

router bgp 65000

neighbor 2251::252
remote-as 65000
update-source Loopback0

route-policy vpn-transport out
encapsulation-type srvé
exit

exit

exit

cisco M . #CiscoLiveAPJC BRKSPG-1543 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42




L3VPN - MPLS LDP to SRv6 Migration

Step4: Enable Dual connected VRF, MPLS preferred on SRv6 PE’s

Configured Data X

VRF:VPN-201

objectrietf-13vpn-ntw:I3vpn-ntwevpn-services»vpn-service»0»vpn-nodes»vpn-noderO»vpn-

M P LS VR F network-accesses»vpn-network-access»

v object {1}
Dual Connected v ietf-13vpn-ntw:13vpn-ntw {1}
v vpn-services {1}
v vpn-service [1]
v 0 {6}

vpn-id : vpn-201 i vpnsrolies (T}
vpn-service-topology : ietf-vpn-common:any-to-any v wpn-nede [3]
v vpn-instance-profiles {1} v 0 {4}
v vpn-instance-profile [1] vpn-node-id : Node-3
v 0 {2} v active-vpn-instance-profiles {1}

profile-id : default v vpn-instance-profile [1]

v cisco-13vpn-ntw:srvé {1} v 0 {2}
v address-family [1] profile-id : default
v 0 {2} » address-family [2]
name : ietf-vpn-common:ipvé v vpn-network-accesses {1}
locator-name : loc_be » vpn-network-access [1]

v cisco-13vpn-ntw:custom-template [1]
—

o p

name : CT-BGP-VRF-MPLS-ALLOC

v variable [2]
v 0 {2}
name : ASN
value : 65000
v 1 {2}

name : VRF

X \ value : vpn-201 )
e/
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L3VPN - MPLS LDP to SRvb Migration

Step4: Enable Dual connected VRF, MPLS preferred on SRv6 PE’s

Node

VRF:VPN-201 router bgp 65000

MPLS VRF vrf vpn-201

Dual Connected address-family ipv4 unicast
. mpls alloc enable

segment-routing srvé
locator loc_be
!
!
!
!

exico Node-4

LubDa
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Verification : Prefixes are learned from both RR
RR-1 / MPLS is best path

RP/0/RP0/CPUO:Node-5#sh bgp vpnv4 unicast
Thu Jun 1 17:51:44.499 UTC

BGP router identifier 198.19.1.5, local AS number 65000
BGP generic scan interval 60 secs

Non-stop routing is enabled

BGP table state: Active

Table ID: 0x0

BGP main routing table version 46

BGP NSR Initial initsync version 1 (Reached)
BGP NSR/ISSU Sync-Group versions 0/0

BGP scan interval 60 secs

O NOoOYUL B WN K

Status codes: s suppressed, d damped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 198.19.1.3:0
Route Distinguisher Version: 46
*>i130.1.3.0/24 198.19.1.3
* i fcdd:dd00:303::

Route Distinguisher: 198.19.1.4:0
Route Distinguisher Version: 45
*>3130.1.4.0/24 198.19.1.4

* i fcdd:dd00:304::1

Route Distinguisher: 198.19.1.5:0 (default for vrf vpn-201)
Route Distinguisher Version: 44

*>i30.1.3.0/24 198.19.1.3 0 100 0
*>i130.1.4.0/24 198.19.1.4 0 100 0
*> 30.1.5.0/24 0.0.0.0 0 32768

Processed 5 prefixes, 7 paths
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L3VPN - MPLS LDP to SRvb Migration

Step 5: Use SRv6 between the Dual Connected PEs

Node
VRF:VPN-201 route-policy vpn-transport
MPLS VRF
Dual Connected apply vpn-201-transport
pass
end-policy

route-policy vpn-201-transport
if extcommunity rt matches-any
(201:201) then

endif

end-policy
|

Mexico ‘ Node-4

~
LuUla
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Verification : Prefixes are learned from both RR
RR-2 / SRv6 is best path

cisco Lzﬁo//

oo WN -

RP/0/RP0/CPUO:Node-5#sh bgp vpnv4 unicast
Thu Jun 1 17:57:13.246 UTC

BGP router identifier 198.19.1.5, local AS number 65000
BGP generic scan interval 60 secs

Non-stop routing is enabled

BGP table state: Active

Table ID: 0x0

BGP main routing table version 50

BGP NSR Initial initsync version 1 (Reached)
BGP NSR/ISSU Sync-Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 198.19.1.3:0
Route Distinguisher Version: 49
* 130.1.3.0/24 198.19.1.3
*>i fcdd:dd00:303

Route Distinguisher: 198.19.1.4:0
Route Distinguisher Version: 47

* i30.1.4.0/24 198.19.1.4

*>3 fcdd:dd00:304::1

Route Distinguisher Version: 50
*>130.1.3.0/24 fcdd:dd00:303

*>i30.1.4.0/24 fcdd:dd00:304::1

*> 30.1.5.0/24

#CiscoLiveAPJC BRKSPG-1543
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Forward Looking
Preview
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Energy Management on Crosswork (WAE and CNC)

Collect & Store

Energy
» Given forecasted traffic Management » Based on current network
and resilience state, provide
requirements, recommendations to
recommend energy- : o ' ici
o 9y Plan & Design Optimize mcrease. efflc;lgncy
optimized topology « Automatically implement
design and dimensioning remediation measures

configuring the network

Some of the features described herein remain in varying stages of development and will be offered on a when-and-if-available basis. This roadmap is subject to change at the sole discretion of Cisco, and Cisco will have no liability for delay in the
delivery or failure to deliver any of the products or features set forth in this presentation.
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Conclusion

Do we have a solution? What would you need in a solution

@] Increasing Infrastructure Best in Cl
Complexity estin L1ass

Cloud adoption
changing nature of — > Customizable and Agile
managed services

02 0 Decreasing supply of
rﬂj g Supply

_ — Intelligent and Context
skilled workforce

Aware

'I
C
rl

Multiple tools, ,
ﬁﬁ fragmented observability Slngle Peie of Cless
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Case Study: Automation is Making a Difference

Yelefonica

€€ e opted for Cisco because of the

Challenge: A 3 year planned multipurpose outcome driven approach in
automation project to support 5G. automation that will have
Solution: Cisco Crosswork, Data Gateway, immediate and long-term benefits
Health Insights, Situation Manager, to t f inf t t d
Optimization Engine and NSO O Transtorm our inrrastructure an yy

. . deliver the best in class customer
“¥ Using key performance indicators .

with network visibility experience.
* address incidents before they happened Joaquin Mata,

* optimize network traffic flow

*  “collect once, use many” CTO, Telefonica Spain
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Automation is Making a Difference

o

PLD “With a fully automated

Challenge: A network transformation to network, our enterprise
support 5G, loT and Smart Cities.
customers can expect more
Solution: Cisco Crosswork with NSO, WAE, tailor-fit digital services that
Optimization Engine : : , -
meet their businesses’ specific
—¥ Transforming to achieve a needs today and in the ¥iture.
(/ self-service operation
manage traffic congestion )
minimize network outages Juan Victor Hernandez,
launch digital services faster SVP and Head of Enterprise PLDT
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Improved Business Outcomes

With Cisco Mass Scale Infrastructure and Crosswork Network Automation

60% 60% 30%

CAPEX OPEX Faster
Savings Savings Time-to-Revenue

W / * Based on ACG Research 2019
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o e Marageeert

Cisco Crosswork Network Automation

Transforming mass scale network
operations

Plan, design, mplement, cperate, and optimize your senice provider
= ork Network A

Intent-based Jtomated network.

For more information |
on Cisco’s Automation WO L o skt RN
Portfolio please visit

and cperational excefience.

c ork Network Automatio ady for sarvice prowvide k- With broad OF NATOW Use Cases - any device, amytime, amywhere,
ormat - 2 tnaly scalable solution for 2 3G warkd

cisco.com/go/crosswork

Reduction in time to Labor hours s Improvement in mean  Reduction in
revenue time to repair operational noise

Telefonica
ndor n

Cisco
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Use Cases Example 5G Transport Network Slicing

1. Design: Develop marketable new network services to meet
industry needs to build Catalog done by Network Architect

2. Planning : Identify SLO-SLE Templates for different type of
services

3. Operate: Provision Slice Service based SLO-SLE Templates on
PE Nodes

4. Optimize: Slice Optimization to meet SLA requirements
5.  Monitor: End to End Monitoring of Network Service with reporting
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Service & Transport Provisioning Intent-based

5 () Traffic Engineering Refined By: Headend ... v/
SRTE  RSVP-TE

000000000
000000000

SR Policy SLA Objectives and Constraints
Latency/IGP/TE Metric Minimization

Affinities, Disjoint Paths, Bandwidth

v Rapid Time-To-Value

Automated Provisioning

« Cumbersome and time-consuming service
provisioning

- Missing transport and service context linkage and
visibility, satisfy service specific performance
objectives, such low latency

Solution:
- Intent-based automated provisioning

- Customizable service intent with explicit SLA
definitions

« Service Topology Visualization with actionable
operational context (Health, Path changes, etc)

- Rapid Time to Value with provisioning reduced
from weeks to minutes
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Enhanced Traffic Engineering with FlexAlgo

End-to-end fine grained policy control Dynamic Traffic. |

Engineering

A / Traffic Engineering / Traffic Engineering

[ Show Traffic Engineering = Device Groups Unassigne...

ssssssssssssssssssssssssssss - Inability to scale with end-to-end, fine-grained control
e S B¢ over the myriad 5G services with distinct policy
requirements

Solution:
- Customized IGP shortest path computation

« Flexibility to define and assign new SR segments
(prefix SIDs)

- Establish Traffic engineered path from anywhere to
anywhere automatically computed by the IGP

- Enhanced TE control with SID list customization
VFIexible Path Control - Operational Flexibility and control to meet SLA intent
- Custom fit 5G network slices to specific applications
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Crosswork Automated Assurance Use Cases
Know your Customer Personas: Role and Know-How its different

First Level
Service Operation
Center

Second Level
Network Operation
Center

Domain SME

cisco L{{/&‘/

QUESTIONS TO ANSWER ‘ ‘

Proactive AlOps based
service Incident and
quality Performance

Is the service degrading?
g 9 felaes & SEA

L9 o
Is the service meJ§RS§EK§9 0S bashboard

RAHER skylight Management
(Vitria VIA AlOps)

Service is DEGRADING! Topology-based

correlation and
WHERE is the problem and WHY? Hierarchical
. . Controller
| see a congestion in the network,

Assurance
WHAT is the cause?

Domain Controll
Is the infrastructure OPERATING

(Crosswork
Hierarchical
Controller)

according to planned S v v
performance objectives ? el ganieiar Cisco
. - Optical Party
Dormin Contraller (Crosswork Controller Controller
Network
Controller)
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©) | Deliver Your Service with Confidence s
proong | Accedian Integration ©

ACCEDIAN Skylight Analytics

o m—— 096
Insight ) (0,0 -n- 5 o 4 r
Micro Macro D?nma ' - —
Detail View SME > :
/ Y 7 0Co
Trigger e | N
Crosswork Network Controller Notification Crosswork Network %o, semvice Operion
Contro”er & — Center / End Customer
Service —
Action @ $ O Health
+ o+ ©
. Infrastructur  Transp Session Q o= = Restconf J/ /r gNMI Cloud
Insight e ort Results .
Health Health Health %
© o
) Say
. Restconf gNMI Sens prem | tcp/a | v "
ACCEDIAN Skylight Sensors a3 https/4 ‘
Agent Could API 43
(/ Skylight Léf
test Analytics
O -o0— @ * L~ g_/'Data and
. g ags 0 <5 Mgmt
V|S|b|l|ty . —O0— ﬁ/ igzsnctnr Satedway in
oaarunner
Agent Control - Modules  SFP Compute

Integration Highlights

« Zero Touch Assurance: Extend service definition (INTENT) to include TWAMP sessions with desired topology
* Model Driven Telemetry: Subscribe to Accedian gNMI paths path automatically for the session initiated

cisco L{Ko//
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Cisco Crosswork Automation

Automation across the SP Operations Lifecycle

Day 0 Day 1 and Beyond
Foundational e
Cloud Delivered @ I’\rllzitt\gl;vhot;k ° H;Zthts

Data
Gateway

0 Hierarchical Controller

On Premise
Controller

Network

WAN Automation Network Service
Engine** Orchestrator**
Evolved

g Programmable
Net Mgr**

Crosswork Workflow Manager

81% Faster Time-to-Service | 59% Improved Capital Efficiency

68% Better OPEX Utilization |

** Not included in Crosswork Branding
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Cisco Crosswork Automation Portfolio

Crosswork Hierarchical Controller
Multi-layer, multi-domain IP and Optical hierarchical controller

Cisco Optical Network Controller
Optical Controller

core ‘

Q=

Internet

Crosswork Network Controller
IP SDN Controller

3G | 4G
— access pre-aggregation

)

aggregation

fronthaul mid haul/backhaul

o

. mid haul/backhaul
N —

DSL/PON

e

Converged SDN Transport

cisco L{{@‘/
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Trust | Track integrity of
Insights | infrastructure
Network | Analyze and identify the
Insights | source of routing anomalies
Traffic. | Optimize network traffic at
Analysis ' peering points

NSO*

Service Orchestration

EPNM*
EMS, device lifecycle
management

WAE
Capacity planning tool

Crosswork Workflow
Workflow Management tool

*Not included under Crosswork Branding
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Back to basics: 3 stages of doing anything

Plan - Design
Build = Implement
Manage = Operate/Sustain
Let’s talk about the Cisco PPDIOO method

Prepare: Involves establishing the organizational requirements, developing a network strategy, and proposing a high-level conceptual architecture identifying technologies
that can best support the architecture. The prepare phase can establish a financial justification for network strategy by assessing the business case for the proposed
architecture.

Plan: Involves identifying initial network requirements based on goals, facilities, user needs, and so on. The plan phase involves characterizing sites and assessing any
existing networks and performing a gap analysis to determine whether the existing system infrastructure, sites, and the operational environment can support the proposed
system. A project plan is useful for helping manage the tasks, responsibilities, critical milestones, and resources required to implement changes to the network. The
project plan should align with the scope, cost, and resource parameters established in the original business requirements.

Design: The initial requirements that were derived in the planning phase drive the activities of the network design specialists. The network design specification is a
comprehensive detailed design that meets current business and technical requirements, and incorporates specifications to support availability, reliability, security,
scalability, and performance. The design specification is the basis for the implementation activities.

Implement: The network is built or additional components are incorporated according to the design specifications, with the goal of integrating devices without disrupting
the existing network or creating points of vulnerability.

Operate: Operation is the final test of the appropriateness of the design. The operational phase involves maintaining network health through day-to-day operations,
including maintaining high availability and reducing expenses. The fault detection, correction, and performance monitoring that occur in daily operations provide the initial
data for the optimization phase.

Optimize: Involves proactive management of the network. The goal of proactive management is to identify and resolve issues before they affect the organization. Reactive
fault detection and correction (troubleshooting) is needed when proactive management cannot predict and mitigate failures. In the PPDIOO process, the optimization
phase can prompt a network redesign if too many network problems and errors arise, if performance does not meet expectations, or if new applications are identified to
support organizational and technical requirements.
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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