#HCiscoLiveAPJC




l'l'll'll . .
CISCO The bridge to possible

Cisco Secure Client

Technical Deep Dive

Aaron T Woland, CCIE #20113
Distinguished Engineer, Threat Detection & Response
loxx@cisco.com | @aaronwoland




Cisco role: Distinguished Engineer,
Threat Detection & Response

Unofficial title:
“Cisco History Professor”

Experience: Old enough to wonder
how | have been doing this for ~30
years

Fun fact 1: Father of 5 daughters

Fun fact 2: Oldest works for Cisco
now! Youngest is 18 months!

Fun fact 3: Working through his
Cyber Security Master’s Degree
from SANS Institute (~04/24)

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Cisco

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



“All Comments
are my own, and are not
representative of Cisco...
Any correlation to real live
persons or situations was

completely unintentional...
Blah Blah Blah...”

cisco L{{/&/




Important: Hidden Slide Alert

Look for this “For Your Reference”
Symbol in your PDF’s
For Your
There is a tremendous amount of
hidden content, for you to use later! Refe renCe
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Please fill out the survey

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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Let’s get this
road on the
show...

cisco L{%o//



“You cannot put another agent o
our endpoints unless it replaces
two”

Chris H., CISO Global Bank

cisco M./ #CiscolLiveAPJ C BRKSEC -2834



« CSC Overview ]
« CSC Architecture

- Deploying / Managing from
Cloud

- Upgrading to CSC
- FAQs

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



- Our customers have identified
operational challenges with
deploying multiple endpoint agents
(e.g., AnyConnect, AMPA4E, Orbital,
Umbrella, Duo, Meraki SM, etc.)

These operational challenges limit
ability to deploy and consume
various endpoint security functions

Delivering a unified endpoint agent
addresses a key customer
operational pain point and meets
customer demand

cisco BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Cisco

Endpoint Firewall
1 1

% Something Bad Happened
| with endpoint X

| Block
| Endpoint X

Endpoint X

No
Endpoint X
here

We need a common endpoint “object”

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13
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Our current endpoint security offering is confusing

Comnectivty | DubGonnect | DusComect | AnvComneet | AnyConnect | 5l Be!
gﬂrilgz':;n / EDR ?IG\:gfaAtfiir/\ Agent AMPAE AMPAE ) "Ia'\gflraaiiirﬁ Agent
Visiity || Ut Totaton | NV Tetration | ATyConmect | Gisco Securty | Wi,
Agent / 1KEyes Agent / 1KEyes Agent / 1KEyes
posture AnyConnnect [ | AWCOMSGE] | by imitec) | Duo (imited) | AYOOMECt
Uizl o) iF:];C/:C/onnect ii(;C/onnect AnyConnect CgLsr::;ctS;)erC(lggé) )
Umbrella (SWG) | AnyConnect AnyConnect - - -

cisco Lz/&/
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Some basics + %. —

Initial “unified agent” release is Windows only

Seamless upgrade to new unified agent from existing AnyConnect &
Secure Endpoint Clients

Leverages Existing AnyConnect Framework
* AC already has modules for many services
« AC Ul is starting point for new shared Ul

* Core AC services, such as trusted network detection, become available as common services
for all modules

« Ul represents only installed functions

Introduces a new Cloud Management System inside SecureX

cisco W. #CiscoLiveAPJC BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



We used to go around the world stating:

1S
more

than VPN

cisco L‘V& . #CiscoLiveAPJC BRKSEC -2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



’§4 Cisco AnyConnect Secure Mobility Client - X

Cisco AnyConnect m—

Connected to STG Alpha BXB S5L.

Suite of security service enablement modules |———> — —
>

IPv4

Network:

« VPN Module (Core) e—

- Network Access Manager (NAM) e J [ ol eri Bl |

Connected (192, 168.26.123)

Web-SeedritytGWS) e
Web Security:

Mo License Key.

- HostScan (aka: ASA posture) (No Ul)

- Network Visibility Module (NVM) (No Ul)
AMPEsasteMedatle
- Diagnostics and Reporting Tool (DART) I

Roaming Security:
Disabled while your VPN is active.

AMP Enabler: 2o 2
AMP for Endpoints t "1: et

- Posture e >
« Umbrella Module @ ‘ oo oo
WY okrenicammanefic
=
>

4
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Cisco Secure Client

Suite of security service enablement modules

- AnyConnect VPN (Cores

« Zero Trust Access (Cisco Secure Aceess)

- Network Access Manager (NAlH
- |ISE Posture @

« Secure Firewall Posture (aka: HostScan) (No Ul)

« Secure Endpoint (AMP) e

« Umbrella Module o
- Cloud Management Module (No Ul)

- Network Visibility Module (NVM) (No Ul)
- Diagnostics and Reporting Tool (DART)

« Thousand Eyes (new) (No Ul)

cisco Lz//&/

#CiscoLiveAPJC BRKSEC-2834

© 2023 C

00:00:24 (6 Days 23 Hours Remaining)

Zero Trust Access:
Zero Trust Access is active.

Network:
Connected (10.166.82.59)

| FBI Surveillance Yan

Secure Endpoint:
Connected.

Pe

9

| Flash Scan

Umbrella:
Umbrella is active.




@ Cisco Secure Client

cleco Secure Client

Status Overview Secure Endpoint

Statistics  Update ~Advanced
AnyConnect VPN

Network

Agent
Status
ISE Posture Version
GUID

Secure Endpoint Last Scan
Isolation

Connected
8.0.1.20840
b2a7d93b-aac4-40a6-a0fe-06eac90f9677
Never
Not Isolated

Secure Umbrella Policy
Name ATW-WindowsPolicy
Serial Number 409

Last Update 09/30/21 12:33:51 PM

Detection Engine
Name

Tetra
Version 87000

Collect diagnostic information for all Last Update Today 05:13:59 AM
installed components.

BRKSEC-2834 20
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@ Cisco Secure Client

cleco Secure Client

Status Overview

nyConnect VPN

Secure Endpoint

Statistics  Update Advanced

Debug Logging:
Network no
ISE Posture
Secure Endpoint Event History:
Secure Umbrella
{4 Event Viewer
File Action View Help Collect diagnostic information for all
== ‘ = installed components.
{2] Event Viewer (Local) Cisco Secure Endpoint  Number of
v [ Custom Views
v B csco Level Date and Time Source
F Cisco AnyConnect IsE| | @ Information  1/24/2022 120410 AM CiscoSe..
T Cisco AnyConnect Ne| || (D) Information  1/23/2022 120409 AM CiscoSe. reate Custom View..
T Cisco AnyConnect Sed||f (@) Information  1/22/2022 12:04:09 AM CiscoSe... 1248
: ) Import Custom View..
T Cisco AnyConnect Urr| || (D) Information ~1/21/2022 12:0409 AM CiscoSe... 1248
T Cisco AnyConnect We||| (i) Information  1/20/2022 12:04:15 AM CiscoSe.. 1248 Filter Current Custom View..
T Cisco Secure Client JInformation  1/19/2022 5:08:30 PM CiscoSe... 600 Properties
T Cisco Secure Client - 4 | (i) Information ~ 1/14/2022 120334 AM CiscoSe... 1248 Find.
T Cisco Secure Client - A () information ~ 1/13/2022 1203:44 AM CiscoSe... 1248 Save Al e View s
T Cisco Secure Client - 1| ) information ~ 1/12/2022 120412AM  CiscoSe.. 1248 e All Events in Custom View As..
T Cisco Secure Client - N ) intormation 17372022 120434 AM CiscoSe.. 1248 Export Custom View..
g E‘“" :e“”e E:‘e”‘ - [ )Information  1/2/2022 120431 AM CiscoSe.. 1248 Copy Custom View..
isco Secure Client - ¢ .
P Gsco Secure Encpoin | 0 "fOStion  1/1/2022 120428 AM CiscoSe... e Attach Task To This Custom View.
JInformation 12/31/2021 12:04:30 AM CiscoSe... 1248
. W Administrative Events % 5 View »
> [a Windows Logs
» [ Applications and Services Log | Event 1248, CiscoSecureEndpoint x  [K Delete
(54 Subscriptions =l Rename
General Details
|18 Refresh
Scan (Flash Scan) completed successfully. A total of 11481 files Help »
detected.
Log Name: CiscoSecureEndpoint/Events Event Properties
Ly Cirrn€armnEndnnint Vanned: ¥ | @ Attach Task To This Event..
>
< > Copy > v

Creates a new view.

Stopped
Enable Debug Logg

View Secure Endpoint events

Event History

3 Cisco and/or its affiliates. All rights reserved. Cisco Public
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More Secure Endpoint Ul

€ Cisco Secure Client = X
@ Cisco Secure Client - O X

VPN:
On a trusted netork ‘ Secure Endpoint

Amsterdam Unified - IPSec

IQ Flash Scan

Secure Endpoint:
Scan Completed - Clean
Elapsed Time: 0d:00h:00m:39s
Scanned: 12200
Threat Detected:

Umbrella is active.

0
Scan History

#CiscoLiveAPJC BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Cisco Secure Endpoint Settings

Service Status:
Password:

Debug Logging Status:
Enable Debug Logging

Cisco Secure Endpeint 8.0.1 Properties (Local C

General |ogOn Recovery Dependencies

Service name:
Display name: Cisco Secure Endpoint 8.0.1

Description: sco Secure Endpoint 8.0.1

Path to executable:
"C:\Program Files'\Cisco\AMP"8.0.1.21083"sfc exe"

Statup ype:

Service status:  Running

R |

‘You can specify the start parameters that apply when you start the service
from here.

Start paran

cisco BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




Cisco

AnyConnect
Ready to connect.

System
Mo policy server detected.
Default network access is in effect.

Secure
Connected

P

Roaming Security:
Umbrella is active.

@ Cisco Secure Client (unofficial)

|I|l|||||
Cisco

Status Overview
AnyConnect VPN

System Scan

Secure Endnoint

Roaming Security

Secure Client

Roaming Security

Statistics Message History

DNS/IP Security Information -
IPv4 DNS Encryption: on
IPv4 Enforcement Status: Unprotected
IPv6 DNS Protection Status: Disabled {no network)
IPv6 DNS Encryption: Off

Collect diagnostic information for all
installed components.

BRKSEC-2834

Client Name: ATWstudio
User Name:
Last Connected: 10/5/2021 09:27:04 AM
Logging: Disabled
Secure Web Gateway:
License Valid
Web Protection Status: Disabled
HTTP Requests: 0
HTTPS Requests: 0

23 Cisco and/or its affiliates. All rights reserved. Cisco Public




® Cisco Secure Client

AnyConnect VPN:

M
n Ready to connect.

Cisco Secure Access

Zero Trust Access:
ﬁ Zero Trust Access service is active,
MASQUE QUIC [/

O

Cisco
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Installed on headend’s

Not even using the cloud

management
Install just CORE + Umbrella

It all works!!!

Cisco
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The Architecture

cisco L{{@‘/



« CSC Overview
[ « CSC Architecture ]

- Deploying / Managing from
Cloud

- Upgrading to CSC
- FAQs

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 2



Cisco Secure Client

Architectural Overview - Yes, even at Launch Time!

Existing components that are not

fundamentally changing

New components

Components that form the
Cisco Secure Client

cisco Lz{@/

SecureX
Cloud XDR Cloud

Cisco Secure Client Cloud Management

Unified ID

PM

v

AnyConnect

Umbrella

#CiscoLiveAPJC BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Cisco Secure Client - Architecture

SWG

Identity

* Orbital
Cloud Umbrella CsC AMP Cloud
Infrastructure Cloud Services W Clowd 'y
DNS Package Manager | 1
B Flow Collector
Enterprise - ISE
Network
4
CSC Identity Module
o B CSC Package Cisco Secure Endpoint Orbital Pl
Manager Connector
NVM AW DART
CSC Client Services Unified Ul
Endpoint ISE Web
P Posture  Security
BT
Unified Ul
Cisco Secure Client
cisco W &., #CiscolLiveAPJC BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



What Happens w/ CSC Management & XDR?

Clients

G 14 Devices Device Types

e 1
99 windows 10
2

ad °©
8Q Windows 11
Cisco XDR
Services Investigate, U |
Asset
F?eat?) Automator Service L
P (o)
XDR L6 e Incident
Analytics 9 Rep MGR : ‘
\ Ul evice Name - Deployment  CSC Version Secure Endpoint Version  Cloud Management Versi
\ NA 5000556 80121164
CSC Services |

PKG MGRf} ID MGR
APIs

« Ul leverages a Micro-FrontEnd (MFE) Architecture
« Ul components may run from any service & be part of
a single Ul Experience

cisco W. #CiscoLiveAPJC BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



M |C ro F ro nt E n d I | | u Strated Cisco Secure Access

G0 14 Devices Device Types Deployments

i .
& 8 Ynsows 10 .
- -

# 88 Windows 11

Security Cloud Control

Uit Security Cloud Control 2 Aaron Woland

Clients

G0 14 Devices Device Types Deployments

&°

o

#

Cisco XDR

G0 14 Devices Device Types Deployments [rp——

&4 g 1
NotSeeninOver7Days 99 Windows 10

o a?
B Need Connector Update S8 Windows 11

a
2
7
o

[ETr——_— KW 0 Fraay

Same Ul from —
CSC Service q==

0Devics Selcted cre

: b
) Devcotame  :  Deplyment  CSCVerun _ Socur Enpont Vrson_CloudanagementVrson_ Mcides 08 Osversan  osSupport  UsesSaen
ot
arw e o
Ouploysha Soo0sse  s01tes 101400 ment @ Wndows 100 somracesoonatmity SO
Gl
ATW-NPI- Manage
eV — 101400 me 8 Wnsows 10010045
Ad i Deploy V10140 [
Admin S
e stwiOsiwach AW Sosesss sz 101400 1 vinsows 10

. Common Services
cisco L;V&/
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Cisco XDR
Se’vices

Cisco
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- Open a TAC Case

- Product: Cisco Secure
Client

- Request a SecureX tenant
be provisioned for Cloud
Management of CSC

Cisco
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Deploying /
Managing from
Cloud

cisco Lz/&/



« CSC Overview
« CSC Architecture

[- Deploying / Managing from]

Cloud
- Upgrading to CSC
- FAQs

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



CAUTION:

Brain fried from
information overload.
Don't expect much

CISCO from me today!

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Cisco

Enable

Beta
SecureX Dashboard Integration Modules  Orchestration Insights Administration

-+ Device Insights .
6 Secure Client

Inventory Overview

Sources
) Secure VPN Access for Remote Workers
Source Settings
@ Secure Client Cisco Secure Client bundles the Cisco Security suite of products to your Windows 10
Client Modules devices so that installation on the endpoint is simpler. With a centralized management
interface upgrades across all our endpoint products are a breeze.
Deployment Management

Profiles Enable

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco

SecureX

- Device Insights
Inventory Overview
Sources
Source Settings

@ Secure Client
Deployment Management
Audit Logs

> Profiles

Device Events

Dashboard Modules O Insights inistrati § @ Aaron Woland v
Deployment Management gip CreataiNew
Q ¥ ATW-Deployment : M ] Save k2 t 4
ATW-Deployment ]

PGC-Deployment

Server-Deployment

_ Beta (1.0.1.389) v 8.0.1.21083 v
]

) Cloud Management | ATW-CM-Config v ® Secure ATW- ;

Endpoint Production
5.0.529.0 v
AnyConnect | ATW-CEF- s ~
v Start Befors Logon mbrella | SBG-Umbrella
@ oy Profile (O Crmmrs ®
X SecDemo-VPN View X ATW-CEF-Profile View

Diagnostics and Reporting Tool T ) @ ISE Posture | ATW-ISE v
o Secure Firewall Posture @ (&) Network Access Manager | Choose a Profile v

o @ Network Visibility Module = ATW-NVM_Configuration

B8R |E»0+

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




@ Cisco Secure Client

AnyConnect VPN:
Ready to connect.

Network:
Connected (192.168.26.222)
ATW-Deployment m ¥ Delet Save v taller + Network |
wired
Beta (1.0.1.389) v 8.0.1.21083 v
ISE Posture:
ﬁ Cloud Management = ATW-CM-Config v NO UI Secure ATW- o . , No policy server detected.
el gredticion 7 | Default network access is in effect.
5.0.529.0
Secure Endpoint:
Connected
AnyConnect ATW-CEF- Umbrell SBG-Umbrell
@ VPN brofile v | @ (@) sStartBefore Logon [ ) @ mbrella mbrella
X SecDemo-VPN View X ATW-CEF-Profile View Flash Scan
' Diagnostics and Reporting Tool ' @ ISE Posture | ATW-ISE v
Secure Umbrella:
. Secure Firewall Posture . @ Network Access Manager T Ty
mbrelia Is active.

o Network Visibility Module ATW—NVM_N@;L@Fn v

alaln
CIsco

CIsco

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




ATW CM Profile ¢ Edit Name ¥ Delete

Managed from
XDR / SecureX Ul D

Package Manager Service Settings

Logging Level

- Profiles -
» Cloud Management (UC) module e
- Includes package manager o mm—
- Check-in timer

- Update Window:

Cloud Management Service Settings

Logging Level
Debug

Product Update Window

@@ Enable Product Upda

If not en;

Day

- If CM checks in with the cloud within M e ved T Fosa sn

that time window, the updates will be eanToe -

pushed to the endpoint
_ - _ o v
- CM has no idea what this window is, . -

it's all controlled at the cloud

W&. BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42




Module;

Profile:

Version;
Channel:

Deployment:

Cisco

Module Module

Profile  Profile Prof”e

* When module supports >1

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Managed from

XDR / SecureX Ul

« Profiles

- Each module has a
profile for its
“configuration”

- Used to be
standalone
Windows-only
configuration tool

File Help

cleco SecureX

Dashboard

-+ Device Insights
VPN Profiles

Inventory Overview
Sources (@ Searen

Source Settings
@) Secure Client

Deployment Management MyVPN

Audit Logs 2022-04-18
v Profles New Profile
Cloud Management 2022-02-15
Customer Experience Feedb... R )
ISE Posture 2022-04-08
FeReLsy New Profie (2)
Network Access Manager 2022-04-20
Network Visibility Module A
Umbrella 2021-11-23

VPN

VPN Management Tunnel

VPN_soupanda_upload
2021-11-26

vpn_config
2022-04-21

SECURE X

Integration Modules

AnyConnect Profile Editor - VPN

} Preferences (Part 1)
Profile: Untitled

[Juse st

[[] Show Pre-Connect Message

t Before Logo

Certificate Store

Windows Al

Store Override

nnect On Start
[ Minimize O

[ tocal Lan Acces

in Connect

] Disable Captive Portal Detection

Orchestration Insights  Admi

Cert Pinning  # kit Name

Preferences 1 Preferences 2

@ Use Start Before Logon
User Controllable

@ Show Pre-Connect Message

Client Certificate Store
Windows

Al v

@ Windows Certificate Store Override

@ Auto Connect On Start
User Controllable

@@ Minimize On Connect
User Controllable

@ Local Lan Access
User Controllable.

BRKSEC-2834 © 2023 Cisco a

Backup Servers

[~] User Contr

[~] User Controllable

r Controllable

User Controllable

B @ Aaron Woland v

F Upload

¥ Download

Certificate Pinning ~ Certificate Matching ~ Certificate Enroliment  Server List

Linux
| A

aEga

Enrich...

nd/or its affiliates. All rights reserved. Cisco Public

+ Create New
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ATW-Deployment

Under_test (99.0.1.389)
Under_test (99.0.1.389)

Alpha (1.0.1.389) 5 a Profile ~
Beta (1.0.1.389)
Latest (1.0.1.389)
Recommended (1.0.1.353)
1.0.1.353
1.0.1.389

99.0.1.389
AnyConnect

Choose

Profiles

Upgraded whenever Cisco
23S a new version to channel

For CM and “AnyConnect” modules
SE module will use latest for bootstrap™

*SE upgrades handled by SE Cloud
Cisco

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



"id":

"name" :

"Modules": [ "Modules": [

{
"name" : "name" :
"channel": "channel":
"profiles": [ "profiles": [
{
"id":

Y,

"id":
H,
s

g
"rypets A
t "name" : {

”name : " "value": <this is the actual JSON> Hname : "
channel": channel":

"profiles": [ "profiles": [
r

1
"id": "id":
) h

"id": "id":
H

"id": P "id": 5

"type": 5 "type": 5

"name": 9 "name": 5

"value": <this is the actual JSON> "value": <this is the actual JSON>

Cisco
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Cisco

Modules:

BRKSEC-2834

C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile

12/13/2022 AnyConnectProfile.xsd

NQ/29/2029

C:\ProgramData\Cisco\Cisco Secure Client\Umbrella

01/11/2023 <DIR> data
05/17/2022

C:\ProgramData\Cisco\Cisco Secure Client\NVM

12/13/2022 KConfig.dat
01/10/2023 NVM.db
09/28/2022

01/10/2023 PersistedData.dat

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



nventory of
endpoints

SxDI has a “mode”

for CSC inventory
management
Changes Columns

Changes Dashboard
Elements

Move devices
between
deployments, etc.

.&/

IS part of
Device Insights

Device View | All Devices|

Ors

5 Devices Devices Not Seen

n Over 7 Days

Basic Search | Select Saved Fiter
Managed Status
Select

Deployment Configurations
| setect

5 Devices found

CSC Version

‘ [ Device Name 11

Deployment

DO ceass2ss146 PGC- 5.0.00117

Deployment

ATW- 5.0.00117
Deployment

Switch to Advanct

[ Not Seen In Over 7 Days (0)

Move to Deployment

Secure Endpoint Version

8.0.1.20940

8.0.1.20940

Devi

Connector Update

Operating System
Select

[ Need Connector Update (4)

5 windows 10
0 Windows 11

0S Support
v | | setect

[ Has Faults (0)

Move  Create New Depl

1.0.1.331

101353

BRKSEC-2834

Cloud Management Ver

Modules

Cloud Management
¥.1.0.1.331

Cisco Secure Endpoint
.8.0.1.20940
AnyConnect VPN
.5.0.00117

DART v.5.0.00117

Windows

Cloud Management
v.1.0.1.353

Cisco Secure Endpoint
V:8.0.1.20940
AnyConnect VPN
¥5.0.00117

Umbrella v5.0.00117
DART v5.0.00117

ISE Posture
¥5.0.00117

Secure Firewall Posture
50,0017

Network Visibilty
Module v.5.0.00117
Cloud Management
v.1.0.1.389

[ AV Definitions out of date (1)

© 2023

08 Version 11

10Pro

Server (0)
Desktop (4)
Virtual (1)

Mobile (0)

Sources

1 Selected

Clear Filters

OSSupport  Users Seen

3 Deployments

Policies

Select

urfacepro\Aaron,
itydemo.net, Aaron, eden,

B ExporttoCSV # Edit Columns

Sources Managed  Compromised @
Secure Endpoint - No

Cisco - aawoland

Orbital

Secure Client

Umbrella Posaas.
SBG SM

Duo

Secure Endpoint -
Cisco - aawoland.
Orbital

Secure Client

Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Moving Deployments - Admin Only

Device View All Devices Secure Client Devices Device View All Devices Secure Client Devices N O n _ Ad m i n

Q7 0 Q7 0

/ Devices Devices Not Seen Devices Need / Devices Devices Not Seen Devices Need
In Over 7 Days Connector Update In Over 7 Days Connector Up

Basic Se: Select Saved Filter Switch to Advanced Search Basic Search | Select Saved Filter v Switch to Advanced Search
Text Search Managed Status Operating System Text Search Managed Status Operating System
Q Select Select Q_ User, IP, hostname... Select v Select

Policies Deployment Configurations Policies Deployment Configurations

Select Select Not Seen In Over 7 Days (0) Select v Select v [J Not Seen In Over 7 Days,

Must Include: Secure Client Must Include: Secure Client

7 Devices found 0 Devices Selected Move Create New Deplo! 7 Devices found

Device Name Tl Deployment CSC Version Secure Endpoint Version Cloud Device Name Tl Deployment CSC Version Secure Endpoint Version Clo

-SURFACEPRO4 ATW- 5.0.00529 0.1.21083 - ATW-SURFACEPRO4 ATW- 5.0.00529 8.0.1.21083 1.0
Deploymen Deploymen
t t

#CiscoLiveAPJC BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Installing

Cisco



Cloud Management Cloud Management

Unified ID Unified ID

PM PM

VPN + Umbrella
Configs + Orglnfo

SIE =+
Bootstrap

@ Cisco Secure Client Deployment Tool

Secure Client installation is in progress...
Module Version Status
AnyConnect VPN 5.0.2810.0 ‘ Install Complete.
Network Visibility Module [ 5.0.2810.0 ‘ Install Complete.
Diagnostics and Reporting Tool [ 5.0.2810.0 [ Install Complete.

Umbrella 5.0.2810.0 Install Complete.

Secure Endpoint 8.1.7.21417 Install in progress...

Cloud Management 1.0.1.400 Install Pending

Continue Close

Cisco
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SecureX

CM Module Registers to CSC Sub-system

Deployment: XYZ I

Manifest: VPN, DART, UMB, SE |
1

PM handles
installers

CSC Ul Installed

Umbrella Installed
Umbrella Module Registers to Umb Cloud w/ Orginfo ;

Umb Cloud pushes Configuration to Module

|
D ———

stalled |
|

Cisco
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Cisco

Al . Apps list / Cisco Secure Client - Cloud Management + Addapp @ Help
asco’ Meraki

Cisco Secure Client - Cloud Management = windows
Cisco

Cisco SBG

Details  Edit @

Name © Cisco Secure Client - Cloud Management
SecurityDemo
Identifier 827abab0-77e2-013a-c842-6d6572616b69

Version 10.

Network-wide
Source

Cellular Gateway Type Meraki Cloud hosted

This app requires the Systems Manager agent to complete installation. Please ensure that each of your targeted devices have the agent

Requirements
d installed.

Security & SD-WAN

App file Update file & | Download & = Show %
Switch

File name csc-deploy-ATW-Deployment(1).exe
Wireless Updated at Jun 12022 16:12

Options

Systems Manager
Keep app up to date ©
CEmEED Auto-install &
) Instal in foreground @
Environmental
Installation arguments ©

Organization Command line &

Visible in SSP €
Targets

Group type Manual | Named | Configure tags

Scope with ANY of the following tags Convert to target group

X * MerakiTestCSC
Device tags

Manual tags
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Deployments w/
Secure Endpoint
and Orbital

® D R

cisco Lz/&/




Select Desired SE Version

Deployment Management + Create New
Q %] ATW-Deployment it Narr Save
ATW-Deployment

PGC-Deployment

Select your SE Integration

Beta (1.0.1.389) v Beta (8.0.1.21083) v

) Cloud Management | ATW-CM-Config v Secure Endpoint Secure Endpoint - Cisco - aawoland v Th e re Can be m O re th a n O n e

Choose Group v

o w =

Server-Deployment

ATW-Audit
4 \sProtect
A Sted
ATW-Lab
5.0.520.0 >
ATW-Production t ro
oose the up
AnyConnect | ATW-CEF- = Audit
@ star Before Logon
® ox Profile LaiCh iy L

Beta Features Root Group
X SecDemo-VPN View X ATW-CEF-Profile View
CSC-EFT-1

All endpoints who install the module

via this deployment, will be assigned

L 2 to this group, when the CSE module
registers with the CSE cloud.

Domain Controller

o Diagnostics and Reporting Tool

Endpoint Isolation Group

o @ Network Visibility Module | ATW-NVM_Configuration v

Beta (8.0.1.21083)
Secure ATW-
Endpoint Production

CiIsco
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SecureX

CM Module Registers to CSC Sub-system
Deployment: XYZ I
SE v8.x, SE Cloud = XYZ, Group = ABC :

SE Module
Installs

SE Module Registers to SE Cloud

SE Policy p1 is pushed to the module from SE Cloud

I Admin Changes
| Policy to v8.x.y

Check—in with SE Cloud

SE Policy p2 is pushed to the module from SE Cloud 1
—.

SE Module Upgrades to v8.x.y

Cisco
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SE Version
Updates

ATW-Deployment  , kit Name ¥ Delete Save + Full Installer + Network Installer S E C U R E >(

Latest (1.0.1.400) | Latest (8.1.3.21242)

Group: ATW-Production

<§3 Cloud M t = ATW-CM-Confi
I R g Secure Endpoint Repl Bootstrap Profil
eplace Bootstrap Profile

Latest (5.0.1242.0)

Latest (8.1.3.21242)

Profile v
Group: ATW-Production
Secure Endpoint
Replace Bootstrap Profile

Highest Version Wins!

Edit Policy

58 Windows
Name | ATW-Production

Description | A policy we will use to illustrate the power of AMP for Endpoints

Modes and Engines

@ Secure Client computers will update to the highest version of connector configured through SecureX
Exclusions or Secure Endpoint console.
41 exclusion sets

Proxy Product Version
1 of 30 computers must reboot.

Outbreak Control Update Server upgrades.amp.cisco.com

Device Control

Product Update-

Ady

Block Update if Reboot Required ©
Deprecated Settings

Product Version

1 of 30 computers must reboot.
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Edit Policy

Orbital

¥ Enable Orbital €

Automatic

oo (BN B

Installs 1 1
CsC
| |
€ ! !
SE Module
| |
Installs
| |
SE Module Registers to SE Cloud ! N
I = E 7
» 1 SE Policy p1 is pushed to the module from SE Cloud
m 1 1
1 |
’{ Policy > Install Orbital | I
! |

Orbital Node Registers to Orbital Cloud N

I

o 1

2o | Nobde v2 Published
| i

1 I C&C: Upgrade to v2 1
[ . |
Orbital node .
upgrades |

| |

| | |
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- The Ul tells the cloud backend

that the “desired deployment”
is XYZ.

- The move will not happen until

the endpoint checks in with the
cloud again.

- But the Ul may show that it is
already in that target
deployment.

Cisco
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Upgrading

cisco L{{/&/




« CSC Overview
« CSC Architecture

- Deploying / Managing from
Cloud

[ - Upgrading to CSC

« FAQs
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« Cisco Secure Client WILL
uninstall the old versions
when it is installed.

- Cloud Install from AMP

- Inline upgrade from
AnyConnect

Cisco
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- Through the upgrade to
secure client, AnyConnect
customers would not just

have cloud management

- But also full access to

SecureX and hence also
device insights.

Cisco

BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



The Epic Struggle of Competmg Control Pomts

¢

Endpoint ISE CSC MGMT ASA /| FTD Secure Connect

New Profiles | '

- ; Needed I

Push Profile v4 to Endpoint I
|

|

| |

L New Profiles

. Needed
Push Profile v1 to Endpoint

|

|

|

New Profiles | |

: ; Needed I

Push Profile v4 to Endpoint I
| |
| |

1 1 New Profiles
I ) ] Needed
Push Profile v2 to Endpoint

L] L] L]

WiFi Connection where Auth is to ISE w/ Posture New Profiles .
‘:Needed , Do not put any config

I Checkin with centralized management (SecureX)
|

Install
Profile v4
|

1__VPN Establishment to ASA
[

|® Check-in Timer Expires
|

I Checkin with centralized management (SecureX)

Overwrite
Profile v4

w/ v1

Overwrite
Profile v1
w/ v4

VPN Establishment to Secure Connect (SASE Solution)

Overwrite
Profile v4

w/ v2

Overwrite Push Profile v1 to Endpoint | Ti
Profile v2 : p 1
wivi : .~ on the headends!!
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- If filenames match: ASA will
overwrite the profile

. If filenames don't match: both

profiles will be detected by VPN
and behavior might be a little

wonky... Some settings get
merged from all detected profiles
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Download and Push to Head-ends

e (A

Endpoint ISE CSC MGMT ASA /| FTD Secure Connect
| | | | |
| | | |
Admin creates profile on CSC MGMT Cloud Interface 1 W I I
P Admin Downloads the saved Profile Saved : :
s | |
Admin uploads the profile to all the ASA/FTD Headends >: |

Secure Connect Doesn’t support profile upload (yet)

X

Admin uploads the profile(s) to ISE Cannot

Upload
(yet)

A\
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DART & CM . o
Dlag nOSt|CS B AMP Enabler Profile Editor

(‘ Cisco Cloud Management Diagnostics

@ Cisco Secure Client

( + Cisco Secure Client Diagnostics and...

- DART is still the perfect
endpoint troubleshooting
bundling tool. @& ISE Posture Profile Editor

& Customer Experience Feedback Profi...

- Only available when you install 3 [Py Network Access Manager Profle Ei..

IT. ‘ Network Visibility Module Profile Edi...

- What about for troubleshooting

&b VPN Local Policy Editor
Cloud Management only?

m VPN Management Tunnel Standalon...

W&-/ BRKSEC-2834
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| |
L] L
I \u d It L O g g I I Ig cllls.élch SecureX Dashboard  Integration Modules ~ Orchestration  Insights i B @ AaronWoland

-+ Device Insights

Inventory Overview.

3 Message Operation  Target Timestamp.
Sources
721632243 Saved. write deployment  2022-05-16T21
Source Settings
721632243 Saved. write deployment  2022-05-16T21
€9 Secure Client
721632243 Saved. write deployment  2022-05-16T21:3:
Deployment Management
. . - 721632243 Saved. write deployment  2022-05-16T21:
Audit Logs
) I I a u I ra I O r a > Profiles 72.163.2.243  Edited config file 6287{742-2721-4337-92b9-191f1c99b071, 1 dependent deployments. write config-fle  2022-05-16T2
721632243 Saved. write deployment  2022-05-16T21
- - 72163.2.243  Saved. write deployment  2022-05-16T21:
a C IVI y r‘ e a ‘ e O < e 72.1632.243  Saved wiite config-file 2022-05-16T21:3:
Auto-generated default installer ID 7128aa5h-7959- 4bc7-aeeB-2caf8527ceab for deployment ID 9d056425-1958-4c9a-becB-119a67e85095.  write installer 2022-05-16T21:3:
m a n a e m e nt Of ( :S‘ : 721632263 Saved wte deployment  2022-05-16721:3
= 721632243 Deleted deployment ID 43334817 -fe8-4191-a930- 1bcdieebfbOss. write deployment  2022-05-16T2
721632243 Saved. write config-fle  2022-05-16T213°
721632243 Saved. write config-fle  2022-05-16T213°
O
l I I l l 721632243 Saved. write config-fle  2022-05-16T21:
721632243 Edited config file cd09427a-83e9- 4bb0-ae72-40411d8f0580, 0 dependent deployments. write config-fle  2022-05-16T21:
. 721632243 Edited config file cd09427a-83e9- 4bb0-ae72-40411d8f0580, 0 dependent deployments. write config-fle  2022-05-16T21
721632243 Saved. write config-fle  2022-05-16T21:
.
‘ re a t I O n S 721632243 Edited config file faedb76c-dbf2-4c3i-acd9-4756010d7575, 0 dependent deployments. write config-file  2022-05-16T2

72.163.2.243  Edited config file f4edb76c-cbf2-4c3f-acd9-47560f0d7575, 0 dependent deployments. write config-file 2022-05-16T21:

Saved. write config-file 2022-05-16T21:1¢

- Deletions e

26 items loa

SECURE > (Y Casebook g BE C (e | @%@ +
- Etc
.
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Search For Device Device Selected

> lQ X Search for Device 09943288—e13c7—A57c—a'\ed—l)SSZt@1 1 Select the Computer

Filter by Dates

S Step 2: (optional) Enter Time Range

\ Event Time Timestamp IP Address

v 2022-06-08T16:55:3146-05:00 2022-06-08T16:55:31.16-05:00 70.60.206.37

o i Step 3: Expand the Event

> 2022-06-01T22:55:19.05-05:00 2022-06-01722:55:19.05-05:00 70.60.206.37
» 2022-06-01T14:54:59.62-05:00 2022-06-01T14:54:59.63-05:00 70.60.206.37
> 2022-06-01T12:54:54.71-05:00 2022-06-01712:54:54.71-05:00 70.60.206.37
> 2022-06-01T12:54:54.51-05:00 2022-06-01T712:54:54.51-05:00 70.60.206.37
> 2022-06-01T12:54:54.28-05:00 2022-06-01T712:54:54.28-05:00 70.60.206.37

A

B2 C [Evich. [ @+

Cisco
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« CSC Overview
« CSC Architecture

- Deploying / Managing from
Cloud

- Upgrading to CSC

[ . FAQs
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|/ Secure Client (including AnyConnect) / Secure Client 5 / AnyConnect VPN Client Software- 5.0.01242

Software Download

Downloads Home / Security / VPN and Endpoint Security Clients|

@@= )  SecureClient5

Collapse All Release 5.0.01242 Related Links and Documentation
Secure Client Ordering Guide

Release Notes for Secure Client 5.0.01242

Secure Client Administrator Guide

A My Notifications
Latest Release. v

5.0.01242

All Release v
Secure Client 5.0 is available to customers with active Cisco Secure Client Advantage, Premier, or VPN Only (or AnyConne
>

SecureFWPosture term/contracts. See the Ordering Guide for options. Licensing FAQ

ISEComplianceModule

Android File Information Release Date
Cisco Secure Client VPN and DART Pre-Deployment DEB Package ~ 19-Dec-2022
(Linux 64-bit) 11:58
cisco-secure-client-linux64-5.0.01242-predeploy-deb-k9tar.gz

Advisories []

NVM
5.0

cisco secure client
Cisco Secure Client Pre-Deployment Package (Linux 64-bit)
cisco-secure-client-linux64-5.0.01242-predeploy-k.tar.gz
Advisories [f

Cisco Secure Client
Cisco Secure Client VPN and DART Pre-Deployment RPM Package @

Cisco Secure Client- (Linux 64-bit)

cisco-secure-client-inux64-5.0.01242-predeploy-rpm-ktar.gz
AnyConnect Advisories Cf
= o . . § isco Security Connector
Application Programming Interface [API] (Linux 64-bit) Cisco Security Connec
cisco-secure-client-linux64-5.0.01242-vpnapitar.gz
Advisories [

Cisco Secure Client Headend Deployment Package (Linux 64-bit)
cisco-secure-client-linux64-5.0.01242-webdeploy-k9.pkg
Advisories [

AnyConnect Pre-Deployment Package (Mac OS)
cisco-secure-client-macos-5.0.01242-predeploy-k9.dmg
Advisories (7

Aboutthisapp >

Cisco BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Frequently Asked Questions

- Traditional AnyConnect - A profile may only be in up-to
modules are still version locked 10 deployments
together * 90 Deployments targeted to

be released Summer 2023
« No, Duo & 1000 Eyes are not

part of this release either « CSC is Windows 10/11 Only
- macOS and Linux on - AnyConnect 4.x still exists for
“fast- follow” roadmap customers who don’t

_ _ want/need to upgrade
- Future version of CSC will have

module independence - CSC may be used with or
without the Cloud

- No “web-deploy” package for Management

the Cloud-Management Module
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About VMware Tools

VMware Tools for Windows
Version 11.0.1, build-14773994

1998-2019 VMware, Inc. All rights reserved. This
stected by U.S. and international copyright and
property laws. VMware products are covered by one

VMware Tools for Windows

Fyne error: window creation error onamesmentane e | s

Copyright ©® 1998-2022 VMware, Inc. All rights reserved. This
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one
The VMware Tools Service is | | or more patents listed at
<http:/fwww.vmware.com/go/patents>.

VMware is a registered trademark or trademark of VMware, Inc.
in the United States and/or other jurisdictions. All other marks
and names mentioned herein may be trademaris of their
respective companies.

The VMware Tools Service is running.

C:\Users\x\Downloads>".\csc-deploy-ATW-Deployment.exe"
2022/05/17 13:13:29 Fyne error: window creation error

2022/05/17 13:13:29 Cause: APlUnavailable: WGL: The driver does not appear to support OpenGL
2022/05/17 13:13:29 At: E:/workspace/workspace/maine3a9e2e0/source/vendor/fyne.io/fyne/v2/internal/driver/glfw/driver.qgo: 123

CLI Install w/ a —q option
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https://fyne.io/fyne/v2/internal/driver/glfw/driver.go:123

Check the Product Update Window

Product Update Window l l l
figL

. Enable Product Update Window

“I installed the Network
Installer, but it’s nothing _
iS ge tting insta//ed” Mon Tue Wed Thu Fri Sat Sun

Start Time Period

1:00 v AM PM
End Time Period

6:00 v AM PM

I changed profile /
software version in the
deployment & it’s not
updating”

. Select Time Zone

SecureX > Insights > Profiles > Cloud Management > [Profile]

cisco BRKSEC-2834 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



“I have used this profile

in 10 deployments, but
get an error on the 11th”

may only
be used in
as of June
4, 2023.

Limit expanding to 90
deployments ~Summer
2023

Cisco

BRKSEC-2834

Deployment Save Failure X

limit reached

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Please fill out the survey

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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Other XDR sessions

@ Matthew Robertson
Distinguished TME

. Aaron Woland
Distinguished TME

. Aaron Woland
Distinguished TME

Extended Detection with
Cisco XDR: Security
analytics across the
enterprise

Cisco's Unified Agent:
Cisco Secure Client.
Bringing AMP,
AnyConnect, Orbital &
Umbrella together

Cisco XDR - Making sense
of the Solution and how it's
a Security Productivity Tool

BRKSEC-2178
Wednesday @ 4:00 PM

cisco Lzﬁo//

BRKSEC-2834
Thursday @ 9:00 AM

#CiscoLiveAPJC BRKSEC-2834

BRKSEC-2113
Friday @ 1:30 PM
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CISCO
il

S E C U R E CISCO The bridge to possible

Participating in user research gives you a
place to share your thoughts and
experiences to influence the future of
Cisco Secure products.

You'll hear from us at most once every 90 days.

Participation is completely optional, and you can
opt out at any time.




cisco Lz/&/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Capture the Flag

The Hub in the World of Solutions

Tuesday 9:00a.m.-5:30p.m.
Wednesday 8:00a.m.-5:30p.m.
Thursday 8:00a.m.-5:30p.m.
Friday 9:00a.m.- 1:30p.m.

Leamn Technology using your problem-solving skills
and ignite your competitive spirit with our immersive
and educational Capture the Flag - Gamified
Hands-on Labs!

NOwW ) oucaneam Giseca Continuing Education Credits by
layir >t Capture the Flag Mlsswnsatmscolee



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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Thank you
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