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Abstract

Modern day application and network architectures have resulted In
the need to re-invent how security is architected to protect the
critical assets. Some of the examples of novel security approaches
include SSE and XDR. All the same, the network remains the
backbone connecting all the assets and hence, Cisco Secure Firewall
(CSF) continues to be a key piece of the puzzle in securing the
network and integrating with the other solutions.

This talk will outline the most common network and security
architectures in detail and demonstrate the key capabilities and
integrations with CSF. Basic knowledge of next generation firewall
capabilities is preferred but not mandatory.
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- Customer Challenges
- Cisco Security Overview

- Addressing Challenges via
- XDR
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- Hybrid Cloud

- Key Takeaways
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.
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Secure connectivity challenges are risky

Hybrid work is the norm Transition to multi-cloud and SaaS

v
T
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f_m_] Ever-expanding
connections impact app
performance and availability
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) D IT and user experience =
suffers %-I

Ever-expanding
attack surface and vectors
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Customer Top Priorities

G [N

(T

Boost Productivity Optimize Costs Minimize Risk

Empower users to Address inefficiencies
do their best work

Secure your organization
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Cisco Security
Overview
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Security Ecosystem
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, Cisco Security Cloud ~

Cisco Breach Protection

Cisco User Protection Cisco Cloud Protection

. 3 Workload Security >7
Posture & Auth Management \ Endpoint Security .

I I

Email Security Experience Insights

Remote Browser Isolation Security Service Edge

Application Security

Vulnerability Management Attack Surface Management
Multicloud Defense

—_— FIREWALL PROTECTION
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Challenges in Secure Connectivity

- Nature of changing Threat and limited visibility and context

- Significant challenges in dealing with policy complexity and
multicloud infrastructure.

- Limited flexibility and efficiency of secure connectivity to private
applications

- Need high throughput connectivity between users and applications

- Inadequate security while accessing cloud and on-prem
applications
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Addressing the challenges

- XDR
- SSE
- ZTNA

- Hybrid Cloud
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Extended detection
and response
(XDR)
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Definition of Extended Detection and Response (XDR)

4 N

Collection of telemetry from
multiple security tools

N j
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4 N

Application of analytics to
the collected and
homogenized data to arrive
at a detection of
maliciousness

- J

-

Response and remediation
of that maliciousness

N

~

J

=IDC

IDC #US49731922 (September 2022)
Source: Future Enterprise Resiliency & Spending Survey - Wave 7, IDC, August 2022, n = 241; December 2021, n = 36
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An XDR Is as good as its outcomes

Cisco XDR QOutcomes

Where are we most
exposed to risk? How

good are we at
detecting attacks
early?

How quickly are we
able to understand
the full scope and
entry vectors of
attacks?

Do we have full
visibility into all our
devices? Can we
reliably identify a
device and who uses
it?

cisco L{{/&/
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Are we prioritizing the
attacks that represent
the largest material
impacts to our

business?
How fast can we

confidently
respond?

How much can
SecOps automate?

Are we improving
our time to
respond?
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What does an effective XDR looks like

Streamlined
investigations, shortening
time from detection to

Endpoint response

) . . Prioritized alerts, focusing
Email % Analytics &  Streamlined Automation & SOC efforts on threats
correlation  investigation response that pose the most harm

Cloud

Identity Automated response
actions, meaning threats

; are mitigated rapidly, and
Firewall... Threat Asset & proactive measures taken

intel user context MITRE

Simplify security operations to elevate productivity and stay resilient against the most sophisticated threats
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Telemetry sources for Cisco XDR

Flexible integration for existing infrastructure

Integrations
afiar]e A
cisco GuardDuty
@ o proofpoint.
For Endpoint
. Ext:aHup (i) sentinelone:
/, exabeam \GROWDSTRIKE
Intelligence
TaLos
P Pulsedive

> VIRUSTOTAL
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Remote Workers
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API
<>
Device Insights
Investigation
Events ) Flow Logs
o Flow Logs
Investigation Threat Intel )
) Flow Logs
Endpoint Data (NVM)
Flow
Logs
Syslog
Campus/Branch
Cisco
Firewall Meraki and Catalyst
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Public Cloud

On-premises network
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Network Data center Users

Q E ISE
On-Prem Sensor ¢ Mirror/SPAN
(@ E NetFlow/IPFIX
Firewall/Syslog
Cisco Telemetry <_

\ Broker

w0 DC
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Telemetry and enrichment

Alerts, raw telemetry, and logs are Events and intelligence are fetched

? . from integrated products and
( stored in the XDR data warehouse grated p
= . T ) added to incidents and
for analytics and incident creation . fiaati
Cisco XDR investigations
A_A A A A A A A
el ef £ 2l of & 2| of ¢ 2| o s g 2 2l o
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@ :|'""E 0 %jamf PRO  splunk> ' proofpoint

ALIE vAULY §RQWDSTRIKE

Endpoint +
Data Firewall Secure SNA Email Public Cloud ~ and others.. 2 VIRUSTOTAL 0t Hop
Sources Client Flows via and others... {l) sentinelone
ONA or CTB
and others...
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Telemetry and enrichment

Native Cisco

User / Endpoint: Network: Cloud: Application and Identity:
+  Secure Endpoint «  Secure Network Analytics *  Umbrella *  Duo Security
Secure Client «  Secure Firewall »  Secure Cloud Insights
*  Email Threat Defense «  Meraki
+ Cisco Orbital * ldentity Services Engine Malware Analysis:
*  Defense Orchestrator + Secure Malware Analytics

Cisco XDR Strategic Partners

Crowdstrike

Cybereason
Microsoft
AWS Paloalto
MGpogIef Darktrace Sentinel One
icrosoft i . .
Firewall ExtraHop Email Trend Micro
Oracle
i
<5 . ] ¥
Network ,
Cloud / Web Check Point Microsoft Endpoint
Fortinet Proofpoint

Paloalto
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XDR Analytics detection and incident creation path

Raw Analysis and
» Y

e » XDR Incident » Incident
Normalization

Observations [ Z Alerts 4 Alert Chaining Creation Prioritization

Telemetry

\ ] |\ J |\ J
| | |

Ingest Detection and Correlation Incident Promotion

XDR Analytics covers end-to-end from raw
telemetry to correlated, prioritized incidents
which are enriched with context
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Eventing High Level F

Network Traffic

Management/
event data

Threat Defense

3
B

Security Services

=

—
aes

Management Center

cisco W‘/

CDO
Event Viewer

vV

Analytics and

Detections

Cisco XDR

;----------------------------------------.>
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15-May-2023 — 24-May-2023

Distinct Alert Types / MITRE Tactic

@ Internal Port Scanner #11916 | Discovery Created: 2023-05-15 11:19 EDT
@ Potential Data Exfiltration #11917 Created: 2023-05-16 08:31 EDT

@ Outbound SMB Connection Spike 11920 | Reconnaissance Created: 2023-05-17 16:50 EDT

@ DNS Abuse #11918 Created: 2023-05-17 17:02 EDT

@ New Unusual DNS Resolver #11919 Created: 2023-05-18 12:48 EDT

© Outbound Traffic Spike #11 Greated: 2023-05-19 17:37 EDT

@ Country Set Deviation #119 Created: 2023-05-22 09:55 EDT

@ Malicious Process Detected #11924 Created: 2023-05-22 17:55 EDT

@ Suspicious Process Path #11 Created: 2023-05-22 18:01 EDT

@ LDAP Connection from Suspicious
Process #1192 Credential Access Created: 2023-05-22 18:32 EDT

@ Suspected Malicious URL #119 Created: 2023-05-23 12:34 EDT

@ Suspected Cryptocurrency Activity #11927 Created: 2023-05-24 23:25 EOT

Cisco

BRKSEC-2706 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




L AR

Firewall Management Center

Overview Analysis Policies Devices Objects Integration
Integration / SecureX
—_—
[} [}
On u re the I nte ratlon e s

g g This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more [4
1 Cloud Region This setting determines where events are sent to, if configured to send to the cloud, as

well as data generated by the Cisco Success Network and Cisco Support Diagnostics

tools.

Current Region us-east-1 (US Region)

E n a b | e X D | z 2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of each

page. Learn more [4

| @ SecureX is enabled for US Region.

o A‘ Disable SecureX [4

E n a b | e X D | z / \u to l I I a te 3 Event Configuration Send events to the cloud ©® view your Cisco Cloud configuration

Intrusion events View your Events in SecureX

File and malware events
Connection Events
Security
© Al®

S e | e Ct a u S e r ro | e fo r 4 Orchestration Enable SecureX orchestration to allow SecureX users to build automated workflows that

interact with various resources in the Secure Firewall Management Center. Learn more [4
X D | z WO r kfl OWS Enable SecureX Orchestration

Specify the Firewall Management Center user role you want to assign to the SecureX
orchestration workflows.
Assigned Role

Administrator ‘

Save the configuration |

cisco W ./ #CiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Configure the integration

ADD INTEGRATION

odule Name
vall ]
. Secure Email Threat Defense Secure Email and Web Manager
Formerly Secure Email Cloud Mailbox Formerly SMA Email [ Manage Devices ] [ > Check for New Devices ]
Cisco Secure Email Threat Defense (formerly Secure Cisco Secure Email and Web Manager (formerly SMA
. . . . . . Version Status Description IP Address
Email Cloud Mailbox) provides the most Email) centralizes management and reporting
comprehensive protection against damaging and... functions across multiple Cisco email and web... i
: 7.2.0 Eeg'“ere 10.90.12.219 atl-tme-fmc 10.90.12.219
O + Enable o+ . :
;m 7.2.3 Seglstere 10.90.12.236 atl-tme-fmc-log.cisco.com ;0'90'12'23
100-1 720 Registere 10.90.12.210 atl-tme-fp4100-1 (FMC 10.9012.210
d managed)
Secure Firewall Secure Malware Analytics 100-2 72.0 Registere 10.90.12.220 atl-tme-fp4100-2 (FMC 10.90.12.22
. . o d managed) 0
Formerly Firepower Formerly Threat Grid
Secure Firewall (formerly Fir Cisco Secure Malware Analytics (formerly Cisco -log 7.2.3 @ (Fjegistere 10.90.12.237 atl-tme-ftd-log (FMC managed) 170'90'12'23
complete and unified manag Threat Grid) combines advanced sandboxing with
application control, intrusion pr threat intelligence into a powerful solution to protec... perpage 1-50f 5 & <
O + O + shboard
\board of the tiles associated with this integration module, which can be shared b; rsWanization.

=
0 Add Firewall module Q Save the module
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Secure Firewall

Dashboard tiles

Event Summary Olasthour v - 2 i Inci OlastHour v 2 i Talos P Reputation
° R t SocreFrot-Explocos SoarsFrou-Eplorcory
aw event summar
=561 %559 =2 =0 e5 °7 ©142 ©0 +284
Total ¢ Intrusion ©© Maware i Security ntelligence Poor  Questionable ©  Neutral©  Favorable  Good &

* Incident promotion reason

» Talos IP reputation [gomrsme

OlastHour v« i

* Intrusion top attackers

* Intrusion top targets

Corp
e ————
e ——————————
I

I

I

I

I

I

]

|

1) i 2 3 3 H s 2 o 1 2 3 4 5 o o 2 ey a0

* Intrusion top signatures

.o Security Update Status oo Security Capabilties R

Secure Frewall - ExplorCorp

« Security Capabilities (FMC) o me R B =
« Security Update Status (FMC) =T Sl

 Device Inventory(FMC)
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Secure Firewall

Enrichment Security Intelligence eve
_ _ IP_ReputationSI_Category.:...
» Local IP sightings First Seen: 2023-04-17T13:10:36.000Z

Reference Reported by .

o P|Vot p0| nt to raW event SR Module: Secure Firewall - ExplorCorp

Source: NGFW Event Service

P ro m O te e e n tS ] Short description ~
VvV
0@ Security Intelligence event -
poveh IP_ReputationSI_Category
« Promote alerts from Analytics to D)
incidents in XDR —=—  Lengdescrptor i
Sighting Title

Security Intelligence event -

IP_ReputationSI_Category:ExplorCorp_Malicious_IPs:

EC2AMAZ-AHQFEJR

cd8cceda-c4c7-4b84-a9a5-5da22fc6f686
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Secure Firewall
Incident Response
» See network security events in
the prioritized incidents list.
Incident management

* Assign to others, change status,
link incidents or add notes

Maintain context

* View incidents in the XDR
ribbon or the browser extension

c1sco '&‘/

i) incidentReported ~  Suspected Malicious URL on ip 192-168-249-115 (-

Reported by Cisco Secure Cloud Analytics (cisco-dcloud-rtp) on 2023-05-26T13:41:55.000Z - 7 Linked Incidents Unassigned

Suspected Malicious URL for Cisco Demo (RTP) View Long Description

Overview  Detection ~ Response  Worklog

13 Assets View all 4 Observables View all 7 Indicators Viewall
TOP ACTIVE TOP ACTIVE TOP ACTIVE
[E) marble () 12 events 71 108.62141250 () 28 avents Cisco Secure Cloud Analytics (cisco-deloud-w..

Watchlist Interaction

2 events @) odsa1c01c2708c8b6ebas.. (1) 25 cuenis

[E] granite

Cisco Secure Cloud Analytics (cisco-dcloud

Watchist Interaction Fevents

[F] state ) 9 events @3 drinkfoodapp.com () 5 events

i Cisco Secure Cloud Analyti (cisco-dalaude
& events @7 https//drinkfoodapp.com/Ad... ) & events User Watohlist Hit mu

%9 41840514 () aevents Cisco Sacure Network Anaytics
Data_Exfiltration

[E] ip-172-16-133-37.us-east-2.

2events

Suspected Malicious URL on
ip 192-168-249-115

Reported by Cisco Secure Cloud Analytics (cisco-
dcloud-rtp) 4 days ago

Assigned Unassigned

Priority score breakdown ~
76 10
765 petcction asset
Risk Value at Risk
Short description ~
Suspected Malicious URL for Cisco Demo (RTP)
Long description ~
Alert
Suspected Malicious URL - #11941
Ten:

ant
Cisco Demo (RTP) (cisco-dcloud-rtp)

Source
ip-192-168-249-115.us-east-2.compute.internal

Description
The device communicated with a suspected
malicious URL. The alert uses the Suspected
Malicious URL observation and requires URL data
provided by firewalls via the Cisco Security Analytics
and Logging (SAL) integration or Enhanced Netflow.

View Incident Det

#CiscoLiveAPJC

BRKSEC-2706
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Use Cases
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Use Case : Block Observables on
Firewall

Problem: Adam the analyst, is
reviewing an endpoint alert. He
notices an unknown IP address
related to a compromise on the
endpoint. Adam wants to act by
blocking this IP address on the
firewall, but he doesn’t have access
to Firepower Management Center.

Solution: Using the pivot menu
Adam can block the IP address at
the click of a button from anywhere.

31 observal

TOP ACTIVE

®7 6.6.6.6 @

@Y 1bf529e3f6|
0] 94.204.151.¢
0] 64.104.44.1

O~] 3.136.210.16

cisco Lz/@/

IPAddress @  6.6.6.6

Verdict Source  Talos Intelligence

> There are 2 Verdicts for this observable.

Talos Intelligence
Search for this IP 7
Umbrella - ExplorCorp
IP view for 6.6.6.6

XDR Automation

(® Secure Firewall - Block Observable

@ Move Computer to Triage Group

@ Submit URL to Secure Malware
Analytics

@ Meraki - MX - L3 Outbound Firewall
Block

(® Umbrella - Add to Destination List

@ ServiceNow - Request Firewall
NullRoute

#CiscoLiveAPJC BRKSEC-2706
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SXO-WF QA 3:05 PM
PSIRT advisory alert
One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

A lov has been created.
e to view the PSIRT advisory.

Use Case: PSIRT Impact Monitoring

1 | FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

Problem: A network administrator s poe et

to view the PSIRT advisory.

is continuously monitoring for new e e A e
PSIRT announcements and checking R
to See if their deViceS are Vulnerable One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

A ServiceNov has been created.
to view the PSIRT advisory.

SOI ution: Th iS Orchestration 1 | FIDV (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
workflow will check for new PSIRTs PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

then compare your devices version i

to view the PSIRT advisory.

and notify you if any vulnerable e T
devices were found. R

One or more devices managed by Secure Firewall Manager require software updates due to a Medium PSIRT/CVE advisory.
A ServiceNov has been created.
to view the PSIRT advisory.

1 | FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
2 | FTD-test (ASA) at 127.0.0.1 is running software version 9.14.4 and needs to be upgraded.
3
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Use Case: Firewall Health Monitoring

SB-bot 2/13/23, 12:00 AM QK C 66 o

Problem: A network administrator is
trying to maintain a healthy network
but sometimes a device gets into an
unhealthy state. It can take time to
react these issue the network
administrator is not aware.

Solution: This orchestration
workflow will check for health alerts
from your devices and proactively
notify via Webex teams, Slack, or

email.

cisco L{Vp//
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Secure Firewall - Get Health Alerts

Alerts were returned, but a ServiceNow incident was not created. Clic!
here to view the workflow run.

Red Alerts

Timestamp : Device Name : Health Module : Details

2023-02-13 04:01:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:06:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:11:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:16:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:21:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:26:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:31:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:36:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:41:00 : 4125-FTD-1 : CPU : CPU39 usage is 100%

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Use Case: Expiring Time-based
Objects

Problem: As a network
administrator it is always challenging
to manage your policies. Some rules
in the policy may not be active due
to an expired time range and finding
expired rules can be time
consuming.

Solution: This orchestration
workflow will check rules that have
already expired or will expire soon
and proactively notify you of which
rules to review.

SXO-WF QA 4:10 PM
Time-based rules set to expire

An audit of Secure Firewall has uncovered one or more policies with time-based rules set to expire within the next 30 days

Policy: Block All Traffic
« Allow Apple has a time-based object titled 2-28 which expired -77 days ago

Policy: Default
«  Allow Apple has a time-based object titled 2-28 which expired -77 days ago

Policy: SecureX Policy
« end_of_april_rule has a time-based object titled end_of_april which expired -16 days ago
« end_of_may_rule has a time-based object titled end_of_may which is set to expire in 14 days
« 5/15 end has a time-based object titled 5-15 which expired -1 days ago

cisco W. #HCiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case: Impact RED Remediation

Problem: A high priority intrusion
event is detected by the Firewall.
Adam, the analyst, needs to
remediate quickly across multiple
technologies.

Solution: An XDR orchestration
workflow investigates the event and
waits for approval. Once approval is
granted, automated remediation at
the DNS, application, and endpoint
level are taken.

cisco L{Vp//

dCloud SecureX v2 Orchestration 3/23/23, 1:24 PM KNG s =

FIREWALL INCIDENT AUTOMATED REMEDIATION

Firewall Incident automated investigation completed for promoted
Incident Security Intelligence event - URL_SI_Category:dcloud-SI-URL
involving internal host with IP 192.168.249.11

Threat Response investigation completed

Domain blocked in Umbrella: drinkfoodapp.com

SHA256 file hash added to custom detection list in AMP:
0d5alc01c2706c8b66ba953dbe01£265d7d38e9b02aa4dl
bc4£62239e9acb8067

Enabling AMP host isolation for 192.168.249.111 View
Host

Logged in users retrieved from Orbital. The user will be
moved to a Deny Access Group in Duo

Orbital machine state snapshot initiated. View Results
Moved user MARBLE to DENY group in Duo

#HCiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39
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Key Takeaways

- Unified Management and Visibility
- Comprehensive Threat Protection

- Automated and Guided Incident Response

cisco W . #HCiscoLiveAPJC BRKSEC -2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Security Service Edge
(SSE)
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SASE/SSE approach is the technology foundation

Fundamental to your security strategy for a hyper-distributed world

SASE brings networking & security Q/ plan on adopting
e . . SSE in next 2
capabilities into a single-service, cloud- ! ) O years

native model to address today's challenges.

Converged set of cloud networking

=
= =

cloud security

+ © D

)
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SSE Product Family

Protecting your investment throughout the SSE journey

Umbrella Full SSE Edition
SIG « Everything in SIG, plus
« DNS plus: « FWaaS * ZTNA (client-based &
Umbrella « Core Cloud « CASB clientless) with App
Security « DLP Connectors
DNS Services  « Sandboxing « ZTA Relay (MASQUE &
« SWG QUIC)

» Unified Client/Frictionless
User Experience
» Hybrid POP approach
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Introducing Cisco Secure Access

Modernize your defense with converged cloud security grounded in zero
trust

Remote users

Cisco Secure

Access
L0 =

=S Most complete security service 0
Managed and edge (SSE) solution accelerates Public SaaS
unmanaged devices ] apps
your SASE journey

- O
loT devices Private apps
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Cisco Secure Access

A comprehensive Security Service Edge (SSE) solution to accelerate your SASE
journey

Core SSE Capabilities

Firewall as a Secure Web N\ Cloud Access Zero Trust
‘El__,k_} Service @\ Gateway (SWG) e Security @ Network

RVEES)) Broker (CASB) Access (ZTNA)

and so much more in one subscription...
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Cisco Secure Access

Go beyond core Secure Service Edge (SSE) to better connect and protect
your business

- )
Secure 6 Cloud Access Zero Trust E‘_‘\ﬁ Firewall as a
Web Security Network Service

Gateway Broker (CASB) | Access (RWEESETTe!

(SWG) and DLP (ZTNA) IPS

= © @ B & { ©® B

DNS Multimode Advanced  Sandbox Talos VPN as Digital Remote
Security DLP Malware Threat a Experience Browser
protection Intelligence Serwce Monitoring* Isolation*

DUO MFA/ CSPM
SSO
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Use Cases

Secure Internet Secure Private S re A
Access Access ecure Access
e A s N e N
é% Internet
- + | B o | = g
apps — v
C[C\f) SaaS everywhere
D apps
\ Y, \ Y, \ Y,
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Cisco Secure Access - User Anywhere

STEP 1 STEP 2
Authenticate Go to Work

Traditional apps
/ SaaS apps
@ Direct
connectivity, access

control and security
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Architecture Overview — P Tt

4> Private Traffic

(D secure Tunnel

i p Cisco Secure Access v
@ Client based

e Unified Dashboard  Unified Security g C}

*ldentity based controls *Flexible ingress/egress Internet/SaaS

ra Clientless *Posture based controls connectivity Private
\9), (—Access _HEms) Applcations
_— *Single SLA

« Consistent inspection for all ] ]
Public/Privat

*Single Policy traffic

Resource e Cloud
connector or
0o —(  |psec_ 02 «Magnetic Design System  Granular context-based control Backhaul VPN
00O L | "%
Q m Secure Access PoPs
DC/Colo/
Branch

g Users & How| i Arpsy
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Apps: Private Applications

Y
’

|Psec E | | [:] E
l i Apps ;
=i
e A = LR
Data
. Center Cloud
Cisco
Secure
Access
Y ) Outbound / “
r DTLS Tunnels I
4 1
| —

—~

>
°
©
?

gl

’
4
AN

cisco L{{/&/

#CiscoLiveAPJC BRKSEC-2706

Network Tunnel

= [Psec Backhaul

- Static or BGP based routing
= Auto Failover/ Redundancy

Resource Connector (RC)

- Software deployment (VM or Cloud Instance)
= Deploy closest to application

- Outbound connectivity (no holes in firewall)
- Auto failover / load balancing
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Apps: Internet/SaaS Applications

Y
’

{ | ‘ i Network Tunnel
Psec ' | [:] i - IPsec Backhaul
% i Static or BGP based routing
! Apps ! = Auto Failover/ Redundancy
N, /—’I
e N = e
Data
. Center Cloud
Cisco
Secure
Access
L ) Outbound ) ..  Resource Connector (RC)
r DTLS Tunnels { - Software deployment (VM or Cloud Instance)
4 i At
()"/T = Deploy closest to application

—~

- Outbound connectivity (no holes in firewall)
- Auto failover / load balancing

>
°
©
?

gl

’
~
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Secure Firewall Integration

N 1
Flo
P
| 1
l I
(' I ) Internet
! | ]
| l v
I I

cisco M ./ #CiscoLiveAPJC BRKSEC-2706
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] Roadmap
Secure Firewall + SSE = Future

« Admin has Central Policy Configuration -
Secure Access

+ Users On network clients can be secured

i i i Secure
in branch with same ZTNA policy, and recose P
identity ¢/ 4,
Ny o Conn DC Firewall
cEv: Cloud Enforcement
'
—
v App 3
E Site Firewall -

Site Enforcement

cisco L{{/&/
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Secure Firewall + SSE = Future

« User network has no direct routes to application

network
« User Performance improvements
o . . Secure
« Cost optimization - No need to massively scale Access P Sec ,
. . A
internet pipe . ‘ POQ\ ) Cony, DC Firewall
for large number of users in branch cEv: Cloud Enforcement
o1
App 3
Y
E Site Firewall -

On Prem Users

Site Enforcement
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AT . N .

Key Takeaways

- Protect users, applications, and resources
anywhere

- Expand visiblility into cloud applications and
shadow IT

- Unified and consistent applications policies
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Zero Trust Network
Access
(ZTNA)
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Your Speaker
Dinesh Moudgil

« dmoudqil@cisco.com

- From Chandigarh, India

- CCIE Security #58881

- 12 Years in Industry, 9 with Cisco
- TAC - HTTS - TME Leader

- Lead VPN & SD-WAN

- Likes outdoors and guitar

cisco Lz{@/ HGiscoliveAPJC
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What is Zero Trust Network Access?

. Zero Trust Network Access (ZTNA) means different things to
different organisations.

- Primairily, it’s about granting USERS access to APPLICATIONS and
doing so only after the relevant criteria are met.

- The “Network Access” part of ZTNA is not Network Access as we
typically understand it.

- Users should not need access at the network level to access a
specific application.

- ZTNA does not just apply to remote access, access from inside the
network should also be covered by the same protections.
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Zero Trust Application Access

Securely and Simply Connect Users to Private Applications

Zero trust application access (ZTAA) moves beyond traditional “authorize then ignore” ZTNA models
by adding complete threat inspection and policy for each individual application

O 9%
(@) 9%

Limit who is allowed Limit where they can go Limit threats they may bring
Per application access with Reduce access to specific apps to Go beyond traditional ZTNA
clientless SAML, Azure AD, limit attack surface and lateral spread by continuously inspecting

ISE, and Duo of threats allowed traffic/behaviors with

IPS/malware protection
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ZT vs. ZTA vs. ZTNA vs. ZTAA

- Zero Trust
- A comprehensive security framework that Zero Trust (ZT)
prioritizes least privilege, strict access
controls, and continuous monitoring to Zero Trust Access (ZTA)

mitigate risks and protect resources.

Zero Trust Access Zero Trust Zel Jivst
Network Access Application
VAL, Access (ZTAA)

- A specific aspect of Zero Trust that
focuses on managing and enforcing access
to resources

Zero Trust Network Access (ZTNA)

- A subset of Zero Trust Access that focuses
on secure access to networks.

Zero Trust Application Access (ZTAA)

- A subset of Zero Trust Access that focuses
on secure access to individual applications.
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RAVPN vs ZTNA

S R

Remote Access VPN

Zero Trust Network

Access Granted

Access to full network or
network segment

Access

Access to specific
resource/application

relationship

Network Client gets IP address on No specific IP address
the network assigned to the client for
access
Posture Posture assessed once at | Posture assessed at each
VPN Authentication application access with
Continuous Trusted Access
Headend 1:1 Client-to-Headend Client can connect to

different headends per

application

cisco L{Vp/_/

#CiscoLiveAPJC BRKSEC-2706
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Clientless and Client-Based ZTNA

Endpoint Presence No client application required on Client software required to be
endpoint device installed on endpoint device

Access Type Can only be accessed through a Client software handles traffic
web browser transparent to the user

Application Type Only browser-based web Supports all applications on different
applications ports and protocols

Posture Type Posture only available through Client software handles posture
authentication flow (e.g. Duo based on policy (similar to HostScan
Health or Intune) or ISE Posture)

User Types Can be used for Contractor/3™ Generally restricted to customers
Party clients as well as internal owned and managed devices due to
users on personal devices client requirement.
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Zero Trust Access - Overview
Strong MFA
Authentication Q
@
GranularAppIiication :n; app1-example.com
Access Authorization wgY»

Clientless Access

Client Device O @ =‘.=
Posture Check w =":

® @ Newre xJ+ v - 8 X IPS and Malware Q. @
© Protection 3?0 app2-example.com

C Q https://app-1.example.com
A
© @

@ Firefox
Single Sign-0On

cisco W ./ #CiscoLiveAPJC BRKSEC-2706
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Zero Trust Access - Basic Flow

@ Cisco Secure Dynamic Attribute: X +

- 2 KX &« ® O 2 :
‘dseb’ SECURE
Dynamic

Attributes
Connector

BUuS

SAML |dP

2. FW redirects
to SAML IdP

v

ZTA
Firewall

csdac.emealab.local

m HTTPs (Pre-Auth)
= SAML IdP AAA
= 7 TA Protected Flow

#CiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Zero Trust Access - Successful Auth/Authz )
Activity Details: Sign-ins W‘

Basicinfo  Location  Deviceinfo  Authentication Details Conditional Access

Date 10/5/2023, 4:06:02 PM
Request ID e23ef0e1-c6e7-4b86-8ec2-f61f21cb0f00
Az Correlation ID 060e55f6-187f-4eea-abac-15d7a4d0chOf
ure ication requi: Single-factor authentication
Entra ID Status Success

fmc.emealab.local

ZTA Client N
"

ZTA

Firewall Management Center ’ ) . ’ : ) ; s
% Analysis / Unified Events Overview Analysis Policies Devices Objects Integration Deploy Q © i 0 admin asco. SECURE
—
[O\ X Zero Trust Application N/A X |+ o X ] l Refresh l
© Showing all 4 events (S 4) ¥ Iy Last 30 minutes  ® Go Live

Destination Port /

Time Event Type Action Source IP Destination IP
! vent v ! " et ICMP Code

Zero Trust Application Group Zero Trust Application Policy Source User m

Zero Trust Application

- 2023-10-06 13:31:48 4 Connection 72.16.135.10 1 443 (https) / tcp A_FMC_GUI_A EMEALAB-ZTAA-Group .
> 2023-10-06 13:26:20 S Connection © Allow 172.16.135.101 172.16.134.97 443 (nttps) / tcp ZTAA_FMC_GUI_Access EMEALAB-ZTAA-Group ZTAA_EMEALAB_Policy dclouduser@cisconetsectmesdcloud.onmicrosoft.com H
> 2023-10-06 13:21:37 4 Connection © Allow 172.16.135.101 172.16.134.97 443 (nttps) / tcp ZTAA_FMC_GUI_Access § EMEALAB-ZTAA-Group ZTAA_EMEALAB_Policy dclouduser@cisconetsectmesdcloud.onmicrosoft.com
> 2023-10-06 13:16:29 S Connection © Allow 172.16.135.101 172.16.134.97 443 (https) / tcp ZTAA_FMC_GUI_Access EMEALAB-ZTAA-Group ZTAA_EMEALAB_Policy dclouduser@cisconetsectmesdcloud.onmicrosoft.com
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Zero Trust Access - Failed Authentication 8

Activity Details: Sign-ins

® Basicinfo  Location  Deviceinfo  Authentication Details ~ Conditional Access  Report-only
Date 10/3/2023, 1:00:57 PM
Request ID 36216c39-d544-461a-a021-1364adcf2100
Correlation ID 3f9fdcc3-c784-4d2b-9733-045e64be7cc6
Authentication requirement  Single-factor authentication

2. FW redirects Azure || s
to SAML IdP Entra ID | e o

Invalid username or password or Invalid on-
ZTA Client 1. DNS points fmc.emealab.local to FW | )
— S points fmc.emealab.local to .
)

Wrong username

premise username or password.

ZTA
< C @ loginmicrosoftonline.com/b26f4.. o 12 Y & W O & | don’t kﬂOW Firewa”

B3 Sign in to your account x  +

B2 Microsoft what happened
< dclouduser@cisconetsectmesdcloud.onmicrosoft.com at SAM L |d I:) "

Enter password

Your account or password is incorrect. If you don't

remember your password, reset it now. F— HTTPS (Pre-AUth)
.......... == SAML IdP AAA
Forgot my password — ZTA Protected FlOW
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Zero Trust Access - Compliant Endpoint O

aloale
cisco

D Your System
— 'CGRABOWS-M-FJ2P

Home

‘ macOS is up to date
ﬁ System password is set

FileVault is enabled

@) Firewallis enabled

Success!

Logging you in...

3

cisco L{{/&/

SAML |dP

2. FW redirects
Z X
puth t0 SAML I1dP

: csdac.emealab.local
. -—— - 1. DNS points csdac.emealab.local to FW .‘..
orporate , L
P 4. Protected access to the internal application >

ZTA
Firewall

m HTTPs (Pre-Auth)
= SAML IdP AAA
= 7 TA Protected Flow
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Zero Trust Access - Non-Compliant Endpoint

Personal PC

ZTA Firewall

A 1. DNS points csdac.emealab.local to FW =‘.=
—— =":

2. FW redirects

We're sorry. Access is not allowed.

« We're sorry, access is not allowed because
you are using a personal device.

To fix this problem, please reach out to your
administrator or IT Helpdesk

S A
th>
" Dy Hea Ith
Appy;
Catj

)
) Posie

to SAML IdP

SAML IdP

O
oue

csdac.emealab.local

Timestamp (UTC) v Result

8:12:47 AM
oCT 3, 2023

X Denied

Endpoint is not trusted

User Application Trust Assessment @

samitestuser Generic SAML Service Provider - Single Sign-On N/A

Access Device

> Windows 10, version 22H2 (19045.3448)
As reported by Device Health

cisco W‘/

#CiscoLiveAPJC

BRKSEC-2706

v Windows 10, version 22H2 (19045.3448)

As reported by Device Health X
| Hostname PERSONAL-PC |

Chrome 117.0.5938.132
Flash Not installed
Java Not installed

Device Health Application

Installed

Firewall On

Encryption Off

Password Set

Security Agents  Running: Windows Defender

Almere Stad, FL, Netherlands
64.103.36.135

Not a Trusted Endpoint

determined by Device Health
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Zero Trust Access - Successful Auth/Auth

TLS Decryption
with IPS and

to SAML IdP

ise01.emealab.local

ZTA Client 5. Clean traffic
Firewall
% E*;‘e\/xiltngsvgﬁglent Center Overview Analysis Policies Devices Objects Integration Deploy Q © & 0 admin v el cEcyRE
I

[Q X Event Type Intrusion X Malware X —+ w5 X ] [ Refresh
© Showing all 27 events (@ 8 # 19) ¥ iy Last 1 month @ Go Live
Time Event Type Action Source IP Destination IP Destination Port / Source User m
f venttve ! " et ICMP Code ! o

> 2023-10-03 09:59:30 4 Malware Malware Block 172.16.135.101 172.16.134.96 443 (https) / tcp dclouduser@cisconetsectmesdcloud.onmicrosoft.com

> 2023-10-03 09:59:28 @ Intrusion A Alert 172.16.135.101 172.16.134.96 443 (https) / tcp dclouduser@cisconetsectmesdcloud.onmicrosoft.com
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ZTA C

ZTA Client
"

lentless - Single Sign-0On Flow

Activity Details: Sign-ins Success

Basicinfo  Location  Deviceinfo  Authentication Details Conditional Access
Date 10/6/2023, 1:08:35 PM
Request ID a43af8c6-9b25-41a3-a3f2-c85b96b00f00

Correlation ID 777c74d8-13ff-4e8d-9daa-1c2de3cdd4b7

Authentication requirement  Single-factor authentication

Status Success

1. ZTA pre-auth flow to fmc.emealab.local

[[]) Dashboard | Secure Firewall Ma

« > c

X

@ fmcemealab.local:20001/dashboard/v... 1© Y & % O &
=

3. Protected access to the internal application

+

(ﬂ #* @ dclouduser@cisconetsectmesdcloud.onmicrosoft.cof v

Sufhmary Dashboard (swich sasnocere)

Providfks a summary of activity on the appliance

Reporthhg

Nejworkx.  Threats ..

-|mrn§ien£yems\ 1 hour

cisco L{{/&/

#CiscoLiveAPJC

2. FW redirects
to SAML IdP

1Sign-0On to ZTA FW
1SIgn-0n to Protected Application

(same SAML IdP)

BRKSEC-2706

c|a

O

Activity Details: Sign-ins

Location  Device info  Authentication Details ~ Conditional Access

4

First factor requirement satisfied by claim in the token

Azure
Entra ID

ZTA
Firewall

4. Applicatio
edire 0

/\ D)
d fmc.emealab.local

\ 4

m HTTPs (Pre-Auth)
= SAML IdP AAA
= /TA Protected Flow

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 77




2. SAML Redirect to IdP

&

1. Access an application in the Group

configured for entire
Application Group

-—— 3. Access the non-grouped application

ZTA
Firewall

4. SAML Redirect to IdP

configured for Individual
Application

cisco L{{/&/

#CiscoLiveAPJC BRKSEC-2706

| ZTA Application
Group (SSO)

fmc.emealab.local

' ise01.emealab.local /

csdac.emealab.local

Individual
Application

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ZTA Application Group Flow

. ZTA Application
Group

2. FW redirects Azure
to SAML IdP Entra ID

1. ZTA pre-auth flow to fmc.emealab.local

-—— 4. ZTA pre-auth flow to ise01.emealab.local

fmc.emealab.local

3. Protected access to =
fmc.emealab.local =

>

ZTA Client

5. Protected access to

Firewall ise01.emealab.local

f Identity(Bsml iceﬂsE:s::‘lEmeaIab’jncal:ZOOOO/admln... o—ﬂ ACC eS S a n Oth e r a p p | l Catl O n | n th e I\\\ 5001 emeslsb-loca! ’,l
;| ZTA Application Group

_-

. / == HTTPs (Pre-Auth)
: o —— SAML IdP AAA
B - ¢ — ZTA Protected Flow

-~

©2021 Cisco Systems,Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems,Inc.
andior its affiiates in the U.S and certain other countries. Cisco ISE utilizes open source software from various
components. View third-party licenses and notices
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Zero Trust Access - Recommendations

- Only SAML IdPs are supported e.g. Azure AD, Duo, Ping ID, One Login, Okta
- DNS needs to be configured to attract application traffic to the ZTA firewall’s interface.

- ZTA application protection supported for Internet and internal access use-case (with proper DNS
configuration)

- ZTA is supported on routed mode in HA/Cluster®/Multi-Instance deployments

- License requirements:
- Essentials license for basic ZTA access
- |IPS and/or Malware Defense for application traffic inspection
« ZTA does not work in evaluation mode

.- ZTA traffic is not subjected to Access Control Policy (ZTA policy takes precedence)

* - Not supported on individual mode cluster

cisco M ./ #CiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



Zero Trust Access - Recommendations

- Supports HTTPs applications only (HTTP, RDP, SSH not supported)
- ZTA supports interactive web applications (requires user SAML login)

- ZTA is not a reverse-proxy:

« Firewall does not rewrite HTTP requests
« The flow is based on HTTP redirects
« TLS decryption is mandatory - Snort validates ZTA HTTP cookie in the HTTP request

- ZTA will not work for non-HTTP traffic tunneled through TCP 443 interface.

- ZTA preserves original client IP address - ensure symmetric traffic between client and application
through the firewall (superseded by Source-NAT in 7.4.1)

- A pre-auth certificate matching FQDNSs of protected applications is required

- Not supported if protected application redirects between ports or does strict HTTP Host Header
validation

cisco M -/ #CiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



Key Takeaways

- Browser based application access (no agent)

- Reduce attack surface by enforcing security
controls

- Leverage SAML SSO for applications with
common |dP
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Hybrid Cloud
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Simplifying Cloud Environments

Private Cloud Public Cloud

Al C V'E\év)%rew aWs ’-) wl Vicrosoft rackspace
7 Google Cloud Platform S e technology:

% ¢ =:= ORACLE' c_) i
NHTANPS W.KVM openstack. co l{}“;u:@l o Ccmmmemen Alibaba Cloud Q | kl rO

o

New
P> Clustering Features P Accelerated Networking

P> Dynamic Policy

P Gateway Load balancer integration

P Better integration with public cloud infrastructure P Auto Scaling

P Infrastructure as Code and Automation

cisco L{{@‘/

#CiscoLiveAPJC

P Snapshot support
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Nutanix and Hyperflex

Hyper Convergence Infrastructure

Cisco Secure Firewall now supports
Nutanix AHV
Cisco HyperFlex

Received Nutanix Alliances New Partner
of the Year award 2021

Securing workloads deployed on
Nutanix AHV & Hyperflex for both East-
West & North-South traffic
segmentation and inspection

cisco L{{@‘/

#CiscoLiveAPJC

o]
Cisco

SECURE

NUTAND

TECHNOLOGY ALLIANCES
NEW PARTNER OF THE YEAR

(4 L4

—
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Integration with Alkira

- Simplified network and security @ws EXTTENEY. « MishetEe
architecture — @3}“{ ®
@0 e k=

———-——

N : . ==
«  Deeper visibility and control in multi- °

cloud environments g s MPLS
Alkira Cloud Colocation

Exchange Point® Alkira

- Unified security policy Cloud Backbone

IPSEC
T i B~ . _ Segmentation
- Greater visibility Bew
m---"

Cisco Secure Firewall Threat Defense
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Equinix

Use Cases |

»

Deploy a virtual
firewall in minutes

No need to
purchase additional
hardware

Protect corporate
apps from public
endpoints

Built-in integration to

Eeuanix/Eabric

®

EQUINIX

( Use Case 1: Protect data with hybrid cloud firewall

)

Enterprise
Infrastructure

Network
Edge

)
aws

N

e/
)

ORACLE’
Cloud

—/

ORACLE’

e

Cloud

5o e

Customers

C

Use Case 2: Directly connecting to multiple clouds in multiple
locations

Enterprise

Equinix Data Center

\ o

Direct

Connect

Express
Route

Cloud

o=

Enterprise
Infrastructure

Port Size

1-10 Gbps & 50 Mbps - 10 GBps
g DH

Equinix Cloud
Exchange Fabric™

Bandwidth :

0
-----------------------------------------------------------------------------------------------

#CiscoLiveAPJC

BRKSEC-2706
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Secure Firewall Virtual Capabilities

AVC

NGIPS AMP

AVC - Application Visibility and Control

AMP - Advanced Malware Protection
VPN - Virtual Private Network

URL - URL filtering

S| - Security Intelligence

URL

NGIPS - Next-Generation Intrusion Prevention System

VPN
(S2S & RAVPN)

Stateful firewall
NAT
Static and dynamic routing

Firewall

—
vmware = dWs
openstack. N—"1
]
(Hyperriex [ ~AKVM NUTANIL.
cisco Ltl/&/ #CiscoLiveAPJC ~ BRKSEC-2706

ml Vicrosoft
Ml Azure

ORACLE’
CLOUD INFRASTRUCTURE

a

Google Cloud
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Cloud-delivered Firewall Management Center

Key benefits

* Eliminate change management and
update overhead

« Cisco ensures uptime, increasing resiliency

* No learning curve for on-premise FMC users

1, Defense Orchestrator

ssssssssssssssssssssssssssssssssssss

Home Depy Q © # @ nemiagar@ciscocom ik secURE

Block 8999 Overidden 0 Rewrte 0 Pass O Drop 0 Reject 0

#CiscoLiveAPJC

Key features

BRKSEC-2706

Hybrid management support
Support up to 1000 devices
Periodic configuration snapshots

Easy migration from on-premises FMC to
cdFMC

Real-time Security policy updates for
multi-cloud environments

Secure SaaS applications like O365 using
real-time community feeds

Flexibility between Hybrid and cloud eventing
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FMC Deployment: On-Prem, Hybrid, or Cloud

On-premises Hybrid SaaS

. . Event
Cloud Config Config Analytics e >
z v Event : Event
- Confi Anal Analyt
<On prem A naics Storage HEENHES Storage

« Driven by security concerns « Sensitivities around + Cloud-first approach
or regulatory compliance customer data . Technology, startups
+ Government, financials « Retail, financials
Increasing customer cloud acceptance %
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Core Principles

Infrastructure as Code

- Automation is the way * Failure is Normal - Continuity at all stages
to go
g « Studying causes and « Testing, Integration,
« Spend time solving new handling exceptions Deployment, Monitoring
problems instead of <<Hotfixes>> and Feedback

« Increase value of
business in the time
spent

CIsco W‘/ HCiscoLiveAPJC BRKSEC-2706
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Terraform

» Open-source infrastructure as Code tool
developed by HashiCorp

* Define and Provision the complete
infrastructure using declarative language

» Supports many providers such as AWS,
Azure, GCP, VMware, Cisco, Openstack

» Supports Client only architecture, so no
need for additional configuration
management on a server

terraform.state

Q
g!

terraform.tfvars mrraform

terraform-provider.tf

terraform- instances.tf




Terraform Lifecycle

Init Plan Apply Destroy

terraform init terraform plan terraform apply terraform destroy

- terraform init initializes the working directory
which consists of all the configuration files

- terraform plan is used to create an execution
plan to reach a desired state of the
infrastructure.

- terraform apply then makes the changes in
the infrastructure as defined in the plan

_ svecess \Lerraform
- terraform destroy is used to delete all the old ey
infrastructure resources, which are marked

tainted after the apply phase.

error,
7o lback
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NEW Cloud Resource Page

https://developer.cisco.com/secure-firewall/cloud-resources/

Explore Cisco Secure Firewall resources for cloud

Microsoft Azure

Google Cloud
Platform

OpenStack

c1sco '&_/

Get started with AWS now!

Extensive list of resources to leverage * Infrastructure as Code" for Cisco Secure Firewall in
AWS. Utilize validated templates, videos and documentation to ease your deployment.

FID  CloudFormation  Terraform
Multiple FTD instances in multiple AZ
Templates to deploy multiple secure firewall threat

defence Instances In different Avallability Zones along
with an optional firewall management center instance in.
aWs

Code repo v

FID  Temaform  CloudFormation
FTDv and FMCv in single instances in a AZ
Templates to deploy a single Instance of secure firewall

threat defence and a firewall management center in a
single Avallability Zone in AW

@ Code repo ~

FID  CloudFormation  AWS Lambda

FTDv Autoscale
‘Template to achieve Automated Horizontal Scaling of
FTDVin AWS

aws

U

1™ Scroll to view more

FTD  CloudFormation  Terraform
Multiple FTD instances in a single AZ
Templates to deploy multple secure firewall threat

defence Instances in a single Avalability Zone along with
an optional firewall management center instance in AWS

Code repo ~

FID  Terraform

FTDv single instance in an AZ

Templates to deploy a single Instance of secure firewall
threat defence In a single Avalabllity Zone in AWS

&) Code repo ~

#CiscoLiveAPJC

Explore Cisco Secure Firewall resources for cloud

Amazon Web
Services

Microsoft Azure

Google Cloud
Platform

OpenStack

BRKSEC-2706

Get started with VMware now!

Are you moving your applications to the public cloud? Now there Is a cloud-ready firewall that
can be automatically deployed and implemented using * Infrastructure as Code" (1aC). This is the

readable definition files. The premise Is built on a software engineering approach to everyday

rocess of provisioning and managing the complete Infrastruciure of a company using macnine-  \J TRV V A E

operations.

Use Cases for FTD Platform

FTD  Terraform

Single FTD Instance

Code repo ~

Use Cases for FMC Platform

FMC  Terraform
Single FMC Instance

(%) Code repo

Documentation

FTD  Getting Started

Cisco Firepower Threat Defense Virtual for
VMware Getting Started Guide

FID  FMC  Geting Staned
Cisco Firepower Threat Defense Virtual
Using Firepower Management Center for
VMware Deployment Quick Start Guide
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Traditional Firewall Policies

1 1
[ — ) //-——\\ S
192.168.10.20 ,,/' \~\ 172.19.45.96/28

Action Source Destination Service

192.168.10.20 172.19.45.96/28 TCP 80, 443
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Intent Based Policies

John Smith (HR) RTP4 Campus

- ——

\
N -- \
B 1
— -- !

=
& " VMNet

- -
e

SGT 25 (HR) _---~

/”

Source Destination

PoweredOn servers in UAT VMNet
containing HR-Prod in the VM Name

HR Users in RTP4 Campus
on Windows10
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What is CSDAC

- Cisco Secure Dynamic Attribute
Connector (CSDAC)

- Imports attribute maps from a dynamic
environment

- These dynamic feeds are provided to FMC

- FMC enforces them to the FTDs without policy
deployment

cisco M./ HCiscoLiveAPJC ~ BRKSEC -2706



Benefits

! Adapt to changes instantaneously : Accelerate integration in a complex
: with attributes obtained from multi envnronrr;'ent V‘f/':]h atUt(t)t”?St'tC :

: . . : propagation of host attributes an

E and hybrid cloud environments. /\ ey

B . =
---------------------------------------------------------------------------------------------

..............................................
»

\/ Control access to SaaS applications like
: : Office 365, Zoom, GitHub or Webex with
: community-based security feeds.

Prevent build-up of
: outdated firewall rules.

-----------------------------------------------

....................................................................
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Supported Connectors

Cloud Connectors Public Feeds Connectors
. 0 0 O 0 O
Azure Azure Service  vCenter/ Google Office365 GitHub Webex Zoom Generic
Tags NSX-T Cloud TXT
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Available Form Factors

o o] )
O' — | CSDAC o CSDAC in CDO’s o —— | CSDAC in FMC
- (Linux Machine) Tools & Services S
OCW o I s el secure e ale-alor | T
Connectors Dashboard
,,,,,,,, ) .
. , v Jemo | e = 5 3
...... po—— e
e — - oy i3 =
..................... o=

Standalone

cisco W‘/

Cloud Delivered

#CiscoLiveAPJC BRKSEC-2706

Built In
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CSDAC Working

Firewall Management
Center

Cisco Secure Dynamic
Attributes Connector

Dynamic Object Content

172,16.1.1, 172.16.1.2,

AWS_W aws
_Workload > 172.16.10.43

0365_SharePoint ‘

AzureServiceTag APIMgmt EastUS A

104.146.128.0/17, 13.107.136.0/22,
150.171.40.0/22, 2620:1ec:B8fB::/46,
2620:1ec:908::/46,

20.88.154.20/31, 40.71.10.204/31
2603:1030:210:402::140/124,

10.17.0.241, 10.17.0.242,

vCenter_Windows_Servers ‘
- - 10.18.18.240

GCP_Engineering Wis {) 10.11.0.25, 10.11.0.26

Dynamic Updates

$
‘.E
-

Managed Firewalls

cisco L{{/&/

#CiscoLiveAPJC

<«—— REST API
< Providers' Feeds
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CSDAC Architecture

Providers

Dynamic Mappings
Object
Linux- 172.16.0.1
Servers 172.16.0.3 AZU re
Windows- 10.0.1.11
nendows 10.0.1.14
servers 10.0.1.20
Powered-On 10.0.1.14
Name Connector Query
d. Azure
os = 'RHEL 7 (64-bit)’ Connector
Linux- vCenter o8
_ Servers os = 'CentOS 7 (64-bit)’
s uall {REST}
\ ) os = 'MS Windows Server 2016 (64-bit)’
N AND H
Pl vCenter network="PROD_NETW’ Connector
Servers AND -

FMC

Power="'running’

Powered- LT e vCenter
on veentes s Connector
(network="PROD_NETW’ OR host=‘NODE1’) f

CSDAC (Container)
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CSDAC Working

Cisco Secure Dynamic
Attributes Connector

REST API
(Add 10.0.0.5 to Workload_A)

Firewall Management
Center

v

SFtunnel Update ‘
__________ e &7 adllins

(Without policy deployment)

8 Name Source Networks

~ Mandatory - Secure Policy (1-1)
1 Worklaod A

Dest Networks

Dest Ports

HTTPS

Source Dynamic

Destination
Dynamic
Aurbutes Attributes

Workload_A © Allow

BRORADEW 3

BEos§

Content:

Dynamic Object

Workload_A:

10.0.0.4
10.0.0.5

#CiscoLiveAPJC

BRKSEC-2706

Managed
Firewall

-

Workload A

3"‘_’2 ‘vmware /AAzure '-)

Host ::ffff:10.0.0.4

Host ::ffff:1o.o.o.5‘
ABP values: 1

Workload_A 1

10.0.0.4 10.0.0.5

(New Instance)
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Key Takeaways

- Change policies instantly without firewall
deployment

- Control access to SaaS applications

- Available as standalone, CDO and FMC
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



T Rt uuinittittiit v (X2, O\

Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

cisco W ./ #CiscoLiveAPJC BRKSEC-2706 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 115



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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