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About Jerry Lin
• 20+ years at Cisco; Security CCIE#6469

• Distinguished Speaker Hall of Fame at Cisco Live
• Coauthor; “NAC Appliance: Enforcing Host Security with 

CleanAccess”, Ciscopress

• Cisco Security Reference Architecture  

• Favorite sport; marathons!
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Enter your personal notes here

Cisco Webex App 

7

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2176
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• Zero Trust Evolution

• Keeping Up with Zero Trust
• Zero Trust Use Cases

• Summary
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What Zero Trust 
Means to Us

Never assume trust.
Always verify.

Enforce risk-based 
least privilege.

BRKSEC-2176 9
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Security Outcomes Report for Zero Trust

86.5% have started on at least 1 ZT pillar
• Identity, Device
• Network & Workload
• Automation and Orchestration

https://www.cisco.com/c/en/us/products/security/zero-trust-outcomes-report.html

11BRKSEC-2176

Data analysis by Cyentia institute

Incident Type



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Rise in Data Breach cost

BRKSEC-2176 12

Source; https://www.ibm.com/reports/data-breach
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User & Device Security

Network & Cloud Security

Workload, Application & 
Data Security

Cisco Zero Trust 
for Workforce

Cisco Zero 
Trust for 
Workloads

Zero Trust Message Expansion

Cisco Zero 
Trust for 
Workplace

THEN (“where”)
NOW (“what, how, and why Cisco”)

Visibility / 
Analytics / 

Orchestration

BRKSEC-2176 13
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https://www.cisa.gov/sites/default/file
s/publications/CISA%20Zero%20Trust

%20Maturity%20Model_Draft.pdf

Maturity Levels:
• Traditional
• Advanced
• Optimal

Dynamic – Continuous – Integrated – Optimized – Automated
Behavior and posture analytics – suspicious and malicious behaviors 

CISA = 
Cybersecurity 
Infrastructure and 
Security Agency 

CISA - Zero Trust Pillars – ZT Maturity Model

14BRKSEC-2176

https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
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DISA Zero Trust Framework
Defense Information Systems Agency

• 7 pillars of DoD ZT 
Architecture

• Prepared by DISA and 
NSA(National Security 
Agency, July 2022

15

https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
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Control Plane

Data plane

NIST 800-207 – Zero Trust Architecture

Policy Enforcement Point ResourcesSystemsUsers

PEPPEP

Policy Engine

Policy Administrator

Policy 
Decision 
Point CDM System

Industry Compliance

Threat Intelligence

Activity Logs

Data Access Policy

PKI

Identity Management

SIEM System
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What it takes to get Zero Trust right
Zero Trust requirements

• User / device / posture 
/ context 

• Risk-based 
authentication

• Behavior monitoring – 
threat activity

• Vulnerability 
Management

• Identity Security 
Posture Management

• Micro-segmentation
• Unified access control
• Least privilege + 

explicit access (ZTNA)

• Prioritized incident 
response

• Orchestrated 
remediation

• Integrated + open 
workflows

• Identity Threat 
Detection & Response

Establish & 
Continuously 
Verify Trust

Enforce Trust-
Based Access

Respond to 
Change in Trust

BRKSEC-2176 17
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TALOS THREAT INTELLIGENCE Actionable threat intelligence Collective responses Comprehensive visibility Signal identification Threat research & analysis
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Network Access
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control

Network security 
analytics

NGFW
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Security analytics 
& logging

Segmentation

Threat mitigation

Profiling

Analytics

Application performance 
optimization

Cloud based orchestration

Cloud OnRamp

Digital experience 
monitoring

Group tag propagation

IPSecVPN

Integrated security

Middle mile optimization

Segmentation 

Visibility

Browser access control

Cloud access
security broker

Cloud malware detection

Data loss prevention

DNS-layer security

FWaaS

Identity / posture

RAaaS

Remote browser 
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Secure web gateway
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Network Access

Tenant restrictions

Platform
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Workload, Application, and Data
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Zero Trust Use Cases

App-to-App 
Security App-to-

App
• App-to-App across multi-cloud

Remote
User

• ZT access to public SaaS
• ZTNA to private apps
• Unified ZTNA client
• Client-based VPN private app access

On-Premises 
and Branch

On-
Premises 
User & 
IOT

• Campus .1x/MAB to public SaaS
• Campus .1x/MAB to private apps
• Branch .1x/MAB to public SaaS
• Branch .1x/MAB to private apps

20
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On-Premises Worker to Public SaaS/Internet

Internet

SaaS

Provider

CASB / DLP

IDS/IPS

DNS security

Remote Browser 
Isolation

Secure Web 
Gateway

Security Service Edge

SDWAN

On-
premises

SASE

NGFW

Office 
Worker

Managed 
device

Application
Aware Routing

Application 
Visibility

Segmentation

Multi-cloud 
Access

Hierarchical 
Topologies App-to-App

Network

21BRKSEC-2176

Identity 
Services 
Engine

802.1X or MAB
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On-premise worker to public SaaS/Internet

Business Driver IT Risk/Initiative Cybersecurity Risk

Employee Productivity
Return to Office(RTO)

Unauthorized/Excessive 
Access

Aging on-premise security and 
maturity

Improved application 
performance and user 
experience

Direct Internet Access,
IPSec Tunnel Management to 
the Security Service cloud 

Malware, Data leakage, 
ransomware, etc

Improve employee satisfaction 
or employee retention

Aging technology, poor 
performance

Lack of visibility and control, 
new threats

22BRKSEC-2176
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On-premise branch user to public SaaS/Internet

23BRKSEC-2176

On-prem 
branch 

Employee

Public 
Application 

(SaaS)

SD-
WAN

Identity 
Authorization 

Identity 
Access 
Policy

Tagging

Multi-Factor 
Authentication

Anti-
Virus

Anti-
Malware

DNS
Security

Connector

Device 
Health

Connector

Web 
Security 

Connector

Mobile 
Device 

Management

Endpoint Security

Network
Anti-

Malware

Remote 
Browser 
Isolation

Application 
Visibility 

Control (AVC)

Intrusion 
Prevention

Web 
Category 
Filtering

Data Loss 
Prevention 

(DLP)

Cloud 
Access 
Security 
Broker

DNS 
Security

Web 
Reputation 

Filtering

Firewall

Secure Internet Gateway / Secure Access

TLS/SSL 
Decryption

Malware 
Sandboxing

Trusted 
Device

ISPM/ITDR

ISPM=Identity Security Posture Management
ITDR=Identity Threat Detection Management
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Public 
SaaS

On-prem
Employee

\
Trusted 
Device

Establish & 
Continuous
ly Verify 
Trust

Enforce    
Trust-
Based 
Access

Respond to 
Change in 
Trust

On-premise branch user to public SaaS/Internet

25

Cisco 
XDR

Identity 
Services 
Engine

Secure Network 
Analytics 

Secure 
Firewall

Cisco Umbrella 
Secure Internet 

Gateway 

Cisco 
Secure 

Endpoint

Duo 
Multi-Factor 

Authentication

BRKSEC-2176

New secure 
client,802.1x,MFA,
verified push, 
posture, EDR

pxGrid/segmentation
,Umbrella/SSE, 
enforcement, auto-
tunnel/failover

Dynamic access 
control policy,NDR, 
enforcement

Orchestration, 
automation, 
response

Recommendations

ISPM
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On-Premise branch user & IOT to private apps

Private DC

IaaS

Provider
On-Premise

Campus LAN

Network

Secure Workload

IOT LAN

Router, 
Firewall

IdP

Secure 
Workload

TrustSec SegmentationUser/Device

27

SDWAN/LAN

Router, 
Firewall

BRKSEC-2176

IPSec

FW Proxy
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On-Premise branch user & IOT to private apps

28

Business Driver IT Risk Cybersecurity Risk

Employee Productivity
Return To Office (RTO)

Unauthorized Access
Excessive Access

Aging on-premise security 
controls and their maturity

Intellectual property protection 
requires retaining legacy apps

Maintaining access to legacy 
apps which don’t support 
modern authentication 
methods

Consistency of access control 
policies on a per app basis 
between legacy and modern 
apps

Business continuity requires 
retaining critical legacy apps

Maintaining legacy infra and 
controls (on-prem & cloud) 

Vulnerabilities due to lack of 
updates/patching, no granular 
access controls

BRKSEC-2176
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On-prem user & IOT to private applications (DC/IaaS) 

Private 
Application 
(DC/IaaS)

Multi-Factor 
Authentication

Anti-
Virus

Anti-
Malware

DNS
Security

Connector

Device 
Health

Connector

Web 
Security 

Connector

Mobile 
Device 

Management

Endpoint Security

Web 
Application 

Firewall

DDoS 
Protection

Network
Anti-Malware

Application 
Visibility 

Control (AVC)

Intrusion 
Prevention

Firewall/
Proxy

Malware 
Sandbox

Data Center Security

Application 
Dependency 

Mapping

Continuous 
Vulnerability 

Scanning

Process 
Anomaly 

Detection & 
Forensics

Policy
Generation,

Audit &
Change 

Management

Tagging Runtime 
Application 

Security 
Protection

Application Workload Security

Micro-
segmentation

Patch 
Management

Identity 
Authorization 

Identity 
Access 
Policy

TaggingTrusted 
Device

Programmable 
Logic Controller
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SD-WAN

ISPM/ITDR

ISPM=Identity Security Posture Management
ITDR=Identity Threat Detection Management

On-prem
Employee



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Private 
Application

(Private DC/IaaS)

On-prem
Employee

\
Cisco XDR / 

ITDR
Identity 
Services 
Engine, 

Duo

Secure Network 
and Cloud 
Analytics 

Secure 
Firewall

Cisco 
Cyber 
Vision

Cisco 
Secure 

Workload

Programmable 
Logic 

Controller

On-prem Employee and IOT to 
Private Apps

BRKSEC-2176 30

Verified Push, ISE 
posture,

pxGrid/segmentation
, enforcement

Dynamic access 
control policy,NDR, 
enforcement

Orchestration, 
automation, 
response

Recommendations

Establish & 
Continuously 
Verify Trust

Enforce    
Trust-
Based 
Access

Respond to 
Change in 
Trust

ISPM



OT Security with 
Cybervision 
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Zero Trust Use Cases

App-to-App 
Security App-to-

App
• App-to-App across multi-cloud

Remote
User

• ZT access to public SaaS
• ZTNA to private apps
• Unified ZTNA client
• Client-based VPN private app access

On-Premises 
and Branch

On-
Premises 
User & 
IOT

• Campus .1x/MAB to public SaaS
• Campus .1x/MAB to private apps
• Branch .1x/MAB to public SaaS
• Branch .1x/MAB to private apps

BRKSEC-2176 33
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Zero Trust: Secure Remote Worker to SaaS/Internet

35

Breakout (unmonitored internet and trusted SaaS)

Clientless 
Access

Cisco Secure Access

Internet/SaaS

Managed 
Endpoint

Unmanaged
L3/4/7 
Firewall 
w/ IPS

MFA
Support

Device 
Posture

and Health

NAT

Services Router

Optional

Auth

DNS SWG DLP CASB

Client based 
Access

BRKSEC-2176
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Risks: Remote Worker to SaaS/Internet
Business Driver IT Risk Cybersecurity Risk

Work From Home
Employee Retention

Complex User support Phishing, identity theft

Lower TCO of business 
applications using SaaS

IT resilience in Cloud Platform Data leakage

Employee productivity with 
strict secure access

Complex administrative policy Unauthorized Access to 
sensitive data.  Potential Data 
Loss.

BRKSEC-2176 36
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SaaS/ 
Internet

Anti-
Virus

Anti-
Malware

DNS
Security

Connector

Device 
Health

Connector

Web 
Security 

Connector

Mobile 
Device 

Management

Endpoint Security

Network
Anti-

Malware

Remote 
Browser 
Isolation

Application 
Visibility 

Control (AVC)

Intrusion 
Prevention

Web 
Category 
Filtering

Data Loss 
Prevention 

(DLP)

Cloud 
Access 
Security 
Broker

DNS 
Security

Web 
Reputation 

Filtering

Firewall

Secure Internet Gateway

TLS/SSL 
Decryption

Malware 
Sandboxing

Remote
Employee

Trusted
Device

USB 
Control

Remote Worker to public SaaS / Internet
Capabilities Workflow for Trusted Device
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Risked-based 
Auth

ISPM/ITDR

ISPM=Identity Security Posture Management
ITDR=Identity Threat Detection Management
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SaaS/ 
Internet

Browser 
Control

Endpoint Security

Network
Anti-

Malware

Remote 
Browser 
Isolation

Application 
Visibility 

Control (AVC)

Intrusion 
Prevention

Web 
Category 
Filtering

Data Loss 
Prevention 

(DLP)

Cloud 
Access 
Security 
Broker

DNS 
Security

Web 
Reputation 

Filtering

Firewall

Secure Internet Gateway

TLS/SSL 
Decryption

Malware 
Sandboxing

Remote
Contractor

BYOD

Remote Worker to public SaaS / Internet
Capabilities Workflow for BYOD (Untrusted Device)
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Risked-based 
Auth

ISPM/ITDR

ISPM=Identity Security Posture Management
ITDR=Identity Threat Detection Management
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Duo Risk-Based Authentication

RISK SIGNAL 
ANALYSIS

Device Trust

GeoIP

Wi-Fi Fingerprint

Identity Proofing 
/Verification

Historical Auths

CORPORARTE 
RESOURCES

Block

Verified push

Passwordless
2FA

Remembered 
Session

Outcomes

BRKSEC-2176 39
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RBA triggers Verified Push to establish trust

40
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Risk-Based Factors

• User marked fraud

• Push harassment (attacking a user)
• Push spray (attacking multiple 

users)

• Unrealistic travel
• Country code mismatch

• Novel ASN

41BRKSEC-2176
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Identity Sprawl
• jelin@cisco.com

• jerrylin@gmail.com
• jeremylin@gmail.com

• Jerry@ID.onmicrosoft
.com

• jerrylin949@dropbox.
com

• + more

BRKSEC-2176 42
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Identity Threat Detection and Response (ITDR)

“…a security discipline that encompasses threat intelligence, best 
practices, a knowledge base, tools, and processes to protect identity 
systems. 
It works by implementing detection mechanisms, investigating 
suspicious posture changes and activities, and responding to attacks 
to restore the integrity of the identity infrastructure…”

Gartner Analyst

43BRKSEC-2176
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Identity Security Posture Management (ISPM)

• Enables organizations to manage and protect identities proactively by 
monitoring and analyzing an organization's identity security posture to 
detect weaknesses and misconfigurations
- No or weak MFA 
- Dormant accounts
- Over-privileged users (especially partners, contractors, etc)
- Administrative account overuse
- SSO bypass
- User inconsistencies

BRKSEC-2176 44
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Cisco Identity Threat Detection & Response

Posture 
Management
MFA-less, dormant, 
over-privileged 
accounts
Unified view or all 
users and devices

Detection and 
Response

Tactics, Techniques & 
Procedure detection 

BRKSEC-2176 45

Users, 
Groups, 
Apps, 
Devices, 
Factors, 
Auth 
Events, 
Change 
Logs  

Data Sources Actions
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Inconsistent Authentication policies

46BRKSEC-2176

Overall MFA compliance view

Discover which Github user or 
administrator is not using MFA 
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Unified User Inventory
Problem: Identity Sprawl 

47BRKSEC-2176

Identity Hygiene
• Link multiple ID’s as one user based UserID, email, UPN, etc
• Prevent unauthorized logins if employee leaves organization

Likely same 
user

Multiple 
IdPs
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Merged account view

48BRKSEC-2176

Consolidated 
IdP view
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Service-account misuse

49BRKSEC-2176

Detect and stop service account access from unknown locations

New unknown ISP 
and IP  
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Inactive Guest Accounts

50BRKSEC-2176

Remove inactive accounts to minimize attack surface
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ITDR Response

Non-compliant user 
can be quarantined 
individually or across 
multiple IdPs
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Public
SaaS/internet

Employee Trusted 
Device (Duo) DHA

Risked-based 
Auth

ISPM Continuous Verify 
Trust (Duo CTA)

SIG
(Umbrella)Secure 

Endpoint
Cisco XDR

Remote user with Managed Device 
Accessing public SaaS / Internet
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threats on the disk, 
memory, fileless threats, 

and Threat Hunting, 
Response, and USB 

Control

BYOD,Verified push
Posture, MDM

Trusted Endpoint

SWG, DNS, Cloud DLP, 
Tenant Controls, and RBI

Recommendations

Establish & 
Continuous
ly Verify 
Trust

Enforce    
Trust-
Based 
Access

Respond to 
Change in 
Trust



Secure Remote Worker
- ZTNA Private App Access
- Full VPN Client (optional)
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Zero Trust Network Access - Remote Worker
Private app access through application proxy
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Private DC

IaaS

Provider

CASB / DLP

IDS/IPS

DNS security

Remote Browser 
Isolation

Secure Web 
Gateway

Security

Application
Proxy

Device Posture 
Health

Access

Remote 
Worker

Backhaul to 
Private 
Apps

Identity MFA

Cloud

VPN Head-
endZTNA per-app 

tunnel

NGFW

Managed 

Duo SSO

http, https

Client ZTNA: all ports/protocols

Passwordless
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ZTNA: Remote worker to private apps

55

Business Driver IT Risk Cybersecurity Risk

Work From Home
Employee Retention

Complex User support 
(multiple access methods, 
multiple agents, etc)

Phishing, identity theft, 
malware, SPAM, virus, etc.

Intellectual property protection 
requires retaining legacy apps

Maintaining access to legacy 
apps which don’t support 
modern authentication 
methods

Consistency of access control 
policies on a per app basis 
between legacy and modern 
apps

Business continuity requires 
retaining critical legacy apps

Maintaining legacy infra and 
controls (on-prem & cloud) 

Vulnerabilities due to lack of 
updates/patching, no granular 
access controls

BRKSEC-2176
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Private App (any tcp/udp) 
(Private DC/IaaS)

Application
Proxy

Application 
Dependency 

Mapping

Continuous 
Vulnerability 

Scanning

Process 
Anomaly 

Detection & 
Forensics

Policy
Generation,

Audit &
Change 

Management

Tagging Runtime 
Application 

Security 
Protection

Application Workload Security

Micro-
segmentation

Patch 
Management

Device 
Posture

Assessment

Identity 
Authorization 

Multi-Factor 
Authentication

SAML & 
SSO

Anti-
Virus

Anti-
Malware

DNS
Security

Connector

Device 
Health

Connector

Web 
Security 

Connector

Mobile 
Device 

Management

Endpoint Security

Remote
Employee

Trusted
Device

Web 
Application 

Firewall

DDoS 
Protection

Network
Anti-Malware

Application 
Visibility 

Control (AVC)

Intrusion 
Prevention

FirewallMalware 
Sandbox

Data Center Security

Secure 
Internet 
Gateway

ZTNA: Remote Worker to Private Apps
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Per-App 
VPN

BRKSEC-2176

Per-App
Tunnel

ISPM/ITDR

ISPM=Identity Security Posture Management, ITDR=Identity Threat Detection Management
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Hybrid ZTNA Architecture Options
Cisco Secure Access
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Private DC

IaaS

Provider

HTTP/HTTPS
App Proxy

Remote Worker
Secure Access

ZTNA client 
Managed 

Cloud 
Resource 

broker
Resource
connector

Resource
connector

Security 
Appliance

Private DC

IaaS

Security 
Appliance

IPSec

Application
Proxy

FTD/NGF
W

VPNaaS

Security 
Services

On-PremisesFTD/NGFW

Branch

Direct Internet Access

Secure Access

SDWAN
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Cisco Secure Client
Unified security services 

• Cisco Secure Client = (rebranded) AnyConnect 5.x 
+ (rebranded) Secure Endpoint 8.x

• New combined client is more efficient than 
standalones

• Cloud managed by Cisco XDR
• Device Insights provides comprehensive inventory

ü Simple migration
ü If you could do it in AnyConnect 4.x, you can do it in 

CSC 5.x
ü If you could do it with Secure Endpoint 7.x, you can 

do it with CSC 5.x

BRKSEC-2176 58



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Step 2. Transport method is auto selected
Step 1. User Authentication and Device Trust

Internet

SaaS apps

Private Traditional apps

Private modern appsP

T

Redirected transparently to SSE cloud

CASB/DLP protections inline and via API. App 
bypass also supported

ZTNA gives controlled access 
to selected applications

RA-VPN gives full network 
access for existing applications

Unified Agent or Clientless

Unified ZTNA Client
Transparently secures the connections needed
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Managed from Cisco XDR Cloud UI

Deployments
• Groups of endpoints 

to get specific 
modules + configs

• “Groups” are coming 
in future version & 
can assign entire 
groups to a 
Deployment

60BRKSEC-2176

Cloud Management Secure Endpoint

Traditional AnyConnect Modules 

Version Locked
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Private App 
(web/ssh/rdp)

(Private DC/IaaS)

Remote 
User

Trusted 
Device Duo 

Multi-Factor 
Authentication

Duo 
Network 
Gateway

Cisco Duo 
Health 

Application

Cisco 
XDR

Cisco Secure 
Network & 

Cloud 
Analytics 

Secure 
Firewall

ZTNA: Remote Worker to Private App 
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Cisco 
Secure 

Workload

Recommendations

Limited application proxy 
ports/protocols. 

*SSE; All ports/protocols 
roadmap*

EDR, DHA posture, 
DuoSSO,PWL, 
RBA/Verified Push

DHA,Secure 
Workload, NDR, 
NGFW

Orchestration, 
Automation, 
Response

ISPM

Establish & 
Continuous
ly Verify 
Trust

Enforce    
Trust-
Based 
Access

Respond to 
Change in 
Trust
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Zero Trust Use Cases

On-Premises 
and Branch

App-to-App 
Security

Remote
User

• ZT access to public SaaS
• ZTNA to private apps
• Client-based VPN private app access
• Secure Connect (VPNaaS)
• *Unified ZTNA client (roadmap)

On-
Premises 
User & 
IOT

App-to-
App

• Campus .1x/MAB to public SaaS
• Campus .1x/MAB to private apps
• Branch .1x/MAB to public SaaS
• Branch .1x/MAB to private apps

• App-to-App across multi-cloud

62



Securing private application
across multi-cloud
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Application Security – Critical to Zero Trust
• Application code (SAST, 
DAST, SCA)

• Application runtime (Java, 
.Net, Container, API, 
Serverless)

64BRKSEC-2176

Workload & Cloud infrastructure

Kubernetes infrastructure

• App aware micro segmentation 
at host, macrosegmentation in 
cloud, advanced threat 
protection in firewalls 

Application runtime

• CI/CD, pod standards, image 
registry, Service Mesh
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Application

Application

Application: 
API calls between microservices across Multiple Cloud Providers

Application 
Dependency 

Mapping

Continuous 
Vulnerability 

Scanning

Process 
Anomaly 

Detection & 
Forensics

Policy
Generation,

Audit &
Change 

Management

Tagging Runtime 
Application 

Security 
Protection

Application Workload Security

Micro-
segmentation

Patch 
Management

Application 
Dependency 

Mapping

Continuous 
Vulnerability 

Scanning

Process 
Anomaly 

Detection & 
Forensics

Policy
Generation,

Audit &
Change 

Management

Tagging Runtime 
Application 

Security 
Protection

Application Workload Security

Micro-
segmentation

Patch 
Management

Network
Anti-Malware

Application 
Visibility 

Control (AVC)

Intrusion 
Prevention

FirewallMalware 
Sandbox

Data Center/Cloud Edge Security
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Baseline workload 
protection posture

Process 
behavior

Application 
Insights

SW 
Vulnerabilities

Network 
communications

Threat Intel

Policy violations

Process anomalies
Unified 
policy

Merge intent 
from 

multiple 
stakeholder

s

Assess 
impact

En
fo

rc
em

en
t

C
om

pl
ia

nc
e 

al
er

tsBa
se

lin
e 

po
lic

y

Achieving ZT framework with Cisco Secure 
Workload

BRKSEC-2176 66



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cisco 
Secure 

Workload

Enforce Trust with Cisco Secure Workload
Unified Policy across Host, Network and Cloud

Host Based

Secure 
Firewall

Firewall 
Policies

Network

AKS

Cloud

EKS
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Achieving ZT 
within Cloud 
Native Apps
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Application Architectures have evolved

Ingress
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NoSQL

tcp/SQL

HTTP

gRPC

telem
etry

tcp
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ym

en
t

tcp

HTTP

H
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P

frontend

billing
HTTPS

App

Browser
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Panoptica; MITRE ATT&CK Framework

1

2
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Continuous Integration Risk Visibility
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Serverless Comprehensive Risk Findings

1

2
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Security of an API

frontend
AuthN Token

Spec Analysis

Broken Object Level AuthZ

Broken Function Level AuthZ

OpenAPI Spec
(Swagger)

POST /reservation

request data (JSON)

response data (JSON)

header data (key/value)

GET /reservation/{moid}

header data (key/value)

response data (JSON)

AuthN

AuthN

AuthZ

AuthZ

bookings
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API Security Dashboard – Third party APis

1

2

BRKSEC-2176 79



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

API Risk Findings

1

2
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Deployment Policy

• If an image is determined 
to be risky from our 
vulnerability 
assessments, Panoptica 
can block the deployment 
to any or all cluster 
environments.

• Prevent Risky Workloads
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Bringing ZT into 
the Application 
Runtime



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Java runtime

Customer application

APM Agent

AppDynamics with Cisco Secure Application

Application’s 
clients/users

AppSec

3

New collaboration with AppSec teams
Policies and vulnerability/breach in context

3

Platform

App

2

New security insights and action for 
App/Platform teams
Context specific to application

2

1

New security functionality
In and through AppDynamics
“Check-box” integration

1

Secure Application

Secure
 Application 
functionality

1

Deeper dive & demo - https://www.ciscolive.com/on-demand/on-demand-library.html?search=jatin#/session/16360602950640017TdP 
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Continually Verify Trust with Cisco Secure App
Attack info tied to application context

Detailed insight for risk prioritization
• Timeline of events to assess scope and methodology of attack
• Attack Source 
• App Correlation App/Tier/Node/BT
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Bringing it all together
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• User/Device - Adaptive MFA, ITDR, ISPM, Remote 
Access VPN, Reverse Proxy, SAML/SSO Gateway, EDR

• Network/Cloud – SD-WAN, SIG

• Cloud Infra – Visibility & Segmentation, NGFWv, 
• Workloads - Workload based μseg and app 

visibility
• Applications – Runtime Security of microservices 

and containers, FaaS Visibility, NGFWc

Zero Trust Capabilities to SECURE THE 
CLOUD ACCESS

Zero Trust Capabilities to 
SECURE THE APP TRANSITION

Cloud Infrastructure Security

Workload Security

Application Security

Cloud / Network
Identity 

& Access

Management Threat Response

Observability & Telemetry

The Big Picture
Securing the User, Device & Application Transitions
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ISPM, ITDR
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Take Aways

• Follow our Zero Trust use cases
• Draw out your Zero Trust use cases and workflows
• Identify any potential gaps
• Communicate risks involved

• Zero Trust policy should be end-to-end 
• User-Applications
• Applications-to-Applications
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session and the overall event surveys to claim a Cisco 
Live merchandise.
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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