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Cisco Cloud Protection Suite

Cisco Security Cloud

< Firewall Protection =

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8




Cloud Security Suite Focus, Drivers, Features

@ Secure Workload

Hybrid-cloud, zero-trust workload

Suite Focus

@ Multicloud Defense

Cloud-based network security

0 Panoptica

Multi-cloud CNAPP
(cloud-native application
protection platform)

security

Why Ciritical?

Consistent, automated, advanced

security implementation across
multi-cloud

Provides CNAPP protection to
multi-cloud workloads using
graph-based context

Zero-trust protection for hybrid-

cloud workloads utilizing
machine-driven policy lifecycle
automation

Business
Drivers

Single-policy across cloud providers
Avoids CSP tool sprawl

Advanced in-line security controls
SaaS delivered controller

PaaS delivered security

* Agentless

«  Context-based prioritization
*  Dynamic Remediation

*  Build to runtime protection

Zero Trust / Least Privilege
SaaS delivered

Automated Policy Discovery
Workload & container security
Enforcement and Compliance

Security
Features

cisco é{{/&_/

ASANENENRN

WAF v~ FQDN Filtering

IDS / IPS v URL Filtering

Geo IP v" DLP

Malicious IP v Cloud-native Identity
Antivirus

v Attack Paths v CI/CD
v CSPM Security
v CWP v Serverless
v API Security Protection
#CiscoLiveAPJC BRKSEC-2145

SN NENENENEN

Dynamic Policy

CVE Identification

Policy Simulation

Threat Intelligence

Flow and telemetry visibility
Agent or Agentless

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is multicloud
network security?

The convergence of cloud agnostic
networking and security functions to support
and protect applications against advanced
threats across multiple dynamic environments
and variable application architectures

cisco W./ HCiscolLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Cloud Challenges

Cloud is different than On-Prem network

¢ | G
=]l
< Dynamic Environment > <C|oud speak different Ianguages> < Setup and Maintenance )
Frequent changes in the environment leads Each cloud provider has its own nuances or Long setup time and on-going maintenance
to: proprietary components which leads to: for management & firewall leads to:
* Unprotected Resources * Multiple tools for multicloud + Slower go-to-market time
« Stale Policies » Expertise needed for each cloud * Higher operational expense

cisco M. HCiscolLiveAPJC  BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



CIsco

Lift and Shift
On Prem

Slows Down
Delivery for the
Business

Complex and Fragmented

Multi-Cloud
Networking Vendors

Cloud Service
Provider Security

Inadequate,
Fragmented

Security Is an
Afterthought

#CiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Multicloud Security Starts with Secure Networking

94% believe that the secure cloud networking
is important to their overall cloud security strategy

The network is the most impactful
place for securing workloads and
data in the cloud

cisco M. HCiscolLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Cisco Multicloud Defense:

The Secure MultiCloud Networking Platform

Hybrid Cloud Policy

Advanced security to flexibly protect enterprise cloud workloads

Asset Visibility Tag-based policy Infrastructure as Code Compliance

Cloud Network Security as-a-service

Advanced security to flexibly protect enterprise cloud workloads

Segmentation Web protection Intrusion prevention Egress filtering

Multicloud and Hybrid Networking

Workflow and orchestration delivered at cloud speed

Routing Cloud-to-Cloud Site-to-Cloud Ops visibility

AAZU re Y Google Cloud

cisco #CiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud native network security

a¢slack Q0 webex
Terraform €----> {é}‘ <----2 splunk> §3patapoc [ sumo logic

API
Multicloud Defense PagerDuty servicenow
Controller
& ( Unified security policy ) >
| (I | 1
Pt P N b Tt ~\
I e RN 1
1 1 \ }
1 1 1
Multicloud Defense Ingress protection Segmentation Egress Multicloud &
gateways (PaaS) —n — (East-West) —n security — Hybrid-cloud networking
22 P iy 4 P iy 4 o e 4
.aWS, &y Google Cloud
£ ( Multicloud networking ) >
Network visibility Routing & connectivity Security automation
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Multicloud Defense customer feedback

“Provisioning time went from failure in

hours, to success in minutes” “Very pleased with your ability to handle our
“Infrastructure cost reduction based on shared infrastructure architecture for
architecture and different failover centralized protection”
methOdObgy” Cloud Security Architect, Fortune 50 Financial Services Company

Sr. Director of Cloud, Leading Data Platform Company

“What we just achieved in the last hour, “This is way faster. Minutes versus it
IS more than what we’ve been able to would take us 20 days with our current
achieve in the past two years with AWS Checkpoint Virtual Appliances.”
Firewall”

Global Cloud Architect, Global Retail Food Manufacturer
Cloud Architect, Fortune 500 Financial Services Company

cisco M -/ #CiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Cisco Multicloud
Defense
Use-cases
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Critical Use Cases For Network Security Of Cloud Workloads

Ingress
protection

Why Critical? Stop inbound threats for web

and non-web apps

Egress
security

Block Command & Control,
Botnets, Data Exfiltration

) .
6 Segmentation

Mitigate Lateral Movement

«  Supply Chain Vulnerabilities
Market Drivers + Library Exploits (Log4Shell)

«  Zero Days
« (C2, Ransomware

« Zero Trust / Least Privilege
« Data Protection

«  Compliance «  Compliance +  Compliance

v WAF v" FQDN Filtering
Security v IDS | IPS v URL Filtering v Cloud-native |dentity
Contrals v Geo IP v' DLP v IPS / IDS

v Malicious IP v IPS / IDS v Antivirus

V" Antivirus v Antivirus

cisco L{Vp/_/

#CiscoLiveAPJC BRKSEC-2145
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Egress

Spoke VPC 1

O

Cisco Multicloud Defense
Controller

IAZ-1

v

Spoke VPC 2

AZ-2

Gateway

Security VPC

cisco L{Vp/_/

Centralized Security

Model

Internet

#CiscoLiveAPJC

Crony

=

Cisco Multicloud Defense
Controller

Chony

Intexpet
| A4 v A 4
gress Egress Egress
Gateway Gateway Gateway
Spoke VPC 1 Spoke VPC 2 Spoke VPC 3

BRKSEC-2145

Distributed Security Model
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Ingress

Spoke VPC 1

O

Cisco Multicloud Defense
Controller

IAZ-1

v

Ingress.

Spoke VPC 2

cisco L{Vp/_/

AZ-2

Gateway

Security VPC

Centralized Security

Model

o
[ )
ser
Internet
#CiscoLiveAPJC

=

Cisco Multicloud Defense
Controller

er
| A\ 4 v A\ 4
Gatoway Gatonay Cotomay
Spoke VPC 1 Spoke VPC 2 Spoke VPC 3

BRKSEC-2145

Distributed Security Model
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East-West Segmentation

Spoke VPC 1

O

Cisco Multicloud Defense
Controller

\

Spoke VPC 2

cisco L{Vp/_/

Security VPC

Centralized Security Model - Inter & Intra

VPC

#CiscoLiveAPJC

3

Cisco Multicloud Defense
Controller

\ 4
o G —
Subnet. ] SpOke VPC 1 SUbnet 2

BRKSEC-2145

Distributed Security Model - Intra VPC
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Multicloud Connectivity

site-to-cloud

GCP
AWS VPC 1 ‘ E@B /C;;,:\D
Cisco Multicloud Defense
Controller VPN enabled
Egress Gateway
Azure vNET
-CeP
.......................................................... f VPN enabled
Egress Gateway
/ AWS Security Data Center
Centralized\V&$¢urity Model ~
Edge Device
AWS VPC 2 (IPsec)
IPsec
Tunnel

cisco L‘V& . #CiscoLiveAPJC BRKSEC-2145 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Multicloud Connectivity

cloud-to-cloud

GCP
AWS VPC 1 E 3 C/_-b
Cisco Multig?%ud Defense /
Controller VP abled
ress Gateway
\ v Azure VNET
-
(AZ- VPN, enabled. Earess Gateway, VPN enabled
frz-2 Egress Gateway
AWS Security Data Center
Centralized\&$gurity Model \@
Edge Device
AWS VPC 2 (IPsec)
IPsec
Tunnel
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Cisco Multicloud
Defense
Protection Models
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e
CIsCo

Multicloud Defense - Overview

servicenow

INGRESS.
istributed)

EcRESS

(cerralizes

CIDR: 10.42.0,08

cisco #HCiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Centralized Protection Model

Fully orchestrated and managed Security VPC/VNet

Gateways are deployed in the security VPC/VNet

Self-healing, auto-scaling
Multi-zone for high availability

Type of Multicloud Defense Gateways

Ingress (Inbound traffic)
Egress (Egress & East-West traffic)

- SaaS-based controller of Gateway lifecycle management
for a true cloud-native aaS experience Ingress (Inbound

traffic)

Instantiation, scalability, reliability, upgrade,
management, hitless signature update

No out-of-band configuration is needed on Gateways

Multicloud Defense Gateway is available for AWS, Azure,
GCP and OCI

CIsco L&V&_/ #CiscoLiveAPJC

Spoke VPC 1

Cisco Multicloud Defense

25

Controller

( Internet )

Spoke VPC 2

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Distributed Protection Model

«  Gateways are deployed in spoke VPC/VNet
+ Self-healing, auto-scaling
*  Multi-zone for high availability

«  Type of Multicloud Defense Gateways
« Ingress (Inbound traffic)
«  Egress (Egress & E/W traffic)
«  SaaS-based controller of Gateway lifecycle
management for a true cloud-native aaS experience
* Instantiation, scalability, reliability, upgrade,
management, hitless signature update
- No out-of-band configuration is needed on Gateways

«  Multicloud Defense Gateway is available for AWS,
Azure, GCP and OCI

cisco L{Ko//

#CiscoLiveAPJC

=

Cisco Multicloud Defense
Controller

Spoke VPC 1

Ingress Egress
Gateway Gateway

Spoke VPC 2

- «

Ingress Egress
Gateway Gateway

Spoke VPC 3

BRKSEC-2145
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HashiCorp

# Terraform

EXPLORER

CISCOMCD-DEPLOY

16
variables.tf
gitignore
LIS S
) accounti-us-east-1.tfvars

$ cisc d-deploy.sh

¥ main.tf

¥ provider.tf
README.md

* variables.tf

CIsco

ciscomcd-deploy

comcd,

esource " gateway
name =
csp_account_name =
gateway_image =
instance_type =
mode

security_type -
policy_rule_set_id =

ssh_key_pair =
aws_iam_role_firewall =
region
vpc_id
min_instances =
max_instances =

"

gateway_state =

scomed_gateway"

gateway" {
var.ciscomcd_ingress_gateway_name

var. ciscomcd_aws_account_name
var.ciscomcd_ingress_gateway_version
var.ciscomcd_ingress_gateway_instance_type

var.ciscomcd_ingress_gateway_security_type
cisconcd_policy_rule_set.ingress_policy.rule_set_id

var. ciscomcd_ingress_gateway_ssh_key_pair
var. ciscomcd_firewall_role_name
var.aws_account_region
ciscomcd_service_vpc.service_vpc.id
var.ciscomcd_ingress_gateway_autoscale_min
var.cisconcd_ingress_gateway_autoscale_max
var.ciscomcd_ingress_gateway_status

#CiscoLiveAPJC

v Cisco MCD - Sample API
> [ Address Group

>[5 csp Account

> ] Discover
- ] Gateway
- AWS

POST Availability Zone List
POST Create (default EK)
POST Create (CMEK)

> Azure

> Becp

Platform

POST Dalate

POST Disable

POST Enable

POST List

POST Read

POST Update

POST Setting (DNS TTL)
POST Setting (DNS Cache)
POST Setting (DNS Interval)
POST Settings (DNS)

POST Status

POST Status (Instances)

> 5 images

BRKSEC-2145

{ REST:API}

g Create (default EK)

POST v

Igatewaylrun

Body quest Scri

none form-data x-wwwi-form-urlencoded @ raw binary GraphQL

“name" :

“name" :

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Multicloud
Defense
Deployment
Architectures
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AWS Centralized

I(I;III ' é L;' Centralized Ingress and Egress/East-West Traffic Flow (AWS) _—
Overview - — - =
e Rl e 2 Ingress & Egress | East-West PO b zreris N

»  Security VPC

« AWS Transit Gateway (TGW)

« Network Load Balancer (NLB) for Ingress
traffic

* Ingress Gateways for traffic inspection

Orchestration

» Security VPC
*  Network Load Balancer
* Multicloud Defense Gateways
e Deployment
* Insertion
* Autoscaling
* AWS Transit Gateway
* New or existing TGW
«  TGW attachment
« Traffic engineering (routing)
* VPC subnet routing to TGW

AWS Centralized - Ingress traffic inspection

cisco M B #CiscoLiveAPJC BRKSEC-2145 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



AWS Centralized

Egress

Overview

» Security VPC

« AWS Transit Gateway (TGW)

+ Gateway Load Balancer (GWLB) for Egress
traffic

» Gateway Load Balancer Endpoint

» Egress / East-West Gateway for traffic
inspection

Orchestration

» Security VPC
+ Gateway Load Balancer (GWLB)
* Multicloud Defense Gateways
+  Deployment
* Insertion
+ Autoscaling
* AWS Transit Gateway
* New or existing TGW
+  TGW attachment
+ Traffic engineering (routing)
VPC subnet routing to TGW

cisco L{{@/

! I lel I It Centralized Ingress and Egress/East-West Traffic Flow (AWS)

CIsCOo

T P
/- [N - [S—

Do oY

,,,,,,,,,,,,,,,,,

,,,,,,

5 P

777777

,,,,,,,,,,,

#CiscoLiveAPJC

BRKSEC-2145

AWS Centralized - Egress traffic inspection
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AWS Centralized
East/West (Inter VPC)

Overview

» Security VPC

« AWS Transit Gateway (TGW)

+ Gateway Load Balancer (GWLB) for EW
traffic

* Gateway Load Balancer Endpoint

* Egress / East-West Gateway for traffic
inspection

Orchestration

*  Security VPC
* Multicloud Defense Gateways
* Deployment
* Insertion
* Autoscaling
* AWS Transit Gateway
*  New or existing TGW
+  TGW attachment
« Traffic engineering (routing)
AWS GWLB for scalability
*  VPC subnet route to TGW

cisco L{{@/

"CIIIS.(I:I(;I Centralized Ingress and Egress/East-West Traffic Flow (AWS) Traific Flow

Frod-WPC  CIDR 10.2.0.016

7] ]
10.20.0.8028

................

....................

#CiscoLiveAPJC

BRKSEC-2145

AWS Centralized - East/West traffic inspection
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AWS Centralized
East-West - Intra VPC

Overview

« Uses AWS More Specific Routing (MSR
» Security VPC

» Egress /[ East-West Gateway

« Gateway Load Balancer (GWLB)

Orchestration

» Security VPC

* Multicloud Defense Gateways
*  Deployment
* Insertion
» Autoscaling

* VPC subnet route

cisco W‘/

AWS Subnet Segmentation using More Specific Routing (MSR)

cisco
(&) vec 10.0.0.0/16 Security VPC 10.10.0.0/16
R L E L] B
& ! Availability Zone AZ-a '
-us-east-1la 10.0.1.0/24 ! !
! ~mgmt-us-east-1 !
m 1 m,%nfnrzn e 72.16. !
— | !
[T25.10) 72,16,
LPETHIE s S 5 i — i
72.16.2.0] | | 72.16. '
. | ' 10.10.0.0/16 -> Local !
T “prog” - R | soMpsion . |
10.0.2.0/24 -> GWLBe "web" I H |
0.0.0.0/0 -> GWLBe \
! !
@ |
-us-east-1b 10.0.2.0/24 GWLBe ' - rm
! [172.16.1.0 LT
[723509] I -7 Intenet
[3e10) _J L '/,’ ' gateway
zez) = 94 E 777 P !
10.0.0.0/16 -> Local 0 o P 4 !
10.0.1.0 -> GWLBe prod & .
10.0.2.0/24 -> GWLBe "app-tier1” 10.0.0.0/16 -> TGW
0.0.0.0/0 -> GWLBe 0.0.0.0/0 -> IGW !
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, s
172.16.0.0)
[172.16.1.0] 10.0.0.0/16 -> Local
72.16.2.0)
AWS Centralized - East/West (Intra VPC)
#CiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public 34



AWS Centralized
Egress & East/West (NAT GW)

Overview

» Security VPC

« AWS Transit Gateway (TGW)

« Gateway Load Balancer (GWLB) for Egress
| East-West traffic flow

* NAT Gateway for outbound traffic

+ Egress /[ East-West Gateway traffic
inspection

Orchestration

» Security VPC
* Multicloud Defense Gateways
*  Deployment
* Insertion
» Autoscaling
AWS Transit Gateway
* New or existing TGW
+  TGW attachment
« Traffic engineering (routing)
* VPC subnet route to TGW
*  NAT Gateway

cisco W‘/

NIMmir
Cisco

Deployment Architecture - AWS Egress / East-West (NAT Gateway)

|o0.-®

aw

#CiscoLiveAPJC

AWS Centralized Egress & East/West (NAT GW)

BRKSEC-2145
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il 'élc;' Reference Architecture - GWLB-based Ingress | Egress (AWS)

AWS Centralized e
GWLB based Ingress / Egress

Overview B

Destination Next Hop
10.0.0.0/25 Local

| 10003228 | GWLBel
10.0.0.64/28 GWLBe2

« Security VPC

* Transit Gateway

. Egress | East-West Gateway .ﬁ‘ip,\,’??,(,m;ji ;';L‘; ,,,,,,,, . Security VPC (10.10.0.0/16)

« Gateway Load Balancer (GWLB) for Ingress
and Egress traffic flow

* Gateway Load Balancer Endpoint

* NAT Gateway

IGW Edge Association

us-east-la

valix-dp-subnet-la
ril 10.10.3.0124

Wt -subnet-1b 1

‘ 0.4 ” 128 Destination Next Hop
10.0.0.0/25 Local
ﬁ =
\\

{0 DOO 0/o IGwW

Destination NextHop |*.
10.0.0/25 Local

Orchestration Soow oW

us-east-1b

0 vahis-dp-subnar 1
“\%\3

@=

» Security VPC
Multicloud Defense Gateways
* Deployment

E‘I app-subnet-1a
10.0.032i28

A‘:-‘--bE
|

i 1
° | nse rt| on Destination Next Hop Destination | Next Hop
H 10.0.0.0/25 Local 10.0.0.0125 Local L | 10100016 | Local |_,
L]
AUtoscallng 0.0.0.0/0 GWLBel 0.0.0.00 GWLBe2

+ Transit Gateway

* New or existing TGW

e  TGW attachment

« Traffic engineering (routing)
VPC subnet route to TGW

GWLB based Ingress / Egress traffic inspection
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Azure Centralized
Ingress

Overview

* Security VNet

* Ingress Gateway

* Internet-facing Load Balancer
* VNet Peering

Orchestration

* Security VNet
* Load Balancer
* Multicloud Defense Gateway
* Ingress Gateway
* Automation
* Peering
* Routing
» Load balancer configuration
» Autoscaling

cisco W‘/

l|||||||| Traffic Flow

Architecture - Centralized (Azure)

CIsCoO Ingress Egress -

¢+ Dev-WNet

Azure Subscription: Example

&+9  Prod-VNet G+ eastus2-hub-vnet
10.1.0.016 10.10.0.0116
(T essesseeoooooooooeo S
subnetl. 10.1.0.0/24 1 zoret

%) ' | mame 10100024
w3 1 [ ¢
e = = ! i Public IP i

a prog-vm1 | i B
UDRs !
005E;

e ek i
e > R i @

—a
' Gateway | Gateway
@‘ [ I Public I
'
'
'

Egress LB

Peerings

P
o
s
3

Pl H ! i
10.2.0.0116 S : : zore2 | ({:P
| ; '

subnetl 10.2.0.024

o H |
a e ! ] Public IP

!.
A m e S

UDRs | EgresT| (2= gress ™| L~
. - Gateway Gateway —]
NSG
subnetd 10210124 1 i H
' mgmt: 10.10.3. 424 1
e 1 i H
1
' ] )
NSG H Public 1P
de ' )
a dev-ymz R J
UDRs
0000-> Egress 1.

Azure Centralized - Ingress Traffic Inspection
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Azure Centralized
Egress

Overview

» Security VNet

* Egress / East-West Gateway
* Internal Load Balancer

*  VNET Peering

Orchestration

*  Security VNet
* Network Load Balancers
* Multicloud Defense Gateways
+ Egress / East-West Gateway
* Automation
*  Peering
* Routing
* Load balancer configuration
* Autoscaling

cisco W‘/

| I | | Traffic Flow
! | ! l ! Architecture - Centralized (Azure)

CIsCoO ngress Egress -

Azure Subscription: Example

Ge> Prod-VNet Ge> eastus2-hub-vnet
10.1.0.0116 10.10.0.0/16
T Tessossessoeoooooooooooo S
Subnetl 10100124 H Zoned

|
%) ' | mgme 101000324

NSG [ ! l
de : ' Public 1P H
— prod-ve
UDRs i '
i ~ § s 10201 04 ! )
' i H

gress™| £
:

In
G:

subhetl 101.1.0/24

0
NSG m

AN —_—

teway ¢

- prod-ym2.
UDRs
0000->Egress L8 ..
................. Peerings T

{ Dt Public IP
&+ Dev-VNet o - b

10.2.0.0116 s . Zonez

. '

.~ datapath: 1016.2.0/24 ' s L8
subnet1 102.0.0124 L, ' ‘

a :, — H Public 1P l
- '

= @ |
e - |
devyml e . = =
R -.e,:
0000->Egrss 18

- Ingress

» | I e EEE o
NSG
subett 10210124 : i i
B v mgmt: 10,10.3.0124 1
i i !
H )
H B [} |
NSG H Public 1P i
de H |
a devym2 R J
UDRs
0000->Egrss 15

Azure Centralized - Egress Traffic Inspection
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Azure Centralized
East-West

Overview

» Security VNet

* Egress / East-West Gateway
* Internal Load Balancer

* VNET Peering

Orchestration

*  Security VNet
* Network Load Balancers
* Multicloud Defense Gateways
+ Egress / East-West Gateway
* Automation
+ Peering
* Routing
* Load balancer configuration
* Autoscaling

cisco L{{@/

NI
CIsCco

Architecture - Centralized (Azure)

Traffic Flow

Foress -

Azure Subscription: Example

e+ Prod-VNet
10.1.0.0116

subnetl 10.1.0.0/24

¢

NSG
de 2>
a prod-vm1
UDRs

0000-> Egress L8

subnetl 10.1.1.0/24

2 B

de ==
-l prod-vm2
UDRs
0000-> Egress L2

Peerings

-+ Dev-VNet
1020016

subnetl 10.2.0.0/24

NSG @ﬂ\
Jde

=
UDRs

0000-> Egress LB

subnetl 10.2.1,0024

= B
de

= dev-vm2
UDRs

0.0.00-> Egress L8

&> eastus2-hub-vnet

10.10.0.0/16

mgmt: 10.10.0.0124

dapan 1011024

datapath: 10.10.2.0124

C/?D
]
i G

mgmt: 10.10.3.4124

Fublic IP

NSG

o
Gateway

Public IP l -

Public IP

Ingress LB

Azure Centralized - East-West Traffic Inspection
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GCP Centralized

Ingress

Overview

+ Security VPC

* Ingress Gateway

* Internet Load Balancer
*  VPC peering

Orchestration

+ Security VPC
* Network Load Balancers
* Internet
* Multicloud Defense Gateway
* Ingress Gateway
* Automation
* Peering
* Routing
* Load balancer configuration
* Autoscaling
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GCP Centralized

Egress

Overview

» Security VPC

* Egress Gateway

* Internal Load Balancer
+ VPC peering

Orchestration

» Security VPC
* Network Load Balancers
* Internal
« Multicloud Defense Gateway
* Ingress Gateway
* Automation
* Peering
* Routing
» Load balancer configuration
» Autoscaling

cisco Li%o/‘/

il Architecture - Centralized (GCP) Traffic Flow
CIsco
Ingress Egress -
e i

Landing Zone 1

") Project: Workload ") Project: Security
e Management-VPG
mgmt: 10.10.0 0124

e Production-VPC B )
5 Public IP ¥

Subnet: 10.1.0.0/24

prod-vml " Q Datapath-VPC

datspath: 101¢11.0/24

Peerings (-/‘\..
¢ 4 = ]) —
eess | 2 .

EastWest 7 Gateway | Public IP
e Development-VPC L e H ;
B Public IP l .
Subnet: 10.2.0.0/24 S St
R Le LB
&
dev-vinl
G e e e e e e e e e e e J

GCP Centralized - Egress Traffic Inspection

#HCiscoLiveAPJC BRKSEC-2145 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

43



GCP Centralized

East-West

Overview

» Security VPC

* Egress Gateway

* Internal Load Balancer
+ VPC peering

Orchestration

» Security VPC
* Network Load Balancers
* Internal
* Multicloud Defense Gateway
* Ingress Gateway
* Automation
*  Peering
* Routing
* Load balancer configuration
* Autoscaling
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OCI Centralized

East-West

Overview

» Security VCN

» Egress / East-West Gateway
* Internal Load Balancer

* LPG or DRG peering

Orchestration

* Security VNC
* Network Load Balancers
* Internal
* Multicloud Defense Gateway
» Egress /[ East-West Gateway
* Automation
» Load balancer configuration
» Autoscaling
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How to access ... i —

Cisco Defense Orchestrator

« Not a CDO customer?
- Go to getcdo.com

| N | |

D R S

Establish a SecureX account
Setup MFA

Sign-in to CDO

Launch Multicloud Defense

Let's get started!

Multicloud Defense

Accounts and Assets

- CDO customer!!
. Sign—in to CDO @:L 2 s aws 3 A 8 T L

. e VPN : Total Accounts
. Launch MulthlOUd Defense - . A o E View Accounts 285 220 1313 221
. stances Load Balancers Toas Appiicatians
@ «
o
98 Tools & Services
oy
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Multicloud Defense integration with Cisco Defense Orchestrator

ciscolive2023
mclark@cisco.com

AT S PEETES
| Dashboard
Multicloud
Lo« | accounts andassets

Multicloud Defense

= Hide Menu

& Inventory
Configuration Cloud Accounts Account Resources
@ Policies >
@ Objects 2 AWS aWS 3 Azure A
VPCS/ VNets Security Route Tables Subnets

ode VPN 5 Groups

Total Accounts
Events & Monitaring

View Accounts 287 221 1318 222
- Analytics > 2 GCP b 1 Oracle

Instances Load Tags Applications

6 Change Log Balancers
@ Jobs
B Hmlbbmesn Enable Traffic Visibility
{9} Settings > Enable traffic visibility on specific VPCs to allow for more insight into traffic in and out of your account.

Enable visibility

Seamlessly access Cisco Multicloud Defense from Cisco Defense Orchestrator portal

cisco L‘V& B #CiscoLiveAPJC BRKSEC-2145 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Multicloud Defense Dashboard

alialn :
ci1sco Multicloud Defense

| If@usco... &
2023

Dashboard Discover Investigate Manage Report Administration

Dashboard v Open Panel

Vv Favorites
Pinned navigation items
will go here ——
Cloud Accounts \(m X Account Resources Discover ) X Top Ports With Mal. Traffic ( Discover ) X
Setup
T N

& Dashboard

8 2 qv‘v’s 3 A VP3Cs/6Vl\gs Zugeg SSU?!y :roups ‘; ]I

221 287 1318 1}

Cloud 2 3 1 a Load Balancers Instances Tags 231cp [}
Accounts T
373 222 e

Route Tables Applications o ‘

Add Account 502-TcP |
(

View More View More

View More

Discover, Deploy, and Defend

Orchestrator, manage, control and secure cloud infrastructure using Multicloud Defense
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Multicloud Defense Dashboard
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CISCO Workload Segmentation - Egress | East-West

D e m O S (9 Erodicioni | Traffic Flow
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° Ove ereW i Multicloud Defense Security
e [ EeT—
- Workflow — R
- Topology 5 ® 8
- Policy I
|
i @
. . ‘® = Non-Production I
- Dynamic policy =
- Segmentation policy

- VPCs, Instances and Security Groups
- Cloud Native Tags

- Advanced protection
- FQDN, URL, IDS/IPS, and DLP
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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