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Your Speaker

. Based in Warsaw, Poland

@
‘ With Cisco since May 2012

Started with TAC Security, then Advanced Services,
now Technical Marketing Engineer

Focusing on Identity Firewall, SDA/ACI
Integration, TLS Decryption

Christopher Grabowski . Enjoys cooking and spending time with the family

Technical Marketing Engineer
CCIE Security #42466
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Cisco Secure Firewall provides a comprehensive
integration with SDA
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Introduction
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SDA Segmentation Basics

Virtual Network (VN)
Extranet
First level Segmentation ensures zero

communication between forwarding
domains unless leaked by routing.

Scalable Group (SG)

. Second level Segmentation ensures
( \ role-based access control (RBACL)
VAL between two groups within a Virtual
Network based on contract.

o be)be
SIXIN
Jo
“l
4
Ll
XX
L‘L.Qﬁ

(T

\ VN Users ) VN Guest Fusion Firewall (FW)

Stateful enforcement for inter-VN and
VN to Extranet segments.
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Contract Based vs. Firewall Enforcement

Contract based segmentations Firewall enforcement

- Out-of-the-box functionality - Advanced Firewall & IPS

- Managed exclusively by NetOps - TLS decryption

- Stateless enforcement - Malware analysis and retrospection
- Limited logging - Attributes Based policy with dynamic
- Provides Intra-VN enforcement objects and identity

- Extensive logging, correlation and Threat
Intelligence capabilities

- Requires service insertion design
- NetOps/SecOps collaboration
- Provides Inter-VN enforecement

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Firewall Deployment Modes
and Virtualization Options
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Firewall Deployment Modes - VN Separation

Non-VRF Aware

- Merging VN routing tables in GRT on the firewall

. Single security policy on fireall governing inter-VN
and egress traffic

Global
Routing Table

| 4

SDA Fabric

\

VN B

VN to VRF Mapping
- VN mapped to VRFs on the firewall providing routing
separation

. Firewall leaks routes between VNs, Shared Services
and external

. Common firewall policy across VRFs on the firewall,
with VRF aware rules.

SDA Fabric

VN B

cisco M B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Firewall Deployment Modes - VN Separation

VN to Physical Device mapping

. Full physical separation between VN firewalls

. Individual firewall policies, event stores and
management entities

- Multi-Tenancy support - each firewall can be VNB
managed by a different entity .‘ =

SDA Fabric

VN to Instance mapping
. Supported on Firepower 3100°/4100/9300

. Instantiate multiple logical devices on a single module Rt
.
or appliance

. Physmal and logical separation between firewall VN B Firepower 4100
instances on Supervisor level or Firepower

SDA Fabric

9300 Module

“- Comingin 7.4.1.
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Cisco Secure Firewall Virtualization Options

Virtual Routers Multi-Instance Multi-Domain

Appliance A Domain 1
(Tenant X)

_
| Domain 2
(Tenant Y)

Instance D _
| insince 0 [N
(et 2
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Virtual Router Basics

P01.3001
VRF 1

192.168.30.0/24

192.168.20.0/24

....

VRF 2

192.168.10.0/24 @4

“---IIIIIIIII........
.

et Route
.Illll........ Leaking

L]

The firewall does not support BGP AS-override. When leaking
routes between VNs sharing the same AS number, use

“neighbor allowas-in” on the borders.

| Global VRF

e
L'
<S> J
172.16.1.0/24

Eth1/2.10 ' . P01.3002

FEE T

cisco L{{@/
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Firepower 3100/4100/9300 Multi-Instance

- Supported on Firepower 31007/4100/9300
- Instantiate multiple logical devices on a single module or appliance

- Complete traffic processing and management isolation - physical and logical interface and VLAN separation at
the Supervisor level

Firewall Threat Defense Instance A Firewall Threat Defense Instance A
(Docker Container) (Docker Container)

FXOS Docker Environment

e | I

Port-Channel1.3001 Port-Channel1.3002 Port-Channel1.3003

cisco L‘V& B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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Supports up to 100

. . domains and 3 level
FMC Multi-Domain Sl

Child domain inheritance:
- Mandatory Policies

- Objects

- ldentity

——

TR TR T TR PR TR
= ===: ===: ="= ===.- ===.- = p=

EmEea» e

Administration, Policy, Object and Eventing isolation

cisco L‘V& B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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Putting it all together

VRF, Multi-Instance & Multi-Domain Combined

P01.3001

192.168.30.0/24 Firewall Instance 1
(6 CPU Cores)

VRF 1

192.168.20.0/24

Firewall Instance 2

VRE 2 (12 CPU Cores)

192.168.10.0/24 @

Firewall Instance 3
(8 CPU Cores)

loT VN

cisco W./ #CiscoLiveAPJC BRKSEC-2116

Eth1/2.10 ' . P01.3002

FMC Domain Corporate

Global VRF

@ .
172.16.1.0/24

“- Comingin 7.4.1.
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Cisco Secure
Firewall SDA
Attachment
Options
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Direct FTD Attachment

Active <4---- NSF-Capable ---» Standby
Active Standby
‘.' HA Zone Zone
T |
E N

V3001

| .
® | S E ! - :
? VRF —==>35 V\RF
V3001

/

L2 interface VIan3001 interface VIan3001
vrf forwarding 10T vrf forwarding 10T
ip address 172.16.15.1/29 ip address 172.16.15.2/29

- L2 extension required between Border nodes - consider STP implications

- Active/Standby L2 adjacency with both Borders required (on the

Si- sub-int
S SV

E eBGP

- Firewall Threat Defense supports BGP with NSF (BFD and NSF are mutually exclusive)

cisco M./ #CiscoLiveAPJC BRKSEC-2116
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Full connectivity

Failover Step-by-Step e

BGP to B1/B2 Established (GR64")

‘. A BGP Inactive (Routes synced via HA)
. n
B 192.168.0.0/26 [20/0] via 172.16.15.1 {= = B 192.168.0.0/16 [20/0] via 172.16.15.1
[20/0] via 172.16.15.2 -"- [20/0] via 172.16.15.2
6,
3 :
1
1
1
1
1
1
1
1
1
VLAN3001 21
1 a
- 172.16.15.0/29

BGP to Active FW Established (GR641) BGP to Active FW Established (GR641)

A
V)
L2

B [20/0] via 172.16.15.3

B [20/0] via 172.16.15.3

1-GR64 = Graceful Restart

192.168.0.0/16 (Capability 64)

cisco L{{/&/
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Failover Step-by-Step e

BGP to B1/B2 Established (GR64) Active Routes ready for forwarding
HA
B 192.168.0.0/26 [20/0] via 172.16.15.1 B 192.168.0.0/16 [20/0] via 172.16.15.1
[20/0] via 172.16.15.2 : [20/0] via 172.16.15.2
' 6,
1
1
1
1
1 VLAN3001 2!
: 172.16.15.0/29

Active FW MAC Blackhole

B [20/0] via 172.16.15.3

Active FW MAC Blackhole

B [20/0] via 172.16.15.3

192.168.0.0/16

CIsco M_/ #CiscoLiveAPJC
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Full connectivity

Failover Step-by-Step S

Active Gracefully re-establishing BGP peering

B 192.168.0.0/16 [20/0] via 172.16.15.1
[20/0] via 172.16.15.2

BGP Open (GR64")

1 VLAN3001
- 172.16.15.0/29
Gracefully re-establishing BGP peering Gracefully re-establishing BGP peering

A
V)
L2

B [20/0] via 172.16.15.3

B [20/0] via 172.16.15.3

1-GR64 = Graceful Restart

192.168.0.0/16 (Capability 64)

cisco L{{/&/
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Full connectivity

{10101 01101}

Failover Step-by-Step oo

BGP Routes Exchange - old routes STALE

B 192.168.0.0/16 [20/0] via 172.16.15.1
[20/0] via 172.16.15.2

Update messages

VLAN3001

172.16.15.0/29

BGP routes exchange - old ones STALE (21 N BGP routes exchange - old ones STALE
[ ]

B [20/0] via 172.16.15.3 U B [20/0] via 172.16.15.3

L2

1-GR64 = Graceful Restart

192.168.0.0/16 (Capability 64)
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Full connectivity

Failover Step-by-Step o comecty

BGP to B1/B2 Established (GR64")

B 192.168.0.0/16 [20/0] via 172.16.15.1
[20/0] via 172.16.15.2

Established

VLAN3001
172.16.15.0/29

BGP to Active FW Established (GR641)

l[\l BGP to Active FW Established (GR641)

V)
L2

B [20/0] via 172.16.15.3

B [20/0] via 172.16.15.3

1-GR64 = Graceful Restart

192.168.0.0/16 (Capability 64)

cisco L{V&/
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Full connectivity

{10101 01101}

Failover Step-by-Step Ln—n: .=
.A‘tiV.e. BGP to B1/B2 Established (GR64")

[20/0] via 172.16.15.2

="= B 192.168.0.0/26 [20/0] via 172.16.15.1
- -

1
3

Failover
complete

BGP Established

VLAN3001
172.16.15.0/29

BGP to Active FW Established (GR641)

B [20/0] via 172.16.15.3

BGP to Active FW Established (GR641)

B [20/0] via 172.16.15.3

v,
L2

1-GR64 = Graceful Restart

192.168.0.0/16 (Capability 64)
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Direct FTD Attachment - Border Failure

| still have the route
via the remote switch...

When the border connected to active FW fails, the
convergence is seamless - firewall detects link loss

and fails over to standby.

cisco L{{@/

#CiscoLiveAPJC BRKSEC-2116

Standby
HA
i " Packet’Loss i
. s 0! N
! @ Until BGP reconverges...
: 0 H
x : L :
L2

When the border connected to standby FW fails, the
convergence relies on BGP keepalive/hold-down.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Direct FTD Attachment with ECMP

Active <4---- NSF-Capable ---» Standby
Active Standby
:‘.: HA Zone Zone
- - Si€— =~~~ =E . Si
ECMP Zone —» P ‘~— ECMP Zone ~
”

P ~
\ %
L3 interface VIan3001 interface VIan3002
vrf forwarding 10T vrf forwarding 10T
ip address 172.16.1.1/29 ip address 172.16.2.1/29

- ECMP Zone clubs together the interfaces and shares common connections table

- You can use both uplinks at the same time and support asymmetric flows across ECMP Zone

. Si- sub-int
- Multicast routing IP PIM is not supported on ECMP Zone

S SV
cisco Li%o/‘/

E eBGP
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Logical Diagram

BGP established:
- to B1 over VLAN3001 (via 172.16.1.1)

B 192.168.0.0/16

[20/0] via 172.16.1.1,]VLAN3001, BORDER ECMP

BGP to Active FW Established over
VLAN3001

B [20/0] via 172.16.1.3

C|scc>[£¢}@&j/

Edit ECMP

Name

| Border_ECMP

J.0.0/8

Available Interfaces

Selected Interfaces

VLAN3001
VLAN3002

[ 1]

=‘.= HA
= -

.6

7’
7’

VLANSO001
172.16.1.0/29 -~

1

1

1

:

VLAN3002 |
172.16.2.0/29 !
1

1

1

1

1

.

BGP to Active FW Established over
VLAN3002

[20/0] via 172.16.2.3

192.168.0.0/16

#CiscoLiveAPJC

BRKSEC-2116
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FTD Cluster with Intermediate Switching Layer

Spanned
Ether-Chanel

- Firewalls in a cluster symmetrize traffic for stateful NGFW/NGIPS services.

- Intermediate switches load-balance packets to Firewalls in the cluster over spanned Ether-Channel Sii sub-int
. . . S SV
- VRF and Multi-instance supported with clustering
E eBGP

cisco L{V&/
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FTD Cluster with Stacked Borders

|
T T LR Zone
a & FTD Cluster @ I i
SOpE "‘ | W
Spanned __"___—_\_;;7 _____ N e
Ether-Chanel ’
,-----4.---& _____ S L
i i
EH HE
(D) |
. Straight-forward routing design at the cost of somewhat reduced redundancy
. Spanned Ether-Channel set directly between firewall cluster and stacked border nodes Si
.. . . S
- VRF and Multi-instance supported with clustering -

cisco W‘/

#CiscoLiveAPJC
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DNAC and Firewall
Management
Center Integration

cisco L{Vp/_/



Integrating DNAC with FMC

{REST} @
101 B

FMC

DNAC

- REST based integration - DNAC calls FMC’s API resources
- Inventory collection - DNAC adds FMC and managed FTD devices to the inventory

- Software Image Management - DNAC collects FMC/FTD images metadata into
Image Repository; you can trigger readiness/upgrade job on FMC from DNAC

cisco L‘V& B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Adding FMC Device to DNAC Center

= Cisco

Inventory

Use Firepower Management Center
type and provide an IP Address.

Provide username and password
for REST API access. Ensure
these credentials are used
exclusively by DNAC.

Cisco M ./ #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Firewall in DNAC’s Center Inventory

DNAC displays FTD’s interface information
and hardware/software details.

DNAC imports all FTD firewalls
managed by the FMC into the
Inventory.

You also can review the running
LINA configuration file.

cisco M ./ #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37




Cisco Secure Firewall Upgrade Workflow

DNAC collects FMC and managed FTD’s
image metadata into image Repository. The
actual image files are stored on the FMC.

= Cisco DNA Cent: Provision - Network Devices - Inventory

Inventory  Plug and Play

9 Global

- DNAC provides upgrade status, as
g . E ----- ; .'-.‘-.-‘.-.-:-'.-‘.-’.l"-. reported by FMC and performs a re_sync
: : : of FTD firewalls after an upgrade job.

DNAC triggers API calls to FMC to
run upgrade readiness and
upgrade workflows on selected
FTD images.

cisco M . #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



DNAC & FMC
Integration Demo
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Attribute Based
Policy

cisco L{{{o//



Traditional Firewall Policy is not Enough

&l === ga

192.168.10.20 172.19.45.96/28

Action Source Destination Service

192.168.10.20 172.19.45.96/28 TCP 80, 443

cisco M . #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



"Through 2023, 99% of firewall breach
will be caused by firewall
misconfigurations, not firewall flaws.”

Technology Insight for Network Security Policy Management

Gartner

cisco L‘V&~/ #CiscoLiveAPJC BRKSEC-2116



Shift Towards Intent Based Policy

John Smith (HR) RTP4 Campus
. Power "’ =¥ £sXi Host

~
4
4
\
/

\
\
1
1
P
Guest OS ‘ & VMNet

1
redhat

A
N

Destination

PoweredOn servers in UAT VMNet

HR Users in RTP4 Campus
containing HR-Prod in the VM Name

on Windows10

cisco M . #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Attribute Based Policy

Source Dynamic
Attributes

Dest Ports Action

A
A

# Name Source Zones Dest Zones Users

> Mandatory - Attribute-Based Policy (-)

~ Default - Attribute-Based Policy (1-9)

1 Workload_1

. - ‘-vmware
WorkloadObj_615c486dc9  WorkloadObj_615c8066483 QJ

2 loT Support Service loT_WVN loT_Support loT © All
mEmmmE A LR R R RN Y
3 Machine Authentication Corporate_VN Shared_Services Machine_Auth * VMWare_Active_Directory : Q Allow
4 Pril 2 Corporate_VN Data_Center_Edge Any ICMP-PING : ;L?g(Hvﬁgﬁ('geﬁiecggggN 1APIC_A_ESG_Print_Servers :‘.A,UQL O&O
Spooler_Service * Xerox-WorkCentre-5135 H nemmEe )
ok
Google+
] : CONUBCIOMS . nnnns,
5 Block Social Media “ VN External Any llp_stagram ! I Branch._Locations ¢ ! @ Block
inder Sasssnsssssnnnnnnns’
Twitter
— o365 Sommon

6 0365 Access Corporate_VN External > lab-local/Domain Users = /i1y HTTP Any EoEEE_Exchange QAIIow
FR e e R : 365 _SharePoint \ @

SecureX_Quarantined_IPsz

7 SecureX Threat Containment Corporate_VN Data_Center_Edge SecureX_Suspicious_iPs Honeypot_Service © Allow
" N naus

g ISE Threat Containment Corporate_VN Data_Center_Edge Any S ecure >\ Honeypot_Service © Allow

2] Cloud App Access Corporate_VN WAN H : Azure_HR_Workload : [+

: Azure_Intranet_Service :V\AHOW

—

] aws £y AAzre

/
A

cisco L‘V& B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public a4




Attribute-Based
Policy Dynamic
Attribute Sources
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Inline Propagation

’_ﬁ”D ’_ﬁﬂD WAN Router,

Transit Network

SDABBorder FﬁﬂD FAHD FT_

SDA Fabric Site

=X

VXLAN-GPO }< BGP VRF-Lite + BGP VRF-Lite >}‘SD-WAN / IPSec
.>

VXLAN  SGT (16 bits) 802.1Q SGT (16 bits) 802.1Q SGT (16 bits) IPSec SGT (16 bits)

BEELEA VNID (24 bits +CMD +CMD Header

cisco L‘V& B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Inline Propagation

Add Rule o
Name Insert

I Source SGT Rule I Enabled below rule v 2

Action Time Range

SDA Fabric| | " d : “J* Transit Network

Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments

Available Attributes C' ESeIected Source Attributes (1) E Selected Destination Attributes (0)
JOSearch by rame orae . ..verreseens £ Securty Group Tags o
a Security Group Tag M E Contractors L] g
T ane | Add to Desting E
Auditors E i E
BYOD E i g
Developers E i g
\/XLAN _G Development_Servers E H e )_WAN / |PS€C
Employees E Add a Location IP Address ‘ ( Add
VXLAN  SGT (1€ Guests Attributes of the same type (for example, SGT) match the rule if any attribute is matched. Sec SGT (16 bits)
Mesdlar SEEREEEEEEEmEEmEsEmEsmssmssmsssmameees Attributes of different types match the rule only if all attributes are matched. More info eader

Cancel Add

Note: Inline SGTs applicable for source criteria only
cisco L{%@/
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Attribute Based Policy - Inline SGTs

# Name Source Zones Dest Zones Users Applications Dest Ports
> Mandatory - Attribute-Based Policy (-)
~ Default - Attribute-Based Policy (1-9)
Facebook
Google+
5 Block Social Media Corporate_VN External Instagram
Tinder
Twitter
TrustSec inline propagated
Scalable Group Tags
2] Cloud App Access Corporate_VN WAN HTTPS

Source Dynamic Destination Dynamic

Attributes Attributes Action
: Contractors E
=" BYANEH "LOtHANns @ Block
= Employees H Azure_HR_Workload © Allow

Azure_lIntranet_Service

cisco L{{@/

Note: Inline SGTs applicable for source

#CiscoLiveAPJC BRKSEC-2116

criteria only

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SGT Inline Propagatio
Through a Flrewall
Demo
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Control Plane Propagation with pxGrid

User: SGT: 1P: Source:
- Al 1721604 SXp
2 Eric - 172.16.0.22 PassivelD
2 Ira 0 15 172.19.1.13 RADIUS
Cisco ISE
(PassivelD/RADIUS/SXP)

cisco W‘/

pxGrid

Awvailable Users ¢

American-Power-Conversion-Device

l Security Group Tag v ‘ l Device type v ‘
ANY ‘ 2Wire-Device EO\
Auditors % 3Com-Device

| ° J
BYOD Aastra-Device
Computers Aastra-IP-Phone
Contractors Aerohive-Access-Point
Developers Aerohive-Device

> Android

@, Search by name or value |

lab.local/* ' I Location IP v |

FMC Group1 ‘ 802.1x-Laboratory

Group2 any-ipvd

userl any-ipvé

user2 IPv4-Benchmark-Tests

Entra ID realms
supported in 7.4/7.4.1
(December 2023)

#CiscoLiveAPJC BRKSEC-2116 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51




Attribute Based Policy - ISE Context Objects

Identity Services Engine — -
Name Source Zones Dest Zones Users application] Source & Destination SGTs Eaf;:)ﬁg:n Dynamic Action

> Mandatory - Attribute-Based Policy (-)

#

~ Default - Attribute-Based Policy (1-9)

Identity Services Engine €O,
2 loT Support Service External loT_V y . 9 HTTPS loT_Skpport *loT = © Allow
Endpomt Profiles e arsnerna e raEnn, et
3 Machine Authentication Corporate_VN Shared_ " Y Ty = Machine_Auth = VMWare_Active_Directory QAIIOW
*"RICOH-Aficio-SP-C410DN =
. . = RICOH-Aficio-SP-C820DN : .
4 Printing Service Corporate_VN Data_( . . . ICMP-PING I APIC_A_ESG_Print_Servers & Allow
- - . = Xerox-WorkCentre-5030 = = = =
Identl'.ty Services Englne Q Spooler_Service ! Xerox-WorkCentre-5135
LOCatIOn eEEEEEEEEEEEEEEEEEEEEEEEEEEES
. . . GO0
4 Identity Services Engine “ VN External Kestaqnan _ -‘Eﬂh‘éﬂ”ﬁéiyﬁ;g;‘: ® Block
Tind ssmsmssEEsEsmEmEEn
AD Users e * .
LT T T T P L EEY T PELET A HTTPS 0365_Common
6 0365 Access Corporate_VN External * lab-local/Domain Users = /1, HTTP 0365_Exchange QAIIOW
Sasrsnsssnusnnanannnnnunnnnns 0365_SharePoint
g ISE Threat Containment Corporate_VN Data_Center_Edge A1y :ggeﬁr_‘ly_n-e_q__-Sy-S:tg_rp_s": Honeypot_Service © Allow

Identity Services Engine Rapid k“
Threat Contained endpoints SGT &

cisco M B #CiscoLiveAPJC BRKSEC-2116 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Control Plane Propagation

cisco Li//p/_/

Dynamic Object Content:

. 192.168.1.10
Workload_A: 172.16.1.0/24
Workload_B: 172.16.8.201

with Dynamic Objects

D

Google Claud Flatform
aws A\ Azure

@ 8 vmware

A

Dynamic Objects REST API
(Create/Read/Update/Delete)

Cisco Secure Dynamic

-
il § o
’

FMC

#CiscoLiveAPJC

Attributes Connector (CSDAC)

Secure >< Orchestration Workflow

(AN

Infrastructure (ACI)

9O
°®° Application Centric
(4]

. ,' Cisco Secure Workload
(Tetration)

Custom RESTful
Application
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Architecture of the Dynamic Attributes Connector

Providers

Dynamic Mappings
Object

ey
Linux- » 172.16.0.1 1
Servers » 172.16.0.3 1
. ‘7 10.0§1.11
VS"md‘”f 10.0f1.14
ervers 10.0f1.20
Powered-On 10.081.14

i Inll FMC

FMC

cisco L{Vp/_/

S ————

Connector

......... +|= os="RHEL 7 (64-bity
Linux- H A = OR .
Servers = .v-C.e:nt?:". = 0s = 'CentOS 7 (64-bit)’ E
Yy Sssnssssssnnsnnnnnannt
0s = 'MS Windows Server 2016 (64-bit)’ .
) AND H
Windows- | ¢ i . RN vCenter / NSX
AND I Connector
Power="running’ STt ~
1 0365 ,
Power=‘running’ 1
(P)?‘wered— vCenter AND 1 H Connector ,I

(network="PROD_NETW’ OR host="NODE1")

CSDAC (Container)

#CiscoLiveAPJC BRKSEC-2116
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Attribute Based Policy - CSDAC Attributes

# Name Source Zones

> Mandatory - Attribute-Based Policy (-)
~ Default - Attribute-Based Policy (1-9)

3 Machine Authentication Corporate_VN
6 0365 Access Corporate_VN
2] Cloud App Access Corporate_VN

Dest Zones

Shared_Services

External

WAN

Source Dynamic
Attributes

F—

Users

Docs Dot
0

vCenter / NSX
Dynamic Objects
vmware

AD_Services Machine_Auth

LJ
0365 Public o
Feeds @

. . HTTPS
lab-local/Domain Users \ny HTTP

Public Cloud Tags
aws £y A Azure

HTTP
HTTPS

Employees

Destination Dynamic
Attributes

"'5365_Common
0365_Exchange =
65_SharePoint =

= Azure_HR_Workload H
:Azure_lntranet_Ser\.rice H

Action

© Allow

© Allow

© Allow

cisco Li%o/‘/
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CSDAC Demo
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The New Cloud Form Factor

CSDAC in CDO’s
Tools & Services

% =
CSDAC @ CSDAC in FMC

EE=E (| hux Machine)
=

Dashboard @

-
n :'-ﬂ-m-h‘. @ Clow-
No separate VM

memememe

Available in 7.4/7.4.1

required!!

Cloud Delivered

cisco L{V&/

(December 2023)

Standalone Built In
(FMC HA Supported)
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CSDAC is Now In the Firewall Management
Center

Firewall Management Center FERALLELLELEEE
| ) 9 Overview  Analysis  Policies Devices  Objects I Integration = Deploy Q 06 &+ @  admin v

------------- .

: The CSDAC configuration dialog is
available under Integration menu.

Dashboard Connectors Dynamic Attributes Filters
Once you enable, the latest CSDAC images are
downloaded from a Cisco repository. Management
Center must have Internet connectivity.
There is nothing configured yet.
You can start with any of following actions

‘ h 35  — You can configure between 10-30
= VvCenter oom ure .

: : connectors, depending on the
9 g Management Center model.

Go to Connectors
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ACI| Endpoint Update App 2.0

'::||'5'é|$' APIC aluili, Firepower Management Center

€Isco’ Objects / Overview Analysis Policies Devices Objects

ject Management
—
System Tenants

.
ALL TENANTS | Add Tenant | Tenant & H AAA Server « s

H 2 ACI Endpoint Dynamlc ObJeCtS

floating (ﬁ @J@ : Update Access List AR IE SEia et A :

- - H Address Pools ¢
a - 2 o & Name Description

H Pushes dynamic endpoint information e : FLCCE LR EE R E TR E TR EEY T
E from APIC to ASA and FMC Application Filters = APIC_FLOATING_APP1_APP H
- : APIC_FLOATING_APP1_ESG-APP E
E : Cipher Suite List E APIC_FLOATING_APP1_ESG-WEB E
5 @ E Community List = APIC_FLOATING_APP1_USEG-WEB E
H H Distinguished Name E APIC_FLOATING_APP1_WEB E
: 0 H B S000NOOSOONNOOPNOO000000
H 0 H DNS Server Group

External Attributes

Dynamic Object

Security Group Tag

ACI Endpoint Update App is Compatible with FMC 6.7 and above:
« With FP 7.0+, use Dynamic Objects - no Deployment Needed
+ With FP 6.7, use Network Group Objects - Deployment Required
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Attribute Based Policy - ACI EPG and ESG

Source Dynamic Destination Dynamic

# Name Source Zones Dest Zones Users Applications Dest Ports Attributes Attributes Action
> Mandatory - Attribute-Based Policy (-)
~ Default - Attribute-Based Policy (1-9)
SNMP RICOH-Aficio-SP-C410DN . eveeires
4 Printing Service Corporate_VN Data_Center_Edge ICMP-PING ) 252:;,?;?8&3;;??&35” E APIC_A_ESG_Print_Servers E © Allow
Spooler_Service Xerox-WorkCentre-5135 @ssssssssssssssssnannsanannnnd
ACI Endpoint Groups (EPG) and O&O
Endpoint Security Group (ESG) )
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Attribute-Base Policy makes your firewall rules dynamic, more
secure and easier to manage

A Azure G — . 0

Private
Clouds

Secure

b Workload
222 s

— RESTAPI
— —
Terminal
Services
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Scaling Firewall Identity Mappings

Maximum
FMC Model Recommended* Health Status
Users (Snortz) 0 critical 1 warning 1 normal 0 disabled Filter using device name ...
FMC1 OOO, FMC1600 50,000 FMC Devices
)

FMC2500, FMC2600 150,000

Device
FMC4500, FMC 4600 600,000

> A FMC

FMCv 50,000 v ©FTD7.0

2 R figuring D i
FMCv 300 150,000 Pecon gurmg etection

rocess is running correctly
» Snort Identity Memory Usage
sed see less
Total Usage : 3.7%(1.0M / 27.0M)
Memory Usage Detail Binding Detail User Group Mapping Detail
_ Host Cache 799.2K User Group Mappings 0
i Inll Subnet Cache 32B Host Binding 9 Groups Used in Policy 0/ 128
User Group Mapping Cache 208.9K Subnet Binding 0
FMC

cisco L{Vp/_/

Managed Device
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ldentity Mapping Filters

Firepower 9300 SM-56
(Capacity: 300K)

o l
Firepower 2140 o
(Capacity: 150K)
200K r 128K
Cisco ISE pxGrid
(RADIUS/SXP) I
NGFWv H

(Capacity: 64K)

F———

Device Level |4 ‘..
Mappings |
Filtering -"- |
\ - - -
cisco M/
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ldentity
Propagation
Practical Use-
Cases
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Inter-VN Attribute Based Policy
(Inline Tagging)

Enforcement Capabilities:
Source SGT (VN A) -> Destination IP (VN B)

Key Benefits Source SGT (VN B) -> Destination IP (VN A)
+ Scalable Inter-VN policies with source SGT criteria only 1
+ pxGrid integration not mandatory o
« Straight forward design with firewall as an SDA fusion -==- -==-
device Fusion Firewall

Scaling Considerations

« SGT information provided inline - no Identity Memory
utilization

* Endpoint count unbounded by FMC/Firewall capacity
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Inter-VN Attribute Based Policy

(Control Plane Propagation)

Key Benefits Enforcement Capabilities:
. _ _ Source SGT (VN A) -> Destination SGT (VN B)
» Flexible Attribute-Based Inter-VN policy Source SGT (VN B) -> Destination SGT (VN A)
* |dentity attributes applicable in any direction 1
....................... .

» Policy based of any combination of :
source/destination SGTs, User Groups and ? T L .‘E. .‘E.
Dynamic Attributes FMC \aset) :

: Fusion Firewall

Scaling Considerations

O
* Management Center must support cumulative CQ
endpoint binding for the entire network o

SDA Fabric

» Use Device Level Filters to filter out remote
endpoint bindings with Mapping Filters if not used in
the firewall policy

» Firewalls must support endpoint binding count in
each site
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DC/Cloud Access Attribute Based Policy

(Control Plane Propagation & Inline Tagging)

CSDAC
Key Benefits o Update Feed
ol «
+ Extremely scalable Attribute-Based policy for ,
user to DC/Cloud R
* User identity provided inline - no pxGrid @:
integration *i E_E
Scaling Considerations Lye
« Minimal utilization of FMC/Firewall identity @

memory FMC

Enforcement Strategy: Site Egress

Egress Enforcement Capabilities: SDA Fabric
Source SGT (SDA) -> EPG/ESG Dynamic Attribute (ACI)
Source SGT (SDA) -> CSDAC Dynamic Attribute (Public Cloud)

% .
Ingress Enforcement Capabilities: ‘

EPG/ESG Dynamic Attribute (ACI) -> Destination IP (SDA)
Ld/ / CSDAC Dynamic Attribute (Public Cloud) -> Destination IP (SDA)
cisco e
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Inter-Site Attribute Based Policy  ramoeste nl

(Control Plane Propagation)

@
®
D

Key Benefits

« |dentity attributes applicable in any direction ISE @

* No inline propagation dependencies - flexible
firewall insertion design

Scaling Considerations

+ Firewall learns bindings of all endpoints in the b
network i i o
+ Consider FMC/Firewall with capacity supporting : ion Fi
. . . FMC
cumulative global endpoint count and dynamic
attributes

‘ pxGrid
.

5 i

S w

I .

3 AR

3 | 4

A

SDA Fabric

Enforcement Strategy: Site Ingress or Site Egress

Egress Enforcement Capabilities:
Source SGT (VN A/B) -> Destination SGT (Remote Site)
VN A VN B |:|

Ingress Enforcement Capabilities: ~
Source SGT (Remote Site) -> Destination SGT (VN A/B)

. Source User (Remote Site) -> Destination SGT (VN A/B)
cisco Lzﬁo/ /
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Scalable Branch-to-Branch

(Control Plane Propagation & Inline Tagging)
Remote Branch D

Key Benefits
« Scalable branch Attribute-Based policy design ‘ ‘
» Security policy enforced in the destination site E|

Scaling Considerations

» Firewalls learn bindings of endpoints in their local

sites only
‘\H ) . EDGE router (HSRP)

O
S
 Filter out non-local bindings with Mapping Filters Q.
* Remote bindings provided inline - SGT propagation
over WAN/IPSec required

* FMC must support global endpoint count

Enforcement Strategy: Site Ingress

Ingress Enforcement Capabilities:
Source SGT (Remote Branch) -> Destination SGT (SDA FiaB)

Egress Enforcement Capabilities:

Source SGT (SDA FiaB) -> Destination IP (Remote Branch)
cisco Lt%’/./ —
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Conclusions
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Cisco Secure Firewall provides a comprehensive
Integration with SDA

- Consider benefits of VRF, Multi-Instance and Multi-Domain firewall virtualization
options and choose optimum attachment model.

- Add your Firewall Management Center to the DNAC’s inventory - it's super easy!

. After this session think how you can make your firewall policy dynamic, more secure
and easier to manage with CSDAC and Attribute-Based Policy.

- Review identity propagation technigues to make the most out of the available
dynamic attributes.
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Session Surveys

Please share your feedback on this session!

It is very important to me personally...

...and helps me build better content for you next time.
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Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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