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- Distinguished Engineer, Threat Detection & Response
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Cisco role: Distinguished Engineer,
Threat Detection & Response

Unofficial title:
“Cisco History Professor”

Experience: Old enough to wonder
how | have been doing this for ~30
years

Fun fact 1: Father of 5 daughters

Fun fact 2: Oldest works for Cisco
now! Youngest is 18 months!

Fun fact 3: Working through his
Cyber Security Master’s Degree
from SANS Institute (~04/24)
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“If we can’t laugh
at ourselves,
Then we cannot
laugh at anything
at all”

Cisco



Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.

cisco Lz/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2113

BRKSEC-2113

8199

< Catalyst 9000 Series Switching Family ...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

* Kenny Lei

Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks

Networking (220)
Session Type

Breakout (453)
SHOW 2 MORE ¥
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“All Comments
are my own, and are not
representative of Cisco...
Any correlation to real live
Persons or situations was

completely unintentional...
Blah Blah Blah...”

cisco L{V&/




CISCO
vl

S E C U R E cIsco The bridge to possible

Participating in user research gives you a
place to share your thoughts and
experiences to influence the future of
Cisco Secure products.

You'll hear from us at most once every 90 days.

Participation is completely optional and you can
opt out at any time.




Please fill out the survey

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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Let’s get this
road on the
show...

cisco L{%o//



[ - A History Lesson ]

« Evolution

- Incident Management &
Workflow

- Integrations & Response
- Key XDR Telemetry

- That’s a wrap!
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A Little History
Lesson

cisco L{{@‘/



SecureX | Threat Response  Investigate pshots

entry, IP add

incidents  Intelligence

ad thing1, bad thing?2

(Crfona Smpanor | Wnat an' s or?

Getting Started

Start by configuring integration modules in Cisco SecureX, which
allows Threat Response to query your existing Cisco investments.

SecureX Integrations [

My First Investigation

Paste any combination of I0Cs (IP, domains, SHAS, etc.) from
security blogs, alerts from your SIEM, log files, and any other
unstructured data. Threat Response will parse these I0Cs for you!
For a quick start, here are a few Cisco Talos posts - Just copy the
entire set of I0Cs at the end of each article:

Pylocky Unlocked: Cisco Talos releases PyLocky
ransomware decryptor

Fake Cisco Job Posting Targets Korean Candidates

DNSpionage Campaign Targets Middle East

Need help?

B @ AsronWolandv | Utk secuRe

& Ao omi

Speed up your investigations with SecureX
Orchestration

You can add custom response workflows into the pivot menu to
seamlessly run actions and execute workflows on observables
found virtually anywhere...for no additional cost! Check out this
new 2 minute video to see this in action and learn how to get
started with Orchestration today.

I
aisco’

Custom Re:
Workflows

e

Custom Response Workflow [

Have sightings of these\observables?

2

3 4

5 6

E’ ® @:)TBLDS
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Then in 2020...
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Introduced SecureX May of 2020

A cloud-native, built-in platform experience within our portfolio

—— Cisco Secure

®® J

Network Endpoint

Cloud Applications

Dashbowd

. Cisco Defense Orchestrator
Emall Security
Firepower

b A

cisco Lz//&/
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SecureX Orchestration

Integrations  Orchestrasion  Administration

SecOps - New Dashboard

MITRE ATTACK Tactics datected | AMP for Endp....
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#CiscoLiveAPJC BRKSEC-2113

V4 Q A Q_p
SecureX o) = “a
Detection Investigation Managed Orchestration
Analytics Remediation Policy Automation P,
SecOps NetOps

~— Your Infrastructure —
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= SecureX

Cisco
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In 2021 analysts
create a new
market category
“eXtended
detection &
Response”

CCCCC Lsz//




“Cisco SecureX is a leader for XDR’

- Analysts in 2021

#CiscolLiveAPJC BRKSEC-2113



Uhh... "Yes, we ARE"...

Go forth & market it that way...

- Former Cisco Executive Leaders

#CiscolLiveAPJC BRKSEC-2113



Cisco fully
embraces the
XDR concept;
sees It as a
market transition

CCCCC Lzﬁo//






Cisco dives head-on into XDR space

Hired external research
and design company to
augment us

Customers didn’t even
know they were talking
to Cisco (blind) as well
as our own customer
feedback

Leveraging the BEST
technology to meet the
defined experience, not
building the experience

based on the tech

cisco Lz//&/

I I

#CiscoLiveAPJC BRKSEC-2113

Expanding our User
Experience & Interface
Teams

Brought in Principal
Engineers in key places
with tons of incident
management / SOC
experience

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



What did it
yield?

cisco L{{@‘/



“The need for XDR is driven
by the market not meeting
the needs of the SOC”

- XDR Beta Customer

#HCiscoLiveAPJC BRKSEC-2113



An XDR is an expression of business needs

Where are we most
exposed to risk? How
good are we at
detecting attacks early?

Are we prioritizing the
attacks that represent
the largest
material impacts to our
How quickly are we business?
able to understand
the full scope and entry
vectors of attacks? How fast can we
confidently respond
How much can

SecOps automate
improving our time
to respond?

Do we have full visibility
into all our assets? Can
we reliably identify a

device and who uses
it?

cisco W./ #CiscoLiveAPJC BRKSEC-2113
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cisco M/

#CiscoLiveAPJC BRKSEC-2113

Adversary
Turla

// Nickname

SIELE]
VVenomous Bear,
Uroburos,

Group 88,
Waterbug

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Estonian intelligence services associate this group
with the Russian federal security service (FSB).

Does NOT deploy advanced tools unless necessary
to compromise the target

Method:

Prefers watering holes and social engineering
to manipulate victims

Crafted lures are highly tailored to their targets
Exploit themes related to current events
First-stage malware typically acts as a filter

cisco M ./ #CiscoLiveAPJC BRKSEC-2113

e adversary: What do we know?

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Without XDR, How Can We Detect
and Respond to All of This?

TADOO1: Initial Access TADOQ2: Execution
N

T1059: Command and Scripting

T1078.001: Defoult Accounts
T1078.002: Domain Accounts
T1078.003: Local Aa

TAD006: Gredential Acces

TADOOT: Discovery

TA0003: Persistence

T1053: Sdudded Tak/Jab
[ T1505: Server Software Companent

T1087.003: Email Account
T1087.001: Local Accoun

T1069.001: Local Groups

o
T1040: NetwarkSaifig

T1003: 05 Credential Dumping.

T1003.001: LSAS Memary.
TI00 003N DS

T1033: Sytem Owner/User Discovery.
T1007: ystem Service Discovery

T1552: Ursecured Credentials

Cisco

T1112: Madify Regitry
T1027: Qbkuscated Fies arlnformation

T1027.005.
T1027.002:
T1027.003,

TA0011:Command and Control
N 71071.004: ONS

Indicator Removal FomTod
SaltwareParking

remuri cation Through Rem

TiSS!.&MmenCnnuub

T1218: System Binary Proxy Execution

Ut
Mainje
MVC

71218013
71218014

T1550: Use Aternate Authent ication MIT1550.002: Pass theHash

T1078.001: Defoult Accounts
T1078.002: Domain Accounts

T1078.003: Local Accounts

#CiscoLiveAPJC BRKSEC-2113

‘113’ o
T1132.001:
T1001.001
T1001.003
T1001.002:

T1001: Data Obfuscation

T1568: Dynamic Re

T1573: Encrypted Channd T1573.002:
T1573.001
T1008:

572: Pratocol Tunnding

T1030.002:
T1030.001
T1090.003: M

T1205.001
T1102.002:
T1102.001
T1102.003:

TA0010: Exfiltration

T1030: DataTransker S 2eLimits

39:Datafram Netwark Shared D

T1025:Datalr

: Removati eMedia

T1114:Emai Collection

© 2023 Cisco and/or its affiliates. All rights reserved.
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Telemetry data source importance

The top six data sources that customers believe are essential for an XDR are
Endpoint, Network, Firewall, Identity, Email and DNS

Count Share
(}@ Endpoint 255 85.0% ) Cisco Secure Cisco/ Meraki
Client (Networking)
57 Network 226 75.3%
Firewall 207 69.0% gD
@ Identity 191 63.7% Firewall Threat Duo
Defense (FTD
<% Email 179 59.7% (FTD)
\@ DNS 140 46.7% | % j(j
™ Public Cloud 137 45.7%
Email Threat Umbrella
Non-Security Sources 36 12.0% Defense (ETD)

cisco W - #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



What Are the Building Blocks of an Ideal XDR

Solution?

“Inputs”

XDR Portal

Outputs

Customer
Consumption

Native and
3 Party Telemetry
Sources

Threat
Intelligence

Data Repository

Asset
Context
(device, user)

Analytics &
Correlation Engine

Response Actions and
Workflow Automation

Case Management

Incident
Management

Incident
Response

Threat Hunting

Customer
Managed

Managed Detection
& Response

cisco L{V&/
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How do we
accomplish this?

cisco L{%o//



- A History Lesson
[ - Evolution ]

- Incident Management &
Workflow

- Integrations & Response

- Key XDR Telemetry

- That’s a wrap!

BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Parts
Plus
Plus

Plus
EQUALS

Cisco

JORT

now part of CISCO

BRKSEC-2113

Cloud Analytics

Evolving Into

Cisco XDR

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Y .

SecureX is no longer “the platform”
The “Cisco Security Cloud” is the platform

|_Qg a Security Cloud Sign On

Formerly known as SecureX Sign On

Sign in with your account:

il Cisco Security

) it R ns F .
Tg Threat Grid Other login options

Cisco

#HCiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserve
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“XDR is a Security Operations

Productivity Tool”




An XDR speeds up the OODA Loop

cisco Lz/&/




The XDR
automates the
timeline creation

Investigators build
out a timeline. ///



Investigation Timeline - what happened & when?

SOC / Admin

Initial
) _ Probing
Timeline

Responder typically
builds out a timeline
when investigation

Lateral

Movement
Data

Exfiltration

Initial
Compromise

Exploitation Post-Exploitation

Ll ‘ Privilege
Exploit Escalation
Attempts \

Starting Here, look forward & backwards for
correlation to build the timeline / attack graph
of “what happened”

#CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



S0 how can we get
the XDR to work
across all those all

those
attacks/TTPs?

cisco L{V&/



We need Analytics & Correlation, not just Sightings

Obsrvbl Analytics Engine

SCA’s powerful analytics &

. . . b
correlation engine, to bring
together much of the missing. e ] e 8
3" Party Telemetry CorreT:t?g:f IsEngine
SecureX & SCA Integrations  ~__— Brand-New Data Sources
. . Warehouse.
Merged the integration
frameworks from SecureX & Extensive, Extremely Re-designed SecureX
. Performant storage Threat Orchestration as "XDR
CIOUd Ana|ytICS - fOI' a new & for the “right” events Intellire:nce Automate” - tightly
improved integration model & alerts. : coupled with Incident
) Manager
Net-a dumping
greunel ier allllegs & Brand-new Incident
events. Asset Manager
The enrichment protocols from Context tight-coupling to all
SecureX, without requiring “Insights” from SecureX anr;vrviti(;;tg:tﬁ:gﬁms
storage of all data in Data 3

Repo (like SIEM would have to
do).

cisco L‘V& - #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



- A History Lesson
- Evolution
[ - Incident Management & ]

Workflow

- Integrations & Response

- Key XDR Telemetry

- That’s a wrap!

BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Incident
Management
& Workflow

cisco L{%o//



Cisco XDR - Incident Manager

alvaln Aaron Woland
'clulsélo' XDR @ Q iroh-cto

Prioritized Queue

Control Center . Priorily@ Status - New
Incidents

Leverages (patent
pending) advanced
algorithm from Kenna = itoigence
SC|ent|St based on O fremme carch % || ©last3odays v | = Filters 3 matching resuits | Date: Last 30 Days *

\‘ Priority score breakdown

Asset Value + RiSk Of B Devices v o Priority * Name * Source > 100 0

th e TTP S R 100 10 1000 | cecection nsser
o Administration N Detection  Asset in group Audit @ 20230514 03:19: Secure Endpoint Risk Value at Risk

victim-win-2.org1.net in
group Audit @ 20230514...

12 Incidents 4 New Incidents 5 Open Incidents .
Reported by Secure Endpoint 22 days ago

Assigned Unassigned
MITRE ...

|  |Risk Value at Risk
0 (1000) dc-1.orgl.net in group Audit @ 20230514 03:14:52 Secure Endpoint Short description
I d t S victim-win-6.org1.net in group Audit @ 20230514 03:13: Secure Endpoint -
nciaen umma ry {1000 9 group @ 2 Long description

2 Incident Title
victim-win-2.orgl.net

Progressive Disclosure
of more details of the

incident - Priority

Indicators

Deta I | S ] S h O rt / LO n g ExecutedMalware.ioc: A known malicious file was

executed. This increases the likelihood of a

investiaated.

DeSC rl pti O n S y TT PS successful breach and this event should be promptly
o’

cisco M- #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco XDR - Incident Manager / Overview

Overview

Diagram to summarize
the incident. Not the
detailed investigative
diagram.

Assets /
Observables &
Indicators

Top active listed with
total count called out
at the top.

cisco Lzﬁo//

= e ypR ©) )
" MITRE | ATT&CK'  View Detas
< Incidents
TA0043: Reconnaissance
@I (New - victim-win-2.org1l.net in group Audit @ 20230514 03:19:59 |+ - TA0042: Resource Development
Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident TAO0O0O1: Initial Access
Add short description... View Long Description TA0002: Execution
TAO0O03: Persistence
Overview  Detection  Response  Worklog
{' TA0004: Privilege Escalation
( ) TAQO0O05: Defense Evasion
TA0006: Credential Access
TAQ0O07: Discovery
TA0008: Lateral Movement
~ TA0009: Collection
TA0011: Command and Control
~ TA0010: Exfiltration
TA0040: Impact
E—
\_ W,
( )
8 Assets View all 7 Observables View all 3 Indicators View all
TOP ACTIVE TOP ACTIVE TOP ACTIVE
() victim-win-2.orgl.net (") 156 events O http://169.254.169.254/meta... () 100 events Secure Endpoint .
ExecutedMalware.ioc
1)} victimewin 131
O victim-win-6.orgl.net (- Blaes @) victim-win-6 E 20 events Falcon Detection Method Tean
[E] Loxx-wiNtovico2 () 31events @) victim-win-2 (*) 18 events CrecentiapfcsezaviaOeibredeptialDinp
. . Cisco Secure Cloud Analytics (rsa)
[ de1 (& 14 events 7 9f914d42706fe215501044acd8... () 7 events Internal Connection Watchlist Hit 1event
Al ~ .
e XER SKTOP-V2IOAED () 7 events @ http://168.63129.16/2comp=vers... () 1event
. J

#CiscoLiveAPJC BRKSEC-2113
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Cisco XDR - Incident Manager / Overview

Overview

Diagram to summarize

the incident. Not the
detailed investigative
diagram.

Assets /
Observables &
Indicators

Top active listed with
total count called out
at the top.

cisco Lzﬁo//

‘disce’” XDR

< Incidents

@D (vew - victim-win-2.orgl.net in group Audit @ 20230514 03:19:59 |« =

Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident

Add short description... View Long Description

Overview  Detection  Response  Worklog

@ 2 MITRE | ATT&CK'

View all Tactics

Tactics
v TAO0O1: Initial Access 48

The adversary is trying to get into your
network. Initial Access consists of
techniques that use various entry vectors to
gain their initial foothold within a network.
Techniques used to gain a foothold include

' ™\ targeted spearphishing and exploiting
weaknesses on public-facing web servers.
Footholds gained through initial access may
allow for continued access, like valid
accounts and use of external remote
- services, or may be limited-use due to
changing passwords.
> TAOOO3: Persistence a2
> TA00O4: Privilege Escalation 55
> TAOOOS: Defense Evasion / 58
> TAOOO6: Credential Access 40
o Techniques
\_ W, > T1078: Valid Accounts
r
8 Assets View all 7 Observables View all 3 Indicators View all
TOP ACTIVE TOP ACTIVE TOP ACTIVE
(1) victim-win-2.orgl.net (~) 156 events @ http://169.254.169.254/meta... () 100 events Secure Endpoint .
- - ExecutedMalware.ioc
1) victim-win- ictim-win-6 ()
O victim-win-6.orgl.net (- A cents @) victim-win-6 = 20 events Falcon Detection Method ICER
[E] Loxx-wiNtovico2 () 31events @) victim-win-2 (*) 18 events CrecentiapfcsezaviaOeibredeptialDinp
. . Cisco Secure Cloud Analytics (rsa)
[5] dc-1(~ 14 events +7 9f914d42706fe215501044acd8... () 7 events Internal Connection Watchlist Hit et
Al ~ .
e XER SKTOP-V2I0AED (/) 7 events @7 http://168.63.129.16/2comp=vers... () 1event
. J

#CiscoLiveAPJC BRKSEC-2113
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Cisco XDR - Inci

Detection

Used to show the
events that have been
correlated into this
incident

Types of Events

Original: the alert sent
to XDR

Investigated:
correlated events

cisco Lq/&/

dent Manager / Detection

=

‘e XDR

< Incidents

New v

Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident

Add short description... View Long Description

victim-win-2.org1.net in group Audit @ 20230514 03:19:59

Aaron Woland
iroh-cto

@

View Investigation

Unassigned

Overview  Detection  Response  Worklog

e o (e || [

FirstSeen <

Severity *

Source

Indicators

Observables

~

B + Important only

L

2023-05-10T04:12:00.000Z

Crowdstrike Falcon Detection

) 9f914d42706fe215501044acd8... ()

[ DESKTOP-V2I0AED ()

2023-05-14T19:00:00.000Z

Cisco Secure Cloud Analytic...

Internal Connection Watchlist Hit

2023-05-16T16:55:27.000Z

CrowdStrike Falcon Detection

@2 victim-win-2.orgl.net ()

[ LOXX-WIN10VICO2 ()

2023-05-16T16:55:47.000Z

CrowdStrike Falcon Detection

@2 victim-win-2.orgl.net ()

[ LOXX-WINT0VIC02 (+)

2023-05-16T16:58:29.000Z

CrowdStrike Falcon Detection

@3 victim-win-2.orgl.net ()

[ LoXx-WIN10VIC02 ()

2023-05-16T17:15:26.000Z

CrowdStrike Falcon Detection

@2 victim-win-2.orgl.net ()

[] LoXX-WIN1oVIC02 ()

2023-05-16T17:20:05.000Z

CrowdStrike Falcon Detection

@©2 victim-win-2.orgl.net ()

[E) LOXX-WIN10VICO2 (~)

2023-05-16T17:39:00.000Z

CrowdStrike Falcon Detection

@®J victim-win-2.orgl.net ()

[ LoXX-WINToVICc02 (+)

2023-05-19T14:16:19.000Z

2023-05-19T14:17:16.000Z

Crowdstrike Falcon Detection

Crowdstrike Falcon Detection

@ victim-win-2.orgl.net

@2 victim-win-2.orgl.net (*)

per page

1-100f350 & <

B de1©

35

>

»

#CiscoLiveAPJC BRKSEC-2113
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Cisco XDR - Inci

Detection

Used to show the
events that have been
correlated into this
incident

Types of Events

Original: the alert sent
to XDR

Investigated:
correlated events

cisco Lzﬁo//

dent Manager / Detection

=

‘e XDR
<« Incidents

Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident

Add short description... View Long Description

victim-win-2.org1.net in group Audit @ 20230514 03:19:59

@ Q AaronWoland o
iroh-cto

View Investigation

Unassigned

Overview  Detection  Response  Worklog

~

(I + Important only

[ original v | [ Source - ] | severity v ]
FirstSeen * Severity * Source Indicators Observables Assets
. 1) vietim- 2.orgl.net ()
o 2023-06-04T19:46:53.00... [ High ] Secure Endpoint ExecutedMalware.ioc ) 97914d427061e215501044acd8... (~) o o —

O victim-win-2.orgl.net

2023-06-04T23:49:09.01

Secure Endpoint

ExecutedMalware.ioc

+) 9f914d42706fe215501044acd8...

© victim-win-2.orgl.net
O victim-win-2.orgl.net (

2023-06-05T03:51:27.0002 (LD

2023-06-05T07:53:45.00.. (D)

Secure Endpoint

Secure Endpoint

ExecutedMalware.ioc

ExecutedMalware.ioc

+) 9f914d42706fe215501044acd8... ()

+ 9f914d42706fe215501044acd8... ()

) victim-win-2.orgl.net (~)
() victim-win-2.org1.net (~)

() victim-win-2.orgl.net ()

O victim-win-2.org'.net ()

2023-06-05T11:56:17.0002 (I

Secure Endpoint

ExecutedMalware.ioc

4 9f914d42706fe215501044acd8... ()

@ victim-win-2.orgl.net ()

2023-06-05T15:56:32.0002 (D)

Secure Endpoint

ExecutedMalware.ioc

+) add683a6910abbbf0e28b557fa.

() victim-win-2.orgT.net ()
) victim-win-2.orgl.net

2023-06-05T03:04:56.00... Low

Secure Endpoint

+) b094e827af70241d71bed9767e... ()

10 | per page

170f7 <

() victim-win-2.orgl.net (~)
O victim-win-2.orgl.net ()

#CiscoLiveAPJC BRKSEC-2113
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Cisco XDR - Inci

Detection

Used to show the
events that have been
correlated into this
incident

Types of Events

Original: the alert sent
to XDR

Investigated:
correlated events

cisco Lq/&/

dent Manager / Detection

=

ey XDR

< Incidents

New v

Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident

Add short description... View Long Description

victim-win-2.org1.net in group Audit @ 20230514 03:19:59

Aaron Woland
iroh-cto

@

View Investigation

Unassigned

Overview  Detection  Response  Worklog

(et v ] [fsoe] [(sevatn v ]

FirstSeen <

Severity *

Source

Indicators

Observables

~

B + Important only

L

2023-05-10T04:12:00.000Z

Crowdstrike Falcon Detection

) 9f914d42706fe215501044acd8... ()

[ DESKTOP-V2I0AED ()

2023-05-14T19:00:00.000Z

Cisco Secure Cloud Analytic...

Internal Connection Watchlist Hit

2023-05-16T16:55:27.000Z

CrowdStrike Falcon Detection

@2 victim-win-2.orgl.net ()

[ LOXX-WIN10VICO2 ()

2023-05-16T16:55:47.000Z

CrowdStrike Falcon Detection

@2 victim-win-2.orgl.net ()

[ LOXX-WINT0VIC02 (+)

2023-05-16T16:58:29.000Z

CrowdStrike Falcon Detection

@3 victim-win-2.orgl.net ()

[ LoXx-WIN10VIC02 ()

2023-05-16T17:15:26.000Z

CrowdStrike Falcon Detection

@2 victim-win-2.orgl.net ()

[] LoXx-WINTovIco2 (+)

2023-05-16T17:20:05.000Z

CrowdStrike Falcon Detection

@©2 victim-win-2.orgl.net ()

[E) LOXX-WIN10VICO2 (~)

2023-05-16T17:39:00.000Z

CrowdStrike Falcon Detection

@®J victim-win-2.orgl.net ()

[ LOXX-WINToVIC02 ()

2023-05-19T14:16:19.000Z

2023-05-19T14:17:16.000Z

Crowdstrike Falcon Detection

Crowdstrike Falcon Detection

@ victim-win-2.orgl.net

@2 victim-win-2.orgl.net (*)

perpage 1-100f343 & <

B de1©

35
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Cisco XDR - Incident Manager / Response

Responses

Content specific for
the TTPs in the
incident

Step Through

= il XoR @ @ HEEEE o«

" <« Incidents

= @@ (new- victim-win-2.orgl.netin group Audit @ 20230514 03:19:59 .=« O
Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident Unassigned

Add short description... View Long Description

Overview  Detection  Response  Worklog ‘

“

Actions taken
i i -Add Note
Identification Bevisiiioicent -

L] Add a note to record the evidence (indicators and reasoning) that supports the decision for assignin... No actions taken
Containment
e e
Eradication Create judgement(s) as necessary and add a note confirming any changes to observable judgements...

Recovery Confirm Incident Add Note

Determine the incident status as Open, Rejected, or Incident Reported

STy

<

<

Create an incident ticket with the appropriate and incident i

|dentification ->
Containment ->
Eradication ->
Recovery

cisco Lzﬁo//

Go to Containment >
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Cisco XDR - Incident Manager / Response

= ”cllls'élt;' XDR @ Q Aaron Woland

iroh-cto

< Incidents

Responses 8 Assets y

@D (new - victim-win-2.orgl.net in group Audit @ 20230514 03:19:59 - -

() Reported by Secure Endpoint on 2023-05-14T03:19:59.000Z - 1 Linked Incident

[0) Hostname

Content specific for
the TTPs in the S ey e e ™\ 0 vt o o
inCident ) [ Loxx-wiNtovico2

Add short description... View Long Description
- - : ) () victim-win-2.orgl.net

) 2 O [ de1

endnention v Identify Affected Hosts Loy

R ) N ) [£] DESKTOP-V2I0AED
° Add note with summary of findings on the investigations of hosts found with malicious indicators No actior
D) T
Contament ) (V) victim-win-2.orgl.net
~ Contain Incident: Overview O [ de-torglnet
icati Overview of how to contain Indicators of Compromise to stop the spread of malicious activity
Eradication O [ viciv-win-

Recovery

Use asset-based containment to stop the spread of malicious activity.

This automation worklow will network isolate/quarantine all selected assets on your integrated Endpoint

Detection & Response solutions. After clicking Execute, you will be able to choose all or a subset of assets )
Ste p | h ro U g h i with this incident. Please make sure you have done proper identification before executing the O e S n t a S
workflow.
“which EDR”

Id t'f' t' - v Contain Incident: IPs
e n I I C a I O n > Contain IP indicators of compromise to stop the spread of malicious activity
Containment ->

to isolate with
E ra d iCatiO n _ > Contain domain indicators of compromise to stop the spread of malicious activity — d O e S It a | |

v Contain Incident: Domains

v Contain Incident: URLs

Re C OVe ry Contain URL indicators of compromise to stop the spread of malicious activity

for you

Go to Eradication —>

cisco L‘V&-/ #CiscoLiveAPJC BRKSEC-2113 52
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- A History Lesson
- Evolution

- Incident Management &
Workflow

[ - Integrations & Response ]

- Key XDR Telemetry

- That’s a wrap!
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Integrations &
Response

cisco L{%o//



Cisco

o
Endpoint Firewall  Network CTRLR
1 1

% Something Bad Happened
| with endpoint X

| Block
| Endpoint X

Endpoint X

No
Endpoint X
here

We need a common endpoint “object”

BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Incident Management

ED ﬁ ﬁ""" SIG ¢

EDR-GUID \

Origin_ID \

NDR (Flow
Analysis) .2)
NDR-GUID |

ZTNA /

VPN
ZT-GUID |
Forensics @
Node_ID |

IAM V“g
Device_ID |

Scnpt

\3\

Investlgators

cisco BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Cisco

Incident Management

DR |e : SIGN ¢

EDR-GUID | Origin_ID |

NDR (Flow
Analysis) .2)
NDR-GUID |

ZTNA /

VPN

ZT-GUID |
9. Initiate “Playbook” to
block everywhere, with AAA
variables for endpoints —rEn @

{1,2,3,4,5,6} s

Forensics @

Node_ID |

{’:’} i 9
Device_ID |

/—\
‘R
N

Investigators

BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Incident Management

£ Isolate: EDR-GUID Block Domain

—_|aA | — >

EDR-GUID | Origin_ID

NDR (Flow
Analysis) .2)
NDR-GUID |

Disconnect Active

Sessions for ZT-GUID

Disconnect Active Networl

Sessions & Isolate!

Get Forensic

Snapshot

Don’t allow Device+User

Any Future SSO Access
Device_ID |

/~
‘20
N

Investigators

cisco BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 58




Incident Management

EDR " Do Cisco XDR
EDR-GUID | provides
Analytics,
Correlation,
Device Insights Automation, —
Integrations,
: Intelligence, NDR (Flow
Orchestration Investigation Analysis) 2’)
& Incident NDR-GUID l'
Incident Management
Manager

‘t Enrich

3

Node_ID

/—\ Node_ID |
2%
NS

-
Investigators

Cisco
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Incident Management

Isolate:
EDR §>® b

Cisco XDR Block Domain
EDR-GUID | EDR-GUID provides

Analytics,

Correlation,
Device Insights Automation,
Integrations,
Intelligence, NDR (Flow
Investigation Analysis) &)
& Incident NDR-GUID |
Incident Management
Manager

Orchestration

Disconnect Active

Sessions for ZT-GUID

Disconnect Active Networl

Sessions & Isolate!

Get Forensic

Snapshot Node_ID

Don’t allow Device+User

=y
/‘ \ Any Future SSO Access Node_ID |

-
Investigators

Cisco
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Let’s talk about
that
prioritization,
shall we?

cisco L{{/&/



Priority Status  New

victim-win-2.org1.net in
group Audit @ 20230514...

Reported by 22 days ago
DeteCthn RlSk Assigned Unassigned
MITRE
+ b
ASSGt Va | ue Priority score breakdown

100 10

Detection Asset
Risk Value at Risk

cisco BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Device Insights in XDR adds some new things

Device Value

Labels

Describe/group
devices - manual and

programmatically

cisco Lq/&/

Value of 1-10.

1 = least valuable

10 = most valuable

31 Devices found out of 99 3 Devices Selected Update Value v ] [ Update Labels v ¢ Edit Labels & Export to CSV ¢ Edit Coldmns
B Device Name = os OS Version OS Support  Users Seen Sources Labels Value ©®
SBG SM
3] Duo SecureX
AAWOLAND-M-21PK macoS 13.4 loxx, loxx@securitydemo.net Secure Endpoint - Critical Server 10®
Cisco - aawoland
Orbital
@ #39-Ubuntu SMP Secure Endpoint -
[ ats-centos04 Ubuntu PREEMPT_DYNAMIC Fri Mar 17 loxx, reboot, runlevel, LOGIN Cisco - aawoland Critical Server 1()0
17:33:16 UTC 2023 Orbital
0O ats- * Secure Endpoint -
centos7-02.securitydemo.n Centos linux release 7.6 reboot, runlevel, LOGIN Cisco - aawoland 10o
& Orbital
ats- ® Secure Endpoint -
centos7-03.securitydemo.n . linux release 7.6 loxx, reboot, runlevel, LOGIN Cisco - aawoland Critical Server 10m
or Orbital
O ATs- T Secure Endpoint -
MemberSrvr.securitydemo.n — Server 2016 Standard Cisco - aawoland 10o
Windows

#CiscoLiveAPJC BRKSEC-2113

Avieal
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Device Insights in XDR adds some new things

Update in Bulk

Can update the labels “

30 Devices Selected [ Update Value

v ] [ Update Labels v ] ¢ Edit Labels

30 Devices found out of 99
and values of all
Selected aSSGtS |n Device Name s os OS Version No Labels Selected Sofirces
1 AlQ-CROWDSTRIKE @ Unkndwn Windows 10 r¢wdStrike

bulk, from inventory (500 Cromaviie )@~ )

screen. ANYCNCT-WIN10-C @ Unkngwn Ww rqwdStrike
ANYCNCT-WIN11-C /@umndows 1 External Facing Cr¢wdStrike
A"W @ Unkndwn Ubuntu 18.04 CHt:s Crdwadstrike

. . @ RTP Data Center

Create in-line Connect-linux-Z © Unkndwn Ubuntu 20.04 CrdwdStrike
@ AnyConnect-linux-3 Unkndwn Ubuntu 22.04 Cr¢wdStrike

Can even create and = @

app|y new labels in- BLUECKW19 @ Unknown Windows Server 2019 CrowdStrike

line C1-3850-2-G1-3- @ Unknown Windows 10 CrowdStrike
CROWDSTRIKE-WIN @ Unknown Windows 10 CrowdStrike
dc-1 @ Unknown Windows Server 2019 CrowdStrike
dc-1 @ Unknown Windows Server 2019 CrowdStrike

cisco Lg{/&/
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Device Insights in XDR adds some new things

Default Value

The default value is 10

£y Export to CSV

\ Compromised © Labels

¢ Edit Columns

Update Value A

(most valuable)

Value ®
\ B0o Crowdstrike X 0%
wke “ ‘IOQ

Manually Assigned

The value is tagged if

. . & E t
its manually assigned, et

x\mg_.

¢ Edit Columns

which will always
“win” in a conflict

Server

Manually assigned _

0\

Default value

X
10%

cisco Lg{/&/

#CiscoLiveAPJC BRKSEC-2113

10@

1 (Not Critical)

2

3 (Less Critical)

4

5

6 (Somewhat Critic
Vi

8

)

10 (Critical)
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Device Insights in XDR adds some new things

Rules Engine

Based on Insights  . Rules

“Search”. Apply
values / labels when
rules are met.

X Filters

Select Saved Filter v Switch to Advanced Search

+ Create Rule from Search
¢ Edit Rules w

[ Clear Filters ] [ Save Filters ]

Text Search Managed Status Operating System OS Support Type Device Value Labels

[Q User, IP, hostname... ] [ Select v ] [ Select v ] [ Select v Select v [ Select v ] [ Select v ]
Sources Policies

[ 1 Selected v ] [ Select v ] () Has Faults (0) [} AV Definitions out of date (0)

Sources: Must Include: CrowdStrike

Rules + Create Rule from Search
¢ Edit Rules %

30 Devices found out of 99 30 Devices Selected [ Update Value v ] [ Update Labels v ] ¢ Edit Labels & Export to CSV ¢ Edit Columns
Device Name B os OS Version 0S Support Users Seen Sources Managed ©® Compromised ©® Labels Value ©®
AlQ-CROWDSTRIKE @ Unknown Windows 10 CrowdStrike No Boo Crowdstrike X 10°
M ANVeNAT MININ.A @D zfmmmm Windnwie 10 AraiAGHriva A O

cisco Lz/&/

#CiscoLiveAPJC BRKSEC-2113
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Device Insights in XDR adds some

Rules Engine

Based on Insights “Search”. Apply
values / labels when rules are met.

May enable / disable rules

May change or delete them

Can use existing searches or create a

new search in the rule editor.

cisco Lzﬁo//

new things

@ Q Aaron Woland

Cisco - aawoland v
Rules *
Details
Name Description
iit Labels [ ]
Ho Sources Ména pyie Criteria
CrowdStrike N Text Search Managed Status Operating System
‘Q User, IP, hostname... l Select v l Select v l
CrowdStrike Ni .
OS Support Type Device Value
Select Select Select
CrowdStrike N | selec e I elec v l elec v l
Labels Sources Policies
CrerEiiile g ‘ Select v l 1 Selected v l Select v l
CrowdStrike N ) Has Faults (0) () AV Definitions out of date (0)
) Automated Assignment
CrowdStrike N;
Assign Labels Assign Device Value
CrowdStrike N; Select Labels v ’ | Select Value v I
CrowdStrike N;
CrowdStrike N
Details Rule Criteria Automated Assignment
CrowdStrike N;
CrowdStrike \} D Loxx-Unmanaged Managed Status: Unmanaged Value: 8
(7 devices affected)  Text Search: "loxx" Labels: © Critical ® Server
SentinelOne N
CrowdStrike
SentinelOne ‘) LowoRule Text Search: "Loxx" Labels: ® Loxx
i N (5 devices affected) .
CrowdStrike
#CISCOLIV( SentinelOne
- - No Vuln Systems




- A History Lesson
- Evolution

- Incident Management &
Workflow

- Integrations & Response
[ - Key XDR Telemetry ]
- That’s a wrap!
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‘elemetry,
elemetry &
more Telemetry

cisco L{Vp//



Telemetry data source importance

The top six data sources that customers believe are essential for an XDR are
Endpoint, Network, Firewall, Identity, Email and DNS

Count Share
( A
%o Endpoint 255 85.0%
7 Network 226 75.3%
Firewall 207 69.0%
A Identity 191 63.7%
< Email 179 59.7%
@& DNS 140 46.7%
\_ J
™ Public Cloud 137 45.7%
Non-Security Sources 36 12.0%
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. EDR:

§“ - Crowstrike

) - Sentinel One
. - MSFT Defender

« NDR;
- Dark Trace DARKTRACE
- ExtraHop "= @ ExtraHop

Cisco
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JAnd other intel
sources

Lae!



“I think NVM is Cisco’s best kept
secret weapon”

-Tom Gillis, SVP & GM - Cisco Secure

cisco M./ #CiscolLiveAPJC BRKSEC-2113




v =~y .

¥ 7
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For years, we’ve been preaching:

IS
more

than VPN

cisco M . #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



AnyConnect has been rebranded

AnyConnect Cisco Secure Cisco Secure
Endpoint (AMP) Client

cisco W. #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



Stream Level Interceptor

System Memory
0110700T0OTO 0110
01011011001010110

0110Q10.0101041001001!
oleflogy  Process  seYRIeR
011 010
011 010
010 / 110!
011 AN 001!
00d running 110"
011 010
011 010
010 110!
01100TOO0TOTUTTOUTOO01!

NAAN14N11Nn 14N NNANA4AN4A1N

Network

@ Cisco drivers

00 network driver

E network card

» The Stream Level Interceptor included in Secure

Application Client (AnyQonnect) enables a full holistic, pre-
a encrypted view on the endpoint network activity
~ This core function from Cisco Secure Client makes the
solution so powerful
TCP/IP

~ It enables other modules like the Umbrella Module
or/and NVM to work

~ This holistic view examines & manipulates information
(2] for any network communication
» from the running application
- to the physical network layer

Physical
Network

@)

AnyConnect
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Why does this
matter to the
SOC, or for the
Cisco XDR?

cisco L{V&/




“Network Telemetry is Critical tc
Defensible Network. It’s too bad
that we cannot get NetFlow from
the Endpoint”

- SANS Instructor
SEC530: Defensible Network Architectures

cisco L‘V&./ #CiscolLiveAPJC BRKSEC-2113



- Creates a flow record of
every network connection
from endpoint

- User, Process, Machine Info,

etc.
- Works On and Off Prem

- Sends Data in IPFIX
(NetFlow) based “nvzFlow”.

Conceived by Vinny Parla back in 2011 ]
Been a product almost since then!
cisco BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Network Visibility Module

0110Q10010101100100
ele38 Process [foxkle

01104
01074
01100

D1104
D1104
D101109 700 T070110(11(
D11007T00TOTOTTO0TOO

NNN141N14Nn14 N0 NANA1I1NA1

Network

NVM

Network Visibility
Module (No Ul)

Generate Flow Record Send to Collector

Destination
any possible
network
communication

A 4

Ed

SE Security
Analytics

v

> The NVM module records the traffic into a “flow
record” (like a phone bill) & forwards it to a Netflow
Collector:
» Analytics Platform, such as Secure Workload,
Secure Network Analytics or others
» Network management and automation platforms,
such as Cisco DNA Center
> Secure Information Event Management (SIEM)
platforms

» Flow Records are metadata only:

» The network telemetry does not include any
payload!
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Network + Endpoint Visibility Together

-y
¢ -> Source IP Source IP

Destination IP Destination IP

Netflow/IPFIX |t Desinaion Por NVM (IPFIX Formatted)

Bytes Sent Bytes Sent
Bytes Received Bytes Received

\ Deep Endpoint
Visibility
User

Traffic Stats
Processes
Applications
SaaS Used
Accounts

Destinations
Machine Details

True device attribution,
Not just “IP Address”

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 86






*“NVM says: not just this IP is t
to this IP on these ports]/...] It
actually/has this application'is

opening this connection”

-Michael Scheck, Director Cisco CSIR




Investigation Timeline

SOC / Admin

Timeline

NVM can be detection
source or decoration
source

Event

New |IP Address
Assigned

Incident / Event

Something bad
------ happened with endpoint:

Random mac-address GUID X-XX-XXXX-XX

DHCP Assigned IP
NVM Installed
SE Installed

cisco Lz//&/

Secure
Endpoint
(EDR)

NVM Flows

NDR Containment
Detects Threat for Blocks / Detects Threat for
IP Address Endpoint X / Asset X
No information for Certainty of Correct Asset &
Endpoint OR Asset User from NVM

&

L
.
i
IP Address
Mac Address i
GUID(s)

Correlations + Analytics

Stitch together detections from
EDR + NDR + Intel +
Network Flows + NVM Flows ++

#CiscoLiveAPJC BRKSEC-2113
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- Default CSC Deployment
- Default CM Profile
- Default NVM Profile - set to
the XDR

« NVM sends direct to cloud

- Requires Cloud Managed
CSC

« Provides ID & Secure
transport

- Can be cloud or onPrem,
not both (today)

Cisco

BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 90



Cisco Secure Client / XDR - Architecture

Cisco XDR
Services

O

Cloud CSC Services

Infrastructure e eR | B Data Sec %Tblta\
Repo . oud
Endpoint

Cloud
NVM XDR SxO Incident
Auth

Analytics Automation MGR

Enterprise
Network

Cisco Secure Endpoint Orbital
Endpomt Connector
oen

Unified Ul
Management
Unified Ul Module Cisco Secure Client

#CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 91



NVM Event Viewer in XDR Analytics

INSTANT FILTERS

Search activity per
attribute or many
with advanced
search.

Telemetry Details

g

~

See the detailed
telemetry collected
from the flow

cisco L{{/&/

v

v

Event Viewer

Session Traffic @  Session Details @

Rejected Traffic @  Cloud Posture @ ~ AWS CloudTrail @  Passive DNS NVM Flow @

2023-05-23 13:10:59 UTC ‘ 2023-05-23 14:10:59 UTC

Q switch to query-mode above to enable

NOT source_ip_address: "10.1.1

NOT destination_ip_address: "10.1.100.26" restore default filters

New NVM Flows Tab

Select a filtering method: inline @ query

Showing 40 results based on applied query. Keep scrolling to load more.

source_ip_address destination_ip_address  Source_Port Destination_Port protocol_id bytes_in bytes_out process_name process_hash process_id

fiter by custom ra... [ # 10.1.100.26 | [# 10.1.100.26 (¥ J[r [ Y[ iR IRs (¥ (x ] [

2023-05-23 14:10:59 10.1.82.156 v 208.67.222.222 v/ 60104 443 (https) ubP 473 196 7bd1f1 1,392 ac
utc a671dbc6834179119

2023-05-23 14:10:59 10.1.82.156 v
uTC
2023-05-23 14:10:59 10.1.82.156 v
uTC

e DI 4§

10.1.82.10 v 60107 389 (Idap)

208.67.222.222 53170 443 (nttps)

#CiscoLiveAPJC BRKSEC-2113

uDP

© 2023

a542df06ddoab4de...

0777fd312394ae1afe
ed0ad48ae2d7bSeds
€57711724{40305e...

240 196 1 1,392 ac
a671dbc6834179119
a542df06dd0ab4de...
1-4
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Simplicity! NVM Profiles

From This: = | To This:

Collector Type.

On-prem Gollector o s
1P Address | FQDN Port — Network Visibility Module Profiles
0110088 3055
Q» s
XDR ~ Edit Name Reset Changes @
Cache Configuration
Collector Configuration
@ vaxsize
- Collector Type
10
Use Cisco Cloud Collector v Configure ~
Choose between On-Prem and Cloud Collector
OES
Days
Ll Proxy IP Address / FQRDN Proxy Port

<>

Enter an IPv4/IPv6 address or FQDN

Periodic Template Report (minutes)

1440 Ping Interval (minutes)

<>

O Periodic Flow Report Enter Pinglnte

Aggregatior
s

Throttle Rate (Kbps)

Default XDR Deployment
- Default CM Profile

- Default NVM Profile

Just download & install, no config needed

IV Lwe ! #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



NVM Provides Detections and Decorations

Displays Lateral Movement

B Provides the East-West &
North-South visibility and
correlation

(]
Type v || Source v || Severity v | I - 'mportant only

FirstSeen * Severity * Source Indicators Observables Assets.

@) --defaults-torrc "C:\Users\bill\Desktop\Tor Bro..
2023-05-27T02:48:53.000Z [ High ] Cisco Secure Cloud Analytics (security...  Suspicious Endpoint Activity 7 51.75129.204 () [E] loxx-win10vic07.org26.net (-~
+7

2023-05-27T02:48:53.000Z [ High ) Cisco Secure Cloud Analytics (security...  Malicious Process Detected [E) toxx-win10vic07.0rg26.net ()

Direct source of pp——
2023-05-27T02:48:53.000Z [ High ) Cisco Secure Cloud Analytics (security...  Suspicious Endpoint Activity @) 93138156¢b: f.. (D) &} org26.net
+7

2023-05-27T02:48:53.000Z [ high ] Cisco Secure Cloud Analytics (security..  Malicious Process Detected [5] loxx-win10vic07.0rg26.net ()

@ 1875a380cc98bada07ad042ea17612fd92¢9c9.
-27T01:44:45.000Z [ High ) Cisco Secure Cloud Analytics (security... ) b99d61d8747 te.
+8

B il rg26.net ()

For brand-new detections in
. 2023-05-27T01:44:45.000Z Ma\yncs (security... Potential Persistence Attempt [] loxx-win10vic08.0rg26.net 9
XDR Analytics

@2 ORG26\bill (.

o 2023-05-27T01:44:45.000Z [ High ) Cisco Secure Cloud Analytics (security... ©3101.8210 () [E] loxx-win10vic06.org26.net ()
+8

2023-05-26T19:50:44.000Z [Unknown JEEAYYYEN @) 9338156eb £ () B rg26.net ()

2023-05-26T19:50:44.000Z D  AvPEvent @) 93f38156¢b: . @ B rg26.net ()

2023-05-26T19:50:44.000Z D  AvPEvent @) 93f38156¢b: . @ B rg26.net ()

m = 110033 & < [1]/4 > »
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ldentity Is a
critical
component of
any XDR

cisco Lz/&/



- Not only human (user)
identity
- Already covered the

importance of device
identity

- Human identity is also a
critical aspect of an incident

- For Context: who was
involved

- For Detection: Identity based
attacks

Cisco
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Users Inventory Page (in Beta)

Assets > Users

User “inventory” is a subset of
‘Assets” category

Merged Inventory

Filterable, Sortable, Summary-
Level of merged user accounts
from all integrated sources.

Click on User for a User Details
“Drawer”. Click on manager for
drawer of manager’s details.

Cisco

‘dics’ XDR

Control Center
Incidents
Investigate
Intelligence
Avtomate
Assets
Devices

Users Beta
Sources

Client Management
Administration

My Account
Integrations
On-Premises Appliances
API Clients

Users

Source health © Healthy

orational

Q

Display name

Aaron Wol
(aawoland)

Aaron Woland-Cisco

Abhishek Dubey
Accountingl
Accounting2
Adam Sonnenfeld

Aditya Sankar

Alice Smith

Anat Borowitsh Lavy

Anthony Brandelli

#CiscoLiveAPJC

BRKSEC-2113

= Filters 1 matching re

Login names

aawoland_cisco.com#EXT#@securityde
monet.onmicrosoft.com

aawoland@securitydemo.net

abhidub2@securitydemo.net
Accounting1@securitydemo.net
accounting2@securitydemo.net
asonnenf@securitydemo.net

ecuritydeme

dsecuritydemo.net

anat@securitydemo.net

andrew@securitydemo.net

abrandel@securitydemo.net

Users 311 tota

Emails

aawoland@cisco.com

aawoland@cisco.com,

aawoland@securitydemo.net

accountingl@securitydemo.net

accounting2@securitydemo.net

adisanka@securitydemo.net

alice@securitydemo.net

anat@securitydemo.net

andrew@securitydemo.net

Department

Small Council

Little Birds

Widgets

Dept. of
Whispers

Andrew Maxey

Display name
First name

Last name

Emails

Mobile phone numbers

Business phone
numbers

UserID

Company
Office location
Department
Manager

Job title
Employee ID

Groups

Lastlogon
Account created
Account type
Account status
Source types
Used devices
Owned devices

Usage location

)securitydemo.net

View user details

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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User Details Page

Top Devices Used / Owned

Q search

User Catalog
Adriana Hseih  aamin  1on i

Click “View All” for Progressive
Disclosure list of all devices

Where Seen

List of all sources merged for
this user & recent logon events
for user

All properties of the user: Group
Memberships, Org Structure,
Picture (if available), all Email
addresses

Cisco

Logons

Details

Identity

Ac

#CiscoLiveAPJC BRKSEC-2113

Activity

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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User Context In an Investigation / Incident Management

Overview Detection Response Worklog Adriana Hsieh

Details for User “Assets”

.” Expand

Becomes the User Object,
instead of generic data

O K
: : IS :
Progressive Disclosure 9 &
°6 \"";:"/ .
Clicking the user in the graph 5

would display the User Details T/ o
"drawer” within the window

Cisco
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- |[dentity-based attacks are
on the rise

- Threat actors are exploiting
the “identity sprawl” from
cloud adoption & ZT style
policies
- Ex: MFA Flooding / MFA

Fatigue

- Leverage compromised
credentials, users w/
Improper privileges
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dJORT

now part of CISCO

cisco L{V&/



- Leader in ITDR market

- Large influencer / advisor
for Identity Security with

the major analysts

- Data Scientists /
Engineering team with
leaders in ldentity Security
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Integrations!!

OORT integrates w/ many key
(cloud-based) ID sources
already.

Cisco

JORT =

Integrations / Add Integration

Providers

& nuno

AuthO is a flexible, drop-in solution to add
authentication and authorization services to your
applications.

+ Add Integration

O GitHub Beta

GitHub is an Internet hosting service for software
development and version control using Git. It
provides the distributed version control of Git plus
access control, bug tracking, software feature
requests, task management, continuous integration,
and wikis for every project

+ Add Integration

& salesforce

Salesforce provides customer relationship
management software and applications focused on
sales, customer service, marketing automation,
analytics, and application development.

+ Add Integration

Notification Targets

oortio Privacy Policy ~ Terms of Use  Documentation

#CiscoLiveAPJC BRKSEC-2113

> Users @ Checks Integrations

@ Azure AD

The Azure AD enterprise identity service provides
SS0 and MFA to help protect your users from
cybersecurity attacks.

+ Add Integration

G Google Workspace

Google Workspace is a collection of cloud
computing, productivity and collaboration tools,
software and products developed by Google.

+ Add Integration

W Workday

Workday is a popular cloud-hosted HRIS service.
Oort ingests regular and contingent worker data
from Workday to enrich user details.

+ Add Integration

SOC2 Report

Loxx
LO
admin - security-demo-net

o

Duo Security is a cloud-based security platform that
protects access to all applications, for any user and
device, from anywhere.

+ Add Integration

Okta is a customizable, secure, and drop-in solution
to add authentication and authorization services to
your apps.

+ Add Integration

o Manual Uploads

Upload a CSV or JSON file to supplement your
integration data and analyze the data within Qort.

4 Upload file

A This environment reloads hourly
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doRT Q Dashboard &% Users @ Checks “_ Integrations

Checks - compuy

4 Azure AD

@ Dpuw

$& Okta

Request check &a Protected popul

AKA: Signatures for Detections

All Checks

~ Sevarity Check # Failing

o Critical
Never Logged In 30 — No change since last week

.
Low « Critical ) End Users - Compliance, Identity Posture Insight, Mitre ATT&C... My 1569% decrease since last month

©)

© Moderate

+ Topic Applications with Expired Secrets

« Low ) Identity Providers - Identity Posture Insight, CMMC SC.3.187

,.
S
)

ASD Essential 8

Filterable
Azure Admin Activity Anomaly 565 increase since last week

cls 43 « Low ) End Users - Identity Threat Insight, CIS 5.4, NIST CSF PR.AC-4, NI... increase since last month
CIs 6.3

Al | C h eC ks a re Categ O r| Zed 5 oS54 o8 Inactive Guest Users No change since last week
CIS 65 Critical ) End Users - Compliance, Identity Posture Insight, Mitre Mitigat 54.29% increase since last month

assigned to applicable ID
. Cis 63 \ Unused Application f U No ch ce last week
sources, and fully filterable \ )~ Low ) En s - compane, Henty Postur i, T G5 PRAG.. 42115 neroase snce st morth
CIS 6.5

CMMC AC.2.010 Access from Denied Countries No change since last week

« Critical ) End Users - Compliance, Identity Posture Insight No change since last month

CMMC IA.3.083

CMMC 1A.3.084
Active Account under Heavy Attack No change since last week
« Low ) End Users - Identity Threat Insight, Mitre ATT&CK T1110, NIST CS| No change since last month

CMMC SC.3187
Compliance

Devices
Activity From Untrustworthy ISP No change since last week

Identity Posture Insight .
4 9 « Moderate ) End Users - Identity Threat Insight, Mitre ATT&CK T1110 No change since last month

Identity Threat Insight
Mitre ATT&CK T1078

i Rare Browser Activity No change since last week
Mitre ATT&CK T1078.004

Miten ATT 0.0 TANOT ANA n

oortio Privacy Policy ~ Terms of Use  Documentation ~ SOC2 Report

1 . .
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User Details

Will merge this data into “User
Insights” & the user-details

Response

OORT has minimal responses

already; which will tied into XDR
incidents & response.

Cisco

doRT Q B3 Dashboard

Users / aawoland@cisco.com

A Aaron Woland (aaw... , @ 2 Linked Users
0 aawoland@cisco.com « Active

Summary

Inconsistent

N/A

o NA

B NA

B  MFA Configured

Jun 16, 2023 20:28:50 UTC (a month ago)
N/A

Created Jan 18, 2023

(3 Last Login Attempt  View more data

4> SecurityDemo-Azure

Aaron Woland (aawoland)

A « Active
0 aawoland@

Created at Type

Jan 18, 2023 Guest

User Key

User Type
aawoland_cisco.com#ext#@se...

External

Registered Location Password Changed

1dP Jan 18, 2023 14:41:03 UTC

oortio Privacy Policy ~ Terms of Use ~ Documentation ~ SOC2 Report

#CiscoLiveAPJC BRKSEC-2113

- Users @ Checks “— Integrations

Loxx
LO v
admin - security-demo-net

Overview  Activity Networks Applications Groups Checks «s+ Actions <

Attempted Logins

3

All Attempts

Records per day

® Success

Authentication Factors
Factor Status 1 # Changes

7~ TOTP

SecDemo-Okta

ACTIVE

© 2023 Cisco and/or its affiliates. All rights reserved.

Reset MFA

Log out user
Quarantine
Refresh User Data

Link user

I Columns

Usage Count 1 Device

token:software:totp

/A This environment reloads hourly

Cisco Public 106



Loxx

[ H :
GORT 5 Dashboard Users @ Checks (@ Integrations - securty-demo-net

Integration Status

Providers

H w, SecDemo-Okta SecurityDemo-Azure
8] g S 3 Providers Synced 1E s
& su
y Average Traffic: 16 records Average Traffic: 33 records

SecurityDemo-Duo

Q su

Average Traffic: 11 records

Provides detailed statistics on
the identities merged, the MFA
status(es), administrative logins,

etc.. 171 171 39 67 0 0

In Protected Population Never Logged In No MFA Configured Weak MFA Configured Weak MFA Was Used

Identities MFA Status

v 159% (30 days)  878% (30 days) To Successfully Sign In

Inactive Guest Users Inactive Account User Type Missing
Probing © 100% (30 days) MFA Flood Telecom MFA Limit Admins with Weak MFA
Reached

Administrators per Source Administrators Logins
User Last IP Address

L. Jagruti Patil (7 162.252.44.20

12 Okta | ] jagrutpa@securitydemo.net Olds, Alberta, CA
Country Success Failure Other Administrators

Login Attempts from New Countries

? ° Loxx 4 50.225.0.130
loxx@securitydemo.net Aurora, Colorado, US

A New IP

Bulgaria (0]
Jason Busboom [/ 173.38.117.86
jbusboom@securitydemo.net Morrisville, North Carolina, US

A New IP

Serhii (4 173.38.220.49
serhii@securitydemo.net Amsterdam, Noord-Holland, NL

A New IP

SecurityDemo-Azure

SecurityDemo-Duo Gerry Phoon [ 173.38.117.79

SecDemo-Okta gphoon@securitydemo.net Durham, North Carolina, US

Aaron Woland (aawoland) [ 173.38.117.75

Cisco

Monthly Sign-Ins MFA Prevalence by User Count




ldentity Security split into 2 distinct focuses
Level-Setting

. Identity Threat Detection & . [dentity Security Posture
Response (ITDR) Management (ISPM)
- Leverages detections and analytics . Focuses on misconfigurations, policy
across all identity and authentication infractions.
sources in the organization . Eg: Weak / no MFA configured

- Integrates Identity-related threats
into the incidents for a complete
picture

- Eg: MFA Flood attack or Impossible
Time Travel (ITT).

cisco L‘V&- #CiscoLiveAPJC © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



The integration of Oort into Cisco |

active work in progress

Keep an eye out!




- A History Lesson
- Evolution

- Incident Management &
Workflow

- Integrations & Response
- Key XDR Telemetry
[ - That’s a wrap! ]
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- All existing integrations for
SecureX & SCA will
continue to work.

- All existing orchestration
workflows will continue to
work.

- SecureX will continue to
exist for CSC management
& existing customers who
did not migrate to XDR

-« No end-of-life has been
announced for SecureX

(vet)

BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 111
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Please fill out the survey

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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cisco Lz/&/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

cisco W ./ #CiscoLiveAPJC BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 114



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand

cisco W-/ BRKSEC-2113 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 115


http://www.ciscolive.com/on-demand

Other XDR sessions

@ Matthew Robertson
Distinguished TME

. Aaron Woland
Distinguished TME

. Aaron Woland
Distinguished TME

Extended Detection with
Cisco XDR: Security
analytics across the
enterprise

Cisco's Unified Agent:
Cisco Secure Client.
Bringing AMP,
AnyConnect, Orbital &
Umbrella together

Cisco XDR - Making sense
of the Solution and how it's
a Security Productivity Tool

BRKSEC-2178
Wednesday @ 4:00 PM

cisco Lzﬁo//

BRKSEC-2834
Thursday @ 9:00 AM

#CiscoLiveAPJC BRKSEC-1023

BRKSEC-2113
Friday @ 1:30 PM
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CISCO
vl

S E C U R E cIsco The bridge to possible

Participating in user research gives you a
place to share your thoughts and
experiences to influence the future of
Cisco Secure products.

You'll hear from us at most once every 90 days.

Participation is completely optional and you can
opt out at any time.




l'I'lllll . .
CISCO The bridge to possible

Thank you

cisco Lz{@/ HGiscoliveAPJC
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