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Enter your personal notes here

Cisco Webex App 

3

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.

1

2

3

4

3

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-2076
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Agenda
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• New Login Breach Landscape

• Attacks Explained
• Modern Defenses
• Improved Security
• Improved Usability
• Improved Visibility

• Zero Trust Demo

• Enhanced with Identity Threat 
Detection and Response (ITDR)

• ITDR Demo

• Closing & Q&A

BRKSEC-2076 4
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Login Breaches and 
Attacks have Evolved 
…

80% of organizations are 
NOT prepared

2023 Cisco’s Cybersecurity Readiness Index

https://www.cisco.com/c/dam/m/en_us/products/security/cybersecurity-reports/cybersecurity-readiness-index/2023/cybersecurity-readiness-index-report.pdf


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 6BRKSEC-2076

2FA Compromise Led to 
$34M Crypto.com Hack

The Uber Hack Shows 
Push Notification 2FA Has a 
Downside: It’s Too Annoying

Russian hackers exploited 
MFA and ‘PrintNightmare’ 
vulnerability in NGO breach, 
U.S. says

MFA Fatigue: How 
Hackers Breached Uber, 
Microsoft, and Cisco

Oktapus phishing campaign exploit MFA 
to compromise 130 companies

New Gmail Attack Bypasses 
Passwords 
and 2FA To Read All Email Cybercriminals Launching 

More MFA Bypass Attacks
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Attacks made 
easy

Push 
Bomb

Push 
Spray

Enrollment of 
Attackers’ devices

OTP 
Phishing

Attack 
Kits
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Targeting Cloud Applications

Attacker obtains 
credentials for 
Cloud App

Attacker 
gets access
at will

Attacker self-enrolls 
their device and 
set up MFA

3

Attacker uses MFA 
push phishing to 
bypass MFA

2

Attacker uses 
credentials to 
connect to 
Cloud App

1Scenario

Techniques 
Used

Device Registration 
Register alternate devices to perform 
two-factor authentication (2FA) 

MITRE ID T1098.005

MFA Request Generation
Bypass MFA by fatiguing users
with requests

MITRE ID T1621

Valid Accounts
Gaining access using 
valid accounts

MITRE ID T1078

https://attack.mitre.org/versions/v11/techniques/T1098/005/
https://attack.mitre.org/techniques/T1621/
https://attack.mitre.org/techniques/T1078/
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Attacks & Defenses: Duo

Domain Name 
Redirection & 
Spoofing

AITM and 
OTP Phishing

Endpoint 
OTP Attacks

Attacker Enrolled 
Authenticator

Push Bombing

Push Spray Zero Trust Access 
Management

Trusted Endpoints
Strong Authentication

Risk Based Auth
SSO + DNG/ZTNA

Visibility
Coverage



Better Security
Better User Experience
Better Visibility



Better Security
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User Devices

Level of TrustLow High

Compliant ManagedUnknown

Strengthen Authentication

Authn Methods

Phone
Call Tokens

***
*

****

Push 
Notification

FIDO2 
(WebAuthn)
Passwordless

OTP Push with 
Number 
Matching
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0-Day Landscape Worsening

Displays the importance of a mechanism to ensure users maintain up-to-date software



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 14BRKSEC-2076

Crown Jewel
Applications

Sensitive 
Applications

Commodity 
Applications

¸
S

E
C

U
R

IT
Y

Users
Role-Based Location Auth 

Factors
Session 
Duration

Device 
Trust OS Browser EDR/AV

Privileged Restricted

Verified 
Push with 
Biometrics

OR

WebAuthN

No 
Remembered 

Session

Managed 
Device 

(no BYOD)
Up-to-date 

Only 
Chrome: 

Up-to-date 
Only

Active 
with Threat 
Intelligence

Knowledge 
Workers Any

Push with 
Risk-Based

OR

WebAuthN

Risk-Based 
Remembered 

Sessions
Acceptable 

BYOD
Grace Period 
if out of date

Grace Period 
if out of date Active

All Any

Push
WebAuthN

SMS
OTP

Remembered 
Sessions Any Non-EOL Grace Period 

if out of date Any

Zero Trust Application Access Design



Better User Experience
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• Configure authentication options for 
each application or group 
of users

• Enable multiple option for users for 
ease of use and flexibility 

Broad Range of 
Authentication 
Options

PushWearables

Phone 
Call Soft Token####

##

Biometrics U2F

SMSHardware 
Tokens
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Anomaly Detection – Less Friction when "Normal"
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Risk Based Authentication
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Risk-Based Authentication: Wi-Fi Fingerprint

Anonymized Wi-Fi network data provides a strong risk signal.

Low Risk: Familiar network fingerprint High Risk: Novel network fingerprint

Network 1

Network 2

Network 3
Have we seen this 
fingerprint before?
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End User Attempts Access

Risk Based Approach

Device 
Trust

Verify Trust

Access 
Location 

IP

Low Trust: 
More Friction 
for End user 

Additional 
verification 
from end user 
required

Normal Trust: 
Less Friction 
for End user

Regular policy 
enforced

End User Gains Access

And Adapt

Risk-Based remembered devices
Require MFA, disable token

Risk-Based Step up authentication
Verified Push / Webauthn biometric



Better Visibility
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What Information to Gather?

• Corp managed asset status

• Biometrics (Touch/Face) status
• Screen lock status

• OS condition (tampered) status
• Encryption status
• Platform type

• Device OS type
• Device OS version

• Device owner
• Duo Mobile version

• Disk encryption

• Firewall enabled

• Device password

• OS patch level (Win 10)

• Third party agents
• Corp managed asset status*
• OS type & versions
• Browser type & versions

• Flash & Java plugins versions
• OS, browser and plugins status

Mobile Devices Laptops / Desktops

Learn more about Unified Device Visibility

https://duo.com/product/trusted-devices/unified-endpoint-visibility
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Gain complete visibility into all your devices 
Complete Visibility
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Gain complete visibility into all your devices 
Complete Visibility
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Gain complete visibility into all your devices 
Complete Visibility



Demo !
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App Policies
Demo Setup
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Enhanced with ITDR
Identity Threat Detection & Response

29Session ID
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Gartner

…a security discipline that encompasses threat 
intelligence, best practices, a knowledge base, tools, 
and processes to protect identity systems. It works by 

implementing detection mechanisms, investigating 
suspicious posture changes and activities, and 

responding to attacks to restore the integrity of the 
identity infrastructure…

What is ITDR?
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Identity Security is Top of Mind



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Identity Security Split into 2 Distinct Focuses

REACTIVE 
• Leverages detection logic (Tactics, 

Techniques and Procedures (TTPs)) 
and analytics across all identity and 
authentication sources in the 
organization

• Integrates Identity-related threats into 
the incidents for a complete picture 

• Automation to eradicate, recover 
from, and remediate identity threats

PROACTIVE 
• Focuses on misconfigurations, 

policy infractions.
• Weak MFA configured 
• No MFA configured
• Dormant accounts
• Unused accounts
• Sudden frequent use
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Cisco ITDR

Static Data

Event Streaming

Users, Groups, Apps, 
Devices, Factors, Auth 
Events, Change Logs  

Posture Management
MFA-less, dormant, over-privileged 
accounts
Unified view or all users and devices

Detection and Response
Tactics, Techniques & Procedure detection 
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Cisco ITDR Against a Recent Attack

Contacts IT Help 
Desk to Reset MFA

Accesses Okta 
Super Admin 

Account

Shuts Down 
Systems and 

Demands Ransom

Gains Global 
Privileges 

to Azure tenant

Attacker 
Successfully Logs In 

High-Level Timeline of Attack

Logins from New 
Locations/Devices

Okta Admin 
Anomalies

Azure Admin 
Activity Anomalies

Newly Assigned 
Admin RolesIP Threats

Identify

Excessive Admin 
Roles

Over-Permissioning

Verify Caller with 
MFA Push Challenge

Verify Caller with 
Identity Specific 

Questions

Detect

Protect

Respond

Super Admin 
Account Logins 

Zero Trust 
Authentication 

Policy

Kill Session

Quarantine User

Kill Session

Quarantine User

Kill Session

Quarantine User

NIST Framework Core

Anonymous 
Networks
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Cisco ITDR
Outcomes

80% Faster Investigations

• Quicker, One-Click Response

• Reduced Identity Attack Surface

Reduce Risk of A Breach
Improve Compliance

Cost Savings

• Fewer Audit Findings

• Improve Strong MFA Usage

• Continuous Monitoring

• Revoke Idle Licenses

• 2X Quicker Helpdesk Support

How will Cisco’s ITDR solution 
change your security program?



Demo !!!
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Cisco ITDR to be Included in
Duo Advantage and Duo Premier 



Start your Journey !
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

42Session ID
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

43Session ID

http://www.ciscolive.com/on-demand
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