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New Things to
talk about
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Quantum
Resistance and
Post Quantum
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Quantum Resistance and Post-Quantum Plan

A Roadmap for Cisco Innovation
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Quantum Crypto Market

Quantum Resistance Market Post-Quantum Market

Risk Level

Risk Level

10 years

Well Understood, eXiSting market partnerships. 10 year Roadmap, market not well understood.

Current product development. Pure R&D, limited to no near term revenue.
Requires near term Engineering investments.
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Post
Quantum
Direction
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US Government (NIST) urges
maximum flexibility and caution relative
to post-quantum. Changes are likely.

Danger to Cisco is the distraction of
PQ - could easily hurt current solution
directions for Quantum Resistance

10 years away from broad
implementations, certifications and
substantial customer deliveries
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Strategic Objective 4.3: Prepare for Our Post-Quantum
Future

Initiative Number: 4.3.1

The Predicate

Initiative Title: Implement National Security Memorandum-10

Initiative Description

The Office of Management and Budget and the National Manager for National Security Systems,
in coordination with ONCD, will continue to prioritize implementation of National Security
Memorandum-10 and transitioning vulnerable public networks and systems to quantum-resistant
cryptography-based environments, focusing first on Federal information systems and NSS.

OMB will work with NIST to develop complementary mitigation strategies to provide
cryptographic agility in the face of unknown future risks.

NCS Reference

The Federal Government will prioritize the transition of vulnerable public networks and systems
to quantum-resistant cryptography-based environments and develop complementary mitigation
strategies to provide cryptographic agility in the face of unknown future risks.

Responsible Agency: OMB
Contributing Entities: NSA, ONCD
Completion Date: 1Q FY25
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Initiative Number: 4.3.2

Initiative Title: Implement NSM-10 for National Security Systems (NSS)

Initiative Description
Implement the transition of NSS to quantum-resistant cryptography.
NCS Reference

The Federal Government will prioritize the transition of vulnerable public networks and s3
to quantum-resistant cryptography (QRC)-based environments and develop complementary
mitigation strategies to provide cryptographic agility in the face of unknown future risks.

Responsible Agency: NSA
Contributing Entities: DOD, ODNI
Completion Date: 3Q FY25

QR Mandatory

Initiative Number: 4.3.3

Initiative Title: Standardize, and support transition to, post-quantum cryptographic algorithms

Initiative Description

The National Institute of Standards and Technology will finalize its process to solicit, evaluate,
and standardize one or more quantum-resistant public-key cryptographic algorithms. New
public-key cryptography standards will specify one or more additional unclassified, publicly-
disclosed digital signature, public-key encryption, and key-establishment algorithms that are
available worldwide, and are capable of protecting sensitive government information well into
the foreseeable future, including after the advent of quantum computers.

NCS Reference

To balance the promotion and advancement of quantum computing against threats posted to
digital systems, National Security Memorandum (NSM) 10, "Promoting United States
Leadership in Quantum Computing While Mitigating Risks to Vulnerable Cryptographic
Systems," establishes responsibilities and oversight to enable a timely transition of the country's
cryptographic systems to interoperable quantum-resistant cryptography.

Responsible Agency: NIST
Completion Date: 1Q FY25
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Cisco Public

13



Cisco

BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



« Enterprise Networking Investments

|IOS-XE Development
-Rotational Key Management

-Robust Quantum Key Delivery with
external HSM integration

-orward - |
nvestment il opton for PQ-S5H (-t cipher
OS _XE -Uses CiscoSSH as the basis for

implementation

-CiscoTLS work already underway
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« SBG Investments

ASA Development
-SKIP Implementation

-Rotational Key Management

FO rwa rd -Robust Quantum Key Delivery

Investment with external HSM integration

ASA -Initial option for PQ-SSH (pg-tls) cipher
integration

-Uses CiscoSSH as the basis for
Implementation

-CiscoTLS work already underway
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« SBG Investments

FTD/FMC Development

-SKIP Implementation

-Rotational Key Management

-Orwa rd -Robust Quantum Key Delivery

nveStment with external HSM integration

:TD/FMC -FMC must fully instrument all Lina QR
work

-Uses CiscoSSH as the basis for
Implementation

-CiscoTLS work already underway
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« SBG Investments

Secure Client Development

-SKIP Implementation

FO rwa rd -Rotational Key Management

| nveStment -Robust Quantum Key Delivery

An Connect with external HSM integration
y -Must integrate with ASA and FTD

(SeCU re Cl ient) for IPSec Termination

-Should invest in PQ-TLS based
tunneling
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he Rise of Open Source
Intelligence
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https://flashpoint.io/wp-
content/uploads/Flashpoint RUS-
() FLASHPOINT UK _2023-FINAL.pdf

The Role of OSINT
in Russia’s Invasion
of Ukraine

Leveraging Open-Source Intelligence to
Understand Organizational Risk Across Cyber,
Physical, and Informational Battlefields

cisco M. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20
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+ In mid-December, Russian military and Wagner proxy forces likely increased the

frequency of theif infani ults around the Donefsk Oblast town of Bakhmut.

However, many

/3/23, 5:20 PM
Prigozhyn saying that every house is a new line of defense in Bakhmut and the wagnerites stating that they are lacking vehicles and ammunition to push forward
https://twitter.com/CartesDuMonde/status/16103019064165539847?s=20&t=5sBzQhyNVpqJTpF3xrousQ

3/23, 5:34 PM
Partisans in RU have apparently been busy over the new year holiday and have sabotaged multiple control boxes for RU railways, slowing down troop and equipment movements
https://twitter.com/intermarium24/status/1610297992128655360?s=20&t=5sBzQhyNVpqgJTpF3xrou5Q

/3/23, 5:40 PM
Germany has stopped the flow of RU oil through the Druzhba pipeline as of 1 Jan, Kazakhstan is now in discussions with RU to send Kazakh oil through the pipeline instead
https://twitter.com/ReportWar1/status/16102989191366737967s=20&t=5sBzQhyNVpqJTpF3xroU5Q

1/3/23, 5:45 PM

RU troops trained for artillery for 3 months, get to the front just to be told their going to be used as infantry
https://twitter.com/wartranslated/status/1610296498155028480?s=20&t=5sBzQhyNVpqJTpF3xroU5Q

1

=

1/3/23, 8:49 PM
Report that 40 IT specialists from the RU MoD were taken out, which could have long lasting effects on MoD operations
https://twitter.com/igorsushko/status/1610332305641574401?s=20&t=5sBzQhyNVpqJTpF3xrou5Q

g 1) (S

1/3/23, 9:25 PM

Retired 3-star general Ben Hodges giving good insight into where the war is going
https://twitter,com/igorsushko/statusﬁ610173194077630464?5:20&t:BSBZthNquJTpF3erL&
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‘actics,
echniques and
Procedures
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Current Trends and TTPs

- New TTPs - massive increase in scanning occurring on US networks

- C2 networks running out of Russia, Belarus to Vietnam, Ukraine and
to the US

- Looking at Federal Government related networks

- Reconnaissance taking place, probing

- Deny_All is of course super effective

- Event Load so high had to disable outside Interface of sensors

- Rolled our FMCs, had to move to 9XL Instances in Amazon to keep
up

cisco W. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Some New Observed TTPs

- Service Request Networks are a real target
- Network Time Protocol Pools are observed targets

— @
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Interesting Denial Concept

1. If | constantly overwhelm with security events
2. And shorten the practical window of FIFO collection
3. Effectively shortening the observation windows and effective collection

4. | can real dollar cost expense out a large portion of observation outside
of possibly the Federal Government

5. Make observation so expensive, people lose interest in Monitoring

6. This is the kind of behavior we’re seeing, adaptive Recon with
overwhelming amounts of attack traffic

7. Can | cost out the monitoring?

cisco M. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Overt Ops
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Chat about current Ops

CHAT TIME
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Critical Network
Defenses
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Critical Network Defenses
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Critical Protocols to Block

IPv6 - if you are not prepared, deny_all

e |Pin P (Protocol 4): IP in IPv4/IPv6 (requires a smart firewall)

« SIT/IPv6 (Protocol 41): IPv6 in IPv4/IPv6

« GRE (Protocol 47): Generic Routing Encapsulation

e OpenVPN (UDP port 1194): Openvpn

« SSTP (TCP port 443): Secure Socket Tunneling Protocol (requires a proxy)
« |PSec (Protocol 50 and 51): Internet Protocol Security

« L2TP (Protocol 115): Layer 2 Tunneling Protocol

« PPTP (TCP Port 1723): RFC 2637

« VXLAN (UDP port 4789): Virtual Extensible Local Area Network
« LISP udp port 4341 encapsulated user data

* LISP udp port 4342 control plane packets

« OTV: tcp/udp 8472 (per the RFC, but practically is IP/47)

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35


https://en.wikipedia.org/wiki/IP_in_IP
https://en.wikipedia.org/wiki/Generic_Routing_Encapsulation
https://en.wikipedia.org/wiki/OpenVPN
https://en.wikipedia.org/wiki/Secure_Socket_Tunneling_Protocol
https://en.wikipedia.org/wiki/IPSec
https://en.wikipedia.org/wiki/Layer_2_Tunneling_Protocol
https://en.wikipedia.org/wiki/Virtual_Extensible_LAN

Why Block them?

Because no DPI solutions inspect them

They *may be natively dropped (maybe not)

Most likely they are explicitly forwarded

Minimally establish monitor rules for these protocols
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Airgapping the
Attack Surface
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Do you need to be connected to
the Internet 100% of the time?
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What would do you do if you had to
immediately disconnect from the
Internet?

cisco HCiscoLiveAPJC BRKSEC-2067



Can you disconnect all of your
networks from the Internet in less
than 5 minutes?

cisco HCiscoLiveAPJC BRKSEC-2067



If it took you 60 minutes to find
“the guy” to disconnect your networks, how
much damage would have occurred?

cisco #HCiscoLiveAPJC  BRKSEC -2067



#CiscoLiveAPJC

BRKSEC-2067

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

42



Scenario #1

Security Emergency

CCCCC L{%o//



Security Emergency

Large volumes of data being actively exfiltrated from network

Containment measures unsuccessful

70 minutes have passed since flow detection has occurred

Must stop data exfiltration at all costs, immediately

cisco W. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44
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External Screening Router
Stateful Firewall

Application Inspection

Policing / Rate Limiting

Flow Inspection

Protocol Inspection

MX Record Owner
Email Content Inspection

External IDS

Firewall/IDS Access Audit and
Management Server Control Configuration Control

Virtual Sensor A

[VLAN B
VLANC

Virtual Sensor C

VPN Termination

&

hittps:/www.* hitp://www.*
URL izati
Decrypted SSL

Internal IDS

WAN Screening Router
Stateful Firewall
Application Inspection
Policing / Rate Limiting
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Internal Screening Router

Primary Site Address
Record Owner

Sg ), SelitDNs \\\ @ \\\ @
o o
x> x>
NS NP
S NS
Secondary Site Address

Record Owner
Stateful Firewall
Application Inspection
Policing / Rate Limiting
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You can probably find the

person to disconnect this....
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Internet

Can you find this person?

MPLS Core

#CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Internet

Or this person?

MPLS Core
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Scenario #2

Asset Based Risk Reduction
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Asset Based Threat Risk Reduction y

Breach containment is failing

>
[

Clear signs that database access is the goal

Brute force failed login attempts from lateral assets

Decision is made to disconnect primary databases

cisco M. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Critical Systems Disconnect

- Understanding that database operations are generally the target of any
successful cyber heist, a planned disconnect for database operations
COU_|dder|d significant attack surface reduction during scheduled
periods

- This is not an INTERNET disconnect use case, it is a critical
systems disconnect only

- Strategically placed disconnect appliances could be employed within
the network to offer a critical protect function, while maintaining a
primary internet connection which may be needed for triage, assistance
and remote access

cisco W- #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Lateral
Server Risk
Reduction

Emergency
Database
Protection
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Government Cross Domain Use Case
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CSfC Solution Infrastructure Componenets
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Hardware
based Airgap




Drawbridge -physical disconnect

- Physical Relay Ports

- Cellular or Local Admin controlled

- No IP on the physical interfaces

- Allows for Executive Disconnect Option

- Can be scheduled for relay closed operations bas

e e Mle Mle MleMle Fle M
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Physical Relay based Disconnect

B Goldilock

Admin Avallability Control

& 2users have access Q
@ Dashboard

M Ports

e Users

Port 3

‘R Logs
Port 4
& Settings e

\rt B
& Sign Out pU‘?.J“

Port 6

Cisco
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Highly Secured Airgapping
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Highly Secured Airgap
Management

Enterprise Network
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OTP

10:439 ol = @
= | ]
Q search

aws Amazon Web Services
" abenhase@943995!

aws Amazon Web Services
' Duo@cpn-infra-internal

° Third-Party
Drawbridge -Admin

Third-Party
Drawbridge: SMS
Control:Andrew Benhase

Passcode Copy

C Refresh Passcode

cisco L{{@‘/

Highly Secured
Airgap Management

Enterprise Network

#CiscoLiveAPJC

BRKSEC-2067

T
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Scenario Details

1 Cell/OTP pair is for MGMT port access enablement only

- —

Enables MGMT port to FPR1010

Establishes AnyConnect VPN to FPR1010

Logs into WebUI with OTP

Disable Internet Access on Port 1-10

Automatic schedule resets MGMT port to closed on each hour

cisco M./ #HCiscoLiveAPJC  BRKSEC -2067




8 GO'CI”O SChEdu|ES © New Scheduled Event

admin Recurring Events

Name Day & Time
Dashboard .

Disable MGMT 0000 [ ) 2 Every day at 12:00:00 AM

Disable MGMT 0100 [ J 12 Every day at 1:00:00 AM
SMS Control

Disable MGMT 0200 [ ) 12 Every day at 2:00:00 AM
Schedules

Disable MGMT 0300 o 12 Every day at 3:00:00 AM
Logs

Disable MGMT 0400 [ ] 2 Every day at 4:00:00 AM
Settings

Disable MGMT 0500 [ ] 2 Every day at 5:00:00 AM
Log Out

Disable MGMT 0600 [ ) 2 Every day at 6:00:00 AM

cisco M. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Security Details |

- Inbound number is whitelisted
- Duo/Google/MFA Client is linked to a specific user

I
>

- All other inbound SMS messages are ignored

- Inbound number is only provided access to certain ports
- 321-555-1212 is allowed access to Port 12 only

- 321-555-2222 is allowed access to enable Port 1 only

cisco M. #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



>>Hey, | can do all of this with
software/scripts....<<

-sudo /kill/disconnect.pl
-sudo /kill/db_disconnect_all.pl

cisco W./ #HCiscoLiveAPJC  BRKSEC -2067




Secured DNS
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Secured DNS Slides
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I’'m not saying use OpenDNS, but use OpenDNS

or Commercial Umbrella or some Secured DNS
provider

HOME HOME
OpenDNS Family Shield OpenDNS Home
FREE FREE F R E E
Preconfigured to block adult content — set it & Our classic, free service with customizable
forget it filtering and basic protection

SETUP GUIDE SIGN UP

HOME SMALL BUSINESS
OpenDNS Home VIP OpenDNS Umbrella Prosumer
$19.95/ear $20/user
OpenDNS Home package, plus one year of Protects personal laptops anywhere they go via
usage stats & optional allow-list mode our Windows or Mac agents (*only for 1-5

users, 3 devices per user)

BUY NOW BUY NOW

cisco M- #CiscoLiveAPJC BRKSEC-2067 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66
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Secured Time
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In any conflict, time is a critical asset

In cyber secops, trusted time is the single most
important asset
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Why is Time so important?

Correlation of security events

Forensic replay - Investigations

Sequence of packet times

All Simulations require synchronized time
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Secured NTP Slides

-

gi Give me Time! ‘
-
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Secured NTP Slides

-

Igi Give me Time! ‘
-
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Secured NTP Slides

-

gi Thanks for adding to

my list of known host
addresses
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Secured NTP Slides

-

-
-

Attacks Results
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Secured NTP Slides %

-

-
-

Collect Results
NMAP to JSON

Attacks Results
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Secured NTP - What you should do

-

| | |
ga Give me Time!
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Secured NTP - What you should do
gi Give me Time! T
=
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| «——— RFC8573 + RFC 4493
Message Authentication
Code for the Network
Time Protocol
E NTP Router
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RFC 4493, RFC 8573, RFC 5905

- RFC 5905 - defines NTPv4
https://www.rfc-editor.org/rfc/rfc5905

https://www.rfc-editor.org/rfc/rfc4493

. RFC 4493 - defines AES-CMAC (128 bit) G

- RFC 8573 - defines AES-CMAC in place of MD5 for NTPv4
https://www.rfc-editor.org/rfc/rfc8573
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If you need to
run Certified
Firewalls
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Cert/Project FIPS

ASA 9.16.x + ISA 3000 Waiting on entropy

Waiting on entropy
ASA 9.16.x and FX-OS 2.10.x on 4k/9k

Entropy received
ASA 9.16.x and FX-OS 2.10.x on 2k and 1k
FTD 7.0.x and FX-OS 2.10.x on 4k/9k Waiting on Entropy

FTD 7.0.x and FX-OS 2.10.x on 2k/1k Entropy received

FTD 7.0.x on ASA HW+ ISA3000 Waiting on entropy

FTDv 7.0.x Submitted to CMVP 4/28/23
Waiting on entropy

EMCy 7.0.x Submitted to CMVP 3/30/23

. Submitted to CMVP 4/14/23
- e _ - = On-Track _ . _
Red = Not submitted; off track = In progress; at risk Blue = Submitted Green/Red = Gap in coverage Blue = Complete/Posted
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Dashboard 7.0

Cert/Project

ASA 9.16.x

ASAv 9.16.x

ASA 9.16.x and FX-OS 2.10.x on 4k/9k

ASA 9.16.x and FX-OS 2.10.x on 2k and 1k

FTD 7.0.x and FX-OS 2.10.x on 4k/9k

NGIPSV 7.0.x
Orange = CRs delayed due to
waiting for FOM 7.3a to be Blue = Complete/Posted Red = Gap in coverage Blue = Complete/Posted
validated and inserted in product
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Dashboard 7.4

FTD 7.4.x and FX-OS 2.14.x on 4k/9k

Level 2 and CR In Planning

Level 2 and CR In Planning

In Planning

In Planning

Level 2 and CR In Planning

In Planning

Level 2 and CR In Planning

In Planning

In Planning

Level 2 In Test - on IUT list
CR in Planning

In Test

In Planning

Level 2 and CR In Planning

In Planning

In Planning

Level 2 and CR In Planning

In Planning FX-OS — In Planning
In Planning
FTD 7.4.x and FX-OS 2.14.x on 2k/1k Lo 2 el SR [ (HEmilig] In Planning CKlilannine
2K — In Planning
— BRI - Level 2 In Test - on IUT list In Test
LEIENEN AL AEAT CI CR in planning In Planning 3k- In Planning
FTD 7.4.x and FX-OS 2.14.x on 4200s Level 2 and CR In Planning In Planning I Bl 42005  In Planning
FTDv 7.4.x Level 2 and CR In Planning In Planning In Planning FTD
Level 2 and CR In Planning
In Planning In Planning USGv6 and Ready Logo

Red = Gap in coverage, not submitted; off track

Level 2 and CR In Planning

Vellow = In progress

Green = Submitted
Blue = Completed

cisco Lzﬁo//
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Firewall Certification Plan - 2021 and beyond

- Certified FIPS
Certified FIPS, CC . . . ’ . .
g ’ Skip Skip Skip CC, DoDIN APL, Skip Skip
DoDIN APL, USGv6 USGV6
ASA 9.16.x 9.17.x 9.18.x 9.19.x 9.20.x 9.21.x 9.22.x
FTD 7.0.x (was 6.8.x) 7.1.% 7.2.% 7.3.x 7.4.x 7.5.x 7.6.X
FMC 7.0.x(was 6.8.x) 7.1.% 7.2.% 7.3.X 7.4.x 7.5.x 7.6.X
FDM 7.0.x(was 6.8.x) 7.1.x 7.2.% 7.3.x 7.4.x 7.5.x 7.6.X
FX-0OS 2.10.x 2.11.x 2.12.x 2.13.x 2.14.x 2.15.x 2.16.x
FPR 4k refresh Certify Warwick
FPR 2k refresh :
. ) ) & available ** Avenue (FPR 42xx)
HW Cemfzngnggfo and avallabl_e FP(}_\)Ttéfl?)ell Park (Warwick Avenuci RS
FPR 42xx) 31xx)
FPR3105 available Also FMC M6
covFoq | RFC7030, RFC8573, IPv6 RFC8784 available, but SeC e mec an
FeegturGes RFC8200, DoD IN IPv6 only, TBD will be matched with TBD SR B0, PRS0 TBD TBD
TLS 1.3 AnyConnect in 7.4 LT or; DM "

cisco Lz/&/
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Cisco CSfC Product Tracking Table - Security Products

FPR 1k - 1010, 1120, 1140, 1150 - running ASA 9.16

FPR 1k - 1010, 1120, 1140, 1150 - running FTD 7.0 11290
FPR 2k - 2110, 2120, 2130, 2140 - running ASA 9.16 11255
FPR 2k - 2110, 2120, 2130, 2140 - running FTD 7.0 11290
FPR 4k/ 9k - 4110, 4112, 4115, 4120, 4125, 4140, 4145, 4150

9300 w/ SM-24, 36, 44, 40, 48, 56 - running ASA 9.16 11256
FPR 4k/ 9k - 4110, 4112, 4115, 4120, 4125, 4140, 4145, 4150

9300 w/ SM-24, 36, 44, 40, 48, 56 - running FTD 7.0 11292
IASA - 5506, 5508, 5516, ISA 3000 - running ASA 9.16 11257
/ASAv - 9.16 11257
IASA - 5508, 5516, ISA3000 - running FTD 7.0 11300
FTDv - 7.0 11300
NGIPSV - 7.0

IAnyConnect 4.9 for iOS 11205
IAnyConnect 4.10 for Android 11127
/AnyConnect 4.10 on Windows 11126
IAnyConnect 4.10 on Linux 11289
Identity Services Engine (ISE) 3.1 11271

cisco M / HCiscoLiveAPJC
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Requested 2/24/22 7/15/2022
Requested 8/9/22 1/31/2023
Requested 2/24/22 7/15/2022
Requested 8/9/22 1/31/2023
Requested 3/17/22 8/12/2022
Requested 2/1/23 2/13/2023
Requested 2/24/22 7/14/2022
Requested 2/24/22 7/14/2022
Requested 2/1/23 2/13/2023
Requested 2/1/23 2/13/2023
Requested 07/12/21 posted 9/16/2021
Requested 9/20/21| posted |12/29/2021
Requested 9/20/21| posted |12/29/2021
Requested 3/17/22| posted 7/18/2022
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Hardening
Reference Slides
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Cisco Hardening

Cisco Guide to Hardening I0S Devices

https://www.cisco.com/c/en/us/support/docs/ip/access-
lists/13608-21.html

Guide to Harden Cisco Firepower Management Center

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hard
ening/fmc/FMC Hardening Guide v64.html

Guide to Harden Cisco ASA Firewalls

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-

series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-
Cisco-ASA-Firewall.html
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https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardening/fmc/FMC_Hardening_Guide_v64.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardening/fmc/FMC_Hardening_Guide_v64.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html

Cisco Hardening

Cisco Firepower Threat Defense Hardening Guide

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/harden
ing/ftd/FTD Hardening Guide v64.html

Cisco FXOS Hardening Guide

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/harde
ning/b FXOS 4100 9300 Hardening/introduction.html

Cisco Guide to Hardening NX-OS
https://tools.cisco.com/security/center/resources/securing_nx_os.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/hardening/b_FXOS_4100_9300_Hardening/introduction.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/hardening/b_FXOS_4100_9300_Hardening/introduction.html

US National Security Agency Guides
https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance/

Network Infrastructure Security Guide
https://media.defense.qov/2022/Mar/01/2002947139/-1/-
1/0/CTR_NSA_NETWORK_ INFRASTRUCTURE_SECURITY_GUIDANCE_2022030
1.PDF

Guide to Cisco Password Best Practices
https://media.defense.qgov/2022/Feb/17/2002940795/-1/-
1/0/CSI CISCO PASSWORD TYPES BEST PRACTICES 20220217.PDF

Adopting Encrypted DNS in Enterprise Networks

https://media.defense.gov/2021/Jan/14/2002564889/-1/-
1/0/CSI ADOPTING ENCRYPTED DNS U OO 102904 21.PDF
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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