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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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• Why moving into the cloud

• Protection in the cloud: inbound, outbound and in the cloud
• Multicloud Defense 
• Segmentation in the cloud or ZTNA

• Cisco Secure Workload 
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Who am I

Dirk 
Stoeckmann 
CCIE No. 5748Married,

2 girls (18/14)
22+ years with Cisco
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Why do customer move 
into the cloud
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Cisco Global Hybrid Cloud Trends Report 2022

Base: All respondents (N = 2,577)

https://www.cisco.com/c/en/us/solutions/hybrid-cloud/2022-trends.html 
BRKSEC-1773 10

Security and complexity are the biggest challenges. 

37% of respondents say security is a significant challenge 
when deploying hybrid cloud. 

Collaboration is required for success. 

55% of respondents have created a cross-functional team 
with technical and business representation. 

50% of respondents have a centralized CloudOps and 
NetOps function to help ensure their organization’s hybrid 
cloud strategy meets business objectives. 

https://www.cisco.com/c/en/us/solutions/hybrid-cloud/2022-trends.html
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Base: All respondents (N = 2,577)

Cisco Global Hybrid Cloud Trends Report 2022

BRKSEC-1773 11

Developers are embracing hybrid cloud and Infrastructure as 
Code (IaC). 

53% of organizations are moving workloads between on-
premises 

and cloud environments weekly. 

58% are adopting Infrastructure as Code (IaC), and 44% are 
deploying cloud-native technologies to improve their security 
posture. 

Hybrid cloud is driving the adoption of emerging 
technologies. 

A significant percentage of respondents are deploying AIOps 
(45%), infrastructure automation (41%), and edge computing 
(41%). 
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2022

Application workloads evolution

Hybrid

Private Public

Before 2006 20212016

BM -> VM
Rehosting

Public Cloud
Containerization
Replatform/Refactoring

Maturing of containers

K8s Mainstream 
adoption

Serverless and more…

Bare Metal

Private

NetSec + SecOps

VM Admin Cloud Architect DevSecOps DevSecOps

20142006
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But… what is an application workload?

App-tier

DB-tier

Front-end

Firewall 
Engineer

Network 
Engineer

Application 
Owners

Cloud 
Architect

Cloud-Native
Engineer

• Vlans/VRF

• Contracts

• Port

• ACL

• DPI

• Zones

• Service

• VMs

• Baremetal

• Service

• VPC

• Instances

• Microservice

• Network Policy

• Pods/CNI

BRKSEC-1773 13
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IT app
HR app

Cloud 1

Finance app
HR app

Cloud 2

Sales DB
ERM app

Private data center

Ops app
HR app

82% of IT leaders
have adopted
hybrid cloud1

58% of IT leaders are 
deploying 2 to 3
public IaaS clouds1

1 2022 Cisco Global Hybrid Cloud Trends Report

Ingress Egress

The network is constantly evolving

BRKSEC-1773 14
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Cloud Challenges
Cloud is different than On-Prem network

Dynamic Environment

Frequent changes in the environment leads 
to:

• Unprotected Resources
• Stale Policies

Cloud speak different languages

Each cloud provider has its own nuances or 
proprietary components which leads to:

• Multiple tools for multicloud
• Expertise needed for each cloud

Setup and Maintenance

Long setup time and on-going maintenance 
for management & firewall leads to:

• Slower go-to-market time 
• Higher operational expense

BRKSEC-1773 15
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Different cloud designs to facilitate business needs

BRKSEC-1773 16
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Modern applications are not monolithic

SANDBOX

Private Cloud/DC

DEV

PROD 2

PROD 1 Amazon
AWS

Google 
GCP

Microsoft
Azure

Public Cloud

Speaks in IP Addresses

Speaks in Services

Cisco provides 
a translation 

layer

BRKSEC-1773 17
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Multicloud Defense
Controller

One solution 
manages your 
security across all 
public and private 
clouds

Customer
Datacenter

Resides in Vendor 
Managed Account

Resides in Customer 
Cloud Account

Advanced 
security 
for any cloud

BRKSEC-1773 18



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Policy distribution
permit any, log

DLP deny, log

FQDN list, log

BRKSEC-1773 19
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Dev Policy

Prod Policy

PCI Policy

Policy distribution
permit any, log

DLP deny, log

FQDN list, log

BRKSEC-1773 20
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Simplifying the big picture
AWS Cloud

Availability Zone

Virtual private cloud (VPC)

Internet gateway

Secure Workload

Multicloud Defense

Availability Zone

Layer 4-7

Layer 3-4

BRKSEC-1773 21
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Simplifying the big picture

Secure Workload

Multicloud 
Defense

Layer 4-7

Layer 3-4

Cisco Secure Workload

Virtual private cloud (VPC)

BRKSEC-1773 22
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NLB

App to protect

opencart_vpc

web-tier

eu-cen-1-sec-vpc

10.1.0.0

10.1.1.0

10.1.2.0

eu-cen-1-egress

eu-cen-1-ingress

rogue-instance

terraform-id.eu-central-
1.rds.amazonaws.com

IGW

TGW

GLB

BRKSEC-1773 23
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How to get there
https://www.defenseorchestrator.eu/

BRKSEC-1773 24
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Cisco Defence Orchestrator
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Multicloud Defense
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Connect Account – Step 1

BRKSEC-1773 27
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Account setup

BRKSEC-1773 28
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Account setup AWS
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Cloud Formation
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Cloud Formation
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Cloud Formation
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Cloud Formation
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Cloud Formation
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Account setup
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Account setup
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Discovery
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Enable Traffic Visibility – Step 2

BRKSEC-1773 38
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Traffic visibility

BRKSEC-1773 39
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Topology /Region

BRKSEC-1773 40



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Topology /Region
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Topology /Region
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Secure Your Account – Step 3

BRKSEC-1773 43
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Secure Your Account
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Secure Your Account
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Secure Your Account
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Secure Your Account
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Secure Your Account – Step 2 add GW
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Secure Your Account – Step 2 add GW
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Secure Your Account – Step 2 add GW
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Secure Your Account – Step 2 add GW
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AWS GW status
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Connect app_vpc to sec_vpc
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Connect app_vpc to sec_vpc
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Connect app_vpc to sec_vpc
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NLB

App to protect

opencart_vpc

web-tier

eu-cen-1-sec-vpc

10.1.0.0

10.1.1.0

10.1.2.0

eu-cen-1-egress

eu-cen-1-ingress

rogue-instance

terraform-id.eu-central-
1.rds.amazonaws.com

IGW

TGW

GLB
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NLB

App to protect on Net-Policy
opencart_vpc

OpenCart-web-front

eu-cen-1-sec-vpc

10.1.0.0

10.1.1.0

10.1.2.0

eu-cen-1-egress

eu-cen-1-ingress

IGW
GLB

Reverse proxy: 22,80 à OpenCart-web-front

eu-cen-1-egress: 8080 ß Forwarding proxy

Ï

TGW
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Apply rules
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Demo



Cisco Secure 
Workload cloud 
connector
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Secure Workload and NIST 800-207

BRKSEC-2123 62

Centralized Policy Control Plane

Distributed Enforcement Data Plane

Secure 
Workload

Policy Discovery 3 Policy 
Decision 
Point

Policy Engine

Policy AdministratorPolicy Analysis 4

2

Context
CDM System

Industry Compliance

Threat Intelligence

Activity Logs

Data Access Policy

PKI

Identity Management

SIEM System

Visibility1 Enforcement5

Host Cloud Network

Untrusted
PEPPEP PEPPEP

PEPPEP PEP

Policy Enforcement Point
SystemsUsers

Resources
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Prioritize 
Applications

Instead of a network-
centric segmentation, the 

customer chooses a 
prioritized list of high value 
applications to target for 

enhanced security.

Gain Visibility
Understand “who” 
workloads are by 
integrating with 

systems of record.  
Understand “what” 
they need to do on 
the network with 

flow visibility.

Develop Policy
Enable automatic 

discovery and 
manual definition.  
Choose the right 

combination based 
on the application. 
Enable application 

owners to contribute.

Simulate Policy
Build a high level of 
confidence that user 
experience will not 

be impacted.

Enforce Policy
Enforce application 
segmentation in the 
most efficient way 
possible based on 
the workload with 
Secure Workload, 

ACI or other 
solutions.

Operate, 
Automate, and 
Troubleshoot
Visibility used for 
planning enables 

compliance 
monitoring and 

accelerated 
troubleshooting. 
Security is now a 
part of every new 

application. 

Policy Development Policy Enforcement

Cisco Secure Workload / ACICisco Secure Workload

Steps to Application Segmentation

BRKSEC-1773 63



Micro segmentation 
overview
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What do we see from outside?
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What do we see from outside?
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Policy analytics and control
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What do we see from outside?
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What do we see now from outside?
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Context
TAG – LABEL – ANNOTATION

Key:    Value   
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© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Context
TAG – LABEL – ANNOTATION

Key:    Value   
Last name:  Mustermann
Maiden name: Gabler
First name:  Erika
Date of birth:  12.08.1983
Place of birth: Berlin
Document ID: LZ6311T47

BRKSEC-1773 71



Cisco Secure 
Workload cloud 
connector
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The internet is your runtime

Saas

Saas

Saas
Saas

Saas

Colocation

Service 
ProvidersSecurity

Cloud 
Providers

Edge | IOT and OTData CenterBranchCampus
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AWS - Shared Responsibility Model
AWS responsibility “Security of the Cloud” - AWS is 
responsible for protecting the infrastructure that runs all of the 
services offered in the AWS Cloud. This infrastructure is 
composed of the hardware, software, networking, and 
facilities that run AWS Cloud services.

Customer responsibility “Security in the Cloud” – Customer 
responsibility will be determined by the AWS Cloud services 
that a customer selects. This determines the amount of 
configuration work the customer must perform as part of their 
security responsibilities. For example, a service such as 
Amazon Elastic Compute Cloud (Amazon EC2) is categorized 
as Infrastructure as a Service (IaaS) and, as such, requires the 
customer to perform all of the necessary security configuration

https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate     

and management tasks. Customers that deploy an Amazon EC2 instance are responsible for management 
of the guest operating system (including updates and security patches), any application software or utilities 
installed by the customer on the instances, and the configuration of the AWS-provided firewall (called a 
security group) on each instance.

BRKSEC-1773 74
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AWS LimitationsAWS Limitations Quotas

Availability Zone 1 Availability Zone 2

VPC and subnets
Name Default Adjustable
VPCs per Region 5 Yes

VPC security groups 
per Region

2500 Yes

Inbound or outbound 
rules per security 
group

60 Yes

Security groups per 
network interface

5 Yes(up to 
16)

AWS Cloud

Subnet

Security group

Virtual private cloud (VPC)

BRKSEC-1773 76
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NLB

App to protect

opencart_vpc

web-tier

eu-cen-1-sec-vpc

10.1.0.0

10.1.1.0

10.1.2.0

eu-cen-1-egress

eu-cen-1-ingress

rogue-instance

terraform-id.eu-central-
1.rds.amazonaws.com

IGW

TGW

GLB

BRKSEC-1773 78



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

App to protect on AWS Security Group
opencart_vpc

web-tier

eu-cen-1-
sec-vpc

10.1.0.0

10.1.1.0

10.1.2.0

eu-cen-1-
egress

rogue-instance

terraform-id.eu-central-
1.rds.amazonaws.comIGW

GLB

NLB

eu-cen-1-sec-vpc : 22,80 à OpenCart-web-front

eu-cen-1-sec-vpc : 8080 ß Forwarding proxy

eu-cen-1-
ingress

Web-tier ß 3306 à RDS

TGW
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AWS Connector setup prequisite
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AWS Connector setup
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AWS Connector setup
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AWS Connector setup
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AWS Connector setup
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Organisation of apps in AWS

How to organize applications based on 
defined labels derived from orchestrator, 
APIs or manual (CSV). 
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Policy mapping AWS
AWS Cloud

Availability Zone 1 Availability Zone 1

VPC

Security group

BRKSEC-1773 86



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Setting the workspaces up
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Setting the workspaces up
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Adding policy
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Final policy
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AWS view of the policy - Inbound

Public IP of the gateways
BRKSEC-1773 91
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AWS view of the policy - outbound
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Traffic of the application workspace
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Policy analysis view
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AWS Ingested Labels
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Policy based on Label
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Enforcement
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Enforcement
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Enforcement
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Security Group Policies
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Organisation of apps
For Azure

How to organize applications based on 
defined labels derived from orchestrator, 
APIs or manual (CSV). 
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Policy mapping Azure
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Cisco Secure Workload
Azure Connector
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Azure Ingested Labels
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Cisco Secure Workload
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Cisco Secure Workload
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Azure view on the policy – Inbound rules
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Azure view on the policy – Outbound Rules
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Cloud protection strategy
• Protect your app / deployment from 

access from the beginning

• Build a policy from outside in

• Work as close as possible to cloud 
native controls. Use label / tags

• Continuously optimise your policy, 
established process for policy live cycle 

• Include application owner and 
NetSecOps from the beginning
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Application Workloads

VM VM VM VM VM VM VM VM VM VM VM VM

Employee Medical Devices

On-Prem ACI / Nexus / 
Other

Cloud

VM VM VM VM

Applications

ADC
F5/NetScaler

Cisco Secure 
Firewall

Software Defined Access 

Employee Network

Medical Device 
Network

Administration 
Network

Guest Network

Campus

Te
le

m
et

ry

1

AnyConnect 
NVM

Telemetry / Flow Data

1

Cisco ISE
DNA 

Center 2

Policy 3

En
fo

rc
em

en
t P

ol
ic

y

4

ACI NSX/Other

Policy Policy Policy

4 DNS

Context
2

Enforcement

Zero Trust Architecture
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Almost 
finished…
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Complete your Session Survey
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Complete your Session Survey

Median of 4.2 will send 
me to a speaker training!!
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Complete your Session Survey

Below 3.7 I‘ll never preset
to Ciscolive again!!
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I DO VALUE YOUR COMMENTS

118

« Great presentation »

« I don’t really have any »

« The chairs ain’t suitable for long session. »

« Room temperature would have 
been perfect … if i was a PINGUIN !»

«High technical knowledge and excellent 
presenting style and approach »

« A bit too technical»



Summary
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Steps to Zero Trust

Visibility and Risk 
Assessment
Map environment, 
harden workloads 
and reduce exposure 

Block High Risk 
Communication
Proactively block 
protocols and ports 
that pose greatest 
exposure

Environment 
Separation
Restrict 
communication 
between environments
(Prod and Dev/Test) 
(IT and OT)

Zero Trust 
Microsegmentation
Full application level 
microsegmentation 
with allow-list controls

Reactive 
Segmentation
Quickly isolate 
environments or 
applications to 
contain threat

Protect

Detect and 
Respond

Identify
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Session Surveys
We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand


Thank you
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