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- Why moving into the cloud

- Protection in the cloud: inbound, outbound and in the cloud
- Multicloud Defense

- Segmentation in the cloud or ZTNA
« Cisco Secure Workload
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Why do customer move
Into the cloud

cisco L{%o//



Cisco Global Hybrid Cloud Trends Report 2022

Security and complexity are the biggest challenges.

|37°A of respondents say security is a significant challenge

when deploying hybrid cloud. 2025
. . . reno's Oba/H )
Collaboration is required for success. "e0or fb”d Cloyy

55°4 of respondents have created a cross-functional team
with technical and business representation.

50°A of respondents have a centralized CloudOps and
NetOps function to help ensure their organization’s hybrid
cloud strategy meets business objectives.

Base: All respondents (N = 2,577)

) https://www.cisco.com/c/en/us/solutions/hybrid-cloud/2022-trends.html
cisco Lz/&/
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Cisco Global Hybrid Cloud Trends Report 2022

Developers are embracing hybrid cloud and Infrastructure as
Code (laC).

i 53°/9| of organizations are moving workloads between on-
premises

and cloud environments weekly.

58% are adopting Infrastructure as Code (laC), and -are
deploying cloud-native technologies to improve their security
posture.

Hybrid cloud is driving the adoption of emerging
technologies.

sighificant percentage of respojndents are deploying AlOps
45%), infrastructure automation ), and edge computing

(o]
: / Base: All respondents (N = 2,577)
(A4 #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1"
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Serverless and more...

n workloads eh\ﬂ/tolutflop
aturing or containers
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Replatform/Refactoring
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T Cloud Architect DevSecOps DevSecOps
NetSec + SecOps
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But... what is an application workload?

Application Cloud
Owners Architect

Network Firewall
Engineer Engineer

Cloud-Native
Engineer

' ) ( 3
c™ &
Ay E‘.E Front-end =— T
’ W &
e e = = il App-ier
— —
\ J \ J \§ DB-tier J \ J L J
* Vlans/VRF - ACL « Service « Service *  Microservice
« Contracts . DPI * VMs - VPC * Network Policy
* Port . 7ones - Baremetal - Instances * Pods/CNI

cisco Lt/&/ HCiscoLiveAPJC
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The network is constantly evolving
4 )

Cloud 1 Y4 Cloud 2
l'-~‘ .
C/\D IT app {" O ‘'~. Finance app

of IT leaders ll_—"D HR app e’ HRapp
have adopted JAN
hybrid cloud’
of IT leaders are Private data center
deploying 2 to 3 —
public laaS clouds! I: — :l Sales DB Ops app

pyp— ERM app HR app

T

Ingress Egress

12022 Cisco Global Hybrid Cloud Trends Report
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Cloud Challenges

Cloud is different than On-Prem network

==
=]l=

< Dynamic Environment > <Cloud speak different Ianguages> < Setup and Maintenance >

Frequent changes in the environment leads Each cloud provider has its own nuances or Long setup time and on-going maintenance
to: proprietary components which leads to: for management & firewall leads to:
* Unprotected Resources *  Multiple tools for multicloud * Slower go-to-market time
« Stale Policies * Expertise needed for each cloud * Higher operational expense

cisco W. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Different cloud designs to facilitate business needs
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Modern applications are not monolithic

Private Cloud/DC Public Cloud
= =
Speaks in Services Amazon
PROD 1 ] // . [ ] AWS
1 y \ ]
1] / \
/ \
PROD 2
|:| II \\ Google |:|
- { } GCP ]
1] \ : [ ]
DEV ] \ /
1 \ /
- ] ]
7 Speaks in IP Addresses /// Microsoft
Azure
SANDBOX [ ] . e
] [ ] [ ]
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Advanced 6@3 ~ R

One solution

security Multicloud Defense P
for any cloud Sontiole security across all

public and private
clouds

& J

N
Customer
Datacenter
adws ]
SN—"] cisco
/ Azu r-e ORACLE'
CLOUD
m Google Cloud m
Resides in Vendor Resides in Customer
Managed Account Cloud Account

cisco W ./ #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Policy distribution
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Policy distribution

e Dev Policy ====»  permitany, log

Prod Policy FQDN list, log

PCI Policy ===  DLP deny, log

AAR -lll -l

TME ca: - 4
IA L} | | | -
\ 4 -~ 4
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Simplifying the big picture
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Simplifying the big picture

S

Multicloud Virtual private cloud (VPC)
Defense

Layer 4-7

@
@
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App to protect
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.

How to get there

https://www.defenseorchestrator.eu/

T A

Z Y ; VIV
> 5 3 : ; ) il
=2 2 arer ;x A /) y) 7 7 4 / r" “ il [ ‘_—
R 4 y ’ i I
4 £ A i 0 i
"

]
Cisco

Cisco Defense Orchestrator

Choose a tenant

[ Q Search tenant name

cisco-averri

Sign Out

cisco W ./ #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



AT . T-"

iIsco Defence Orchestrator

c

@& defenseorchestrator.eu/multicloud-defense

sthells Defense Orchestrator Multicloud Defense Q

= Hide Menu

Multicloud Defense
O Ih)ﬂufllicloud
elense Accounts and Assets

Confiytaton Cloud Accounts Account Resources
Policies >
& objects 2 aws aws 2 Azure A
VPCS/ VNets Security Groups Route Tables Subnets

ofe VPN >
Events & Monitoring

Total Accounts 4 5 84 5
W\ Analytics S 0 ccp D 0 oracle E )

View Accounts Instances Load Balancers Tags Applications
@ Change Log
£ Jobs
F@ Tools & Services > Enable Traffic Visibility
2 Settings R Enable traffic visibility on specific VPCs to allow for more insight into traffic in and out of your account.

Enable visibility

cisco W. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



AT A

Multicloud Defense

< C @ prodl.mcd.eu.cdo.cisco.com/dashboard?timeFrame=1hr QM * a @Q » 0O 2
alvaln : dstoeckm@cis....
cisco Multicloud Defense = v
Dashboard Discover Investigate Manage Report Administration
Vv Favorites
oo s Dashboard Dashboard~
Cloud Accounts Discover ) X Account Resources Discover ) X Top Ports With Mal. Traffic Discover ) X
26 76 33 g
4 2 s 2 A VPCs/VNets Subnets Security Groups X "
5 4 84 o S
80-TCF ]
Cloud o o a Load Balancers Instances Tags -
Accounts 27 5 =
i |
Route Tables Applications

a
.

View More View More View More

Top CSP Services Discover ) X DNS Traffic Discover ) X Security Considerations Deploy ) X

62/152 151/152
Regions without Discovery Regions without Service
Sam Enabled VPC/VNet
AWS Amazonl... ) 0/0 5/5
’ Gateways without Multi-AZ Applications Not Protected
26/26 11
Service VPC/VNets without
; VPCs Not Protected
Gateways
View More View More

cisco W- #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



AT

Connect Account - Step 1

<« C @ prodl.mcd.eu.cdo.cisco.com/easysetup h ¥ & @ » O 2

Admin: dstoeckm@cis...

Multicloud Defense

cisco CDO_cisco-dstoeckm
Dashboard Discover Investigate [YERELY Report Administration
v Favorites %
Pinned navigation items Setup

will go here

Multicloud Defence secures your in minutes by orchestrating the of all security
components. Let's begin securing your application by following 3 simple steps.

Setup
Step 1 Step 2 Step 3
Security Policies Connect Account Enable Traffic Visibility Secure Your Account
Rule Sets
Addresses @\
Services 6 25 _g
AN
Certificates
EQDES Connect a cloud account with the Enable traffic visibility on specific VPCs Setup a Service VPC and Multicloud
Multicloud Defense Controller to allow for more insight into the traffic Defense Gateway to secure your
in and out of your account Account
Profiles
Decryption Connect Account Enable Visibility
IPS/IDS

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding

cisco M- #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Account setup

& c @ prodl.mcd.eu.cdo.cisco. ysetup B % @ % @ 0O 2

i . dstoeckm@cis...
clsco Multicloud Defense n v

Dashboard Discover Investigate Manage Report Administration

Select Your Cloud Account

Please select Account Type you want to set up

A © B

<« GO BACK

cisco M . #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Account setup AWS

aWws
~—

In your AWS account:

Connect Your AWS Account

We need to prepare your cloud account for integration with the MCD Controller.
For more information see Documentation

wserrknewtohobwcsst j btzt

AWS Account Number (3) [ B
AWS Account Name (5) [ B
Description (%) {
External ID (3) [
Controller IAM Role (%) [ .

<« GO BACK

cisco Lz/&/
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Cloud Formation

aws Services | Q Searct ption+! ®B 4 ® &  Frankfurt v ‘admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

@ ec2 3 ros & vee @ s3

CloudFormation X CloudFormation ) Stacks > Create stack
stacks Quick create stack
StackSets

Exports. Template

Template URL

Designer ps: blic.s3. m/cloud i lLyml
Stack description
¥ Registry Create 3 IAM Roles mcd-gateway-role that is assigned to Multicloud Defense gateway instances. mcd-controller-role is a cross account IAM role used by the Multicloud Defense Controller to manage the customer's AWS account (create gateway instances etc). mcd-inventory-role that
Public extensions enables posting of CloudTrail updates to the Multicloud Defense Controller. Create $3 bucket and enable CloudTrail to go this bucket. Enable Event notification on the 53 bucket to notify the Multicloud Defense Controller
Activated extensions
Publisher
Stack name
Spotlight Stack name
cisco-med-resources
Feedback Stack name can include letters (A-Z and a-2), numbers (0-8) and dashes (-

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Multicloud Defense Deployment

Multicloud Defense Controller's Deployment Name (DO NOT CHANGE THIS unless you talk to Cisco)
Multicloud Defense Internal Deployment Name (If you launched this from the Multicloud Defense Dashboard, its prefilled, otherwise talk to Cisco sales for the info).

prct \

Multicloud Defense Controller's Account Number (DO NOT CHANGE THIS unless you talk to Cisco)
Account number where the Multicloud Defense Controller Runs (If you launched this from the Multicloud Defense Dashboard, it's prefilled, otherwise talk to Cisco sales for the info)

878511901175 l

IAM Roles Configuration

External ID used for cross account IAM Role's Trust Settings (DO NOT CHANGE THIS unless you talk to Cisco)
Externalld used by the IAM role as a trust relationship with the caller (If you launched this from the Multicloud Defense Dashboard, it's prefilled, otherwise leave it to the default and change it later during the account addition on Multicloud Defense Dashboard).

cisco W. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Cloud Formation

Services Q 2] L (©] © Frankfurt ¥ admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

wos @ vec @ ss

Prefix to use for the IAM oles created (letters and numbers only, no hyphens, underscores or any other special characters)

CloudFormation X ciscomed
Stacks Inventory/Discovery Configuration
StackSets 53 Bucket Name
Create S3 Bucket where VPC Flow Logs, DNS Query Logs and CloudTrail events are stored. Leave it to empty if you are not going to use Discovery/Real-time inventory Features
Exports
ciscomcd-cdo-cisco-dstoeckm-231113-123811 ‘
Designer Number of days to keep the logs
Delete all objects (vpc flow logs, dns logs, cloudtrail logs) after days
1 |
¥ Registry
Create a new CloudTrail (3 Bucket is required) to enable real-time inventory
Public extensions If you already have a multi-region CloudTrail in your account, choose false to skip CloudTrail creation.
Activated extensions true v ‘
Publisher
Spotlight Permissions
1AM role - optional
Feedback Choose the IAM role for CloudFormation to use for all operations performed on the stack.

IAM role name v

‘ i i v Remove

‘ /A AWS CloudFormation will use this role for all stack operations. Other users that have permissions to operate on this stack will be able to use this role, even if they don't have permission to pass it. Ensure that this role grants the least privilege.

Capabilities

@ The following require
This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have the minimum required permissions. In addition, they have customised names. Check that the customised names are unique
within your AWS account. Learn more (4

I acknowledge that AWS CloudFormation might create IAM resources with customised names.

Cancel Create

Cisco &. #CiscolLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Cloud Formation

aws Services | Q ¢ ®B 4 @ @ Frankfurt ¥ admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

@ ec2 3 ros @ vec & s3

CloudFormation X CloudFormation > Stacks > cisco-mcd-resources ® X
cisco-med-resources
Delete stackactions v || Createstack v |
Stacks
Stack details B Stacks (1) c
Stack info Events Resources Outputs Parameters | Template Changesets
Drifts Q Filter by stack name
StackSets .
Filter status
Exports Events (1) C
Active v | @ View nested ‘
1 Q_ Search events ©
Designer
Stacks Timestamp Logical ID | status Status reason
v Registry cisco-mcd-resources 2023-11-13 14:49:35 UTC+0100 cisco-med-resources © CREATE_IN_PROGRESS User Initiated
Public extensions o 2023-11-13 14:49:35 UTC+0100 S

" . ® CREATE_IN_PROGRESS
Activated extensions

Publisher

Spotlight

Feedback

cisco W. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Cloud Formation

@ v @ s3

CloudFormation X

Stacks
Stack details
Drifts
StackSets

Exports

Designer

v Registry
Public extensions
Activated extensions

Publisher

Spotlight

Feedback

CloudFormation > Stacks >
cisco-med-resources

[ Stacks (1) C
Q Filter by stack name

Filter status
Active v

@ View nested

1

Stacks

cisco-mcd-resources
-] 2023-11-13 14:49:35 UTC+0100
© CREATE_COMPLETE

cisco-mcd-resources

Stack info Events Resources Outputs Parameters
Resources (7)

Q Search resources

Logical ID A4 | Physical ID v
MCDCloudTrail ciscomed-cloudtrail
Mcocl ciscomed-inventory-role [

MCDControllerRole
MCDGatewaylnstanceRole

MCDGatewayRole

MCDS3Bucket

MCDS3BucketPolicy

ciscomed-controller-role [4
ciscomcd-gateway-role
ciscomcd-gateway-role [

ciscomed-cdo-cisco-dstoeckm-231113-

Template

Changesets

Type

AWS::CloudTrai

AWS:IAM:Role

AWS:IAM:Role

AWS::IAM:InstanceProfile

AWS::IAM:Role

134922 [4

ciscomed-cdo-cisco-dstoeckm-231113-
134922

AWS::S3::BucketPolicy

B 4 0 ©

Frankfurt v

 ATTEERRSSRRRRRASRC N, -

admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

X

@

‘ Delete H Update Stack actions ¥ H Create stack ¥
K<

1 c]

Module v

v | status
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE

© CREATE_COMPLETE

© CREATE_COMPLETE

(© CREATE_COMPLETE

cisco Lg{/&/
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oud Formation

aws Services | Q B 4 @ © Fankutv admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

Blec: ©ros @vec Bl

CloudFormation X CloudFormation > Stacks > cisco-mcd-resources ® X
cisco-med-resources
stocks Delete H Update ‘ Stack actions ¥ Create stack ¥
Stack details B Stacks (1)
Stack info Events Resourc rameters Template Changesets
Drifts Q Filter by stack name

StackSets ]
Filter status

Export: Outputs (6
wports Active v | @ View nested J © i

Soorch outoute 1 ]

a _
Designer

q

Stacks Key A | Value v || Description v | Exportname

¥ Registry cisco-mcd-resources AccountNumber ~ R

public extensions O 20251113 144935 UTC+0100
© CREATE_COMPLETE MCDControllerRoleArn O O - -

Activated extensions

Publisher MCDFirewallRoleName I -

MCDInventoryRoleArn R :

shared ;) |- :

MCDS3BucketName - -

Spotlight

Feedback

cisco W. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



ccount setup

& > C @ prodl.med.eu.cdo.cisco. p?cspTyp: Qb X &6 % Q@»0Oa:

Multicloud Defense dstoeckm@cis.

aluil, .
cisco

Dashboard

Connect Your AWS Account

We need to prepare your cloud account for integration with the MCD Controller.
For more information see Documentation

aWS In your AWS account:

= @ Download and Deploy our CloudFormation Template
N
@ Copy and paste controller IAM role ARN from the CloudFormation stack output
AWS Account Number (i) + 4578903049578
AWS Account Name (i) « CLLBRCSEC1773

Securethecloud
Description (7)

External ID (3)

Controller IAM Role (3)

<« GO BACK

c1sco '&/

#CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



ccount setup

&< - C & prodl.med.eu.cdo.cisco. cspType=AWS a f % B % @ ®* O & ¢
alaln - - ® Admin: dstoeckm@cis...
clsco Multicloud Defense - I b

hboard 1 W te Manage Report

Connect Your AWS Account
aWS In your AWS account:

B @ Download and Deploy our CloudFormation Template
N—
© Copy and paste controller IAM role ARN from the CloudFormation stack output
AWS Account Number (i) + 4578903049578
AWS Account Name (i) + CLLBRCSEC1773

. Securethecloud
Description (i)

External ID (i)

Controller 1AM Role (i)

Inventory Monitor Role (3)

« GO BACK

c1sco '&‘/
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Iscovery

] . i cis...
cisco Multicloud Defense CDO.c = 7

Dashboard Discover Investigate Manage Report Administration

Discovering Assets

Doing our magic to discover all of your assets. done!

2 17 36 144

Cloud Accounts Regions Network ACL Network ACL Rules

= 36 109 69

Application Security Groups (Azure) VPCs/VNets Subnets Security Groups

7 29 87 231

Load Balancers Instances Network Interfaces

« GO BACK

c1sco '&_/
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Enable Traffic Visibility - Step 2

.|||.l||. : ® Admin: dstoeckm@cis...
cisco Multicloud Defense e cD co-dstoeckm e

Dashboard Discover Investigate Manage Report Administration

Successl!

Now that you have added an account and enabled Visibility, you can secure your VPCs and VNets.

Enable Traffic Visibility Step 3
Secure Your Account

¥ a

Enable traffic visibility on specific VPCs

to allow for more insight into the traffic Setup a Service VPC and Multicloud
; - - Defense Gateway to secure your
Account

Secure Account

<« GO BACK
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Traffic visibility

alialn .
EISEo Multiclou fense

ashboard Discover estigate Manage Report Administration

Enable Traffic Visibility

This step enables Cisco Multicloud Defence to show you which VPCs might be compromised by connections to malicious sites by
ingesting out of band traffic data (DNS queries, VPC/VNet flow logs) from your cloud account

CSP Account (i) « dstoeckm_John-lab | AWS &

Region @  Europe (Frankfurt) eu-central-1 3

VPCs (i)  Q Search Show All

VPCName ¢  VPCID &
O Savinﬁg...
NA vpc-079¢23af1¢7563512

S3 Bucket (i) « ciscomed-cdo-cisco-dstoeckm-23...

This is optional if you want to see the malicious
traffic and threats in your cloud account.
YYou can skip this and enable this later.

« GO BACK
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Topology /Region

alialve pulticloud Defense

Admin: dstoeckm@ci

cisco CDO_cisco-dstoeckm
Dashboard Discover Investigate Manage Report Administration
v Favorites - Cloud AWS Azure
- Global View Accounts Accounts Accounts
View:
Setup O Inbound

Outbound
Discovery Summary O Resource Group
Malicious Traffic
Traffic All Inventory
DNS
VPC

Topology

Inventory

Security Groups
Rules
Ports

Application Sec. Groups

Network ACLs
Rules

Subnets

Route Tables

Network Interfaces

VPCs/VNets

Applications

Load Balancers

us-east-1
Aws

ap-south-1
Aws

eu-west-3 ap-northeast-3]

Aws

ap-northeast-1
AWS

eu-north-1
AWS

us-east-2
AWS

fop-southeast- 1
AWS

fop-southeast-
AWS

cisco Lz/&/
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Topology /Region

alialn
cisco

Multicloud Defense

Dashboard Discover Investigate Manage Report

Vv Favorites
NTP x General Information

Setup AWS Account Name « dstoeckm_John-lab

ap-northeast-3 X

Certificates
ap-southeast-2 X

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding

Metrics Forwarding

Security Policies Regions
Rule Sets
eu-central-1 X eu-north-1
Addresses
eu-west-3 X  ap-northeast-1
Services Inventory Monitoring Regions

RS us-east2 X us-west-1

Profiles
Decryption Note: Please ensure inventory IAM role is configured in the account page.
IPS/IDS

Refresh Interval (minutes)

eu-west-1 X eu-west2 X 60
ap-northeast-2 X

ap-southeast-1 X

saeast-1 X us-east-1 X

us-west-2 X

Cancel Save & Continue

cisco L{Vp//

@ Admin: dstoeckm@cis...
CDO_cisco-dstoeckm

Refresh Now

~
(9

#CiscoLiveAPJC BRKSEC-1773
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AT

Topology /Region

alialn
cisco

Multicloud Defense

Dashboard Discover Investigate

v Favorites Global View
NTP &
View:
. O Inbound

Outbound
Discovery Summary O Resource Group
Malicious Traffic
Traffic All Inventory
DNS
VPC

Topology

Inventory
Security Groups
Rules
Ports
Application Sec. Groups
Network ACLs
Rules
Subnets
Route Tables
Network Interfaces
VPCs/VNets
Applications

Load Balancers

Manage

Cloud
Accounts

Report

AWS
Accounts

Administration

Azure
Accounts

eu-west-2
AWS

eu-west-3

@ Admin: dstoeckm@cis...
CDO_cisco-dstoeckm

v

cisco Lg%o/_/
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Secure Your Account - Step 3

Multicloud Defense

)
cisco

Dashboard Discover Investigate Manage

v Favorites

Pinned navigation items Setup
will go here

Multicloud Defence secures your in minutes by

Administration

Setup
Step 1

Security Policies Connect Account

Rule Sets

Addresses

Services

Certificates

EGDIE Connect a cloud account with the
Multicloud Defense Controller
Profiles
IPS/IDS

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding
Metrics Forwarding

NTP

Theaat

the of all security

components. Let's begin securing your application by following 3 simple steps.

Step 2

Enable Traffic Visibility

%7

Enable traffic visibility on specific VPCs
to allow for more insight into the traffic
in and out of your account

Enable Vi

Step 3

Secure Your Account

Setup a Service VPC and Multicloud

Secure Account

cisco W_/

#CiscoLiveAPJC BRKSEC-1773
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Secure Your Account

alialn .
clsco Multicloud Defense

Dashboard Discove estigate Manage Report Administration

« GO BACK

Secure Your Account

You can secure your account via a centralized hub and spoke model or by using a distributed model.

Centralized

@®
@@
@

A Service VPC/VNet is deployed to host all
security infrastructure with all application
VPCs attached to Service VPC/VNet (Hub
and Spoke). Multicloud Defense will
completely orchestrate the deployment of
Service VPC/VNet and the necessary
components

Distributed

®
@ @
\J

Deploy Multicloud Defense Gateway in each
application VPC. This requires the user to
orchestrate routing and subnet deployment
to host Multicloud Defense Gateway.

For more information about our architecture, p
/docs. defenseorchestrator.com/multicloud/

#CiscoLiveAPJC BRKSEC-1773
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ecure Your Account

alaln ' .
cisco Multicloud Defense

@ Admin: dstoeckm@cis.
K3 v

CDO_cisco-dstoeckm

Dashboard Administration

Secure Your Account

To secure your account with a scalable centralized hub model, you'll need to first create a Service
VNET (Security VNET)

Step 1: Add a Service VPC/VNet

Name (i) « eu-cen-1-sec-vpc.
CSP Account (i) « dstoeckm_John-lab | AWS.
Region (1) « Europe (Frankfur) eu-centr
CIDRBlock (i) +10.1.0.0/16

eu-central-1a
Availability Zones (i) U eu-central-1c
O eu-central-1b

Transit Gateway (i)

« GO BACK SKIP »

#CiscoLiveAPJC BRKSEC-1773 23 Cisco and/or its affiliates. All rights reserved. Cisco Public




Secure Your Account

alial,
dhetli* Multicloud Defense

Admin: dstoeckm@cis... ,
CDO_cisco-dstoeckm

Dashboard Discove Administration

Secure Your Account

Region (1) « Europe (Frankfurt) eu-centr &

CIDRBlock (1) +10.1.0.0/16
eu-central-1a

Availability Zones (1) O eu-central-c
) eu-central-1b

Transit Gateway (1)
« euscen-1-sec-vpe-tgw

Transit Gateway Name (i)

Auto accept shared

ralized security point to
1 your VPCs. For more information,
efer to our documentation &

« GO BACK SKIP »

46
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Secure Your Account

Success

@ Service VPC/VNet created successfully

#CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Secure Your Account - Step 2 add GW

Multicloud Defense 8 Admin: dstoeckm@cis

alval, .
cisco CDO_cisco-dstoeckm

el Discover stiga port Administration

Secure Your Account

Deploy Multicloud Defense Gateway in Service VPC/VNet for policy enforcement

Step 2: Add a Gateway

Account (D) « dstoackm_John-iab

Service VPC/VNet (1) « eu-cen-1-sec-vpc | vpc-0.

Instance Type () +2 Virtual CPU | AWS_MS_L.

MCD Gateways (i) Ingress East-West & Egress.

Ingress Gateway Name () |« ingress-eu-central-1-gw-O1

Ingress Gateway Policy valtx-sample-ingress-policy
Ruleset (1) * Gateways: none

East-West & Egress Gateway

« eqress-eu-central-1-gw-01
Name (i)

#CiscoLiveAPJC BRKSEC-1773 23 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




Secure Your Account - Step 2 add GW

i, Admin; dstoeckm@cis... |
tuth Multicloud Defense €DO_cisco-dstoeckm

Dashboard

Secure Your Account

Deploy Multicloud Defense Gateway in Service VPC/VNet for policy enforcement
MCD Gateways (i) Ingress. East-West & Egress
Ingress Gateway Name () s ingress-eu-central-1-gw-01

way Policy ple-ingress-policy

East-West & Egress Gateway

« egress-eu-central-1-gw-01
Name ()

East-West & Egress Gateway _ vali-sample-egress-poiicy
Policy Ruleset (i) Gateways: none

Gateway IAM Role Name « cisco-med-gateway-role

SSH Key Pair (1) «terraform-med-key

« GO BACK

#CiscoLiveAPJC BRKSEC-1773 23 Cisco and/or its affiliates. All rights reserved. Cisco Public 49




Secure Your Account - Step 2 add GW

Success

Successfully created egress-eu-central-1-gw-01 gateway
Successfully created ingress-eu-central-1-gw-01 gateway

#CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50




Secure Your Account - Step 2 add GW

alaln
cisco

Multicloud Defense

oard

Discover

Investig

Manag

Success!

Your account is now secured. You can setup another account if you want, or close this to continue.

Step 1

Connect Account

&

Connect a cloud account with the
Multicloud Defense Controller

Connect Account

« GO BACK

Step2

Enable Traffic Visibility

Enable traffic visibilty on specific VPCs
to allow for more insight into the traffic
in and out of your account

Enable Visibility

#CiscoLiveAPJC BRKSEC-1773

Step3

Secure Your Account

Setup a Service VPC and Multicloud
Defense Gateway to secure your
Account

Secure Account

@ Admin: dstoeckm@cis.
- s km

stoe

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS GW status

Services | Q

@ ec2 O ros Y vee @ s3 1AM & Route 53

EC2 Dashboard X Instances (2) info

EC2 Global View Q_ Find Instance by attribute or tag (case-sensitive) J

Events | Instance state = running | X | clearfitters |
v
Instances ) Name,/ v | Instance ID | Instancestate v | Instancetype v | Statuscheck Alarm status
Instances
(m] ciscomed-egress-eu-central-1-gw-01-s... i-0f78ae5ec81310eb5 ©Running @ @ mS.large @ Initializing View alarms +
Instance Types
[J  ciscomed-ingress-eu-central-1-gw-01-...  -092cc6493e891690 @Running @ @ mS.large @ Initializing View alarms +

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations New

v Images
AMIs

AMiI Catalog

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

<

Network & Security
Security Groups Select an instance
Elastic IPs

Placement Groups

Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores New

v Auto Scaling

4 @ ®

Frankfurt ¥ admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

e v |_nciors + | [ 9)

1 @
‘ Availability Zone v Public IPv4 DNS v PublicIPv4 ... ¢ Elastic IP 1Pv6 IPs
eu-central-1c - 18.159.253.242 371.218.178 -
eu-central-1c - 3.125.160.249 3.77.119.65 -
® X

cisco Lg{/&/
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Connect app_vpc to sec_v

Multicloud Defense

alnaln
cisco

Dashboard Discover Investigate Manage Report Administration

v Favorites .
Pinned navigation ftems Service VPCs/VNets: 1
willgo here

Filters and Search  Switch to Quick Filters

Setup
Q Enter 3 or more characters to search

Security Policies

Rule Sets

Create

Addresses
Manage Spoke VPC/VNet
Services

Certificates

Account ¥ H Region & H State & H Gateways + H CIDR %

Delete
egress-eu-central-1-gw-01,

FQDNs eu-cen=1=sec=vpc dstoeckm_John-lab eu-central-1 ACTIVE o o 10.1.0.0/16
ingress-eu-central-1-gw-01

Profiles

Decryption

1PS/IDS

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding
Metrics Forwarding

NTP

Threat Research
Network Intrusion
Web Protection

Malicious Sources
Cloud Accounts.
Accounts

Inventory

Gateways

Gateways

Admin: dstoeckm@cis...
c co-dstoeckm

Refresh

i TGWName i TeWID # H ity Zones & H

eu-cen-1-sec-vpe-tgw tgw-090afdfbal2ea2b83 eu-central-1c

cisco Lzﬁo/
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Connect app_vpc to sec_vpc

Multicloud Defense 2 ggr!un dstoeckm@cis... ,

co-dstoeckm

alnaln
cisco

Dashboard Discover Investigate Manage Report Administration

v Favorites

Manage Spoke VPCs for >
eu-cen-1-sec-vpc &
+Note: Add a route in the route table(s) in these vpcs: Destination P Target: < Look at the for more details

Pinned navigation items
will go here

Setup
Spoke VPCs for Current Account  Spoke VPCs for External Account

Security Policies

Rule

Addresses

Account Region Ve < Route Tables TGW Attachment Subnet Status
Services
FQDNs [
opencartvpe | v 512| 172.31.00/16
Profiles

ata Loss Prevention

Anti Malware

7DOS

UR

FQDN Filtering
Malicious IPs

Packet

Log Forwarding

Metrics f

NTP

Threat Research

Gateways

Gatew

ays

cisco M. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



onnect app_vpc to sec_vpc

aliali ;
cisco Multicloud Defense

Dashboard

v Favorites

Pinned navigation items
will go here

Setup

Security Policies

Rule

Addresses
Services

Certificate

FQDNs

Profiles.

Decryption

IPS/IDS

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding
Metrics Forwarding

NTP

Threat Research

Network

trusion
Web Protection

Malicious Sources
Cloud Accounts.
Accounts

Inventory

Gateways

Gateways

Discover Investigate a Report Administration

Manage Spoke VPCs for >
eu-cen-1-sec-vpc &
+Note: Add a route in the route table(s) in these vpcs: Destination

Spoke VPCs for Current Account Spoke VPCs for External Account
Account Region

Look at the

for more details Update route tables of spoke VPCs

To protect this VPC we need to route traffic through the AWS Transit Gateway to this Service VPC. Multicloud Defence can update the route tables for you or you can update t
defaultroute 0.0.0.0/0 » tgw-090afdfbal2ea2b83.

Route Table

11b-06975782294bb2982
Routes
opencart,

Destination

172.31.0.0/16

0.0.0.0/0

Add Default Route to all

Target

local

tgw-090afdfbal2ea2b83

@ Admin: dstoeckm@cis.
€DO_cisc

his in your AWS console by setting the

Subnet

State

v Active

v Active

cisco Lzﬁo/
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App to protect

eu-cen-1-sec-vpc opencart_vpc

G w3

|GVV TTTTT .
eu-cen-1-egress web—tier terraform-id.eu-central-
D 1.rds.amazonaws.com
O=o
Sao — TGW
NLB ‘_@_ N LIl .
eu-cen-1-ingress - C
-
172.16.1.0 .
216001 rogue-instance

cisco L‘V& . #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



App to protect on Net-Policy

eu-cen-1-sec-vpc opencart_vpc
Stcn e Liiil
"iwa G @ -1 |
IGW » @ T
eu-cen-1-egress
S— 9 GLB OpenCart-web-front
20
O=-n0
B> Cm—T T
«L]=
eu-cen-1-ingress —
172.16.1.0

I Reverse proxy: 22,80 - OpenCart-web-front

eu-cen-1-egress: 8080 < Forwarding proxy —

cisco Lz//&/
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Apply rules

< C @ prodl.med.eu.cdo.cisco. ar

?rulesetiD=1&rulesetType=DEFAULT&ruleID=11 Qa d * @A %

CiscoGPT E5 Panoptica € Cisco SAP Core T... b SE Security Archit.. € RunOn Multicloud...

CiscoU. [} Temp DusLab

B Al @ SRC-APIC @ ARC @ SRC-EMEAR @ SRC-US [ Tetration ES Multicloud Defence B GSSO

Save Rules Confirmation

Are you sure you want to save your changes?

Changes t

Changes from:
Service Action IPS Profile # Name Type Source Address Destination Addre. Service Action

#  Name Type Source Address  Destination Addre..

- 65534~ . - -
SYSemHO-655 | oincheck SystemHC-65534 4 Low.NoLoG SYStemHC655 | aincheck  any SystemHC-65534 | ow.NoLoG
34-65534 65534 34-65534 65534

valticsample-backe | o\ o valtix-sample-

valtix-sample-backe valtix-sample- valtix-sample-i
P! P! “ ReverseProxy  any Gateway
nd-app alanced-alert

Itix-sample-
Valhesamplesl - peverseproxy Gateway ALLOW_LOG
nd-app alanced-alert ngress-allow

ngress-allow

opencart_app_rev. opencart_ingre opencart_app_rev.
opencart ReverseProxy  internet Gateway r:xy PPIEP A LLOW_LOG s: o SN reversoProxy  intemet Gateway r;y -2PP-TOV-P 4l Low_LOG

opencart_ssh._rev_ opencart_ingre opencart_ssh_rev.
> v PeNCarting™®  peverseproxy  internet Gateway . P aLow_Loe

ansible_access  ReverseProxy  internet Gateway ALLOW_LOG
roxy $5.22 roxy

Cisco &. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59
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Cisco Secure
Workload cloud
connector
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Secure Workload and NIST 800-207

;e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

\
! 1
! Secure Decision :
! Workload ) i CDM System
Policy Analysis : 4 Policy Administrator Point ! B
]

I Industry Compliance

\ /

Threat Intelligence
Centralized Policy Control Plane L1@m g Enforcement

I Activity Logs

< Context

Distributed Enforcement Data Plane

1l

PKI

— [ T ] —
ppy— Identity Management

l PEP  PEP  PEP

v

pr— T Data Access Policy

O
Untrusted

Users Systems PEP  PEP  PEP  PEP
Policy Enforcement Point Resources

SIEM System

N Host Network )

cisco W./ #CiscoLiveAPJC BRKSEC-2123 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Steps to Application Segmentation

Gain Visibility
Understand “who”
workloads are by
integrating with
systems of record.
Understand “what”
they need to do on
the network with
flow visibility.

Prioritize
Applications
Instead of a network-
centric segmentation, the
customer chooses a
prioritized list of high value
applications to target for
enhanced security.

-
”

7

Cisco Secure Workload

cisco Lz/&/

Policy Development

Develop Policy
Enable automatic
discovery and
manual definition.

Choose the right 7/
combination based
on the application.
Enable application

owners to contribute.

P
il

7
”

- Simulate Policy
Build a high level of
confidence that user
experience will not

be impacted.

#CiscoLiveAPJC BRKSEC-1773

‘—

7

Enforce Policy

Enforce application
segmentation in the

most efficient way
possible based on
the workload with
Secure Workload,
ACI or other
solutions.

Policy Enforcement

’td ~A

Operate,
Automate, and

Troubleshoot
Visibility used for
planning enables
compliance
monitoring and
accelerated
troubleshooting.
Security is now a
part of every new
application.

Cisco Secure Workload / ACI
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Micro segmentation
overview
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What do we see from outside?
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swapp____

Dashboard  Invoices  Recurring Invoices  Customers  Estimates  Products

Recelpts  $259,335.25 NAIGK 52026828 Toul: 526214922
Du WASE 5190006 Neo 524722388

Recent invoices

What do we see from outside? |

Configuration

Tetration Cluster Tenant

0 NMAP Scanner -

Scope

Demo:DusLab:Applications:InvoiceSystem €@

nzios 26 ] smoas snasa

17109 snons -] 552695 5299519

w8 s -] 59004 $1340752 Boramens
ez 114108 23109 (-] 5156600 s2ar079
P Y 105108 s [ ] 1014 L remens

Past due invoices.

Legend

. Low Risk

Moderate Risk

. High Risk

Discovered Services

* ssh

* mysql

* jetdirect
* http

* http-proxy

Hostname: Unknown

Port Service Version
22/tcp ssh OpensSSH 7.4 (protd
80/tcp http nginx 1.20.1

5000/tcp  http-proxy Haproxy http proxy
9100/tcp  jetdirect

10.1.96.38

10.1.96.41

10.1.96.34

10.1.96.35

c1sco '&_/

#CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Policy analytics and control

DusLab-InvoiceSystem

1 Switch Application

® Demo : DusLab : Applications : InvoiceSystem  Versiomva  Last Run: Feb 1, 4:43 PM B Start ADM Run
ActivityLog  Matching Inventories @)~ Conversations Fitrs @  Policies @)  Provided Services  Enforcement Status A Policy Analysis (@l Enforcement :
Live Policy Analysis: p11 | A Manage Alerts \ [ & Run Experiment \
Select time range ——— 24,682,567 total observations
May 2 7:53am - May 2 1:53pm + b & 7 wan i P 7 an B i n 1o i pr n 1an i 0 Showing Flow Observations
@ Enter attributes... x
Filtered| @ Flow Observations ~ | Permitied | Rejected | Escaped | Top contributing to the selected Flow Observations.
.Pem'ﬂlmd .Mﬁﬂed .Es:ﬂpﬂﬂ
Consumer Names. Provider Names.
1000
o Unkaoun I o e e s s |
o demoswappha... demesiwappe!
e [ i —

700 - ——— —

&0

s00

00

00 Demo.

200

100

" aAm 830 9 A 930 10AM 1030 1AM 1130 12PM 1230 Applica
Found 51,134 Flow Observations | Show 20 ~ |

Y Timestamp T| Policy Categories 1| Consumer Name 1| Provider Name 11 Consumer Address 1| Provider Address 11

May 2 7:53:00am PERMITTED Unknown demosiwappdb3 10.1.1.150 10.1.96.21
May 2 7:53:00am PERMITTED Unknown demosiwappapp2 10.1.1.150 10.1.96.23
May 2 7:53:00am PERMITTED 1app 1 10.1.96.25 10.1.96.22
May 2 7:53:00am PERMITTED demosiwappapp3 Unknown 10.1.96.24 10.49.166.9
May 2 7:53:00am PERMITTED 1app 10.1.96.25 10.1.96.23
May 2 7:53:00am PERMITTED 1app 10.1.96.25 10.1.96.24
May 2 7:53:00am PERMITTED Unknown demosiwappapp1 10.1.1.150 10.1.96.22
May 2 7:53:00am PERMITTED Unknown demosiwappdb1 10.1.1.150 10.1.96.19
May 2 7:53:00am PERMITTED Unknown demosiwappdb2 10.1.1.150 10.1.96.20

Const

R

Cisco

.&‘/
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What do we see from outside?
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swapp____

Dashboard  Invoices  Recurring Invoices  Customers  Estimates  Products + New Invoice

Recelpts  $259,335.25 NAIGK 52026828 Toul: 526214922
Du 5281397 WASE 5190006 Neo 524722388

What do we see now from outside?

Recent invoices

@D VAP Scanner - = s = - =
aser-2 1174708 9123109 == $1,566.00 237079
joum——} 811014 rarmers

Configuration -y | 1onsron anens

Tetration Cluster Tenant Scope

Past due invoices
PLX v Demo:DusLab:Applications:InvoiceSystem €@

Legend Hostname: Unknown

. Low Risk Port  Service Version

80/tcp  http nginx 1.20.1
Moderate Risk j

O risrisk 10.1.96.40

Discovered Services

* http

cisco M . #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Context
TAG - LABEL - ANNOTATION

commentary
logo Key: Value
identification ke y
marker

sticker

|
p l n value observation

mark

note:l_ abel lfootnote
(33<E)1jarlaj:liar1

definition

cisco L‘V&. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Context
TAG - LABEL - ANNOTATION

BUNDESREPUBLIDEUTSCHLAND | 76311747
PERSONALAUSWEIS O |
[ il
@ MUSTERMANN o
11 GABLER ‘
A Vornamen/Given names/Prénoms
ERIKA
| o ;
| 12@“@@% DEUTSCH
Gebur of th/Lieu de naissance
BERL:
-
| 371.70.2031 938568
4

Key:

Value

Last name:
Maiden name:
First name:
Date of birth:
Place of birth:
Document ID:

#CiscoLiveAPJC

BRKSEC-1773

Mustermann
Gabler

Erika
12.08.1983
Berlin
LZ6311T47

>
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The internet is your runtime

o
X
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AWS - Shared Responsibility Model

AWS responsibility “Security of the Cloud” - AWS is

responsible for protecting the infrastructure that runs all of the
services offered in the AWS Cloud. This infrastructure is s
composed of the hardware, software, networking, and

RESPONSIBILITY FOR
faCllltleS that run A WS Cloud services. R e S OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION
CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (leLZVSEVns-féaEAE:DC/ROV:TDIAOT:) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

Customer responsibility “Security in the Cloud” - Customer
responsibility will be determined by the AWS Cloud services A mm

that a customer selects. This determines the amount of  Jmsonsmuryron
configuration work the customer must perform as part of their REGIONS EDGE LOCATIONS

security responsibilities. For example, a service such as
Amazon Elastic Compute Cloud (Amazon EC?2) is categorized
as Infrastructure as a Service (laaS) and, as such, requires the
customer to perform all of the necessary security configuration
and management tasks. Customers that deploy an Amazon EC2 instance are responsible for management
of the guest operating system (including updates and security patches), any application software or utilities
installed by the customer on the instances, and the configuration of the

on each instance.

https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility

. / https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate
CISCO (4
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate

AWS
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AWS |Limita#errs Quotas

AWS Cloud

' Availability Zone 1

Virtual private cloud (VPC)

#CiscoLiveAPJC

BRKSEC-1773

VPC and subnets

Name Default ~ Adjustable
VPCs per Region 5 Yes
VPC security groups 2500 Yes
per Region

Inbound or outbound 60 Yes
rules per security

group

Security groups per 5 Yes(up to
network interface 16)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-F678F1CE
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-E79EC296
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-0EA8095F
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-2AFB9258
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-2AFB9258

App to protect

= f =@
T C\_\
eu-cen-1-sec-vpc opencart_vpc
C/\) i ‘MariaDBI
—_ > = C
&2 i F g
|GVV ] TTTTT t £ id tral
eu-cen- | -egress . erratorm-ia.eu-central-
o GLB 6%% web-tier 1rd
>0 .rds.amazonaws.com
=0
033 — TGW
par iy JUITTT g
NLB . - :
su-cen-i-ingress HFREE 1 _F
172.16.1.0 .
Tzi620] Ogueé-instance
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App to protect on AWS Security Group

::::::::

cisco Lz//&/

eu-cen-1-
ingress

172.16.0.0

172.16.1.0

172.16.2.0

opencart_vpc

‘MariaDBI

terraform-id.eu-central-
1.rds.amazonaws.com

rogue—instance

eu-cen-1-sec-vpc : 22,80 - OpenCart-web-front

eu-cen-1-sec-vpc : 8080 < Forwarding proxy —
Web-tier & 3306 - RDS

#CiscoLiveAPJC BRKSEC-1773
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WS Connector setup prequisite

aws Services | Q. Searct L ® © Frankfurt v admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

@ Ec2 3 RS G vee & s3 1AM Route 53

VPC dashboard X VPC > YourVPCs > vpc-079c23af1c7563512
EC2 Global View [2

Filter by VPC: vpc-079c23af1c7563512 / opencart_vpc Actions v_|

Select a VPC v .
Details info

¥ Virtual private cloud

VPCID State DNS hostnames DNS resolution
Your VPCs Vpc-079c23af1c7563512 © Available Enabled Enabled
Subnets
Tenancy DHCP option set Main route table Main network ACL
Route tables Default dopt-0fc1e93¢9ffc0c518 rtb-06975782294bbe982 acl-0d0d134d184a90f01
Internet gateways
. Default VPC IPv4 CIDR IPv6 pool IPv6 CIDR (Network border group)
Egress-only internet Yes 172.31.0.0/16 _ _
gateways
Carrier gateways Network Address Usage metrics Route 53 Resolver DNS Firewall rule groups Owner ID
Disabled - 765228719929
DHCP option sets
Elastic IPs

Resource map New CIDRs Flow logs Tags Integrations
Managed prefix lists —_—

Endpoints i . ), -

Flow logs (1/1) info . -
${srcaddr} ${dstaddr} ${srcport} ${dstport} ${protocol} ${packets}

Endpoint services - :
| Q Find resources by attribute or tag ${bytes} ${start} ${end} ${action) ${log-status} ${interface-id} ${tcp- 1 ®

NAT gateways
Peering connections | role ARN v | Crossaccount 1AM role v | Maximum aggregation interval v | Creationti 1205} ${flow-direction} sformat v
= 1 minute Tuesday, 28 November 2023 at 15:58:3... @ Active Custor) ‘
¥ Security

Network ACLs

Security groups

¥ DNS firewall
Rule groups

Domain lists

<4

Network Firewall

Firewalls

Cirownall noliciac
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AWS Connector setup

@ Cisco Secure Workload

®dstoeckm + @ A | ‘i SECURE

Back to Connectors ' AWS Connectors

The cluster is unhealthy. There are platform alerts in the cluster. Please change your Tenant preference to @ Default ~and check the Alerts page.

AWS Connectors

v, Configure your new connector

here AWS CloudFormation template with the roles and
policies required for the capabilities you wish to enable
need to be generated and uploaded to AWS.

| <
Are you sure? X

Ingest cloud inventory
metadata, ingest flow data for

/S-| , i .. . .
ii”...,d‘;?:?fo“m"‘;t';’?:.;‘.f“' Without this step, you will not be able to successfully
Kobermetessenties) ond create an AWS Connector Config. Proceed?

enforce policy.

Getting Started Guide

Generate Templates

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 81
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AWS Connector setup

@ Cisco Secure Workload

®dstoeckm +  @. L. ' SECURE

CiscoMCD

Config Inventory ~ Eventlog  Templates

~ Settings

Name *

CiscoMCD

Description
Description

Does your network require HTTP Proxy to reach AWS

3600

Seconds

Delta Scan Interval
300

=

~ Resources

Resources Tree Resources List
Enter attributes... X
@ Enter attributes... x °
VPC List
L ® 765228719929
VPCID VPC Name Region Account Gather Labels Flow Logs Ingest Segmentation
e v @ Eu-central-1
vpc-09750090fb18c61d2 eu-cen-1-sec-vpc eu-central-1 765228719929 (-] [} (-]
|
= & Eu-cen-1-sec-vpc vpc-079c23af1c7563512 opencart_vpc eu-central-1 765228719929 o [} (-]

c1sco '&_/
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@ Cisco Secure Workload ®dstoeckm + @ Ao

Back to Connectors = Back to AWS Connectors = CiscoMCD

The cluster is unhealthy. There are platform alerts in the cluster. Please change your Tenant preference to - ® Default and check the Alerts page.

CiscoMCD

Config  Inventory  Eventlog  Templates

Resources  Scopes

Resources Inventory Table
© Enter attributes... X @ Enter attributes... X Search Inventory

* v @ 765228719929 Workloads @  IP Addresses @)

* v € Eu-central-1 Showing 2 of 2

Add 1 0s 1.
L. @ Eu-cen-1-sec-vpc Y ress 11 .
172.31.1.49
e Opencat
172.31.7.247

Rows per page 5 v n

Convert to Scope

c1sco '&_/
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@ Cisco Secure Workload ®dstoeckm ~  @. Ao | Wb SECURE

Back to Connectors = Back to AWS Connectors = CiscoMCD

Convert To Scope
CiscoMCD P X

Config  Inventory  Eventlog  Templates

Convert Resources to Scope For security and privacy reasons, you must change the default password before configuring this device.

Resources  Scopes ScopeName Secure Workload created a hierarchical group of the regions and VPCs in AWS, which can form the basis of a comprehensive
. view of the applications on yor network. This map helps you understand the source and destination of traffic flows, and simplifies policy
creation and management.

© Enter attributes... X Search Inventory

Select a parent ining you cloud i y (e.g. 1 I:Cloud) and review auto-created groups:

Resources

+ v @ 765228719929
@ dstoeckm:aws v
* | € Eu-central-1

L. @ Eu-cen-1-sec-vpc

] o @ aws
e &) Opencart_vpc

o @ eu-central-1
1 New Child

@ opencart_vpc

A \ Convert to Scope

cisco '&/
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Organisation of apps in AWS

e N —

@ Cisco Secure Workload

Scopes and Inventory

@ Filter Scopes...

6 Scopes

dstoeckm Inventory: 20
e 1/5 Children Uncategorized: 13

@ aws Inventory: 7
v 114 Children v

eu-central-1 Inventory: 7

e 2/ 3 Children Uncategorized: 1
@ Applications Inventory: 2
e 1/1 Children Uncategorized: 1

OpenCart-EU-central-1

Children Inventory: 2

E eu-cen-1-sec-vpc

Invent 4
0 Children ventory

No Draft Changes @

X%

cisco Lz/&/

Query
%k orchestrator_system/orch_type =aws or  Datacenter = aws

Query
* orch

[region = eu-central-1 or 3 location = eu-central-1

Query
%k orchestrator_system/virtual_network_id = vpc-079c23af1c7563512

or korchestrator_Scope = application

Query
* orchestrator_app_name = opencart

or  kapp_name = opencart

Query
% orchestrator_system/virtual_network_id = vpc-09750090fb18c61d2

How to organize applications based on

defined labels derived from orchestrator,
APIs or manual (CSV).
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Policy mapping AWS

Cisco Secure Workload

el AWS Cloud

SN—"

Scopes and Inventory

Availability Zone 1

No Draft Changes @

I
1
1
I
I
I
I
T
1
I
I
I
I
1
|
I

|
! |
! I
! |
! |
! |
|
@ Filter Scopes... X 1 :
|
6 Scopes 1 1
|
! |
dstoeckm Inventory: 20 | |
e 1/5 Children Uncategorized: 13 I ! 1
1 1
|
1 ! ]
aws . T T
v 1/4Chidren  MeMOV:7 | S it 1 :
| ecyri rou
| L1l \ ,y g p |
eu-central-1 Inventory: 7 " - - ",_& Amazon I
e 2/ 3 Children Uncategorized: 1 = = 1 1
o . ] C g RDS ,
1 =1 = =
ot 1 TITTT ==\v 1
Applications Inventory: 2 — |
v 1/1 Children Uncategorized: 1 1 | ' |
! ] ! ]
T | ! 1
,? & OpenCart-EU-central-1 Inventory: 2 1 | I |
(=B o children oL 1 | | |
: ! : 1
| |
E eu-cen-1-sec-vpc . 1 1
0 Children Inventory: 4 . 1 . 1
| |
1 1 : 1
! I
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Setting the workspaces up

@ Cisco Secure Workload ®dstoeckm + @, Ao | W sEcy

The cluster is unhealthy. There are platform alerts in the cluster. Please change your Tenant preference o ® Default and check the Alerts page.

Overview

rganize
Draft Policies [0 A Analyzed Policies o @ Enforced Policies [0 C  Policy Requests o ,9
Segmentation >
Enforcement Status
No Workspaces, create one @ L]

Policy Templates ) ; ’ ! ) .
Workspaces are the containers for defining, analyzing and enforcing policies for a particular workspace. Each

Forensic Rules workspace provides an isolated environment allowing experimentation with no effect on other workspaces. B

Add Workspace

The user guide provides more information on workspaces.

M Investigate

| Reporting

¢ Manage

Workloads

B Platform

¢ Troubleshoot

cisco W. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



Setting the workspaces up

Create New Workspace

Name

eu-cen-1-sec-vpc

Description

Scope for BRKSEC-1773

z

® dstoeckm:aws:eu-central-1:eu-cen-1-sec-vpc v

==
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Adding policy

@ Cisco Secure Workload @ A, | U secure
< Workspaces OpenCart-EU-central-1 v PRIMARY ees [@ versiono v View Version History | > Automatically Discover Policies
Matching Inventories @) Policies @ Filters @ Conversations Provided Services Policy Analysis Enforcement Status (0 enforcement

¥ | @ Filter Policies ... X Run Quick Analysis + Add Policy Qa e e X
Absolute and Default Policies ) | Catch All [ @ DENY Grouped @ | Ungrouped

Scope OpenCart-EU-central-1
Y Rankll Priority T Action 11 Consumer 11 Provider 11 Protocols and Ports 11
Full Name lications:Open-
Default 100 ® ALLOW @ OpenCart-web-front aws : eu-central-1: eu-cen-1-sec-vpc TCP : 8080 (HTTP) Pl Cart-EU-central-1
Default 100 ® ALLOW @ OpenCart-web-front ® AWS-RDS TCP : 3306 (MySQL) L u Primary App OpenCart-EU-central-1
Default 100 ® ALLOW aws : eu-central-1: eu-cen-1-sec-vpc ® OpenCart-web-front TCP : 22 (SSH) ...1 more Query s orchestrator_app_name = opencart or

s app_name = opencart
Rows per page| 20 v/

View S¢ Details
¥ Download table data as JSON ¥ Download table data as CSV iew Scope Details

> Workloads 1

> IP Addresses 1

c1sco '&_/
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Final policy

@ Cisco Secure Workload

< Workspaces OpenCart-EU-central-1 v PRIMARY ees [@ versiono v View Version History

Matching Inventories @) Policies @ Filters @ Conversations Provided Services Policy Analysis Enforcement Status (0 enforcement

@ Filter Policies .. X Run Quick Analysis

AWS-RDS OpenCart-web-front

Q. L. | W& SECURE

| > Automatically Discover Policies

Qa o e X
Scope OpenCart-EU-central-1
Full Name 1:Applications:Open-

Cart-EU-central-1
Primary App OpenCart-EU-central-1

Query % orchestrator_app_name = opencart or
* app_name = opencart

View Scope Details
> Workloads 1

> IP Addresses 1

Cisco &. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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WS view of the policy - Inbound

aws Services | Q Searc p S B 4 @ & Fakuty ‘admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

B e: Bros Glvee Bss B wm B rowess
¥ Virtual private cloud

VPC > Security Groups > sg: 7 - csw_f63cc1a5_1689404760_000_1701188576

Your VPCs

Subnets

oo b sg-Obba6f584db7d0e97 - csw_f63cc1a5_1689404760_000_1701188576 Actions ¥
oute tables

Internet gateways

Egress-only internet Details

gateways

Carrier gateways Security group name Security group ID Description VPCID

csw_f63cc1a5_1689404760_000_1701188576 5g-0bba6f584db7d0e97 vpc-079c23af1c7563512

DHCP option sets Cisco Secure Workload Security group for npc

version(1689404760) with filtersHash(f63cc1as)

Elastic IPs
Managed prefix lists Owner Inbound rules count Outbound rules count
Endpoints P 765228719929 8 Permission entries. 5 Permission entries.

Endpoint services

NAT gateways
) i Inbound rules Outbound rules Tags
Peering connections
—
¥ Security
Network ACLs
Inbound rules (8) Edit inbound rules
Security groups
Q Search 1 [}
v DN firewall
Rule groups a Name v | Security group rule ID v IP version v | Type v Protocol v Port range v | Ssource v | Description v
Domain lists
o - sgr-042cc6e8e7b6c3fb 1Pva SSH TP 2 10.1.017/32 Policyld=DEFAULT:100...
¥ Network Firewall
m] - sgr-09c¢9016467b807252 IPv4 SSH TP 22 52.29.181.1/32 Policyld=DEFAULT:100...
Firewalls
Firewall policies a - sgr-Oae2c5eef143528a6 IPv4 HTTP TCP 80 3.68.118.152/32 Policyld=DEFAULT:100...
Network Firewall rule o - sgr-0d924d6ceaachadal 1Pva HTTP TP 80 10.1.017/32 Policyld=DEFAULT:100...
groups
N . a - sgr-058512d62e68fb686 1Pva4 SSH TCcP 22 10.1.1.10/32 Policyld=DEFAULT:100...
TLS inspection
configurations (m] - sgr-0ff627e8c31a07eea IPva. HTTP TCP 80 52.29.181.1/32 Policyld=DEFAULT:100...
Network Firewall resource
groups o - 5r-0034114002272530b 1Pva SSH TP 22 3.68.118.152/32 Policyld=DEFAULT:100...
v Virtual private network ] - sgr-0f0chb9a02af98b021 1Pv4 HTTP TCcP 80 10.1.1.10/32 Policyld=DEFAULT:100...

(VPN)

Customer gateways

Michual cvivata et

Ld/ / Public IP of the gateways
Cisco &. #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 91




- AN\ ., T-"

WS view of the policy - outbound

aws ervices | Q Search ption+S B 4 @ & Fakiutv ‘admin/dstoeckm@cisco.com @ valtix-sedemo-john-lab ¥

B e: Bros Glvee Bss B w8 rowess
¥ Virtual private cloud

Your VPCs VPC > Security Groups > sg-Obba6f584db7d0e97 - csw_f63cc1a5_1689404760_000_1701188576

subnets sg-0bba6f584db7d0e97 - csw_f63cc1a5_1689404760_000_1701188576 Actions ¥

Route tables

Internet gateways

Egress-only internet Details

gateways

Carrier gateways Security group name Security group ID Description VPCID

csw_f63cc1a5_1689404760_000_1701188576 a 5g-Obba6f584db7d0e97 Cisco Secure Workload Security group for npc vpc-079c23af1c7563512
version(1689404760) with filtersHash(f63cc1a5)

DHCP option sets

Elastic IPs
Managed prefix lists Owner Inbound rules count Outbound rules count
Endpoints P 765228719929 8 Permission entries. 5 Permission entries

Endpoint services

NAT gateways
) ) Inbound rules Outbound rules Tags
Peering connections
—
¥ Security
Network ACLs
Outbound rules (5) Edit outbound rules
Security groups
Q Search 1 [}
v DN firewall
Rule groups (m] Name v | Security group rule ID v IP version v | Type v Protocol v Port range v Destination v | Description v
Domain lists
o - 5gr-00f9a185226402587 1Pva MYSQL/Aurora TP 3306 172.31.12.42/32 Policyld=DEFAULT:100...
¥ Network Firewall
m] - sgr-063ae0d079b752¢64 1Pv4 Custom TCP TCcP 8080 10.1.0.66/32 Policyld=DEFAULT:100...
Firewalls
Firewall policies a - sgr-07db7b649cab4af575 1Pv4 Custom TCP TCP 8080 10.1.1.94/32 Policyld=DEFAULT:100...
Network Firewall rule o - sgr-017cd7dfdf9352d05 1Pv4 Custom TCP TP 8080 3.68.66.202/32 Policyld=DEFAULT:100...
groups
N . a - sgr-08cad1ef97f94ed45 1Pv4 Custom TCP TCcP 8080 18.184.103.116/32 Policyld=DEFAULT:100...
TLS inspection
configurations
Network Firewall resource
groups
¥ Virtual private network

(VPN)

Customer gateways

Michual civata oot
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Traffic of the application workspace

@ Cisco Secure Workload

Flow Search

Select time range

(5 OpenCart-EU-central-1 ~

Nov 28 3:42pm - Nov 28 9:42pm ~ B 101 " an 2

X Filter Flows

@ Enter attributes...

Flow Observations ~

Unknown

4P 430 5PM 530 6PM 630 7PM 730 8PM 830 9PM 930

Current scope is (5 OpenCart-EU-central-1 ~ Current selection: Nov 28 3:42pm to Nov 28 9:42pm

Found 21,563 Flow Observations (99ms)

Explore Observations

[20 Flows ~ | [In order | Sampled @ |

Consumer Names

Top [ Names ~ | contributing to the selected Flow Observations.

Unknown

Provider Names

“dice’ SECURE

o. 1.

21,937 total observations

Showing Flow Observations ~

Y Timestamp Consumer Name T Provider Name Tl ‘Consumer Address | Provider Address 11 Consumer Port 11 Provider Port T, Protocol T| Consumer Domain name T Provider Domain name 11 TLS Version Tl TLS Cipher T] Fwd ICI
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12416 80 TCP NONE NONE n
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12418 80 TCP NONE NONE n
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12412 80 TCP NONE NONE i}
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12420 80 TCP NONE NONE 1]
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12404 80 TCP NONE NONE n
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12406 80 TCP NONE NONE n
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 12414 80 TCP NONE NONE n
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 25216 22 TCP NONE NONE i}
> Nov 28 3:43:00pm Unknown Unknown 10.1.1.10 172.31.7.247 25214 22 TCP NONE NONE 1]
74
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Policy analysis view

@ Cisco Secure Workload Q. L. \

SECURE

< Workspaces OpenCart-EU-central-1 v PRIMARY ees [@ versiono v View Version History Automatically Discover Policies

Matching Inventories @) Policies @ Filters @ Conversations Provided Services Policy Analysis Enforcement Status Enforcement Q [}
Live Policy Analysi A Manage Alerts ] [ < Run Experiment \ [ Analyze Latest Policies
Select time range | 22,253 total observations

51pm - ’ Showing Flow Observations
Nov 28 3:51pm - Nov 28 9:51pm ~ = o " o 7 10

© Enter attributes... X Filter Flows
Filtered| @ Flow Observations ~

Rejected Escaped
u | |

Permitted

Top contributing to the selected Flow Observations.

Consumer Names Provider Names
.
.
.
.
.
Unknown Unknown
2
10 N T~ /~\ /. NP
. R N e N
: N A . Va4 —— —
} “' .. /T\ Pt \ - - —e—. /I N ./T\. = )
Found 745 Flow Observations | Show 20 ~
Y Timestamp T} Policy Categories 11 Consumer Name Tl Provider Name 11 Consumer Address 11 Provider Address 1] Consumer Port 11 Provider Port 1| Protocol 11 Service name 1| Inbound Enforcement policy rank 11 Outbound Enforcement policy rank 1!
> Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.2.83 172.31.7.247 25266 22 TCcP SSH Catch All Unknown
> Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.2.83 172.31.7.247 25342 22 TCcp SSH Catch All Unknown
> Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.2.83 172.31.7.247 25270 22 TCP SSH Catch All Unknown
> Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.2.83 172.31.7.247 25344 22 TCcP SSH Catch All Unknown
> Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.35.135 172.31.7.247 25268 22 TCcp SSH Catch All Unknown
> Nov 28 4:10:00pm ESCAPED Unknown Unknown 172.31.2.83 172.31.7.247 25310 22 TCcP SSH Catch All Unknown
> Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.26.179 172.31.7.247 25292 22 TCcp SSH Catch All Unknown
Nov 28 4:10:00pm REJECTED Unknown Unknown 172.31.35.135 172.31.7.247 25282 22 Jcp SSH Catch All Unknown

c1sco '&_/
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AWS Ingested Labels

@ Cisco Secure Workload

Labels and Scopes

Total Labels Enforcement Groups
172.31.12.42
9 None
Type: TAGGED
LABELS AND SCOPES
Labels
INTERFACES
Y Label key 71

# Access_group

# ApplicationName

: Database

s Datacenter

# Environment

s Function

# Scope

# Stage

s UserName

# VPC-ID

s location

# orchestrator_Access_group

# orchestrator_ApplicationName

s orchestrator_Compliance

: orchestrator_Name

 orchestrator_Scope

s tage

(5 OpenCart-EU-central-1 ~ Q. L.

Experimental Groups

AWS-RDS  ...2 more

Label value 11
RDS_access
opencart

AWS-RDS

test

application

prod

vpc-079¢23af1c7563512

eu-central-1

c1sco '&_/
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Policy based on Label

@ Cisco Secure Workload 0. L. | W secure
< Workspaces OpenCart-EU-central-1 v PRIMARY ees [@) \Vversiono N View Version History Automatically Discover Policies.
Matching Inventories @) Policies @ Filters @ Conversations Provided Services Policy Analysis Enforcement Status Enforcement :
© Enter attributes... X Q (') [ X
Clusters @  Inventory Filters @ @
Cluster AWS-RDS
Clusters are suggested groups generated by the Automatic Policy Discovery algorithms. Create Cluster
Cluster Actions i/ >0
Y Name Matching Inventory T! Confidence T Dynamic Tl Approved Tl
Name AWS-RDS ¢
AWS-RDS 1 Approved v v
Description s
OpenCart-web-front 1 Approved v v
Query s Database = AWS-RDS

Rows per page| 50 v|
Edit Cluster Query View Cluster Details

> Workloads 0

/' IP Addresses 1

Address

172.31.12.42

> Neighbors 1
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Enforcement

@ Cisco Secure Workload 0. L. | i secure
< Workspaces OpenCart-EU-central-1 v PRIMARY see [@) Versiono v View Version History Automatically Discover Policies
Matching Inventories @) Policies @ Filters @ Conversations Provided Services Policy Analysis Enforcement Status Enforcement Q ]

Enforced Policy Version: disabled @ Enforce Policies

Enforcement is disabled for this workspace.
Traffic in, out and within this workspace's scope may still be enforced by policies from other enforced workspaces.

23,205 total observations

Select time range 1
_ Showing Flow Observations
Nov 28 4:07pm - Nov 28 10:07pm ~ En prm o p e o
@ Enter attributes... X Filter Flows
Filtered | @ Flow Observations ~ | Permitted | Rejected | Escaped Top [Namss ~ | contrbuting to the selected Flow Observations.
g Rejected g Escaped
Consumer Names Provider Names
5 3 3
wlt
w0
35
30
2
2
15 _
" SN\ e ) S B VA AN
; AN A Y = VAN
I e i NG O N S N
76M 730 sPu 830 apm o0 10PM
Found 752 Flow Observations [ Show 20 ~
Y Timestamp Tl Policy Categories Tl Outbound Policy Rank T} Inbound Policy Rank T} Consumer Name T} Provider Name T} Consumer Address Tl Provider Address Tl Consumer Port T, Provider Port T Protocol 1 Service name Tl Inbound Enforci
> Nov 28 4:10:00pm  REJECTED Unknown Catch All Unknown Unknown 172.31.2.83 172.31.7.247 25266 22 TP SSH Catch All
> Nov 28 4:10:00pm ~ REJECTED Unknown Catch All Unknown Unknown 172.31.2.83 172.31.7.247 25342 2 TCP SSH Catch All
> Nov 28 4:10:00pm ~ REJECTED Unknown Catch All Unknown Unknown 172.31.2.83 172.31.7.247 25270 2 TCP SSH Catch All
> Nov 28 4:10:00pm  REJECTED Unknown Catch All Unknown Unknown 172.31.2.83 172.31.7.247 25344 22 TCP SSH Catch All
> Nov 28 4:10:00pm  REJECTED Unknown Catch All Unknown Unknown 172.31.35.135 172.31.7.247 25268 22 TP SSH Catch All
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Enforcement

Update Enforced Policies

(/) Enforcement Readiness @ Review Policy Updates 3 Impacted Workloads 4 Impacting Policies 5 Review & Enforce

Related to : Applications : OpenCart-EU-central-1

Select the version of policies to enforce.

Version Latest Policies

5/5 policy changes selected for enforcement

@ Filter Policies ...

Absolute No matching changes

Default | Added

Priority Action Consumer

Protocols and Ports

100 ALLOW 1aws : eu-central-1: eu-cen-1-sec-vpc ® OpenCart-web-front TCP:22(SSH) ...1 more

100 ALLOW @ OpenCart-web-front £ ...:aws : eu-central-1: eu-cen-1-sec-vpc TCP : 8080 (HTTP)

100 ® ALLow ® OpenCart-web-front ® AWS-RDS TCP : 3306 (MySQL)

Catch All

Change ~Catch All Action from |® ALLOW | to

Previous Next
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Enforcement

Update Enforced Policies

(/) Enforcement Readiness @ Review Policy Updates 3 Impacted Workloads 4 Impacting Policies 5 Review & Enforce

Related to : Applications : OpenCart-EU-central-1

Select the version of policies to enforce.

Version Latest Policies

5/5 policy changes selected for enforcement

@ Filter Policies ...

Absolute No matching changes

Default | Added

Priority Action Consumer

Protocols and Ports

100 ALLOW 1aws : eu-central-1: eu-cen-1-sec-vpc ® OpenCart-web-front TCP:22(SSH) ...1 more

100 ALLOW @ OpenCart-web-front £ ...:aws : eu-central-1: eu-cen-1-sec-vpc TCP : 8080 (HTTP)

100 ® ALLow ® OpenCart-web-front ® AWS-RDS TCP : 3306 (MySQL)

Catch All

Change ~Catch All Action from |® ALLOW | to

Previous Next
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Scopes and Inventory | Inventory Profile

Security Group Policies

172.31.7.247

AWS 1ype: TacaeD
~—

LABELS AND SCOPES
INTERFACES
ENFORCEMENT HEALTH

‘CONCRETE POLICIES

SECURITY GROUP POLICIES |

Security Group Policies

The cluster is unhealthy. There are platform alerts in the cluster. Please change your Tenant preference to  ® Default

Total Security Groups

1

Security Group Policies

© Enter attributes...

Displaying 3 out of 3 security group policies

Y Interface 1| Security Group ID T
1 9 65219
1 g 6b219
1 g 6b219

csw_205fe0bb_1689405313_

csw_205fe0bb_1689405313_

csw_205fe0bb_1689405313_

Actions TL

ALLOW

ALLOW

ALLOW

Total Labels
20

Direction T}

INGRESS

INGRESS

EGRESS

(% OpenCart-EU-central-1 ~ @+ A . | ‘4sf' SECURE

Experimental Groups

OpenCart-web-front ...2 more

tion Port range Tl

Destination Inventories |

any 80
any 22
3.68.66.202/... .7 more 8080

.&-/
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Organisation of apps

Scopes and Inventory

Scopes

@ Filter Scopes...

24 Scopes and 13 Inventory Filters @

A Demo Inventory: 5,864
b 436 Children Uncategorized: 5,637
dstoeckm-AWS Inventory: 0

> 1/3 Children v

A DusLab

Inventory: 227
> 5/ 26 Children

Uncategorized: 7

Internet

0 Children Inventory:(0

No Draft Changes @

X

dstoeckm-azure

1/3 Children Inventory: 0

westeurope

I 3
1/ 2 Children nventory:i0

PLX-Demo-Vnet
¥ 1/1 Children

OpenCart-Azure
0 Children

Inventory: 0

vd

Inventory: O

AN

cisco Lz/&/

For Azure

Query

* orchestrator_system/

h_type = azure

Query

Query
* orch sy Jvirtual_ rk_id = cd3031

Query
3 orchestrator_system/cluster_name = AZURE

10e91

How to organize applications based on
defined labels derived from orchestrator,

APIs or manual (CSV).

#CiscoLiveAPJC BRKSEC-1773

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

103



Policy mapping Azure

—
|
|
Scopes and Inventory : I
|
Scopes No Draft Changes o | — e o o o Em EE Em EE o o e e e = - I I
! 4>
: | 1 |
© Filter Scopes... X | I PLCDE G Vst : :
|
24 Scopes and 13 Inventory Filters @ | I
I — |
P! I
A Demo Inventory: 5,470 I :
R4 4/ 36 Children Uncategorized: 5,241 | I X-Demo-Subn 1
|
Iy ‘ I
v @ dstoeckm-azure Workspaces: 0 I [O I I
1/3 Children Total Workspaces: 1 | I I
I, PLX-Demo-NIC o
<7 westeurope Workspaces: 0 | 1 l |
1/2 Children Total Workspaces: 1 I 1
I I
I I :
v e PLX-Demo-Vnet Workspaces: 0 I PLX-Demo-PubliclP I
1/1 Children Total Workspaces: 1 I I I I
[o] C I I
=> A OpenCart-Azure Workspace: 1
3 0 Children Total Workspaces: 1 I I
S |
azure-OpenCart Primary
— e e e e e e e e e e e e e e e = = = = = =
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Cisco Secure Workload

Azure Connector

@ Cisco Secure Workload

®Demo ~ Q. A

Back to Connectors

Connector

Azure B33 ©

Info Azure

/5 AZ u re HTTP Proxy: http://proxy.esl.cisco.com:80 Total Virtual Networks: 1

Full Scan Interval: 3600 seco

Total Kubernetes Clusters: 0

Delta Scan Interval: 60 <

IAM Policy: ¥

AZURE # VNet ID VNet Name

Region Gather Labels Flow Logs Ingest Segmentation
Enabled on Nov 16th, 2022 cd303134ceb9e8dd0bfa930a578e048430010e91 PLX-Demo-Vnet westeurope enabled enabled enabled
Enable Another Y Address 1! * Orchestrator_system/Cluster_id 1| s Orchestrator_system/Cluster_name 1| O X face_id 10 * O X ine_id 11 O x ine_name 11 Ed
. cd303134ceb9e8dd0bfa930a578e 9a15abb8-bd91-4¢30-8f05-
‘ Edit Connector l 10.0.1.4 048430010691 AZURE PLX-Demo-NIC 3bb04eal5288 plx_demo_vm a

[ Delete Connector l
Rows per page | 40 v ‘ n
Capabilities

Inventory Enrichment
Flow Visibility ~Segmentation

Managed K8s
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Azure Ingested Labels

@ Cisco Secure Workload ®Demo ~ Q. A ' SECURE
Labels and Scopes
Total Total Concrete P Total Label ent Groups ental Groups
10.0.1.4 B 2 14
/A Azure' Type: TAGGED
LABELS AND SCOPES
Labels
INTERFACES
Y Label key Tl Label value +
ENFORCEMENT HEALTH
# orchestrator_system/machine_id 9a15abb8-bd91-4c30-8f05-3bb04eal5288
CONCRETE POLICIES
sk orchestrator_system/region westeurope
SECURITY GROUP POLICIES
s orchestrator_Tier web-tier
* orchestrator_system/workload_type vm
s orchestrator_system/segmentation_enabled true
* orchestrator_system/machine_name plx_demo_vm
s orchestrator_system/virtual_network_id ¢d303134ceb9e8dd0Obfa930a578e048430010e91
# orchestrator_system/cluster_id cd303134cebe8dd0bfad30a578048430010e91
*k orchestrator_system/orch_type azure
:k orchestrator_system/resource_group RG-PLX-Demo
W- #CiscoLiveAPJC BRKSEC-1773 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Workload

@ Cisco Secure Workload

Cisco

4

Flow Search

Select time range

[} westeurope ~ ' SECURE

[ 190 N

182,025 total observations

Dec 5 6:29pm - Dec 6 12:29am ~

@ Enter attributes...

| ® Flow Observations ~

101

b4 ilter Flows

ing Fi fons v
prrs Showing Flow Observations

Top [ Names ~ | contributing to the selected Flow Observations.

Unknown

6'30 7PM 7:30 8PM

Current scope is  [f] westeurope ~

Found 156 Flow Observations (76ms)

Explore Observations >

Y Timestamp 1 Consumer Name Tl

Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown
Dec 5 8:21:00pm  Unknown Unknown

Provider Name T

(20 Flows ~ ] [In order | Sampled @

Consumer Address Tl
5.188.87.3
178.62.2.24
124.95.156.130
5.188.87.3
71.128.32.24
183.136.225.32
183.136.225.32
61.177.173.47
51.210.193.232

5.188.87.3

10PM

1030 1PM

1:30 126

Current selection: Dec 5 8:21pm to Dec 5 8:24pm

Provider Address T|

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

10.0.1.4

Consumer Port T

45773

36772

54070

45773

33002

20493

49816

53291

50908

45773

Provider Port 11

Protocol Tl
61682 TCP
22 TCP
22 TCP
30516 TCP
22 TCP
80  TCP
80  TCP
22 TCP
22 TCP
21227 TCP

Consumer Resource Type Tl
Other
Other
Other
Other
Other
Other
Other
Other
Other

Other

‘Consumer Names

Provider Names

Unknown

Provider Resource Type 1| Service Name 11 Inbound Analysis Policy Rank

Other Unknown Catch All
Other SSH Default
Other SSH Default
Other Unknown Catch All
Other SSH Default
Other HTTP. Default
Other HTTP. Default
Other SSH Default
Other SSH Default
Other Unknown Catch All

.&-/
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o ADNEEEEEEEERRSS. . L A N
Cisco Secure Workload

@ Cisco Secure Workload

View Version History

< Workspaces azure-OpenCart v PRIMARY cee n Version 0 \/

Enforcement Status

[ enforcement

Matching Inventories @) Filters @) Conversations Provided Services Policy Analysis

Policies @

X Run Quick Analysis + Policy |

@ Filter Policies ...

Action  Priority Protocols and Ports
Azure-MariaDB

ALLOW 100 TCP: 22,80

Uiy’ SECURE

o. 4.

| P Automatically Discover Policies

a e X
Scope OpenCart-Azure
Full Name Demo:dstoeckm-azure:westeurope:PLX-Demo-

Vnet:OpenCart-Azure
Primary App azure-OpenCart

Query * orchestrator_system/cluster_name = AZURE
or app_name = opencart

View Scope Details
> Services 0
> Pods 0
> Workloads 0

> IP Addresses 2

cisco #CiscoLiveAPJC BRKSEC-1773
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Azure view on the policy - Inbound rules

All resources «
Cisco-CSW-Sales

+ Create €53 Manage view

[ Filter for any field...

Name T
= diag736a3b339641a647

maria-db-opencart

]
/D NetworkWatcher_westeurope

PLX-Demo-NetworkSecurityGroup ]

§8 PLX-Demo-NIC
& PLX-Demo-OsDisk
B3 PLX-Demo-PubliclP
4> PLX-Demo-Vnet

KX pix_demo_vm

>

Page

Home > All resources > PLX-Demo-NetworkSecurityGroup

v PLX-Demo-NetworkSecurityGroup | Inbound security rules

T Network security group

Overview
° Network security group security rules are evaluated by priority using the combination of source, source port, destination, destination port, and protocol to allow or deny the traffic. A security
E Activity log rules can't have the same priority and direction as an existing rule. You can't delete default security rules, but you can override them with rules that have a higher priority. Learn more o
A trol (1AM
wr PR Access control (AM) [ .o Fiter by name Source == all Destinatior 1 Action == all
@ Tags
e Priority 1 Name ™y Protocol Ty, Source Ty Destination Ty Action Ty
... ¢ Diagnose and solve problems
[ 100 CSW Policy 1 53,123 udp 10.0.1.4/32 Any @ Allow
see|  Settings 3 102 CSW Policy 3 22,80,443 Tep 10.0.1.4/32 Any @ Allow
A 5 7 E—
l = Inbound security rules 0 105 A Csw policy 6 22,80 Tep Any Any @ Allow
5
- O 107 A csw Policy Inbou... Any Any Any Any € Deny
-t 8 Networkinterfaces 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
o ¢ subnets 65001 AllowAzurelLoadBalanc.. Any Any AzureLoadBalancer Any @ Allow
.o HH
iIi" Properties 65500 DenyAllinBound Any Any Any Any @ Deny
s+ O Locks
Monitoring
BN Alerts

Diagnostic settings
® Logs

& NSG flow logs
Automation

2. Tasks (preview)

£ Export template

Help

() Refresh [ii] Delete

*

27 Give feedback

E & & &

b
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Azure view on the policy — Outbound Rules

Home > All resources > PLX-Demo-NetworkSecurityGroup

All resources « _*_ PLX-Demo-NetworkSecurityGroup | Outbound security rules - X

Cisco-CSW-Sales Network security group

+ Create {3} Manage view - « 4 Add S Hide default rules () Refresh [l Delete 27 Give feedback

- @ Overview
‘ Filter for any field... Network security group security rules are evaluated by priority using the combination of source, source port, destination, destination port, and protocol to allow or deny the traffic. A security
Nariie Activity log rules can't have the same priority and direction as an existing rule. You can't delete default security rules, but you can override them with rules that have a higher priority. Learn more
— A trol (IAM] .
= diag736a3b339641a647 «n PR Access control (AM) | O Filter by name Port == all Source == all Destination == all Action == all
i . @ Tags :
B maria-db-opencart Priority T Name Ty Port Ty Source Ny Destination Ty Action Ty
Di; d sol bl
/2 NetworkWatcher_westeurope ... ¢ Diagnoseand solve problems 0 101 CSW policy2 —_ Udp Any Ay © Alow ]
[ @& PLX-Demo-NetworkSecurityGroup ] sty|  Settings J 103 CSW Policy 4 22,80,443 Tep Any Any @ Allow i
.. ¥ i
Inbound security rules [ 104 CSW Policy 5 3306 Tep Any 13.69.105.208/32 @ Allow T
@ PLX-Demo-NIC Outbound security rules [ 106 CSW Policy 7 22,80 Tep Any 100.14/32 @ Allow o
i T
& PLX-Demo-OsDisk - ] 108 CSW Policy Outbound - Any Any Any Any € Deny o}
ED PLX-Demo-PubliciP “i #eoESubnets 65000 AllowVnetOutBound  Any Any virt « Vir @ Alow i
" .
43 PLX-Demo-Vnet il! Properties 65001 AllowinternetOutBound ~ Any Any Any Internet O Allow
K3 pix demo_vm < 8 Locks 65500 DenyAllOutBound Any Any Any Any @ Deny i
Monitoring
KR Alerts

Diagnostic settings
® Logs

& NSG flow logs
Automation

% Tasks (preview)
] Export template

Page of1 | > Help

httns:llan microsoft id=2174617

c1sco '&_/
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Cloud protection strategy

« Protect your app / deployment from
access from the beginning

 Build a policy from outside in

« Work as close as possible to cloud -
native controls. Use label / tags | |

el © ©
- Continuously optimise your policy, e | 0 o 7
established process for policy live cycle == o= ‘gé(;u//
* Include application owner and
NetSecOps from the beginning L
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Zero Trust Architecture

Campus  DNA

Center

AP --------- --- Context
9.- ______________ [ J ®
] _ Infoblox <2
Medical Device g [ & o > N o TS
Network MW i i o vm
: ' Cisco Cyber Vision 0 _- - = S < f:- vSphere
(,\O\N _ o N\, %
o \ _ € o N O;Z_ servicenovow
Administration e((\e o [} o
Network eV “ qE_) £ DNS
o o S [-- |
- o o) ~ —
_- S — N N1
- = S 1
Employee Network ‘%nyﬁsn’\ﬂnect \0‘
1 BB 1 B BR BREAER BB BE algosec
. { H § & 4 el el it o H § K S
Guest Network D LIRS
,E’nfortemér(
o o LA I N
Software Defined Access S — - 4 7 Poliey - yPolicy Rofcy
i Y

NSX/Other

W / Application Workloads
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Almost
finished...
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Summary
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Steps to Zero Trust

Reactive
Segmentation

Quickly isolate
environments or

Zero Trust applications to
Environment Microsegmentation contain threat
Separation Full application level
Restrict microsegmentation
_ _ communication with allow-list controls Detect and
Block ng.h R_'Sk between environments Respond
Communication (Prod and Dev/Test)
(IT and OT)

Proactively block

o . protocols and ports
Visibility and Risk that pose greatest
Assessment exposure

Map environment,

harden workloads Protect

and reduce exposure

|dentify
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys
We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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