
#CiscoLiveAPJC#CiscoLiveAPJC#CiscoLiveAPJC



#CiscoLiveAPJC#CiscoLiveAPJC

Jerry Lin, Principal Security Engineer
BRKSEC-1240

If you don’t have a Security 
Reference Architecture, you 
must get one!
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About Jerry Lin
• 20+ years at Cisco; Security CCIE#6469

• Distinguished Speaker Hall of Fame at Cisco Live

• Coauthor; “NAC Appliance: Enforcing Host Security with 
CleanAccess”, Ciscopress

• Cisco Security Reference Architecture  

• Favorite sport; marathons!

BRKSEC-1240
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CL Hall of Fame Coauthor
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Enter your personal notes here

Cisco Webex App 

7

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.

1

2
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4
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-1240
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• What is an architecture and 
why

• Cisco Security Reference 
Architecture compared

• Use cases and threat 
modeling

• Conclusion

BRKSEC-1240 8
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Objectives

• Understand the overall value and benefits of a security reference 
architecture

• Understand Cisco architecture alignment to industry frameworks

• SRA Use cases: Zero Trust, SASE, XDR, and others

• Threat Modeling of the SRA

9BRKSEC-1240
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Shift in IT Landscape

Traditional  
perimeter 
security

Workloads

Users

BRKSEC-1240 11
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Defense in depth

BRKSEC-1240

Outer wall

Restricted 
Access

High 
visibility

Internal 
Segmentation

• Redundancy -
Planning for failure 
with backups

• Segmentation –
Reduce attack surface

“Is this an architecture?  Or a design?”



The Industry architecture has you covered…

• Bullet text here

– Second level
• Third level

– Fourth level
• Fifth level

Infrastructure Security Endpoint Security Application Security

Messaging Security Web Security

IOT Security Security Ops & Incidence Response Threat Intelligence Mobile Security Data Security

Transaction Security

Risk & Compliance

Specialized Threat Analysis Identity & Access Management

Cloud Security
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Requirements of a security architecture
Inputs from OpenAI and Cisco AI

BRKSEC-1240

Policy, Procedure, Standards

Identity Access Management

Physical Security

Network Security

Encryption

FW/IDS/VPN

Data Security

Security Incident Management

Security Awareness/Training

Disaster Recovery

Business Continuity Plan

Audits and Assessments

Scalability and Flexibility

Integration and Interoperability

Cloud SecurityEndpoint Security

+ many more, likely
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Strengthen Communications Business outcomes/risks

Mapping business outcomes to 
business risks. Identify gaps.

Confidence

YES, I know what I am doing!

Communicate between stakeholders, 
security, and users.  Explain 
milestones and benefits

Benefits

“An architecture is more than the 
sum of its parts”

Desired business outcome

15BRKSEC-1240

1 + 1 > 3
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Who uses the security reference architecture

16

CxO, xVP, Leadership Business 
Transformation

Security Strategy, 
Compliance

Architecture and 
Policy

Configuration, 
Deployment

Information Security/Risk Compliance

Architects

Security and/or Network Operations

BRKSEC-1240



Show me the 
architecture!
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TALOS THREAT INTELLIGENCE Actionable threat intelligence Collective responses Comprehensive visibility Signal identification Threat research & analysis

v

XDR SECURITY 
OPERATIONS TOOLSET

Cisco Vulnerability Management | Secure Analytics 
XDR | Secure Client | Talos Incident Response 

SERVICES

CAPABILITIES

Custom threat 
research on demand

Network detection 
& response 

Implement 
and manage

Device discovery
& insights

Incident response 
retainer

Endpoint detection 
& response

Managed detection & 
response

Open API platform & 3rd

party native integrations

Strategy 
& assessment

Risk-based 
vulnerability 
management

Identity & 
Security 
analytics

Security orchestration, 
automation & response

Threat visibility, incident 
response & threat hunting

Security Reference Architecture

a

Cloud 
managed

VPN
Telemetry 
Visibility

Endpoint 
detection & 
response

DNS—layer 
security

Secure 
web

Anti-virus
Anti-malware

Query
Host 
FW

Mobile device 
management

Risk-based 
MFA

Password-
less

Device 
trust

Continuous
Trust

Email, Phishing, 
SPAM, BEC,DLP, 
content filtering

Digital experience 
monitoring

User / Device Security

Cloud Edge Network On-Premises NetworkCloud Edge Network On-Premises Network

Anti-virus 
Anti-malware

API 
security

App 
discovery

Cloud 
analytics

Cloud Native 
Security

DDoS, 
WAF/Bot

Identity
pxGrid

Micro/Macro 
Segmentation

Run-time 
application

Telemetry
Threat 
mitigation

Visibility

Workload, Application, and Data Security

CSPM/
CAASM

Data access 
& Integrity

ZERO TRUST

SASE

ACI | Attack Surface Management | Panoptica | Radware | Secure Application | Secure Endpoint| Secure Firewall | Multicloud Defense | Secure Workload 

Cisco Secure Client (AnyConnect) | Umbrella | Secure Endpoint | Meraki Systems Manager | Duo | Secure E-mail | ThousandEyes

SASE/SDWAN In the Office/Managed Location Industrial Threat Defense

Meraki | Secure Firewall | 
ThousandEyes | Viptela

Catalyst | DNAC | ISE | Meraki | Secure Firewall | 
Secure Network Analytics | Secure Web Appliance

DNAC | CyberVision | Industrial Networking | 
ISE | Secure Firewall | Secure Network Analytics

SASE/Security Service Edge

Duo | Secure Access | Umbrella | Secure Connect

CLOUD-BASED UNIFIED MANAGEMENT & POLICY AI / ML DRIVEN OPEN & EXTENSIBLEMULTICLOUDSECURITY CLOUD

Defense 
GatewayFirewall

Anomaly detection

Compliance

Group tag classification

Identity pxGrid

Ruggedized

Segmentation

Threat mitigation

Visibility

Application 
network gateway

Configuration 
orchestration

Content filtering

Encrypted visibility

Zero Trust 
Network Access

Group tag classification

Identity/pxGrid Cloud

Network access 
control

Network security 
analytics

NGFW

NGIPS

Security analytics 
& logging

Segmentation

Threat mitigation

Profiling

Analytics

Application performance 
optimization

Cloud based orchestration

Cloud OnRamp

Digital experience 
monitoring

Group tag propagation

IPSecVPN

Integrated security

Middle mile optimization

Segmentation 

Visibility

Browser access control

Cloud access
security broker

Cloud malware detection

Data loss prevention

DNS-layer security

FWaaS

Identity / posture

RAaaS

Remote browser 
isolation

Secure web gateway

TLS decryption

Zero Trust 
Network Access

Tenant restrictions

www.cisco.com/go/sra
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TALOS THREAT INTELLIGENCE Actionable threat intelligence Collective responses Comprehensive visibility Signal identification Threat research & analysis

v

XDR SECURITY 
OPERATIONS TOOLSET

Cisco Vulnerability Management | Secure Analytics 
XDR | Secure Client | Talos Incident Response 

SERVICES

CAPABILITIES

Custom threat 
research on demand

Network detection 
& response 

Implement 
and manage

Device discovery
& insights

Incident response 
retainer

Endpoint detection 
& response

Managed detection & 
response

Open API platform & 3rd

party native integrations

Strategy 
& assessment

Risk-based 
vulnerability 
management

Identity & 
Security 
analytics

Security orchestration, 
automation & response

Threat visibility, incident 
response & threat hunting

Security Reference Architecture

a

Cloud 
managed

VPN
Telemetry 
Visibility

Endpoint 
detection & 
response

DNS—layer 
security

Secure 
web

Anti-virus
Anti-malware

Query
Host 
FW

Mobile device 
management

Risk-based 
MFA

Password-
less

Device 
trust

Continuous
Trust

Email, Phishing, 
SPAM, BEC,DLP, 
content filtering

Digital experience 
monitoring

User / Device Security

Cloud Edge Network On-Premises NetworkCloud Edge Network On-Premises Network

Anti-virus 
Anti-malware

API 
security

App 
discovery

Cloud 
analytics

Cloud Native 
Security

DDoS, 
WAF/Bot

Identity
pxGrid

Micro/Macro 
Segmentation

Run-time 
application

Telemetry
Threat 
mitigation

Visibility

Workload, Application, and Data Security

CSPM/
CAASM

Data access 
& Integrity

ZERO TRUST

SASE

ACI | Attack Surface Management | Panoptica | Radware | Secure Application | Secure Endpoint| Secure Firewall | Multicloud Defense | Secure Workload 

Cisco Secure Client (AnyConnect) | Umbrella | Secure Endpoint | Meraki Systems Manager | Duo | Secure E-mail | ThousandEyes

SASE/SDWAN In the Office/Managed Location Industrial Threat Defense

Meraki | Secure Firewall | 
ThousandEyes | Viptela

Catalyst | DNAC | ISE | Meraki | Secure Firewall | 
Secure Network Analytics | Secure Web Appliance

DNAC | CyberVision | Industrial Networking | 
ISE | Secure Firewall | Secure Network Analytics

SASE/Security Service Edge

Duo | Secure Access | Umbrella | Secure Connect

CLOUD-BASED UNIFIED MANAGEMENT & POLICY AI / ML DRIVEN OPEN & EXTENSIBLEMULTICLOUDSECURITY CLOUD

Defense 
GatewayFirewall

Anomaly detection

Compliance

Group tag classification

Identity pxGrid

Ruggedized

Segmentation

Threat mitigation

Visibility

Application 
network gateway

Configuration 
orchestration

Content filtering

Encrypted visibility

Zero Trust 
Network Access

Group tag classification

Identity/pxGrid Cloud

Network access 
control

Network security 
analytics

NGFW

NGIPS

Security analytics 
& logging

Segmentation

Threat mitigation

Profiling

Analytics

Application performance 
optimization

Cloud based orchestration

Cloud OnRamp

Digital experience 
monitoring

Group tag propagation

IPSecVPN

Integrated security

Middle mile optimization

Segmentation 

Visibility

Browser access control

Cloud access
security broker

Cloud malware detection

Data loss prevention

DNS-layer security

FWaaS

Identity / posture

RAaaS

Remote browser 
isolation

Secure web gateway

TLS decryption

Zero Trust 
Network Access

Tenant restrictions

Extended Detection & Response

User/Device

Cloud Edge / Network

Applications/Data
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• Partners & customers should 
order through their Cisco 
account support teams

SRA Poster

BRKSEC-1240 20
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Cisco SRA 
versus and

others… 

Is Cisco SRA aligned to 
other published security 
architectures or 
frameworks?

21BRKSEC-1240
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SRA compared to others

• SABSA and TOGAF

• https://sabsa.org/sabsa-executive-summary/

• NIST

• CIS Controls

• NCSC

Existing frameworks

Provides detailed 

processes and 

guidelines + TIME

My goal is to focus on outcomes, not the process

• And others…

BRKSEC-1240 22
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SABSA

• Sherwood Applied Business Security 
Architecture

• Framework for developing risk-
driven enterprise information security 
and information assurance 
architectures. 

• SABSA does not offer any specific 
control and relies on others, such as 
the International Organization for 
Standardization (ISO) or COBIT 
processes

23BRKSEC-1240
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COBIT 5 Principles

24BRKSEC-1240

Control Objectives for Information and Related Technology

Version 1 released in 1996 by ISACA
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The Open Group Architecture Framework 
(TOGAF)

• Developed in 1995

• TOGAF is a framework and a set of 
supporting tools for developing an 
enterprise architecture

• TOGAF also starts at business vision and 
followed by technology

• TOGAF Series Guides – 10th edition

• Certifications available

25BRKSEC-1240
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CIS Controls Ecosystem
Center for Internet Security

26

• It’s not about the 
list

• Focus on 
stopping the 
threat, not “Nice 
to have”

• Feasible, 
Measurable

• Align to other 
frameworks, 
regulations, 
governance, etc

BRKSEC-1240
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US Cybersecurity Infrastructure and Security Agency, CISA
Framework adopted by many industry analysts and experts

Zero Trust Market Alignment
Based on NIST SP 800-207

27BRKSEC-1240

https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf

Cisco

https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
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NCSC Zero Trust
https://www.ncsc.gov.uk/collection/zero-trust-architecture

28BRKSEC-1240

July 23, 2021
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DISA Zero Trust Framework
Defense Information Systems Agency

29BRKSEC-1240

• 7 pillars of DoD 
ZT Architecture

• Prepared by 
DISA and NSA 
(National 
Security 
Agency), July 
2022

https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
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TALOS THREAT INTELLIGENCE Actionable threat intelligence Collective responses Comprehensive visibility Signal identification Threat research & analysis

v

XDR SECURITY 
OPERATIONS TOOLSET

Cisco Vulnerability Management | Secure Analytics 
XDR | Secure Client | Talos Incident Response 

SERVICES

CAPABILITIES

Custom threat 
research on demand

Network detection 
& response 

Implement 
and manage

Device discovery
& insights

Incident response 
retainer

Endpoint detection 
& response

Managed detection & 
response

Open API platform & 3rd

party native integrations

Strategy 
& assessment

Risk-based 
vulnerability 
management

Identity & 
Security 
analytics

Security orchestration, 
automation & response

Threat visibility, incident 
response & threat hunting

Security Reference Architecture

a

Cloud 
managed

VPN
Telemetry 
Visibility

Endpoint 
detection & 
response

DNS—layer 
security

Secure 
web

Anti-virus
Anti-malware

Query
Host 
FW

Mobile device 
management

Risk-based 
MFA

Password-
less

Device 
trust

Continuous
Trust

Email, Phishing, 
SPAM, BEC,DLP, 
content filtering

Digital experience 
monitoring

User / Device Security

Cloud Edge Network On-Premises NetworkCloud Edge Network On-Premises Network

Anti-virus 
Anti-malware

API 
security

App 
discovery

Cloud 
analytics

Cloud Native 
Security

DDoS, 
WAF/Bot

Identity
pxGrid

Micro/Macro 
Segmentation

Run-time 
application

Telemetry
Threat 
mitigation

Visibility

Workload, Application, and Data Security

CSPM/
CAASM

Data access 
& Integrity

ZERO TRUST

SASE

ACI | Attack Surface Management | Panoptica | Radware | Secure Application | Secure Endpoint| Secure Firewall | Multicloud Defense | Secure Workload 

Cisco Secure Client (AnyConnect) | Umbrella | Secure Endpoint | Meraki Systems Manager | Duo | Secure E-mail | ThousandEyes

SASE/SDWAN In the Office/Managed Location Industrial Threat Defense

Meraki | Secure Firewall | 
ThousandEyes | Viptela

Catalyst | DNAC | ISE | Meraki | Secure Firewall | 
Secure Network Analytics | Secure Web Appliance

DNAC | CyberVision | Industrial Networking | 
ISE | Secure Firewall | Secure Network Analytics

SASE/Security Service Edge

CLOUD-BASED UNIFIED MANAGEMENT & POLICY AI / ML DRIVEN OPEN & EXTENSIBLEMULTICLOUDSECURITY CLOUD

cisco.com/go/sra

Defense 
GatewayFirewall

Anomaly detection

Compliance

Group tag classification

Identity pxGrid

Ruggedized

Segmentation

Threat mitigation

Visibility

Application 
network gateway

Configuration 
orchestration

Content filtering

Encrypted visibility

Zero Trust 
Network Access

Group tag classification

Identity/pxGrid Cloud

Network access 
control

Network security 
analytics

NGFW

NGIPS

Security analytics 
& logging

Segmentation

Threat mitigation

Profiling

Analytics

Application performance 
optimization

Cloud based orchestration

Cloud OnRamp

Digital experience 
monitoring

Group tag propagation

IPSecVPN

Integrated security

Middle mile optimization

Segmentation 

Visibility

Browser access control

Cloud access
security broker

Cloud malware detection

Data loss prevention

DNS-layer security

FWaaS

Identity / posture

RAaaS

Remote browser 
isolation

Secure web gateway

TLS decryption

Zero Trust 
Network Access

Tenant restrictions

Platform

Threat Intelligence

Extended Detection and Response

User / Device Security

On Premises Network

Workload, Application, and Data

 A     e  re A  ess  er er 

 d e 

Duo | Secure Access | Umbrella | Secure Connect

Cloud Edge Network

http://www.cisco.com/go/sra


How to use the 
SRA



Zero Trust 
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What Zero Trust 
Means to Us

Never assume trust.

Always verify.

Enforce risk-based 
least privilege.

33BRKSEC-1240
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What it takes to get Zero Trust right
Zero Trust requirements

• User / device / posture 
/ context 

• Risk-based 
authentication

• Behavior monitoring –
threat activity

• Vulnerability 
Management

• Identity Security 
Posture Management

• Micro-segmentation

• Unified access control

• Least privilege + 
explicit access (ZTNA)

• Prioritized incident 
response

• Orchestrated 
remediation

• Integrated + open 
workflows

• Identity Threat 
Detection & Response

Establish & 
Continuously 
Verify Trust

Enforce Trust-
Based Access

Respond to 
Change in Trust

BRKSEC-1240 34
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TALOS THREAT INTELLIGENCE Actionable threat intelligence Collective responses Comprehensive visibility Signal identification Threat research & analysis

v

XDR SECURITY 
OPERATIONS TOOLSET

Cisco Vulnerability Management | Secure Analytics 
XDR | Secure Client | Talos Incident Response 

SERVICES

CAPABILITIES

Custom threat 
research on demand

Network detection 
& response 

Implement 
and manage

Device discovery
& insights

Incident response 
retainer

Endpoint detection 
& response

Managed detection & 
response

Open API platform & 3rd

party native integrations

Strategy 
& assessment

Risk-based 
vulnerability 
management

Identity & 
Security 
analytics

Security orchestration, 
automation & response

Threat visibility, incident 
response & threat hunting

Security Reference Architecture

a

vCloud 
managed

VPN
Telemetry 
Visibility

Endpoint 
detection & 
response

DNS—layer 
security

Secure 
web

Anti-virus
Anti-malware

Query
Host 
FW

Mobile device 
management

Risk-based 
MFA

Password-
less

Device 
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Continuous
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Email, Phishing, 
SPAM, EBC,DLP, 
content filtering

Digital experience 
monitoring

User / Device Security

Cloud Edge Network On-Premises NetworkCloud Edge Network On-Premises Network

Anti-virus 
Anti-malware

API 
security

App 
discovery

Cloud 
analytics

Cloud Native 
Security

DDoS, 
WAF/Bot

Identity
pxGrid

Micro/Macro 
Segmentation

Run-time 
application

Telemetry
Threat 
mitigation

Visibility

Workload, Application, and Data Security

CSPM/
CAASM

Data access 
& Integrity

ZERO TRUST

SASE

ACI | Attack Surface Management | Panoptica | Radware | Secure Application | Secure Endpoint| Secure Firewall | Multicloud Defense | Secure Workload 

Cisco Secure Client (AnyConnect) | Umbrella | Secure Endpoint | Meraki Systems Manager | Duo | Secure E-mail | ThousandEyes

SASE/SDWAN In the Office/Managed Location Industrial Threat Defense

Meraki | Secure Firewall | 
ThousandEyes | Viptela

Catalyst | DNAC | ISE | Meraki | Secure Firewall | 
Secure Network Analytics | Secure Web Appliance

DNAC | CyberVision | Industrial Networking | 
ISE | Secure Firewall | Secure Network Analytics

SASE/Security Service Edge

CLOUD-BASED UNIFIED MANAGEMENT & POLICY AI / ML DRIVEN OPEN & EXTENSIBLEMULTICLOUDSECURITY CLOUD

Defense 
GatewayFirewall

Anomaly detection

Compliance

Group tag classification

Identity pxGrid

Ruggedized

Segmentation

Threat mitigation

Visibility

Application 
network gateway

Configuration 
orchestration

Content filtering

Encrypted visibility

Zero Trust 
Network Access

Group tag classification

Identity/pxGrid Cloud

Network access 
control

Network security 
analytics

NGFW

NGIPS

Security analytics 
& logging

Segmentation

Threat mitigation

Profiling

Analytics

Application performance 
optimization

Cloud based orchestration

Cloud OnRamp

Digital experience 
monitoring

Group tag propagation

IPSecVPN

Integrated security

Middle mile optimization

Segmentation 

Visibility

Browser access control

Cloud access
security broker

Cloud malware detection

Data loss prevention

DNS-layer security

FWaaS

Identity / posture

RAaaS

Remote browser 
isolation

Secure web gateway

TLS decryption

Zero Trust 
Network Access

Tenant restrictions

Duo | Secure Access | Umbrella | Secure Connect
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Endpoints

• Users

• Devices

• IOT Things

ISE Provides Zero Trust for On-Premises
SecurityEnterprise

ISE

Identity Services

• Azure/AD/LDAP
• MDM
• SAML/MFA

Secure ItSee It

Security Services

• Cloud Analytics
• Secure Firewall
• Partners

Cisco ISE

• Shared or Distributed

• VM/Appliance/Cloud

• Up to 2M Endpoints

• RADIUS and 
TACACS

Network Devices

• Switches

• WLCs / APs

• VPN

Share It 
BRKSEC-1240 36
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Secure Remote Worker + Branch

37

Breakout (unmonitored internet and trusted SaaS)

Clientless 
Access

Resource 
connector or 
Backhaul VPN

DC/Colo/
Branch

Cisco Secure Access

Secure Access PoPs

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

AppsUsers

L3/4/7 
Firewall 
w/ IPS

MFA
Support

Device 
Posture

and Health

NAT

Services Router

Optional

Auth

DNS SWG DLP CASB

Client based 
Access

IPsec

How

Internet Traffic

Private Traffic

Secure Tunnel

SDWAN

BRKSEC-1240
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Internet

Private App (web/ssh/rdp)

(Private DC/IaaS)

Endpoint 

Security

Identity 

Authorization
Multi-Factor 

Authentication

App Workload 

Security
DDoS 

Protection

Firewall Intrusion 

Prevention
Web App 

Firewall

Device 
Posture

Assessment

SAML & 
SSO

Clientless 
Remote 
Access

Application  

Visibility & 

Control (AVC)

Zero Trust Business Flows with Security Capabilities

Private Application

(Private DC/IaaS)

\
Endpoint 

Security

Identity 

Authorization

Identity 

Access Policy

Application 

Visibility & 

Control (AVC)

Network Anti-

Malware

Web App 

Firewall

DDoS 

Protection

Multi-Factor 

Authentication

App Workload 

Security

Firewall Intrusion 

Prevention
Tagging

Private Application

(Private DC/IaaS)

Identity 

Authorization

Identity 

Access Policy

Application 

Visibility & 

Control (AVC)

Network Anti-

Malware

DDoS 

Protection

Multi-Factor 

Authentication

App Workload 

Security

Firewall Intrusion 

Prevention
Tagging Web App 

Firewall

Anomaly
Detection

Common 
Flow 

Capabilities
Threat 

Intelligence
Flow

Analytics
SOAR

Identity 

Authorization

Identity 

Access Policy

Network Anti-

Malware

DDoS 

Protection

Multi-Factor 

Authentication

App Workload 

Security

Firewall Intrusion 

Prevention
Tagging Web App 
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Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  

On-prem Guest with Untrusted Device: Accessing Internet  

On-prem Employee with Trust Device: Accessing Private Application (DC/IaaS)  

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/IaaS)  

Remote 
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On-prem 

Guest

On-prem
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On-prem 
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Trusted 

Device

Untrusted 

Device 

Untrusted 
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Internet
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Endpoint 
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Identity 
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Firewall Intrusion 

Prevention

Web App 
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Device 
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Remote 
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Application  
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Zero Trust Business Flows with Cisco Zero Trust Principles
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\
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Authorization
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Access Policy
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Network Anti-

Malware
Web App 

Firewall

DDoS 

Protection
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Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  

On-prem Guest with Untrusted Device: Accessing Internet  
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Guest
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Digital experience 
monitoring

Group tag propagation

IPSecVPN
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Cloud malware detection
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Scalable Group Tag(SGT)
AKA Security Group Tags

ISE TrustSec Matrix
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Cisco Platform Exchange Grid(pxGrid)

• Open, scalable, IETF standards-driven; IETF 
RFC8600 XMPP (Extensible Messaging and 
Presence Protocol) for Security Information 
Exchange

• Data broker and consumer relationship

• pxGrid Cloud (May 2022) available between on-
prem applications and cloud-based solutions

• https://developer.cisco.com/pxgrid-cloud/ to 
learn more

• ISE ecosystem partners

• Google, Microsoft, Ixia, SAP, and more…
Cisco Rapid Threat Containment
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Dynamic Segmentation:  Solving the age old problem
Cisco TrustSec

VPN Remote
Access Access Switch

Firewall

Business Data
App / Storage

Bob’s
PC

Corp Network

Device Type: Windows 11
User: Bob
AD Group: Data-entry
Asset Registration: Yes
Posture: Compliant
Physical Location: Cube Farm

Policy Mapping → SGT: Employee

Source Destination Action

IP SGT IP SGT Service Action

Any Employee Any Biz Server HTTPS Allow

Any Suspicious Any Biz Server Any Deny

Firewall Rules

• Differentiated Network Access based on Context

• Security Group Tag is added to every packet from 

host

• Massive Firewall rule simplification

• Policy Enforcement regardless of IP address/vlan

• Accelerated service provisioning

• Consistent policy assignment regardless of 

access method

TrustSec
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Cisco 
Secure 

Workload

Enforce Trust with Cisco Secure Workload
Unified Policy across Host, Network and Cloud

Host Based

Secure 
Firewall

Firewall 
Policies

Network

AKS

Cloud

EKS

45

ISE
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Identity: Secure Remote Worker + Branch

46

Breakout (unmonitored internet and trusted SaaS)

Clientless 
Access

Resource 
connector or 
Backhaul VPN

DC/Colo/
Branch

Cisco Secure Access

Secure Access PoPs

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged
L3/4/7 
Firewall 
w/ IPS

MFA
Support

Device 
Posture

and Health

NAT

Services Router

Optional

Auth

DNS SWG DLP CASB

Client based 
Access

IPsec

Internet Traffic

Private Traffic

Secure Tunnel
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Risked-Based Authentications

47

Internet Traffic

Private Traffic

Secure Tunnel

Managed Endpoint

Cisco Secure Client

Anyconnect VPN
→ Authentication & Posture @ Connect time
→ SAML, (+) Cert, &  (+) Multi-Cert Authentication

ZTNA Module
→ Authentication & Posture per session
→ SAML Auth + Auto re-new

Web Roaming Module
→ Device Enrollment (profile)
→ Carry Internet Web Traffic (80/443)

Unmanaged Endpoint

Clientless ZTNA
→ Accessible from any browser that supports SAML/Cookies
→ Request based posture (geolocation, browser version, OS)
→ Web Apps Only

VPN

ZTNA

Browser

www

Risk Factors
Device Trust
GeoIP
Historical Auths
WiFi-Fingerprint
Push Harassment
Push Spray
Unrealistic travel
Country code 
mismatch
Novel ASN
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Identity Sprawl

• jelin@cisco.com

• jerrylin@gmail.com

• jeremylin@gmail.com

• Jerry@ID.onmicrosoft
.com

• jerrylin949@dropbox.
com

• + more
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Identity Threat Detection and Response (ITDR)

“…a security discipline that encompasses threat intelligence, best 
practices, a knowledge base, tools, and processes to protect identity 
systems. 
It works by implementing detection mechanisms, investigating 
suspicious posture changes and activities, and responding to attacks 
to restore the integrity of the identity infrastructure…”

Gartner Analyst
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Identity Security Posture Management (ISPM)

• Enables organizations to manage and protect identities proactively 
by monitoring and analyzing an organization's identity security 
posture to detect weaknesses and misconfigurations

- No or weak MFA 

- Dormant accounts

- Over-privileged users (especially partners, contractors, etc)

- Administrative account overuse

- SSO bypass

- User inconsistencies
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Cisco Identity Threat Detection & Response

Posture 
Management
MFA-less, dormant, 
over-privileged 
accounts

Unified view or all 
users and devices

Detection and 
Response

Tactics, Techniques & 

Procedure detection 
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Apps, 
Devices, 
Factors, 
Auth 
Events, 
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Logs  

Data Sources Actions
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Inconsistent Authentication policies

52BRKSEC-1240

Overall MFA compliance view

Discover which Github user or 
administrator is not using MFA 
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Inactive Guest Accounts

53BRKSEC-1240

Remove inactive accounts to minimize attack surface
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Unified User Inventory
Problem: Identity Sprawl 

54BRKSEC-1240

Identity Hygiene
• Link multiple ID’s as one user based UserID, email, UPN, etc
• Prevent unauthorized logins if employee leaves organization

Likely same 
user

Multiple 
IdPs



Secure Access 
Service Edge 
(SASE)

SASE = SDWAN 
+ SSE
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Architecture Overview

57

Breakout (unmonitored internet and trusted SaaS)

Clientless 
Access

Resource 
connector or 
Backhaul VPN

DC/Colo/
Branch

Cisco Secure Access
Secure Access PoPs

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged
L3/4/7 
Firewall 
w/ IPS

MFA
Support

Device 
Posture

and Health

NAT

Services Router

Optional

Auth

DNS SWG DLP CASB

Client based 
Access

IPsec

Internet Traffic

Private Traffic

Secure Tunnel

SDWAN
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Apps: Private Applications

58

Network Tunnel
→ IPsec Backhaul
→ Static or BGP based routing
→ Auto Failover/ Redundancy

Resource Connector (RC)
→ Software deployment (VM or Cloud Instance)
→ Deploy closest to application
→ Outbound connectivity (no holes in firewall)
→ Auto failover / load balancing

IPsec

Outbound 
DTLS Tunnels

Apps

Apps

Data 
Center Cloud

Cisco 
Secure 
Access

BRKSEC-1240
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Apps:  Internet/SaaS Applications

59

Cisco 
Secure 
Access

Internet/SaaS

Secure Internet Access
→ All traffic filtered through Secure Access
→ Branch traffic routed via IPsec tunnel
→ Remote user traffic acquired via Secure Client

Trusted SaaS/Bypass
→ Bypass inspection for trusted web apps
→ route traffic directly from host to internet

BRKSEC-1240
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High Availability Architecture (Planned Goal)

60
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Cloud
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Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

SDWAN(optional)

Secure 
Access

On-Prem
FTD

primary
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Problem: Inconsistent access policies across data centers

63

Private DC NetworkClouds

NGFWs 

GCP

NGFWs 

Security Groups

Access Policy Access Policy Access Policy

NGFWs 
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Cisco Secure 
Workload

Enforce Trust with Cisco Secure Workload
Unified Policy across Host, Network and Cloud

Host Based

Secure 
Firewall

Firewall 
Policies

Network

AKS

Cloud

EKS
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DC Unified Policy

Workload admin 
makes policy 
change

Secure 
Firewall

Management 
Center

Firewall 
Policies

dynamic
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Secure Workload + AWS Security Groups
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What is Threat Modeling?  Per Cisco Enterprise AI 

“Proactive approach 
for evaluating 
potential threats and 
vulnerabilities in a 
system. It involves 
identifying, 
understanding, and 
addressing the 
threats that could 
potentially harm a 
system.”

Identity your assets

Define the system

Identity and categorize threats

Prioritize threats

Define countermeasures
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Threat Modeling Tools

• Microsoft Threat Modeling Tool 
(TMT) version 7.3.x

• MITRE ATT&CK

• STRIDE

• Spoofing identity

• Tampering with data

• Redudiation

• Information disclosure

• Denial of service

• Elevation of privilege

• Others
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Internet

Private App (web/ssh/rdp)

(Private DC/IaaS)

Example: Zero Trust Business Flows with Threats

Private Application

(Private DC/IaaS)

\

Private Application

(Private DC/IaaS)

Rogue 

Actor

Malicious 

Device

BYOD Data 

Exfiltration

MalwareMalicious 

Insider

Advanced 

Threats
Exploitation

Rogue 

Actor

Malicious 

Device

BYOD Data 

Exfiltration

MalwareMalicious 

Insider

Advanced 

Threats
Exploitation

Rogue 

Actor

Malicious 

Device

BYOD Data 

Exfiltration

MalwareMalicious 

Insider

Advanced 

Threats
Exploitation

Malicious 

Device

BYOD Data 

Exfiltration

MalwareMalicious 

Insider

Advanced 

Threats
Exploitation

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  
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What is a MITRE? What is ATT&CK?

• Who is MITRE Corporation?

• Not-for-profit, US company with multiple federally funded R&D centers 
(FFRDCs) 

• Public-private partnerships in many areas, including cybersecurity

• Same folks who brought us CVE database/list

• What is ATT&CK

• Adversarial Tactics, Techniques, and Common Knowledge

• Born in 2013 to document tactics, techniques, and procedures (TTPs) that 
APTs use on Windows networks

• Globally-accessible knowledge base

• Used for the development of specific threat models & methodologies in 
the private sector, in government, and in the cybersecurity product and 
service community.
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ATT&CK Navigator a versatile tool for our needs

• https://mitre-attack.github.io/attack-navigator/ 
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Threat Modelling Assessment – Cisco 
mapped key payment applications using tools 
such as STRIDE, ATT&CK and CAPEC to 
model the Cyber Kill Chain to determine gaps 
in visibility, segmentation, remediation and 
threat protection.

Financial Service
Bank in South Africa increases 
visibility of key payment 
systems

Customer 
wanted better 
understanding of 
key payment 
systems

Wanted to 
identify 
application 
components and 
potential threats

Mapped attack 
paths and 
showed how 
Secure Workload 
etc could detect

Documented 
detection 
capabilities based 
on threat models
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South Africa Bank Engagement Outcome

• Solid Zero Trust workflow for key payment systems

• Good segmentation for branches with ATM machines and terminals

• Deployed Secure Workload for app/data protection

• Traffic analysis for policy creation

• Futures

• Run live data against updated policy

• Leverage vulnerability management features to identify gaps
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Threat Modelling Assessment – Cisco used 
threat modelling to identify scope and map 
likely cyber physical attack paths using 
ATT&CK allowing purple team assessment 
coverage to be planned, agreed and 
communicated with key SMEs in advance of 
impactful technical assessment activities.

Transport Network
European airport wants to 
assess resilience of key safety 
and logistics systems

Customer 
wanted to safely 
ask “what if?” 
based on real 
world scenarios

Complexity, 
safety and time 
concerns prevent 
full scope testing 
approach

Answer the 
question “is a 
given attack 
feasible and if 
so, how?”

Enabled prioritised
testing of scenarios 
likely to result in a 
ransomware 
incident
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European Airport Engagement Outcome

• One of the most mature customer architectures CX has seen

• Proper segmentation

• Least privileged access

• Very capable SOC; detected keyboard mapping changes

• Gaps

• Potential Application/Data vulnerabilities (out of scope)

• Certain critical apps supported by 1 dedicated person 

• Lack App/Data Recovery plans
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Relationships and 
Dependencies

Drivers

Security Controls for 
risk management

Operations and Monitoring

Faster Time to detect

1+1 >3

Benefits

Standardization for 
cost effectiveness

Value of a Security an architecture
Here’s what we’re seeing:
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Apply use cases such as Zero Trust, SASE, XDR, and others

Objectives achieved

Understand the overall value and benefits of having a security 
reference architecture
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session and the overall event surveys to claim a Cisco 
Live merchandise.
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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