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About your speaker

4

• Fun fact – I am Indian, but I am not 
into cricket or spicy food!

• Play
• Live in Melbourne, Australia with my lovely 

family and this crazy fellow
• Can nerd out on anything from tech and cars to 

fitness and nutrition!

• Work
• 21 years in security industry, 18 in Cisco.
• Knowledge seeker hence certs a plenty –

CISSP, CISA, CEH, GWAPT, GSEC, GCIA, GCIH, GCSA, 
GPCS, SFCE

• Prior to Cisco – security consulting, 
implementation and audit

TECSEC-1254
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Enter your personal notes here

Cisco Webex App 

5

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.

1

2

3

4

5

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-1139
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Agenda
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• Intro to Cloud Native Security

• Securing Cloud Native Technologies

• Securing Application Runtimes

• Securing Public Cloud Infrastructure

• Outro 

BRKSEC-1139 6
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Navigating the new world order isn’t easy
E-Commerce

Locatio
n

Personalization

Chat

AI

Associat
e

Marketing

Scan and 
go

POS

Consumer

NetOps

AppOps
and

DevOps

Cloud 
InfraOps

AppSec
and

SecOps
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Infrastructure 
is changing
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Welcome to the Multi-Cloud Era

9

HashiCorp 2023 State of Cloud Strategy Survey

94% are still wasting money in the cloud



Applications 
are changing
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Applications are critical to modern businesses

500M
Apps will be developed over the 

next three years1

90%
of new apps will be developed as 

cloud-native applications by 
20253

DevSecOps must manually 
stitch 10+ disparate tools

Increased threats & increased 
Reg & Compliance requirements

Blurring boundaries 
between Dev and Security 
teams

Applications are the New Lifeline 
of Modern Businesses

More Applications are Being Born 
in the Cloud

Security challenges for cloud-
native applications

Legacy tools are not enough 
to secure cloud native apps

30%
of custom enterprise applications 
will run in a container environment 
by 2024 (up from <10% in 2020)2

Source: Cisco Corporate Story, IDC, Gartner
1. Estimated by IDC: 500M apps and services are being driven by industry-specific digital transformation use cases, with businesses accelerating their creation of custom-built, customer-facing apps on the web, mobile 

devices and other touch digital points
2. Estimated by Gartner
3. Estimated by IDC

BRKSEC-1139 12
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Simple Modern Application

Ingress

PgSQL

NoSQL

tcp/SQL

HTTP

gRPC
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The reality

Deployed in Multi-cloud 
using Microservices, 
Serverless functions and 
APIs

• Decoupled

• Dynamic

• Scalable

BRKSEC-1139 14
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Application development workflows have evolved

Develop Commits
New Feature

Au
to

m
at

io
n!

Bu
ild

s,
 T

es
tin

g

Autom
ation!

D
eploy, M

onitor

Orchestration
Operations

Container
Registries

Continuous
Monitoring
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Recent exploits of new attack surfaces

BRKSEC-1139 16

Facebook
(video trimming DOS) 

Jan 2021

John Deere, Springfox  
(Authorization vulnerability + 
Extensive data exposure)
April 2021

Experian
(Authentication)

April 2021

Peloton’s Fitness
(Data Exposure via 
unsecured API)
May 2021

LinkedIn (Broken Object
Level Data Exposure)

June 2021

Optus (Unsecured API 
leads to data exposure 
and extortion)
Sep 2022

June 2020
Kubernetes kube-controller
Server Side Request Forgery 
(SSRF) Leak 

July 2020

Kubernetes control plane 
vulnerability leads to privilege 
escalation

PyTorch module
(Supply Chain Attack)

Jan 2023
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Explosion of threat 
vectors in 
microservices 
security

Every quarter 
Reference Forbes 2022 https://www.forbes.com/sites/forbestechcouncil/2022/07/25/how-to-address-growing-api-security-
vulnerabilities-in-2022/?sh=33a064495a9e 

286% API attack increase 

93% 
of companies had a Kubernetes security 
incident in the last 12 months
Reference Redhat 2022 https://www.redhat.com/en/blog/state-kubernetes-security-2022-1 

Average cost of a data breach in 2022
Reference IBM 2022 https://www.ibm.com/downloads/cas/3R8N1DZJ 

$4.35 million

API attacks will become 
the most-frequent attack 
vector, causing data 
breaches for enterprise 
web applications.
- Gartner, 2022

BRKSEC-1139 17
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So where does 
that leave 
security teams?
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Cloud Native Application Security Requirements

Protecting Apps from Development to Runtime

Re
lea
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Te
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Plan

DEV OPS
Artifact 

Scanning

Cloud 
Configuration

Runtime 
Protection

Identity & Access 
Management
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Example: Cloud Native Application Security Challenges
Securing Containers, K8s & APIs

K8s, Container images & 
runtimes

Key Questions:

• Are my images 
immutable throughout 
the application lifecycle 
(i.e., no drift?)

• Do I have proper RBAC 
and pod security 
measures in place?

• Do I have visibility of all 
my images and how they 
interact with other 
services?

Cloud Native security must be automated within existing processes

Cloud Native applications rely 
extensively on internal and external 
APIs

Key Questions:

• Are my APIs vulnerable?

• Do I depend on vulnerable APIs?

• Do I have indirect dependencies 
on vulnerable APIs?

• Can an attacker get to my data?

BRKSEC-1139 21
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BRKSEC-1139

• Application code security testing

• Application runtime governance
and protections 

Workload & Cloud infrastructure

Containerization technologies

• Dynamic, context aware micro and 
macro segmentation and access 
control for zero trust

• Threat prevention for public clouds

Application runtime

• Protecting containerization 
technologies and environments

• Risk and compliance 

An example set of capabilities

BRKSEC-1139 22
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• Cisco Secure App with AppD

• Cisco Panoptica

Workload & Cloud infrastructure

Containerization technologies

• Cisco Panoptica

• Cisco Secure Workload

• Cisco Secure Firewall

• Cisco Multi-Cloud Defense

Application runtime

• Cisco Panoptica

• Cisco Secure Workload

• Cisco Full Stack Observability

Cisco Capability Mapping

BRKSEC-1139 23
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Gartner’s View of Cloud and Application Security

Cloud Configuration
Across Environments

Runtime Protection
Across Workloads

Cloud and Kubernetes Security 
Posture Management (CSPM, KSPM)

Cloud Infrastructure Entitlement 
Management (CIEM)

Cloud Workload Protection Platform 
(CWPP)

Artifact Scanning
Across Languages & Libraries

Dynamic/Static Application Scanning 
Testing (DAST/SAST)

API Scanning

Software Composition Analysis (SCA)

Exposure Scanning:
CVEs, Secrets, Sensitive Data, Malware, 

Attack Path Analysis

Application Monitoring and Protection 

Network Segmentation

Infrastructure as Code Scanning (IaC)

Network Configuration & Security 
Policy

Exposure Scanning:
CVEs, Secrets, Sensitive Data, Malware, 

Attack Path Analysis

BRKSEC-1139 24
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Missing Pieces to the Puzzle

Cloud Configuration
Across Environments

Runtime Protection
Across Workloads

Cloud and Kubernetes Security 
Posture Management (CSPM, KSPM)

Cloud Infrastructure Entitlement 
Management (CIEM)

Cloud Workload Protection Platform 
(CWPP)

Artifact Scanning
Across Languages & Libraries

Dynamic/Static Application Scanning 
Testing (DAST/SAST)

API Scanning

Software Composition Analysis (SCA)

Exposure Scanning:
CVEs, Secrets, Sensitive Data, Malware, 

Attack Path Analysis

Application Monitoring and Protection 

Network Segmentation

Infrastructure as Code Scanning (IaC)

Network Configuration & Security 
Policy

Exposure Scanning:
CVEs, Secrets, Sensitive Data, Malware, 

Attack Path Analysis

Full-Stack Observability with Business Context

Cloud Detection & Response 
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AppDynamics

Cisco XDR
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Cisco’s Cloud and Application Security Focus

Cloud Configuration
Across Environments

Runtime Protection
Across Workloads

Cloud and Kubernetes Security 
Posture Management (CSPM, KSPM)

Cloud Infrastructure Entitlement 
Management (CIEM)

Cloud Workload Protection Platform 
(CWPP)

Artifact Scanning
Across Languages & Libraries

Dynamic/Static Application Scanning 
Testing (DAST/SAST)

API Scanning

Software Composition Analysis (SCA)

Exposure Scanning:
CVEs, Secrets, Sensitive Data, Malware, 

Attack Path Analysis

Application Monitoring and Protection 

Network Segmentation

Infrastructure as Code Scanning (IaC)

Network Configuration & Security 
Policy

Exposure Scanning:
CVEs, Secrets, Sensitive Data, Malware, 

Attack Path Analysis

Full-Stack Observability with Business Context

Cloud Detection & Response 
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Securing Public 
Cloud Infrastructure
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Foundation to move up the application security stack

Adaptive Application Segmentation

As attributes and conditions change

Comprehensive visibility into 
multi-cloud activity

Consistent up-to-date view

Identify threats based on cloud 
infrastructure behavior

Behavior Threats

Workload vulnerability and exploit 
detection

Behavior Vulnerabilities Exploits

Addressing the Basics for Public Cloud Transition
BRKSEC-1139 28



Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

Cisco Multicloud 
Defense Gateways 

(PAAS)

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

API

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”



Multicloud Defense Gateways

Ingress Gateway Egress Gateway

Reverse Proxy
TLS decrypt
WAF – L7 DoS
IDS / IPS
Antivirus 
Geo IP 
Malicious IP

URL filtering 
Forward proxy
TLS decrypt
FQDN filtering*
FQDN-based firewall policy 
DLP
IDS / IPS
Antivirus

FQDN filtering
IPS / IDS
Antivirus
Micro-segmentation
FQDN-based firewall policy
TLS decrypt 

* No TLS decryption is needed
Forwarding mode is available on Multicloud Defense Gateway

Egress East/West



Deployment Models

Security VPC/VNet

AZ-1
AZ-2

InternetEgress 
Gateway

Spoke VPC/Vnet 1

Internet

Egress 
Gateway

Internet

Egress 
Gateway

Internet

Egress 
Gateway

Cisco Multicloud Defense 
Controller 

Cisco Multicloud Defense 
Controller 

Spoke VPC/VNet2

Spoke VPC/VNet1

Spoke VPC/VNet 2 Spoke VPC/Vnet 3

Centralized Security Model Distributed Security Model



Segmentation

Mitigate Lateral Movement

• Zero Trust / Least Privilege
• Data Protection
• Compliance 

ü Cloud-native Identity
ü IPS / IDS
ü Antivirus

Egress 
security

Block Command & Control, 
Botnets, Data Exfiltration

• Zero Days
• C2, Ransomware
• Compliance 

ü FQDN Filtering
ü URL Filtering
ü DLP
ü IPS / IDS
ü Antivirus

Ingress 
protection

Stop inbound threats for 
web and non-web apps

• Supply Chain Vulnerabilities 
• Library Exploits (Log4Shell)
• Compliance 

ü WAF
ü IDS / IPS
ü Geo IP
ü Malicious IP
ü Antivirus 

Use cases

Market Drivers

Why Critical?

Security
Controls
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Cloud Workload Protection done right
Automated discovery, clustering & policy generation with Cisco Secure Workload

App View

Dynamic Policies

Management

NTP

Authentication

Users

TCP 1521

TCP 88, 389

UDP 123

DNS
UDP 53

TCP 443

TCP 443

TCP 3306

TCP 
443

TCP 443Shared 
Database

TCP 22, 3389

Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Vulnerabilities

Cisco Tetration Application 
Insights

BRKSEC-1139 36
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Multiple teams and 
organizations 

Multiple environments 
and clouds

Each have segmentation 
methods and tools

Inconsistent and siloed 
islands of policy controls 
across network & apps

The Policy Puzzle
Arriving at layers of policy

Policy Domains

Kubernetes Nodes
EKS AKS

Load Balancers/
Ingress Controllers

Cloud Security Groups
Security Groups

Firewalls

Virtual Desktops

Host Operating System

BRKSEC-1139 37
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Cisco 
Secure 

Workload

Enforce Policy with Cisco Secure Workload
Unified Policy across Host, Network and Cloud

Host Based

Secure 
Firewall

Firewall 
Policies

Network

AKS

Cloud

EKS
BRKSEC-1139 38
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Securing Cloud Native 

Technologies
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Enabling security across the full app stack
From Dev to Runtime

Deployment ProductionCI/CDDev

Shift Left
Security

Application 
Composition 

Connection and
API Assessment

Policy Control
Governance

BRKSEC-1139 41
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Security

Cloud Native Development Drives Velocity

Active Focus on Feature Recent Memory Focused on Other Features

Months LaterWeeks LaterHours to Days

AUTOMATED

AUTOMATED AUTOMATED

BRKSEC-1139 42
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Apply Security Before Any Integration

Integrating Security in the Pipeline

Shifting Security to the Left
Apply Security Before Every Deployment

BRKSEC-1139 43
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Continuous Integration Actionable Security

Developer Persona
Pipeline Report
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Cloud Native Technologies to Secure

Containers Kubernetes Serverless

BRKSEC-1139 45
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Anatomy of a Container

Base Image

Runtime

Dependencies

Application

USER moby ENV var1
ENV var2EXPOSE 443/tcp

BRKSEC-1139 46
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Software Bill of Materials

Base Image

Runtime

Dependencies

Application

Container Settings

BRKSEC-1139 47
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Base Image

Anatomy of a Kubernetes Application

Runtime

Dependencies

Application

Pod Metadata
Pod Security Context

Container Settings
Container Resources

Container Security

namespace
name
labels
annotations

containerPort
protocol

resources (cpu/memory)
readinessProbe
livenessProbe

volumes
tolerations

runAsNonRoot
runAsUser

runAsGroup
fsGroup

environment variables
var1=value1
var2=value2

allowPrivilegeEscalation
privileged (container)

capabilities (NET_ADMIN, e.g)

readOnlyRootFilesystem

Container Settings

BRKSEC-1139 48
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Leveraging Industry Best Practices
Pod Metadata

Pod Security Context

Container Settings
Container Resources

Container Security

CIS Kubernetes Benchmarks
https://www.cisecurity.org/benchmark/kubernetes

CIS Docker Benchmarks
https://www.cisecurity.org/benchmark/docker

Container Settings

Base Image

Runtime

Dependencies

Application
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Shared Responsibility Model for Kubernetes

Source: AWS Shared Responsibility Model for EKS
https://aws.github.io/aws-eks-best-practices/security/docs/index.html
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Serverless Doesn’t Mean Secureless

Source: AWS Shared Responsibility Model for Serverless
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/security-overview-aws-lambda.html
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OpenAPI Spec
(Swagger)

Anatomy of an API
(Application Programming Interface)

frontend

POST /reservation

request data (JSON)

response data (JSON)

header data (key/value)

GET /reservation/{moid}

header data (key/value)

response data (JSON)

user/frontend:1.1

base-image

runtime-engine

application-code

AuthN

AuthN

AuthZ

AuthZ

bookings

BRKSEC-1139 52
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Vulnerable Software 
Components

Security of an API
Familiar Transport Concerns

frontend

user/frontend:1.1

base-image

runtime-engine

application-code

tcp/443
mTLS

Permitted Cnxn (L3)

Permitted Cnxn (L7)

Permitted Cnxn (Sec)

OpenAPI Spec
(Swagger)

POST /reservation

request data (JSON)

response data (JSON)

header data (key/value)

GET /reservation/{moid}

header data (key/value)

response data (JSON)

AuthN

AuthN

AuthZ

AuthZ

bookings
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Security of an API
Application Layer (L7) Concerns

frontend

user/frontend:1.1

base-image

runtime-engine

application-code

AuthN Token

Spec Analysis

Broken Object Level AuthZ

Broken Function Level AuthZ

OpenAPI Spec
(Swagger)

POST /reservation

request data (JSON)

response data (JSON)

header data (key/value)

GET /reservation/{moid}

header data (key/value)

response data (JSON)

AuthN

AuthN

AuthZ

AuthZ

bookings
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Panoptica—Comprehensive Code to Cloud 
Security

Prioritize with precision. 
Remediate the risks that matter—first. 

Attack Path 
Analysis 

Cloud Security 
Posture Management

Automate and Simplify:

• Compliance Monitoring

• Resource Management

Cloud Workload 
Protection

Continuous Risk Management:

• Virtual Machines

• Containers

• Serverless

Code + 
Build Security

Prioritize and Remediate:

• Full Development Lifecycle

• Governance Policies

• Infrastructure as Code

App + API 
Security

Assess and Monitor:

• Internal & External APIs

• API Tokens
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Securing 
Application 
Runtimes
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Business Risk Observability

Business Context Mapping

Mapping vulnerabilities and attacks to 
common transactions provides the 
business context to help you quickly 
understand the location and impact 
of threats.

Vulnerability and Threat 
Intelligence

Threat intelligence feeds from multiple 
yet complementary sources provide 
the threat context to understand the 
likelihood of exploits.

Business Risk Score

Scoring composited from analysis of 
runtime behavior + business impact + 
intelligence provides complete 
business risk context to instantly 
assess and prioritize action across 
ITOps and Security teams.

+ =

Provide business context needed to rapidly assess risk and 
align teams based on potential impact

Security through Full-Stack Observability

BRKSEC-1139
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Enhanced Attack 
detection via stack 

traces 

Respond by 
Blocking Attacks

Continually 
Detect 

Vulnerabilities in 
Libraries

Common 
Vulnerabilities and 

Exceptions with Code 
Level correlation

Spot CVE correlated 
runtime exploits and 

Zero Day attacks 
(like Log4j)

Policy level 
blocking that stops 
bad actors… even if 
vulnerabilities exist

Security insights enriched with Application and Business context to Establish Visibility

What is achievable in App Runtime
Software Composition Analysis (SCA) & Runtime App Self Protection (RASP)

63BRKSEC-1139

Enforce Policy through runtime instrumentation
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Detect 
Attacks

Block 
Attacks

Detect 
Vulnerabilities

Common Vulnerabilities 
and Exceptions with Code 

Level correlation

Spot CVE correlated 
runtime exploits and Zero 
Day attacks (like Log4j)

Policy level blocking that 
stops bad actors… even if 

vulnerabilities exist

Business Risk Observability

Cisco Secure Application via AppDynamics Agent
Security insights provided with Application and Business context

H
ybrid Applications
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Included in
AppD APM Agent

Database
SQL

Server Agent
OS

End User Agent
Browser / Mobile / 

IoT

One-Way 
HTTP/S

One-Way 
HTTP/S

Remote 
JDBC

APM Agent
Java / .NET 

Dynamic Languages
SAP

One-Way 
HTTP/S

Secure Workload

Firewall, IPS, WAF, 
Perimeter Security

Cisco Security 
Solutions

Secure Application

Secure 
Application

AppDynamics Agent Architecture
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Perimeter

LB

Compute

WAF

App Runtime

Business Logic

APM

RASP

GET /param=rO0t3…xsI

CWPFW

I see a 
connection 

from an 
odd geo

I see 
deserialization 
that triggers 
spawning a 

process

😈

I want to 
leave a 

backdoor

What an attack looks like to the runtime sec stack
Cisco Secure Application

66

I see serialized 
data that might 
be malicious

I see a connection to a 
process. Then I see 

that process create a 
new process.

Download 
process 
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Business risk insights via Full Stack Observability – agentless approach

Locate and highlight threats and 
vulnerabilities across k8s and 
containers, securing deployment 
of modern applications on k8s

Detect and protect against leakage 
of sensitive data with pre-defined 
expressions to ensure compliance

Combine threat and vulnerability 
intelligence from Cisco Kenna and 
Panoptica with business impact 
and runtime behavior to provide a 
business risk score

Cisco Secure Application for cloud native apps 

C
loud N

ative Applications

BRKAPP-2624
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Security insights module architecture 

Cisco FSO Platform

Cloud 
Native 
Application
Observability

Security 
insights 
module

Panoptica

Kenna

Workloads

Kubernetes 

Cisco 
collectors

MELT

Security 
insightsControl 

plane

C
loud N

ative 
Applications

Cisco Kenna and Panoptica integrations
 are automatically created

Security insights collectors including Panoptica 
Controller are deployed in one Cisco Helm chart

BRKAPP-2624
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Infrastructure 
Posture

Sensitive Data 
Redaction

Detect 
Vulnerabilities

Runtime container 
vulnerability detection with 

remediation guidance

Find configuration issues 
and vulnerabilities in 

Kubernetes configurations

Automatically detect and 
redact data leakage to 
maintain compliance

Business Risk Observability

Security insights module
Correlated with Application and Business context

C
loud N

ative Applications

BRKAPP-2624
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Cloud Native Apps introduce more security 
complexity

SecOps has to keep 
up with the speed of 
app development 
and have an 
integrated workflow

Kubernetes is not 
secure by default; 
massive 
proliferation of 
one-function tools 

Traditional security 
tools don’t meet 
the needs for cloud 
native app 
development

BRKSEC-1139 75
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Bringing Worlds Together

Entry Point
Start from the left

by integrating into dev toolchain
Start from the right

with runtime protection 

Stakeholders CIO and the DevOps team CISO and the security teams

Cisco Offerings Vulnerability Management (Kenna), Cisco Secure Application for 
AppDynamics, Panoptica, Secure Workload

SecOpsDevOps

BRKSEC-1139 76
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Sleep Peacefully

BRKSEC-1139

And not 
worry about 
hackers 
taking a bite 
out of your 
data
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Introducing security only Cisco can deliver

Cisco Cloud Protection Suite
Workload Security

Application Security

Multicloud Defense

Vulnerability Management Attack Surface Management

* Global General Availability Coming Soon

Cisco 
Multicloud 
Defense

Cisco Secure 
Workload

Cisco 
Vulnerability 
Management

Cisco Attack 
Surface 

Management

Cisco Cloud 
Application 

Security
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Related Sessions

• Securing Cloud Native 
Applications with Panoptica -
BRKETI-2511

• Business Risk Observability for 
Traditional and Modern 
Applications- BRKSEC-2405

• How to Build a Secure Multi-
Cloud Environment with Cisco 
Secure Workload & Multicloud
Defense - BRKSEC-1773
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

80BRKSEC-1139
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

81BRKSEC-1139
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Appendix: Capabilities Detail



• Stop inbound threats (ingress)
• Block data exfiltration (egress)

• Protect clouds and VPCs from 
lateral movement (east-west)

Multicloud Defense

This is way faster. 
Minutes versus what 
would take us 20 days 
with our current 
CheckPoint virtual 
appliances."

Global Cloud Architect
Global Food and Beverage 
Manufacturer

Customer
Datacenter

Automation and orchestration reduces 
manual processes and misconfigurations

Accelerate operations and reduce learning 
curves with one consistent experience

Controller
• Visibility into cloud assets

• Multidirectional protection

• Create, enforce, and 
manage policies

• Network routing and 
connectivity

• Automation and 
orchestration

One interface to manage and deploy 
policies across all clouds

Firewall and IDS/IPS Web Application Firewall

Data Loss Prevention URL Filtering

FQDN Filtering Antivirus

Dynamic policy

Gateway

Vulnerability
Management

Multicloud Defe
nse

Workload 
Security

Application 
Security

Attack Surface 
Management



Cisco Vulnerability Management

Remediation teams are 
able to focus their 
efforts on the most 
impactful actions that 
can significantly reduce 
risk, versus running on 
the vulnerability 
treadmill and not 
making any real 
progress."

Rohit Kohli, 
Assistant Vice President, 
Information Security
Genpact

Vulnerability
Management

Multicloud
Defense

Workload 
Security

Application 
Security

Attack Surface 
Management

Data-driven vulnerability prioritization
Powered by data science, machine learning, and patented predictive 

modeling

1000
HIGH RISK

0
LOW RISK

620 300700
Enterprise Data
From every available source 
across an organization's:
• Infrastructure
• Applications
• Internet of Things (IoT)

Accelerate remediation efforts
through security & IT alignment

Reduce risk effectively by prioritizing 
the vulnerabilities that matter most

Centralize your vulnerability data in one location 
for a holistic view of risk across your 
environment

Global Threat 
Intel
• 19+ exploit and threat intel 

feeds
• 15+ billion security events 
• 12.7+ billion managed 

vulnerabilities



Policy 
simulation

AI/ML driven 
policy 
discovery

Stop lateral movement
Zero trust microsegmentation 
protects application 
workloads across the data 
center and clouds from one 
solution

Quickly improve 
security posture
Understand application 
behavior and enact best-
practice hardening policies 
such as blocking insecure 
app to app communications

AI/ML tackles tasks 
that are beyond 
human scale
Powerful AI/ML driven policy 
discovery recommends 
policies tailored to the unique 
environment and automation 
ensures consistency and 
accuracy 

Vulnerability
Management

Multicloud
Defense

Workload 
Security

Application 
Security

Attack Surface 
Management

Cisco Secure Workload

Workload Security 
(datacenter and clouds)

Continuous workload 
monitoring

Historical analysis for 
refinement and modeling

Policy lifecycle 
automation

Application 
visibility and 
behavior

Microsegmentatio
n policy 
enforcement

Hierarchical policy model Role-based access control CI/CD integration



* Global General Availability Coming Soon ** Managed within the unified experience / may require separate license

Increased visibility & 
risk mitigation across 
cloud native 
applications from dev 
to runtime

Discover and protect all your 
cloud assets

Prioritize your risk remediations 
with precision using graph-
based attack path analysis

Secure your API 
communications

Compliance scorecards for 
quick benchmarking to known 
standards for cloud, 
Kubernetes, containers

Virtual 
machines

Images & 
containers

Serverless 
functions

Attack path analysis Dynamic remediation Compliance Scoring

Application Security

API Spec 
Analysis

Artifact
Scanning

API Fuzz
Testing

IaC
Scanning

Cloud
Configuration

Runtime 
Protection

3rd Party
Integrations

Vulnerability
Management

Multicloud
Defense

Workload 
Security

Application 
Security

Attack Surface 
Management

Cisco Cloud Application Security

Monitor àOperate àDeploy àRelease àTest àBuild àCode àPlan à

Cloud Security

CLOUD



Cisco Attack Surface Management

We had a 
misconfiguration incident. 
One system was missing 
MFA enforcement for the 
users. The vendor 
responsible for the SaaS 
app credited $9 million 
back to us after we 
demonstrated that it was 
fraud. If we had visibility 
on the users and their 
configuration on that 
system, we could have 
been aware of the risk or 
maybe prevented it.

Information Security Manager 
in the fintech industry

Native Data 
Ingestion

Gain deep visibility across 
multi-cloud environments, 
including assets and 
configuration.

Continuously monitor cloud 
environments to detect 
policy violations or 
misconfigurations.

Understand your entire 
attack surface by mapping 
relationships between 
assets.

Quickly investigate and 
remediate impacted assets 
by pinpointing your blast 
radius. 

End-to-End 
Attack Surface Insights

Fast Investigation 
& ResponseComplete Cloud Visibility Continuous Cloud Security

Infrastructure 

DevOps

Scanners & Agents

Aggregate 

Normalize 

Collect

Asset discovery 
& mapping

Alert and Respond

Identify Monitor

Alert Enrich

Report

Vulnerability
Management

Multicloud
Defense

Workload 
Security

Application 
Security

Attack Surface 
Management


