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Cisco role: Distinguished Engineer,
Threat Detection & Response

Unofficial title:
“Cisco History Professor”

Experience: Old enough to wonder
how | have been doing this for ~30
years

Fun fact 1: Father of 5 daughters

Fun fact 2: Oldest works for Cisco
now! Youngest is 18 months!

Fun fact 3: Working through his
Cyber Security Master’s Degree
from SANS Institute (~04/24)
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“If we can’t laugh
at ourselves,
Then we cannot
laugh at anything
at all”

CIsco



Cisco Webex App

ng F ly =

, and features in the Catalyst

Questions?
Use Cisco Webex App to chat e o, | T .. >
with the speaker after the session

Intermediate (596)

Tracks

H OW Networking (220)
Session Type
. . . . . . . Breakout (453)
. Find this session in the Cisco Live Mobile App o ot

' Click “Join the Discussion” ,

. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the Speaker Untll December 22, 2023 https://ciscolive.ciscoevents.com/ciscolivebot/#BRKSEC-1023
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Please fill out the survey

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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. Intro to XDR

- Qutcomes

- Features

- Resources

—5H5

‘ =
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Intro to XDR
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Protection isn't
Enough

- The bad guys get through our defenses

- Require Detection & Response
* Endpoint Detection & Response
* Network Detection & Response
* Email Detection & Response

« |dentity Threat Detection & Response AL\ N\ —

Lae!



What is XDR?

@

&)

Collection of telemetry
from multiple security tools

Application of analytics to the
collected and homogenized
data to arrive at a detection
of maliciousness

Response and remed
of that maliciousness

»
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Gartner
Hype Cycle for Security Operations, 2022

Published 5 July 2022 - ID G00770249

EXPECTATIONS

Digital Forensics and Incident Re

ITDR
CPS Security

External Attack
Surface Management

Digital Risk Protection

ch and Attack Simulation

Data Discovery and Manage
Vulnerability Prioritization T}

) Managed SIEM Services

|

ment
echnology

Endpoint Detection )
and Response _,‘J- /

EXI KNI

o~

|_ Wulnerability
Assessment

CAASM MDR Services
Automated Penetration,
Test and Red Teaming Toal
~ Threat Intelligence
Products and Services
Exposure
Managermsent SOAR NDR
Cybersecurity Mesh Architecture 0T Security —
As of July 2022
Innovation @ Peak of Inflated © Trough of 6] Slope of @ Plateauof @
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
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XDR

Benefit Rating
Maturity
Market Penetration

High
Early mainstream
20% to 50% of target audience

Time to Plateau 5-10 yrs.

Definition

Extended detection and response (XDR) products are
threat detection and incident response offerings that
combine multiple security tools to meet more security
operations needs. Primary functions include security
analytics, alert correlation, incident response and
incident response playbook automation.

Why This Is Important

XDR products can be seen as evolutions and
amalgamations of some of the security operations
tools that preceded them. However, XDR products
have higher levels of integration, automation, ease of
use, and focus on threat detection and incident
response.They also include security controls for,
among other things, endpoint detection and response
(EDR), cloud access security brokers (CASBs),

12



Is XDR different than all the other things?

XDR

Shared use cases:
Threat Detection
Threat Hunting
Forensics
Response

DR

o\

*not to scale

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-1023
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Without XDR, how can we detect and respond to all of this?

TA0001: Initial Access

T1190: Exploit Public-Facing Application

T1133: External Remote Services

T1200: Hardware Additions
Phishing 66.00

via Service

TA0002: Execution

T1203: Exploitation for Client Execution
06: Native AP
0 ed ob

T1129: Shared Modules

TAD0O3: Persistence

TAOOO4: Pri Escalation
TA0004 g

T1098: Account Manipulation
T1197: BITS Jobs Boot or Logon Auto o

T1037.001: Logon Script (Windows) e
T1037.003: Network Logon Script
T1037.004: AC Scripts

T1176: Browser Extensions

T1484: Domain Pokcy Modification

T1543.002: Systemd Service

T1197: BITS Jobs

TAD005: Defense Evasion

TAD006:

T1557; Adversary-in-the-Middle

T1548.001: Setuid and Setgld
T1548.003: Sudo and Sudo Car

T1134.003; Make and Impersonate Toker
T1134.004: Parent PID Spooh edentals fro
T1134.005: SID-History Injection

T1622: Debugger Evasion

T1566.003: T1072: Software D Taols 6: Create Acco TI611 Escape to Host
T1091: Replication Through Removable Media 69 em Se
‘T1195; Supply Chain Compromise [
T1199: Trusted Relationship D do 1) T1133: External Remote Services
078.00 a on Flo
T1556: Modify Authentication Process
078.003: Lo Office Application Startup
T1542: Pre-05 Boot
0 duled ob
05: Server Software Comp
11068 Explotation for Privilege Escalaton|
TAD00: Collection | TAOOLL: C Control
T1557: Adversary | T1071.004: DNS

T1123: Audio Capture

T1560.003: Archive via Custom Method

T1071.002: File Transfer Protocols
o ail

T1092: Communication Through Removable Media

T1185: Browser Session Hijacking

T1115: dipboard Data

T1213: Data from

005: Data from Laca

T1039: Data from Network Shared Drive

| 71025: Data from Removable Media

: Remcte Dats Staging

T1568: Dynamic Resolution
pted Channe

T1008: Fallback Channels

074: Data
=

Email Forwarding Rule

Purple Fill

T1104: Multi-Stage Channels

T1132.002: Non-Standard Encoding
00 dard

71001.001: Junk Data

T1001.003: Protocol Impersonation

(TLE15 s etmort Dbcreery
[Ficas compmme caven

ecure A

Gold Fill ail and A

: Web Portal Capture

T1572: Protocol Tunneling
090: Pro

T11i3: Scieen Capiue

T1305: Yidno Captun:

11219: Remate Access Software

711320 pachacs Desics Dscovery

T1050.004: Domain Frontis

0 emal Pra
T1090.003: Multi-hop Proxy|

T1546.008: Accessibity Features T1140: Decbfuscate/Decode Fies or |

T1546.009: AppCart DULs T1006: Diract Vokime Access

T1212: Exploitation for Credential Access

T1110.004: Credental Stuffing
T1110.002; Password Crack)
T1110.001: Password Gue:

RET 11555.003: Credentials from Web Browse
T1555.005: Password Managers
T1555.002: Securityd Memory

[11187: Forced Authentication

T1606:

T1546.010: Appinit OLLs T1484: Domain Policy Modification
T1546 011 Application Shimmis 0 o s
T1546.001: Change Defaul File Assoclatio| T1211: Exploitation for Defense Evasion

T1546.012: Image F e Execution Options
T1546.007: Netsh Helper DLL

T1546.002: Screensaver
T1546.005: Trap
T1546.004: Unéx Shell Configuration M

T1574.012: COR_PROFILER
001: D ors

T1574,002: DLL Side-Loa: o

T1574.006: Dynamic Unker Hijack

T1574,005: Executable Installer F e Perm

T1574.013: KemelCalbackTable

T1055.004: Asynchronous Procedure Cal
T1055.011: Extra Window Memory Injectd
T1055.015: ListPlar

T1055.002: Portable Exscutable Ingection
T1055.009: Proc Memory

T1055 013: Process i

T1055.012 Process

71055.008: Prace System Calls

T1055,005: Thread Local Storage
TAD0OS: Lateral Movement

T

o Web Credentials

L 71556: Modify Authentication Process
Multi-F actor Authentication Interception

T1056.004: Credential APY Hook)
T1056.002: GUI Input Capture.

11056.003: Web Portal Capture

T1621
T1564.002; Hidden Users 003: OS Credentisl D
T1564.003: Hidden Window

T1564.010: Process Argument Spoof
T1564.006: Run Virtual Instance
T1564.007: VBA Stomy

11574 012: COR_PROFILER
T1574.002: DAL Side-Loading

Mult-F actor Authentication Request Generation

T1558: Steal or Forge Kerberos Tickets

71003.008: /etc/passwd and /etc/shadow
71003.005: Cached Domain Credentials
71003.006: DCSyne

T1003.004 LSA Secrets

71003.007: Proc Filesystem
T1003.002: Security Account Manager

T1574.006: Dynamic Linker Hijacki
T1574.005: Executable Installer File Permi
T1574.013; KemelCallback Table

T1539: Steal Web Session Cookie

11552.003: Bash History

71552.002; Crodentials in Registry
T1552.006: Group Policy Preferences
T1552.004: Private Keys

T1562.004: Disable or Modify System Firewal

T1562.010: Downgrade Attack

T1562.003: Impai Command History Logging

T1562.000: Safe Mode Boot

| TA0010: Exfiltration

TAD040: Impact

T1210: Exphaitation of Remote Services

T1534: Intemal Spearphishing

T1563,002: RDP Hijacking

T1021,003: Distributed Compenent Object) T1011: Exfiltration Over Other Network M.

T1531: Account Access Removal
T1485: Data Destruction

T1486: Data Encrypted for Impact
T1565: Data Manipulati

T1491: Defacement

T1021.001: Remote Desktop Protocol

T1021.005: VNC

T1205.001: Port Knocking
002: Bidirectional Co

T1102.001: Dead Drop Res:

T1102.003: One-Way Comrs mammm s reve

Cisco
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T1081: Replication Through Remaovable Media

T1052: Exfiltration Over Physical Medium

T1561: Disk Wipe

T1567: Exfiltration Over Web Service
029 eduled J

T1499: Endpoint Denial of Service

T1495: Firmware Corruption

T1450: Inhibit System Recovery

T1072: Software Deployment Tools

T1498: Network Denial of Service

‘T1080: Taint Shared Content

T1550.003: Pass the Ticket

BRKSEC-1023

T1496: Resource Hijacking

T1489: Service Stop

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

T1529: System Shutdown/Reboot
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Telemetry data source importance

The top six data sources that customers believe are essential for an XDR are
Endpoint, Network, Firewall, Identity, Email, and DNS

Count Share
4 N\
%o Endpoint 255 85.0%
%7 Network 226 75.3%
Firewall 207 69.0%
@) Identity 191 63.7%
< Email 179 59.7%
@& DNS 140 46.7%
\_ )
> Public Cloud 137 45.7%
Non-Security Sources 36 12.0%

cisco W‘/

#CiscoLiveAPJC

BRKSEC-1023

© | R’

Cisco Secure Cisco / Meraki
Client (Networking)

Firewall Threat
Defense (FTD)

2 il

Email Threat Umbrella
Defense (ETD)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



The Cisco approach to XDR

Detect more, act faster, elevate productivity, build resilience

Detect

the most

sophisticated
threats

Act on
what truly
matters, faster

Elevate
productivity

Build resilience

- Multi-vector detection:
network, cloud, endpoint,
email, and more

- Enriched incidents with
asset insights, threat intel

- Optimized for multi-vendor
environments

cisco L{V&/

- Prioritize threats by
- Unified context to

- Evidence-backed

greatest material risk
streamline investigations

recommendations

#CiscoLiveAPJC

- Focus on what matters

and filter out the noise

- Boost limited resources

for maximum value

- Automate tasks and focus

on, strategic tasks

BRKSEC-1023

- Close security gaps
- Anticipate what’s next

through actionable intel

- Get stronger, everyday

with continuous,
quantifiable improvement

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Investigation Timeline - what happened & when?

SOC / Admin

Responder typically
% builds out a timeline

when investigation
Lateral
Movement
Initial
Probing

Data
Exfiltration

Initial
Compromise

Ex4loit4tior4

Timeline

,
Failed ‘ Privileg_e
Exploit i Escalation
Attempts \

Starting Here, look forward & backwards for
correlation to build the timeline / attack graph
of “what happened”

cisco M ./ #CiscoLiveAPJC BRKSEC-1023 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Outcomes

cisco L{V&/
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A vast ecosystem of integrations

Tel t d Detecti Cisco XDR leverages multiple sources of telemetry
SISy eltiol ASISRTelE and detections to achieve cross-product outcomes
Multiple types of response actions are available
Action and Response across products such as network, endpoint,
email, and others
Leverage integrations with existing products,
Cisco and Third Party whether they are from Cisco or from a third
party

cisco L‘V& ~/ #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




Enhanced detections with diverse intelligence

TdLos

> ] VIRUSTOTAL

',@ Pulsedive

Others...

59.9319.92 (*® Malicious IP Addr... gg%g:gﬁ:ggﬁ%ﬁ}%ﬁ%ﬁ_ tacosipe.. @D
59.97169111 (°®  Malicious P Addr.. 50230 s Talosie. (I
boc57binan... (“®  Malicious Domain B e oot ZeroDot1C..
- Use public and private sources of
J

intelligence to achieve better threat
identification

- Create and customize your own feeds
based on your environment and needs

cisco L{V&/
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Incidents

62 matching results = Filters

Malicious Process and Suspicious SMB/RDP Activity - Doc Test Do ...
Unusual External Server for This is localhost
AWS Inspector Finding for This is localhost

Command and Control DNS Activities

©
N
w

Formula Test.Mar27.Critical. TTP(58).AssetValue[8]

N

F1.03-06d.Critical. TTP(58).AssetValue[10]

[ 1000}
[ 028 ]
[ 928
[ 535 ]

Attack Graph Test - 109 Observables

F1.03-06a.Critical. TTP(50).AssetValue[NULL]

New Internal Device for This is localhost

Azure Permissive Security Group for TD&R RSA

F1.03-08.Critical. TTP(58).AssetValue[8]

CIsco
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94.204.151.84

A Connected To
Connec Connected To

Connected To Connected To

Downloaded From

Connected To

Connecteg E

i-0e682308df7f7bf0a

o D
Connected To

@D Suspicious SHA-256 Hash

bf529e3f6bff6d97444319f48c4059edad636b9df2243ac224ba395f6ca3495

onnected To
Unknown IP Address ul
s2.42.18297 OL__* ourcd of
aren
Parent Of QD

172.67.186.132 87.251.75.120

U= D
nl

172.10.1.63
Connected To

Unknown IP Address

CIsco
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How true simplicity is experienced

Without XDR: 32 minutes With XDR: five minutes

1. 10C/alert ———— |nvestigation is integrated
E across your security
l @ —R infrastructure
[ ]

Product Product Product Product Hi Ee\= \
roduc roduc roduc roduc — W / N
dashboard 1 dashboard 2 dashboard 3 dashboard 4 /

2. Investigate incidents in multiple consoles

Email Malicious
Subject domain
| LS L k& o i
L D L L — =
Target endpoint — SHA - 256
. . . . IP
3. Remediate by coordinating multiple teams V-
Product Product Product Product -In one view-W-------mmmmmmme
dashboard 1 dashboard 2 dashboard 3 dashboard 4 { \

! Query intel Quickly visualize Remediate :

?‘ ‘ - i and telemetry the threat impact directly from ;

(9 \L \B A i from multiple in your a single Ul i
\L i integrated apps environment !

cisco M B #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Confirm attacks sooner with alert correlation

e 2023-03-13T6:.. (DD
o 2023-03-13T16.. (LD
o 2023-03-13116:.. (D)

cisco L{V&/

Suspicious SMB and RDF

Suspicious Endpoint Acti

Malicious Process Detec

Priority@ Status New

Malicious Process and
Suspicious SMB/RDP...

Reported by Cisco Secure Cloud Analytics
14 hours ago

Assigned BM JF

Alert types
- Malicious Process Detected
- Suspicious SMB and RDP activity

Alerts
1. Malicious Process Detected - #6
2. Suspicious SMB and RDP activity - #35

Sources
- virtualmachines/win-vic-2
- virtualmachines/kali

Chaining Patterns - Tactics
Execution (TAO002) - Lateral Movement
(TAOOO8)

Chaining Patterns - Techniques
Masquerading (T1036) -» Remote Services
(T1021)

#CiscoLiveAPJC

BRKSEC-1023

Correlate alerts through time

Automatically create new
incidents from correlated
alerts over time, reveal the
bigger picture of a multi-
stage attack

Mapping the Attack Chain

Using MITRE Tactics and
Technigues to connect and
reveal the attack chain

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Identify Affected Hosts

Add note with summary of findings on the investigations of hosts found with ...

Contain Incident: Overview

Owerview of how to contain Indicators of Compromise to stop the spread of ..

Contain Incident: Assets

Use asset-based containment to stop the spread of malicious activity.

This automation worklow will netwark isolate/quarantine all selected assets on your
integrated Endpoint Detection & Response solutions. After clicking Execute, you will
bre able to choose all or a subset of assets associated with this incident. Please
make sure you have done proper identification before executing the workflow.

Contain Incident: IPs -

Contain IP indicators of compromise to stop the spread of malicious activity

Contain Incident: Domains

Contain domain indicators of compromise to stop the spread of malicious act...
This automation worklow blocks the selected domain names on your integrated
netwoerk policy enforcement solutions. After clicking Execute, you will be able to

choose all or a subset of domains associated with this incident. Make sure you
have done proper identification before executing the workflaw.

Go to Eradication —

BRKSEC-1023 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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Powerful, flexible automation

Response Automation rules And more...
Analyst triggers a An incident matches a Workflows triggered by
workflow from within the pre-defined rule and a users, APIs, webhooks,
incident manager or a workflow is triggered schedules, and more

pivot menu

cisco M -/ #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



CIsco

Device View Secure Client Devices

Source Health 3 Devices

Select Saved Filter

Text Search Managed Status Operating System

Select

Device Value Labels Sources

13 Devices found 0 Devices Selected

[J Device Name

(] ATW iPad Pro12

(] ATW iPhone6Sp

Windows

Windows

iPhone

BRKSEC-1023 © 2023 Cisco and/or its affiliates.

Select

0S Version

Server 2019
Datacenter

n

16.3 (iPad7,11}

16.1 (iPhone12,5)

All rights reserved.

0S Support

Policies

¢ Edit Labels

0S Support  Users Seen

AMP for

AMP for
Endpoin

AMP for
Endpoin

AMP far

Cisco Public



Features
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Timeline from multiple sources

XDR Should Build out the Timeline

Y\

o | | [T

EVENT

IP Address Credenti:lDTQ?]g

Mac Addre; - |

oot (PN Rubeus

VicO
@ 1

Random mac-address
DHCP Assigned IP
EDR Installed

cisco L‘V& B #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



¥ An XDR should be automagically looking for

= how the event happened.. Stitching together

i other key events that might not be as critical
to generate an Alert!

N

cisco M . #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Timeline from multiple sources

XDR Should Build out the Timeline
JAN

Network Conn:
|[dap://ad:389
smb tcp/445

A

EVENT
Impact: Crypto

- ryuk.exe
starts encrypting

ED#HNJJ?RHHHHHHFDM

EVENT
. Network Conn:
Vico1 Credential Theft ftp of harvested
B - AD Find \ 4 creds to C2
- Rubeus
VicO
@ -
Random mac-address
DHCP Assigned IP
EDR Installed

cisco L‘V& B #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Timeline from multiple sources

XDR Should Build out the Timeline

Discovery commands Network Conn:
- systeminfo.exe |[dap://ad:389
- netstat.exe smb tcp/445
- net.exe EVENT
- ipconfig.exe A
- nltest.exe i
- whoami.exe Impact: Crypto
- ryuk.exe
Erecutes E starts encrypting
Bazar !
ND |ED =
NDR D
‘ ‘ ‘ ‘ TR | NDR | [P :
1
1 1
i EVENT i
i | OpenC2 _ i Network Conn:
Vicor i | Channel Credential Theft ! ftp of harvested
i - AD Find \ 4 i creds to C2
! - Rubeus i
VicO H
@ 1
Random mac-address
DHCP Assigned IP
EDR Installed

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Timeline from multiple sources

XDR Should Build out the Timeline

Executes
Bazar

I TR

Vic01

Random mac-address @

DHCP Assigned IP
EDR Installed

o |

Open C2
Channel

VicO
1

Discovery commands
- systeminfo.exe

- netstat.exe

- net.exe

- ipconfig.exe

- nltest.exe

- whoami.exe

EDF}

EVENT

Credential Theft
- AD Find
- Rubeus

AN

Network Conn:
|[dap://ad:389
smb tcp/445

A

£

\ 4

"""

X

P>

e ——————_

Network Conn:

tp of harvested

creds to C2

VicO

1

Lateral Movement
- rdp tcp/3389

Open C2
Channel

L] e

1
1
1
1
1
L

o

A 2

Lateral Movement
- smb tcp/445

Lateral Movement
- smb tcp/445

EVENT
Impact: Crypto

- ryuk.exe
starts encrypting

| P |

cisco L{V&/

#CiscoLiveAPJC
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Timeline from multiple sources

XDR Should Build out the Timeline

AN

VicO
:
Email to Kevin Smith .
Contains Link to apple.com/xyz.exe Discovery commands Network Conn:
a-p-p-i-e.com (looks alike) - iﬁ;?;‘:'gi%exe Idap://ac;2389
- : smb tcp/445
- net.exe P A 3 EVENT
Downloads - ipconfig.exe A 1 | Lateral Movement
Xyz.exe - nltest.exe 1| - rdp tcp/3389 Lateral Movement
- whoami.exe i - smb tcp/445 Impact: Crypto
. : - ryuk.exe
Executes Vic01 Roams i i Open C2 starts encrypting
Bazar & gets new IP ! ! ' Channel
e NIRRT
1
ND D ED NDR | Ll__.| NDR D
ND i : :
i N i
) 1 1 1
Opens email 1 EVENT i i v
4 | Follows Link to i | OpenC2 ) | Network Conn: |
Vico1 i la-p-p-i-e.com 1 | Channel Credential Theft ! ftp of harvested | Lateral Movement
L : - AD Find v ! reds to C2 : - smb tcp/445
: - Rubeus i :
1

Random mac-address
DHCP Assigned IP
EDR Installed

VicO VicO
M o 1

cisco L{V&/
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Timeline in Cisco XDR

Interactive Graph

Interactive Graph displays
& groups the entities
involved in the incident

Interactive: drag it, select a
portion, zoom in & out

Aaron Wol:
® R Shoron
« Wizard Spider (Ron Weasly has Aracnaphobia) Slate-WIN11.explorcorp.com
sec_summit_wiz_spid_sept_21

Sources Disposition

and

2 Full screen

®© Timeline
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Ul XOR
Control Center
Incidents
Investigate
Intelligence
Automate

Assets

Client Management

Administration

« Wizard Spider (Ron Weasly has Aracnaphobia) Slate-WIN11.explorcorp.com

sec_summit_wiz_spid_sept_21

Aaron Woland
@ oy exprl‘;)nrcorp

v

[ Sources ][ Disposition ]
e ™
_J Full screen &
+
s
ELS
=9)
&
Y
N
R s Ii
Ip-192-168-248-11.. 1p-192-168-248-11..
. Malicious - Suspicious . Common . Unknown - Clean . Asset
, J
© Timeline

I " g e I I
| | = in_ | |
1) ot gt e Yo e 17 18 " 19 " 20 ' 21 ! ! 3 ! o
Sep 11- 17,2023 | Sep 18- 24, 2023




Incidents

62 matching results = Filters
Priority -
Malicious Process and Suspicious SMB/RDP Activity - Doc Test Do ...
Unusual External Server for This is localhost
AWS Inspector Finding for This is localhost

Command and Control DNS Activities

Formula Test.Mar27.Critical. TTP(58).AssetValue[8]

F1.03-06d.Critical. TTP(58).AssetValue[10]

Attack Graph Test - 109 Observables

F1.03-06a.Critical. TTP(50).AssetValue[NULL]

New Internal Device for This is localhost Cisco
Azure Permissive Security Group for TD&R RSA Cisco

742 F1.03-08.Critical. TTP(58).AssetValue[8] Formu

CIsco
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Incident manager

Centralized incident management
Incidents from a wide portfolio of products, all in one place

Automated prioritization
Risk- and asset-based prioritization, so you know what to investigate first

Built-in response workflows
Automated actions that make resolving an incident simpler and faster
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Walk through incidents step by step

Progressive disclosure

Looking into an incident is a progressive
experience where the relevant data is
revealed as needed without
overwhelming the SOC analyst

Priority - Name

SMB/RDP Activity Detect|

L1000

Unusual External Server for This is localhost

Rich incident details

Incidents are enriched with data gathered from
multiple sources including assets, indicators,
observables and others. Associated MITRE
ATT&CK tactics and techniques detailed with
risk scoring

cisco L{V&/

Priority@ Status New X
Malicious Process and
Suspicious SMB/RDP...

Reported by Cisco Secure Cloud Analytics (rsa)
15 hours age

Assigned BM  JF

Priority score breakdown ~
1 0 0 0 100 10

Detection Asset

Risk Value at Risk
Short description ~

This feature is currently under active development

Long description

Alert Chain
fb56eeab5af173cd7286d510722e4f8f7e5¢8613

Description

View Incident Detail

MITRE | ATT&CK' View all Tactics
Tactics
~ TAD002: Execution ./ 100

The adversary is trying to run malicious
code. Execution consists of techniques that
result in adversary-controlled code running
on a local or remote system. Techniques that
run malicious code are often paired with
techniques from all other tactics to achieve
broader goals, like exploring a network or
stealing data. For example, an adversary
might use a remote access tool to run a
PowerShell script that does Remote System
Discovery.

> TAOOO8: Lateral Movement 66

#CiscoLiveAPJC

BRKSEC-1023

Orientation ~

NT AUTHORTTYNETW.

4 Assets

E virtualmachines/win-vic-2 @
3 virtualmachines/win-dc-0 ()
] virtualmachines/win-vic-6 ()

[ virtualmachines/kali (~)

CiWindows\Sysiem

dc20g1 net

do2.0g1.net

10016

View Assets

6 events

5 events

4 events

1event

vituamachineshv.

31 0bservables

@2, NT AUTHORITY\SYSTEM ()

©7 CaWir

39

exe (V)

©-] svchost.exe ()

O] SYSTEM ()




ldentify the most impactful incidents based on risk

92 8
7 3 6 Detection Asset
Risk Value at Risk

Priority Score = Detection Risk x Asset Value

0-1000 0-100 0-10
The total priority Detection risk User-defined asset
score used to composed of multiple value represents the
prioritize incidents values: value of the assets
« MITRE TTP Financial Risk involved in the

* Number of MITRE TTPs

« Source Severity incident
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=>

sty XDR
Control Center
Incidents
Investigate
Intelligence
Automate
Devices

Administration

Incidents

523 incidents

12 New Incidents

343 Open Incidents

[ J 11 matching results Filters Status: Incident Reported x

O Priority - Name Source Created A
) @ EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:16:38 Secure Endpoint 2 Months R
O @ Geographically Unusual Remote Access for Cisco - Lawrenceville L... Cisco Secure Clou... 2 Months A
O @ Heartbeat Connection Count for Cisco - Lawrenceville Lab (Earth) Cisco Secure Clou... 2 Months S
J m c4-3650-1-g1-8-win10 in group Earth Clients @ 20230406 13:51:59 Secure Endpoint 2 Months S
O m c5-9300-1-g1-8-win10 in group Pluto Clients @ 20230406 13:52:57 Secure Endpoint 2 Months R
O @ Attack Chain: "Multiple Threat Indicators Triggered" for Cisco - Law... Cisco Secure Clou... 1 Month R
B8 873 c1-4506-2-g3-13-win10 in group Mars Clients @ 20230406 13:52:... Secure Endpoint 2 Months I
O (783 ¢3-9300-1-g1-0-7-win10 in group Audit @ 20230411 08:48:54 Secure Endpoint 2 Months I
u @ Persistent Remote Control Connections for Cisco - Lawrenceville L... Cisco Secure Clou... 2 Months D

[T @ c1-4506-1-g3-14-win10 in group Mars Clients @ 20230411 20:27:12 Secure Endpoint 2 Months
O @ ¢1-9300-1-g1-13-ublinx in group Mars Clients @ 20230411 18:26:19 Secure Endpoint 2 Months J
—

#CiscoLiveAPJC

BRKSEC-1023

S e
My Organization

Priority @
Geographically Unusual
Remote Access for Cisco -...

Status Incident Report...

Reported by Cisco Secure Cloud Analytics (cisco-
explorcorp-earth) 2 months ago

Assigned AS HJ ST
MITRE

Priority score breakdown

100 10
1 0 0 0 Detection  Asset

Risk Value at Risk

Short description

Geographically Unusual Remote Access on i-
0c6069f352916581e

Long description

Alert
Geographically Unusual Remote Access - #4921

Tenant
Cisco - Lawrenceville Lab (Earth) (cisco-explorcorp-
earth)

Source

i-0c6069f352916581e

Description

Device has been accessed from a remote hostin a
country that doesn't normally access the local
network. For example, a local server accepting an
SSH connection from a foreign source would trigger

View Incident Detail
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wilvalee Matt
XDR @) 2 My Organization

cisco

Incidents
o Control Center
. 2 2 2 'S - - : .
R €D ircicentreporea - Geographically Unusual Remote Access for Cisco - Lawrenceville Lab ... (- .
" o Reported by Cisco Secure Cloud Analytics (cisco-explorcorp-earth) on 2023-04-13T15:04:30.000Z - 2 Linked Incidents AS HJ ST
nvestigate
Geographically Unusual Remote Access on i-0c6069f352916581e View Long Description
= Intelligence v
Overview Detection Response Worklog
®  Automate v
B Devices v
o Administration v
O
%
B +
19 Assets View all 41 observables View all 33 Indicators View all
TOP ACTIVE TOP ACTIVE TOP ACTIVE
[ 172.3181251 & 098 events ®7] 200.75.2.138 (© sco Secure d Analytics (cis
Internal Connection Watchlist
il ~ ~
i XDR 5] MIKE-wiN10 (= 368 events ©7196.221.71.221 (© _
[E] EC2AMAZ-AHQFEJR (~ : ts @7 189164140152 (- Port Scan
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&ids XDR My O

My Organization

Incidents
- Control Center
— €D rcicentreporiea - Geographically Unusual Remote Access for Cisco - Lawrenceville Lab ... -
- " o Reported by Cisco Secure Cloud Analytics (cisco-explorcorp-earth) on 2023-04-13T15:04:30.000Z - 2 Linked Incidents AS HJ ST
4 nvestigate
Geographically Unusual Remote Access on i-0c6069352916581e View Long Description
= Intelligence v
Overview Detection Response Worklog
®  Automate v
B Devices w
Type ] [ Source v~ ] [ Severity ] () ¢ Important only
© Administration v
First Seen . Severity Source Indicators Observables Assets
® 2023-04-17T15:18:17.000Z @ Secure Endpoint W32.PowershellDownloadedEx... +7) de96a6e69944335375dclac?... ;: [E] EC2AMAZ-AHQFEJR C
2023-04-17T13:10:44.00 ( High ] NGFW Event Servi Security Intelli t-IP 7 17210163 () 17210163 (~
. -04- :110:44.00... vent Service ecurity Intelligence event - IP... o~ 10163 ()
Y ¢ < 123123123123 (%)
2023-04-17T13:10:36.00 ([ High J NGFW Event Servi Security Intelli t-IP 17210163 () () 17210163 (&
- -04- :10:36.00... vent Service ecurity Intelligence event - IP... P 10163 ()
Y N ~ 6666 () -
¢ 2023-04-17T12:10:00.00... Cisco Secure Cloud Analyti...  Watchlist Interaction ~ 6666 (%) B adsl-172-10-1-63.d... (%)
s 2023-04-17T12:10:00.00... Cisco Secure Cloud Analyti...  Watchlist Interaction ~ 6666 (<~ B adsl-172-10-1-63.d... (%)
e 2023-04-17T12:10:00.00... Cisco Secure Cloud Analyti..  User Watchlist Hit [ adsl-172-10-1-63.d... (*)
e 2023-04-17T12:10:00.00... Cisco Secure Cloud Analyti...  Watchlist Interaction < 6666 (- [ adsl-172-10-1-63.d... (%)
s 2023-04-17T12:10:00.00... Cisco Secure Cloud Analyti...  Watchlist Interaction - 6666 () [ adsl-172-10-1-63.d... (%)
2 196.221.71.221 (-
s 2023-04-17T10:21:25.0002 (0D Cisco Secure Network Anal...  Port Scan o -~
< 172.31.89198 ()
XDR
: @3 200.75.2138
e 2023-04-17T10:06:33.00.. (L) Cisco Secure Network Anal...  Port Scan .

~ 172.31.89.198 (~
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sds’ XDR ©) My O

My Organization

Incidents

= Control Center 10 Assets
= incidents @D rcicentreporea - Geographically Unusual Remote Access for Cisco - Lawrenceville L [« searcr ]
- ; thoat Reported by Cisco Secure Cloud Analytics (cisco-explorcorp-earth) on 2023-04-13T715:04:30.000Z - 2 Linked Incidents B Hostname
- nvestigate
Geographically Unusual Remote Access on i-0c6069f352916581e View Long Description m B MIKE-WIN10
= Intelligence v
[5] Ec2AMAZ-AHQFEJR
Overview Detection Response Worklog
©
Automate v E] aws-east1-windows2019
8 Devices v Acti O E] EC2AMAZ-MTKLEVO
ctior
L Identify Affected Hosts -_ =
o ) Identification y (] E] i-0e682308df7f7bf0a
© Administration W Add note with summary of findings on the investigations of hosts found with malicious indicators . 202
O E] i-0d3309a793147aefe
Containment Exec
Contain Incident: Overview (C E] ¢2-3850-1-t1-0-15-win10
: . ) A s S . 202
Overview of how to contain Indicators of Compromise to stop the spread of malicious activit: -
Eradication i E B d Exec [5] adsl-172-10-1-63.dsl.sndg02.sbcglobal....
Recovery Contain Incident: Assets . 202 0 [F] i-oce069f352916581e
Use asset-based containment to stop the spread of malicious activity. Exec ] E Security-IDS-Tester
e 202
Contain Incident: IPs
Exec
Contain IP indicators of compromise to stop the spread of malicious activity
e 202
Contain Incident: Domains Exec
Contain domain indicators of compromise to stop the spread of malicious activity . 202
Exec
Contain Incident: URLs
e 202
Contain URL indicators of compromise to stop the spread of malicious activity
Exec
Contain Incident: File Hashes e 202
Contain file hash indicators of compromise to stop the spread of malicious activity. Exec

Implement Additional Monitoring

E xef @

c1sco 'p/_/
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Incident response in four stages

|dentify Contain Eradicate Recover
Review the Act against Remediate Validate
incident and Impacted hosts, vulnerabilities remediation and
confirm the domains, files, and remove restore
findings etc. malicious impacted
content services
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<« Investigate

Email Threat Investigation

Weekly Summary Re..

@ L@

First Seen . Severity Source Indicators

2021-01-23T17:29:23.000Z SMA Tracking API
2021-01-23T713:41:24.000Z securex-orchestration
2021-01-21T23:05:35.000Z SMA Tracking API

2021-N1-21T17:12:10 NNNT QAA Tranlkin~ ADI

CIsco
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Investigate

cisco L{V&/

One place to investigate across products
Aggregated intelligence from all your integrated products

Interactive visualization of investigation elements
Drag, drop, and inspect the results of your investigation

Built-in response actions

Take action right from an investigation, no cross-launching into other products required

#CiscoLiveAPJC BRKSEC-1023
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.-cllns-élol- XDR Matt

My Organization

B Control Center Investigate
= Incidants Golden Incident 4_17 V6 shapshot
Q Investigate
‘ Types v~ \
= Intelligence v
22 Nodes %

¢ Automate v «

8 Devices e P — - —. ECIAMAZAHOFEIR o

© Administration v

)

X

XDR

First Seen . Severity Source Indicators Observables Assets Indicators 17
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eilvaalee Matt
cIsco XDR @ My Organization

0 Control Center

=p Incidents

Q Investigate

2023-04-17T12:... AMP Event @) 1bf529e3f6bFf6... MIKE-WI...

2023-04-17T12:.. AMP Event @3 123123123123 j MIKE-WI...

0 @ @ @
2y

2023-04-17T12:... MIKE-WI...

Intelligence v
¢ Automate v
B Devices g
o Administration v First Seen - Severity Source Indicators Observables Assets Indicators 0
2023-04-17T13... (D AMP Event @) 1bf529e3f6bff6... () B Eczama.. (9 tics (cisco-e... __
2023-04-17T13:... [ Unknown ] AMP Event @) 1bf529e3f6bff6... () [E ec2ama.. (&
2023-04-17T13.. ()  AMPEvent @) 1bf529e3f6Dff6... (©) B Ec2aMA... (9
2023-04-17T13.. (D) AMP Event @) 1bf529e316bff6... (< B EC2AMA.. (©) ExecutedMalware.ioc
17210163 (& —~ muestra
2023-04-17T13... (LD NGFW Event Ser..  Security Intelligenc... - L~ B 17210163 ()
@3 123123123123 (») known malicious high true filesha256
— +32
©3 17210163 —
2023-04-17T13... (LD NGFW EventSer..  SecurityInteligenc.. = o~ B 17210163 () R
- - muestra
2023-04-17T12... (3D AMP Event 3123123123123 (& MIKE-WI... (~ known malicious  high  true filesha256
+32

AMP Event @2 123123123123 (%)

10 | per page 31-40 of 1024 &K < 4 (/103 > »
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CIsco

AWS SERVICE

ANSIBLE TOWER

APIVOID

ATOMIC

AUTOMOX

BMC REMEDY

CENSYS

CISCO API CONSOLE

CISCO DEFENSE
ORCHESTRATOR

CISCO DUOo
SECURITY

CISCO ISE

CISCO MERAKI

CISCO ORBITAL

CISCO PSIRT
OPENVULN

CISCO SECURE CN

CISCO SECURE
CLOUD ANALYTICS

CISCO SECURE EMAIL

CISCO SECURE
ENDPOINT

CISCO SECURE
FIREWALL

BRKSEC-1023

0001 - Talos - Blog Post to SecureX Casebook

FETCH AND PROCESS BLOG POST

PYTHON
Fetch and clean blog
post

>¢ WERE WE ABLE TO FETCH AND CLEAN THE BLOG POST?

|

3¢ NO

LOGIC

Failed

!
I

INSPECT THE BLOG CONTENT

£ ATOMIC

Threat Response -
Inspect for Observables

!

CORE

Test for results

I

>¢ WERE THERE ANY OBSERVABLES?

|

¢ NO

LOGIC

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Automation

Drag and drop, "no-to-low code” workflow builder
Simple workflow editor that works without writing a single line of code

Accelerates how you investigate and respond
Automate how your analysts investigate and respond

Out of the box workflows from Cisco

Popular use cases built in, more available for import from Cisco
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Umbrella - Search DNS Activity by ID fodified: t :17:17 PM Validated Commit [ Run )]

2 Search activities X PROPERTIES
= = Umbrella - Search DNS Activity By ID
START
CORE 5

: Version ~
» AWS SERVICE © . ;

Git Repository

&£ ATOMIC
SIBLE TOWER i S
§oAnEIEL W Umbrella - Reporting v2 [ ]
- Get Token
» CISCO API CONSOLE Git Version
- No Versions Available
, CISCO DEFENSE e
ORCHESTRATOR Umbrella - Reporting v2
. - rt - - Get Activity

» CISCO DUO SECURITY ] - 1 Othexl
» CISCO ISE Display Name

[ Umbrella - Search DNS Activity by ID ]
- R >< DID WE GET RESULTS

Description

» CISCO ORBITAL

This workflow searches and returns Cisco Umbrella DNS activity for the last 7 days

CISCO PSIRT >¢ CONDITION BRANCH based on the Umbrella category provided. The data is then parsed and posted in a
¥ OPENVULN o ServiceNow incident.
LOGIC Target Group: Default TargetGroup y
, CISCO SECURE CLOUD
ANALYTICS Completed - no results
o () Clean up after successful execution
Fsabaoa Lo If cked rkflow run and any underlying task(s when the run succeeds. Failed runs
will not be del
, CISCO SECURE o
ENDPOINT
TABLE N
CISCO SECURE An atomic workflow will be listed under the Activity Group header you select or create in the list to t
* FIREWALL Parse results to table
from JSON .
Group Name
, CISCO SECURE
FIREWALL (SSE) [+

C LOOP THROUGH RESULTS
Category
+] + L —

CISCO SECURE
MALWARE ANALYTICS

CORE

CISCO SECURE —
" NETWORK ANALYTICS Extract identity and _
category

XDR Response Actions

. riern eECIIDE _
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Device View All Devices Secure Client Devices

Source Health 9 Devices

O server (1)
QO Desktop (5)
QO virtual (0)
QO Mobile (2)

Select Saved Filter ~

Text Search Managed Status Operating System

Device Value Labels Sources

[J AV Definitions out of date (0)

9 Devices found 0 Devices Selected Update Value Update Labels
[J pevice Name 0S Version OS Support U
J aws-AD B Windows Server 2019 Datacenter

O cmp2 BE windows M

O ipad & ios 16.3 (iPad7,11)
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Devices

@ Extensive visibility into your devices
Combined inventory from both security and device management products

=D Provides asset context to investigations
ﬂ%{j Differentiate between a generic target and an asset that belongs to you

Configuration and management of Cisco Secure Client
Cloud-based management of Secure Client profiles and deployments

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



'Q\Is'c‘lé' XDR : Matt

My Organization

[ | N . N N -
Control Center Device View All Devices | Secure Client Devices

—p Incidents
Source Health 82 Devices 0Ss

Investigate

= Intelligence iV ’ . . == @ % @ @
®  Automate v 85% QO Desk ") Manage 2

R - M —a r—y
B Devices ~ O Mot “r‘ o \.-l ﬁ' 'I
0 0 o] 0 0
Inventory
s
Deployment ) . .
[ Select Saved Filter ~ } [ Clear Filters ] [ Save Filters
Audit Logs R
Text Search Managed Status Operating System 0S Support Type
Profiles [Q User, IP, ] [ Select ~ ] [ Select ~ ] [ Select ~ ] [ Select ~ ]
Device Events Device Value Labels Sources Policies
[ Select ~ } [ Select ~ ] { Select ~ ] { Select ~ ] [J Has Faults (2) [J AV Definitions out of date (18)
© Administration v
82 Devices found 0 Devices Selected ¢ Edit Labels £ Exportto CSV & Edit Columns
(] Device Name - os 0S Version OS Support Users Seen Sources Managed © Compromised O Labels Value ©
Secure Endpoint -
(J ¢1-3850-1-g-0-13- & #1 SMP Tue Nov 8 reboot, tme, ExplorCorp No 10°

centos Centos 15:48:59 UTC 2022 runlevel Orbital -

S Endpoint -
) . #76~20.04.1-Ubuntu SMP L 2EeE mndpem :
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Supported sources

1A o A

Duo Access Secure Endpoint Umbrella (DNS) Meraki SM Secure Client Orbital
Duo Beyond Windows / macOS
Third Party
\ _ p> g
= "I“ ' II <«
CrowdStrike SentinelOne Microsoft Intune Jamf Pro lvanti Neurons VMware
(formerly Mobilelron) Workspace ONE

(formerly Airwatch)
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One more
thing...
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XDR has a robust set of APIs!

- We have APIs for:

- Threat intelligence
- Private and public databases of threat intel
- Investigation
- Inspect content for observables
- Enrich data using your integrated products
- Response
- Act on observables you know to be dangerous
- Automation
- Trigger workflows in XDR to do just about anything you want

Cisco M ./ #CiscoLiveAPJC BRKSEC-1023 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Shift the focus to outcomes

XDR-driven outcomes

Detect Accelerate
sooner response
Where are we Prioritize Speed up How fast can we

most exposed by impact investigations confidently respond?
to risk?
Are we prioritizing How quickly are we able How much can
How good are we the attacks that to understand the full SecOps automate?
at detecting represent the largest scope and entry
attacks early? material impacts to vectors of attacks? Are we quantifiably
our business? getting better?
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Stop advanced threats like ransomware

Most attacks use a sequence like this...

ST -

— 010110
Email DNS 110010
001011
A well-tailored Which goes to Which leads to a That process will
and personalized a questionable strange process connect to
email causes a web site... being created another machine
user to click... locally on the or directly to
user’s device... their data

T1055: Process Injection
T1566: Spear phishing

T1189: Drive-by Compromise T1570: Lateral Tool Transfer
T1087: Account Discovery: Domain Account T1048: SyStem Network ConneCtionS DiSCOVery
Vendor A Vendor C Vendor E Vendor G Vendor D

cisco L{V@/
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Quickly position teams to achieve incremental
XDR milestones

Integrate .
d Orchestrate Optimize
Consolidate solutions
and technology with an Enable prioritized detection and Evolve, and fine tune security
integrated platform response using Al & ML by proactively executing against

that baseline

=)

= = Sme ©

Unify Automate
Build an ecosystem that Automate detection and
aggregates, enriches data response workflows
and telemetry from all part that require minimal
of your environment human intervention
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Other XDR sessions

g Matthew Robertson
Distinguished TME

. Aaron Woland
Distinguished TME

. Aaron Woland
Distinguished TME

Extended Detection with
Cisco XDR: Security
analytics across the
enterprise

Cisco's Unified Agent:
Cisco Secure Client.
Bringing AMP,
AnyConnect, Orbital &
Umbrella together

Cisco XDR - Making sense
of the Solution and how it's
a Security Productivity Tool

BRKSEC-2178
Wednesday @ 4:00 PM

cisco W‘/

BRKSEC-2834
Thursday @ 9:00 AM

#CiscoLiveAPJC BRKSEC-1023

BRKSEC-2113
Friday @ 1:30 PM

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://cisco.com/go/xdr
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CIsCcoO
t""llll

S E C U R E cisco The bridge to possible

Participating in user research gives you a
place to share your thoughts and
experiences to influence the future of
Cisco Secure products.

You'll hear from us at most once every 90 days.

Participation is completely optional, and you can
opt out at any time.




cisco Lz/&/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Capture the Flag

The Hub in the World of Solutions

Tuesday 9:00a.m.-5:30p.m.
Wednesday 8:00a.m.-5:30p.m.
Thursday 8:00a.m.-5:30p.m.
Friday 9:00a.m.- 1:30p.m.

Leamn Technology using your problem-solving skills
and ignite your competitive spirit with our immersive
and educational Capture the Flag - Gamified
Hands-on Labs!




Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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Getting started

Where can you learn more about Cisco XDR?
« Cisco XDR At a Glance

« An XDR Primer: The Promise of Simplifying
Security Operations Position Paper

» (Cisco XDR: Security Operations Simplified eBook

« Five Ways to Experience XDR eBook
« (Cisco XDR Overview Video
« XDR Buver’'s Guide

Cisco XDR on Cisco.com
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https://www.cisco.com/c/dam/en/us/products/collateral/security/xdr/xdr-aag.pdf
https://cisco.com/c/en/us/products/collateral/security/xdr/xdr-primer-simplifying-security-operations.html
https://cisco.com/c/en/us/products/collateral/security/xdr/xdr-primer-simplifying-security-operations.html
https://www.cisco.com/c/en/us/products/security/cisco-xdr-security-operations-simplified-ebook.html?utm_medium=web-referral&utm_source=cisco&utm_campaign=XDR-FY23-Q3-Content-Ebook-Security-Operations-Simplified&utm_term=pgm
https://www.cisco.com/c/en/us/products/security/5-ways-to-experience-xdr-ebook.html?utm_medium=web-referral&utm_source=cisco&utm_campaign=XDR-FY23-Q3-Content-Ebook-5-Ways-To-Experience-XDR&utm_term=pgm
https://video.cisco.com/detail/video/6322229984112
https://www.cisco.com/c/en/us/products/collateral/security/xdr/xdr-buyer-guide.html
https://cisco.com/go/xdr
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