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Who am |?

- Over 20 years IT/networking
experience

4 years in Cisco as
Enterprise Networking
Specialist

- Avid cyclist (used to be
good)

- Keen (if not very good) skier
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abit ...

... a thing that you do often and
almost without thinking, especially

something that Is hard to stop
doing.




Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKOPS-2416
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< Catalyst 9000 Series Switching Family ...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

* Kenny Lei

Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks

Networking (220)
Session Type

Breakout (453)
SHOW 2 MORE ¥
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Habit #7 - Understanding and embracing
Device Controllability

Habit #2 - Find issues before your users
with telemetry

Habit #3 - Leverage Compliance and
Configuration management

Habit #4 - Keep your infrastructure code
up to date with software image
management

Habit #5 - Explore Proactive insights with
Al/ML

Habit #6 - Ease your remote support with
RADKit

Habit #/ - Up your automation game with
APls and other integrations

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Habit #1 -
Understanding
(and embracing)

device
controllability

cisco L{{/&/



Device Controllability

Settings ' Telemetry -
reallylongName2.adamlab.cisco.com

Management IP 10.10.10.146

Device Type  Cisco Catalyst 9800-CL Wireless Controller for Cloud DEPTVS‘::‘;ZS;’S:';;S; :‘:ir;t(;e:;ﬁtc:;edevice SUCCESS @
Device Role ACCESS « Deployment of Wireless AP Join Certificate setting initiated
Deployment of syslog setting SUCCESS @
* Deployment of syslog setting initiated Deployment of PKCS12 certificate SUCCESS @
« COMPLETED: Configuring new Syslog Server Configurations Settings IP: [10.10.10.144] on the device: 10.10.10.146 completed « Started process: Pkcs12 Internal Certificate Configure
successfully. * Reachable DNAC IP:10.10.10.144

* PKI Configurations pushed successfully

T e G e SUCCESS @ * PKCS12 Certificate was pushed successfully
« Deployment of snmp setting initiated
* COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [10.10.10.144] on the device: 10.10.10.146 completed
successfully. Deployment of I0S WLC NA Certificate configuration SUCCESS @
* Setting does not apply to device, so no operation was performed

Deployment of dns setting SUCCESS @
« DNS Configurations pushed successfully Deployment of I0S Telemetry Subscriptions configuration SUCCESS @
* Process success on all devices. * Configuring Assurance Telemetry Receiver Information
* Configuring Telemetry St
* Configured Telemetry Subscription Receiver on the device with Receiver as 10.10.10.144
DR Sting) SUCCESS @ « Assurance Telemetry Subscriptions Configuration Success

 Deployment of netflow setting initiated
« COMPLETED: Configuring new Netflow Collector Server Configuration Settings IP: [10.10.10.144] and Port: [6007] on the device:
10.10.10.146 completed successfully.

* App Based Telemetry Subscriptions Configuration Success
* Telemetry Subscriptions was pushed successfully
* App Based Telemetry Subscriptions Configuration Success

Application telemetry SUCCESS @
* Co ion of ication telemetry is only i upon ble/disabls ication telemetry action, so no operation of AP i SUCCESS @
was performed * AP ion pushed
* Deployment of AP Impersonation setting initiated
Install of Swim Certificate SUCCESS @ |
* SWIM Certificate was pushed successfully Deployment of Terminal Width SUCCESS @
* Setting does not apply to device, so no operation was performed
Deployment of WSA certificate SUCCESS @
« ICAP port and WSA C: ion pushed
« WSA Certificate was pushed successfully DepioymentofiDy SUCCESS @
* Cannot push IPDT Configuration on the device with IpAddress: 10.10.10.146 for Product Family: wireless controller (Not
Applicable)
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Brownfield device on-boarding and config
automation process into Catalyst Center

Discovered

) C9200-L-1

DEvIcE STATUS

Devies(e)

Timeour 5 second(s) P Adaressiiange
P Fiter s None Use Loopack

Config changes will be mads on nstwork devices during

co is associated to a sie. L

Inventory  Plug and Play
= Find Hierarchy

& Global

inassigned Devices (¢)
> & APIC

& Canada

> & Aberta

> Britsh Columbia

© & Ontario

< & Toronto

e

> & Saskatchewan

Focus: Inventory v

© Takeatou
Inventory  Plug and Play
History v —_—
= Find ety
) 4 Global

© Unassigned Devices (5)

> @ APIC

Canada

itsh Columbia
& Ontario

© & Toronto

i RoLlo-Home
@ TBRANCH
© Floor!

> 5 TRNG

Added to Inventory

¥ ENSDYSG 2Nl some of the existn

focus: Inventory v

=]

i BRANCH-AAA

> & VBRANCH-ENFV.

Enabled for
Telemetry

Q- > Ontario > Toronto > TBRANCH

Fiter | @ Add Device Tag Device  Actions v ©
@ oeviceName - o 3 Reachabity @ Manageabitty ©)
O Tormen Nonfabric APT Softuare Im > © Ureacnabe @ Managed
O Tormen Nonfebric Az > © Unescnabie @ wanaged
B et L] 2 e e e
O e Sl
O e i > | Update Telometry Settings
O e TeRARcH WG it ster @ wesenave @ wanagen
O TveTeRANGH CIss0-S1.c 10855453 Swichesandtubs @ Reochable @ Manoged
O NeTeRANGH-DIT 10855417 Swichesandtubs @ Reochable @ Monaged
O mveToRANCH-FUSON 0855451 Rowers © Rewcnatic @ wanagea

cisco Lw@

Last upe

Complance ©

Filter

Hoalth Score

o be optimise

© Add Dovice  Tag Device
Davica Name ~ 1P Addross
02022
. 102028
102023

1 10885423

10855169

isting subscription needs X

Refresh

Export

st

0 oronto TBRANC
N TorortofTeRanG
s TorortofTeRANG
10 TorortofTeRANC
o TorontofTaRaNC

#CiscoLiveAPJC

d for performance. Do you want to take

Devico Famiy

Unifed AP

Unifed AP

Unifed AP

Switches and Hubs

Switches and Hubs

TIEw) TEEMETy SUDSCTIDUON 1o SSSUrenee aots neces.
an action to provision these subscriptions? Apply Fix

QGlobal > Unassigned Devices

Take a Tour

Reochabity @ Manageatity O

© unioonn e e NA
Mansged

© Unrescrable s LT
Mansged

© Unescrable o S

© Reocrotie  © Moaged

© Reacabie @ Monaged

Inventory  Plug and Play

=q Fnasienrany
© & Giobal

© Unassigned Devices (4)
> @ apic
- & Canada

> & Aberta

> & Biish Columbia

© & Ontario

© & Toronto

BRANCH-AAA

# RoLlo-Home

BRANCH

© Fioont

> i TRNS

5 VBRANCH-ENFV.
> @ Quebec

> & Saskatchewan

Compliance D

BRKOPS-2416

Plug and Play

@ anc
Hoalth Scoro
s Columbia

A
A
- i . ¥ TeRANCH M
 Fioart
A Assign Rits
> 8 VBRANCH-ENFY

> & Quobec

Assigned to

We detected 105-XE device(s) in your network where new telemetry subscriptin for assurance data needs to be enabled and some of the existing subscription needs

10 be optimised for performance. Do you want to take an action to provision these subscriptions? Apsly

EVCES (9 Q- > Ontario > Toronto > TBRANCH
Focus: Inventory

Fiter | @ Add Davice TagDevice Actions v @ | Take s Tour pated: 1004 AM 1 Export £ Refresh

©  OovicaNamo - wento > Reschabiity O Managesbiity©  Complinca ) HeahScors  Site

O © mesnsrsiir Software Image > © Ucscnasie @ Managea A na eRaNCHFE

O Tomen Nonsaorc_Asz Provision > o A " reaNGHifc

R Tty Ocompint W p—

= Devics Replacement

O ToRancH-cazoL 2aiscocom © ton-compians 10 p—
otne

O TonancH-cooL-aiscocs O compiart 10 ForntoToRa
Compiance >

O e ToRANH WO ot @ NonCompient WA p—

O TRNSTORANGH.CI650-S1 cizacom © 10855453 Swhchesand Wi @ Non-Complant s oronoToRs

O TRuG-ToRANGH-DISToicoc 10855417 Swichesdbibs @ Reschable @ Maraged @ Non-Compiant 10 p——

O TusToRANGH-FUSON T0gsses  Rouwers © fexne @ Mamgea @ Hon Compiant 10 p—
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Adding a device to Catalyst Center - Assign to

Site

Cisco DNA Center

Inventory Plug and Play

Q Find Hierarchy

v & Global
I O Unassigned Devices (8)
> & APJC
> & Canada
> & RBC-Canada-Ontario

& US

®
cisco W/

Inventory Insights

A Two (2) Warning Alerts on this page. Expand to see detail.

DEVICES (8)
Focus: Inventory

VFilter | @ Add Device Tag Device
(] Device Name «

@] AP70F3.5A7E.0870 ©

[:] prime-access-01.cisco.com @
D prime-access-02.cisco.com @
O prime-access-03.cisco.com @
O prime-access-04.cisco.com @
O prime-core-01.cisco.com @
TBRANCH-C9200-1 @

O TRS-E2.cisco.com &

Shaw 50 V' antriae

Actions vV (D ‘ E

IP Address Devicj
10.85.61.2 Wirel|

10.195.180.210  Swit

10.195.180.211  Swit

10.195.180.212  Swit

10.195.180.213  Swit

10.195.180.209  Swit

Provision / Network Devices / Inventory

Assign Device to Site

GLOBAL/CANADA/ONTARIO/TORONTO/BRA
AAA

TBRANCH-C9200-1

Device Controllability is Enabled. Learn
More | Disable

10.85.54.23 Swit
10.85.51.69 Swit
#CiscoLiveAPJC

BRKOPS-2416

Preview New Page

TBRANCH-C9200-1

The following settings will be deployed during

assignment to site.

Syslog Server
Netflow Collector

IP Device Tracking
SNMP Trap Receiver

Cisco TrustSec (CTS)
Credentials

Syslog Level

Controller Certificates

Cisco DNA Center
Cisco DNA Center
Yes

Cisco DNA Center,
10.10.10.10

No

6 - Information Messages

Yes

Cancel

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Adding a device to Catalyst Center - Assign to

Site

= Cisco DNA Center

Inventory Plug and Play Inventory Insights

Q_ Find Hierarchy

I v & Global
O Unassigned Devices (7)
> & APJC
\ & Canada

> & Alberta

cisco Lg{/&/

Provision / Network Devices / Inventory

a Two (2) Warning Alerts on this page. Expand to see detail.

O Now

Tack Name*

DEVICES (41)
Focus: Inventory v

YV Filter | @ Add Device TagC
[} Device Name ~

Q_ Search by description

E] SITE ASSIGNMENT
A lila
Configuration preview: Assig

Dec 23, 2022 11:40 AM St I

E] SITE ASSIGNMENT

A lila

Configuration preview: Assig

Dec 23, 2022 11:38 AM St

E] SITE ASSIGNMENT
A lila
Configuration preview: Assig

Dec 23, 2022 11:46 AM St

Assign Device to Site

Preview New Page Q ® o

QO Later | © Generate configuration preview

Creates preview which can be later used to deploy on selected devices.

Activities / Work Items

SITE ASSIGNMENT

Qoo b

Configuration preview: Assign/Unassign 1 Device(s) to/from Site

Dec 23,2022 11:46 AM  Status: @ Success

Last updated: 11:47:08 AM £ Refresh

Q_ Search Configuration Preview

DEVICES

TBRANCH-C9200L-2

Device IP : 10.85.54.24 C show in tree vi

1SysloglistConfigs
logging host 10.85.54.177 transport udp port 514
logging source-interface Vlan419
logging trap 6
tdone
1SysloglistConfigs
tdone
snmp-server enable traps
snmp-server host 10.85.54.177 traps version 2c ****** udp-port 162
snmp-server source-interface traps Vlan4l9
INetflowConfigs
flow exporter 10.85.54.177
destination 10.85.54.177
transport udp 6007
exit
tdone
INetflowConfigs
!done
no crypto pki trustpoint DNAC-CA
crypto key ****%* rsa DNAC-CA
<mdt-config-data xmlns= "http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg" >
<mdt-subscription nc:operation= "remove" >
<subscription-id>
<![CDATA[553]]>
</subscription-id>
</mdt-subscription>

#CiscoLiveAPJC BRKOPS-2416
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Device COntrO”ablhty Telemetry Configuration:
SYSLOG Server

SNMP Trap Server

SNMP Polling

= Cisco DNA Center Design / Network Settings NGtFlOW

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust Wl red C | |e nt Data COl |eCt| O n

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings

Site-level customization

Q aaa X : : -
are assigned to a site or provisioned.
Search Help . . .
« & Global Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. Vie CISCO Cata |ySt Ce nte r IS CO nflg U red
CLE] metrics gathered and the frequency with which they are collected
v & Canada

as Syslog server, SNMP Trap
v & Toronto Seieooas oo EHEFJbeyourSNMPtrapserver,and/oraddanyextema\gNMpnap Server and Netflow CO”eCtOr

I servers. These are the destination servers for SNMP traps and messages from network devices.

[ BRANCH-AAA
Use Cisco DNA Center as SNMP trap server S e rve r by d efa u |t

Add an external SNMP trap server
IP Address
10.10.10.10 =+

v Syslogs

Choose Cisco DNA Center to be your syslog server, and/or add any external syslog servers.
Devices will be provisioned with syslog severity level 6 (information messages) when they are
assigned to a site and/or provisioned.

Use Cisco DNA Center as syslog server

C] Add an external syslog server

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Device Controllability

Site-level customization

= Cisco DNA Center Design / Network Settings

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust

Q 455 N Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices

are assigned to a site or provisioned.
Search Help
« & Global C\sc§ DNA Center is your default SNM‘P co\léc(or. It polls network devices to gather telemetry data. View details on the Cisco DNA Center Design / Network Settings
metrics gathered and the frequency with which they are collected
v ¢ Canada -
Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust
v ¢ Ontario v NetFlow
« & Toronto Choose Cisco DNA Center to be your NetFlow collector server, and/or add any external NetFlow Q aaa e Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices
collector server. This is the destination server for NetFlow export from network devices. Cisco are assigned to a site or provisioned
£ BRANCH-AAA DNA Center will only push the first NetFlow collector server for Wireless Controller as it has a
restriction on the number of flow exporters Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
v ¢ Global metrics gathered and the frequency with which they are collected
© Use Cisco DNA Center as NetFlow collector server v & Canada
v & Ontario N R
INTERFACES FOR APPLICATION TELEMETRY v Wired Endpoint Data Collection
T
To enable telemetry on a device , select the device from the Provision table and choose TR
“Actions->Enable Application Telemetry” By default, All access interfaces on a switch OR all 8 BRANGH-AAR The primary function of this feature is to track the presence, location, and movement of wired
LAN-facing interfaces on a router will be provisioned. To override this default behavior, tag endpoints in the network. Traffic received from endpoints is used to extract and store their
fic interf. o be d ted as LAN interf by putting the o “lane 11h identity information (MAC address and IP address). Other features, such as IEEE 802.1X, web
specific interfaces to be designated as Interface, by putting the keyword “lan™in the authentication, Cisco Security Groups (formerly TrustSec), SD-Access, and Assurance,
interface description. depend on this identity information to operate properly.
Once specific interfaces are tagged those interfaces will be monitored.
Wired Endpoint Data Collection enables Device Tracking policies on devices assigned to the

O Add Cisco Telemetry Broker (CTB) Access role in Inventory.

Ci DNA Center should b fi d destinati CTB t Netfl d:
1seo ‘enter should be contigured as a destination in 0 receive Netilow records © Enable Cisco DNA Center Wired Endpoint Data Collection At This Site

(O Disable Cisco DNA Center Wired Endpoint Data Collection At This Site O

I v Wireless Controller, Access Point and Wireless Clients Health I

Enables Streaming Telemetry on your wireless controllers in order to determine the health of your
wireless controller, access points and wireless clients

Enable Wireless Telemetry

c1sco '&_/
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Brownfield device on-boarding and config
automation process into Catalyst Center

Discover

Fiter History v

Assign to

it ey Ve ceeced 105 X sl i youe vk uher e
0% opimised for performance. Do you want o take an acf

© Take s Toy

Add to Inventory

i your network where new telemetry subscription for assurance data needs to be enabled and some of the exist

€9200-L.
Inventory  Plug and Play

Inventory  Plug and Play

DEvIE STATUS.

s FindHerrety A o delested 05X doviel
o be optimised for performance. Do you want to take an action to provision these subscriptions? Apply Fix

& Global

focus: Inventory v < & Goon

© Unassigned Devicss (5)

@ Global > Unassigned Devices

© Unassigned Devices (5)

Focus: Inventory v

> &anc

Pt | @ AddDovies Tag Device  Actions v O - b Conada

Unreschabia(

Lost updated: 10:01 AW

Fiter | @ Add Device Tag Device Actions v @ | Take a Tour
- & omaro

Devieate)

< & Toromo

O DvicoNamo - PAddross  DovicoFomily  Reachabilty O Manageabiity @ Gompliance ©

w01 © o2z uaeaar | & ToRANGH

& vansgea

B rish Columbia
O w0 © 102022 Unites s © univom A N

[sEel |

Discovery Details

& vansgea
(=] AP-9310AX1 © 102025 Unified AP © Unreachale. - A NA

[a]

© & Toronto

Drotocal Orcer s rewycomt 3
 Rollo-Hame

s smcnc EA— . e
8 Rollo-Home Wie Usmsashulie: £ Floor]

© 8 TBRANCH O THRANGH-CO001 © 10855473  Swichesandtuos @ Reschobie @ Monaged @ Complert  NA Rosion

5 8 VBRANCH-ENFY

> Quabee ccer (D

> B Saskatchowan

 Floort

O Thsiscocom © 10855169 Swichessndtos @ Reachabie @ Managed A o Asson

‘Gonfig changes wil be made an network devicss during
o is associted to a sie. Leam More | Disable

> 6 TRNG

> VBRANCH-ENFV

Plug and Play

Inventory

10 be enabled and some of the existing subscription needs X

We detected I0S-XE device(s)

a forperformance. Aoy Fix
s
Filter © Add Device Tag Device Actions v (D Take a Tour Last updated: 10:13 AM Export Refresh

Device Name - entory > Roachabiity @ Manageaifty®  Compllance®  HealthScore  Site f

> & Quebec

> & Saskatchewan TRN6-TBRANCH-DIST.cisco.com © 10855417 Swiches and Hubs @ Reachable © Managed © Non-Comphant 1 TToronto/TBRANC

TRNG-TBRANCH-FUSION ¢ 10855451 Rouers © Rexcnable @ Managed © Non-Complant 1 orontoTBRANC

> @ Aerta e
> @ Brish Columbia O O ToanchNowsorc A1 © Software Image > © Uncachatie @ Managed A A TERANGHIFioor O =
& ontaro "
& Toromo
TR Tolemetry > ST , |
—— B aoCon0cieacan © T © Non-Conpian J———
Devics Repiacement
 Rollo-Home O TomavoH-coa0nt-zeicocom ¢ % © on-ampiant 10 J—— .
Others >
8 TeRANCH O TomavoHcomont-scscocon ¢ Update Telemetry Settings Complant 10 FoomorToane
> @ TRNe Compliance >
B O e TR ¢ Ser @ Nescnabie @ Mamagea  © Non-Complant NA R —
> 8 VBRANCH-ENFV.
O TNGTERANGH-CIS0-Sichcocon © 10855453  Swichesandibs @ Reachable @ Mamsged @ Non-Conplant & P ——
[n]
[n}
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® For your
[ reference

Discovery Workflow

Discovery

Credentials

Provide Credentials

Next, enter the following credentials that Cisco DNA Center will configure for the devices it discovers. At least one CLI credential and one SNMP
credential are required. You can have a maximum of five global credentials and one job specific credential for each type.

Discover Devices

2 site later in this workflow.

CLI SNMPv2c Read SNMPv2¢ Write SNMPv3 HTTP(S) Read HTTP(S) Write NETCONF

0P © P Address Renge O LLDP

lect from existing credentials or add new ones. You can add either a job specific credential or a global credential

1 ADDRESS RANGE

(]
EXISTING GLOBAL CLI CREDENTIALS
REERRED MANAGENET 1 ADDRESS O netadmin  (J admin  (J Lila  (J NFVIS netadmin () francis () prabhijit-device-creds
LY ——
@ Add CLI Credentials
a sec

Assign to Site

After device discovery, we recommend that you assign devices to the site to facilitate telemetry. You can assign devices to any building or floor within
the site hierarchy. The devices that are already discovered and associated with a site will be skipped for site assignment.

Assign Devices to Site

How do you want to assign devices discovered in this workflow to a site?

. TBRANCH o
© Assign uevices to an existing site (O Assign devices to a new site (O Skip site assignment for now

Q tor X

Search Help

Sanada

~ db Ontario

> @ TBRANCH

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Device Controllability allows devices to interact with Catalyst Center

efficiently

Recommended to keep Device Controllability enabled and send configs

to Catalyst Center

Controllability is safe and
easy to troubleshoot

Cisco Catalyst Center now
provides comprehensive
visibility and
customizations into

Device Controllability
configurations

cisco Lzﬁo//

@ C9200-L-1

_ Settings ' Telemetry -

ssssssssssssssssssssssssssssssssssssssssssss

R e
zzzzzzzzzzzz

#CiscoLiveAPJC
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Habit #2 - Find
ISSUes before
your users with
telemetry

cisco L{{/&/




Benefits of Telemetry data captured via Catalyst

Center

————rr—

PKI, IPDT, SNMP

credentials,

SNMP traps,

Netconf-yang, Syslog,

streaming SNMP Traps,

telemetry, Streaming
Telemetry

cisco Lt//&/ HCiscoLiveAPJC

Network Network and Client Health

Application Health

Network Services (AAA, DHCP,
DNS)

View and Manage Issues

Visibility into Wi-Fi 6/6E Readiness
Monitor Power over Ethernet

EoX Insights

Inventory Insights

Network Trends and Insights

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20
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Wi-Fi 6 Readiness Dashboard

s D <cy Use Cases:
e e  Understanding Wi-Fi 6 and

Wi-Fi 6E readiness of clients
& network infrastructure

22.22% of clients in the network are Wi-Fi 6E capable. 15.38% of your AP Infrastructure is Wi-Fi 6E ready.

66.67% of clients in the network are Wi-Fi 6 capable. 100% of your AP Infrastructure is Wi-Fi 6 ready.

Client Distribution by Capability © Network Readiness © AP Distribution by Protocol @
LATEST  TREND Stats: Wi-Fi 6E v/ Status : Wi-FiGE v LATEST  TREND.
50% of Wi-Fi 6E clients are associated to a Wi-Fi BE network Your network is 50% Wi-Fi 6Eenabled

15.38% of APs are Wi-Fi 6E capable

{ *‘
N
Gliant Gapability
Natwork
® Wi-Fi 6E

WirFi 6 ® Wi-FiGE AP
® Wi-Fi

® Wi-Fi6 AP
® 1ac ® Wi-Fi 6E

9 Cllents ® Wi-Fif
Wi-Fi 6E Status 13APs
Wi-Fi 6E Gliants Status
® Enabid
® WirFi 6E Assaciated
Disabled
Wi-Fi § Assaciated

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Wi-Fi 6 Readiness Dashboard

= Cisco DNA Center Assurance / Dashboards / Wi-Fi 6

O Global

v 7 Filter (0) v/

Key Use Cases:
« Visualizing the benefits of an

22.22% of clients in the network are Wi-Fi 6E capable. 15.38% of your AP Infrastructure is Wi-Fi 6E ready. eXIStI n g WI -~ FI 6 a n d WI - FI 6 E

66.67% of clients in the network are Wi-Fi 6 capable. 100% of your AP Infrastructure is Wi-Fi 6 ready. N etWO rk

Client Distribution by Capability © Network Readiness © AP Distribution by Protocol ©
LATEST  TREND Status: Wi-Fi 6E Status : Wi-Fi6E v/ LATEST  TREND
50% of Wi-Fi BE clients are associated to a Wi-Fi 6E network Your network is 50% Wi-Fi 6E enabled

15.38% of APs are Wi-Fi 6E capable

IS
IS

Cliant Capability

Netwark
® Wi-Fi 6E

® Wi-FiGE APs
° Wi-FiG

® Wi-FiG APs
o Mac
Wi-Fi 6E Cliants Status

o WiF BE Asacised Wireless Airtime Efficiency BETA () Wireless Latency by Client Count BETA (D

Wi-Fi 6 Assaciated

LATEST ~ TREND Miew': ¥olesiv LATEST  TREND Visw.: Volcev
30 _. 600
< @
] £
2 >
8 g 400
<
@ 20 2
= &8
= o 200
g g
£ 10 < 0 - - —— oo e
b
@ 11010 1to 21to 31to 41to 50+
£ 20 30 40
< 0 Active Clients Count (#) per Radio
® Wi-Fi 6E Traffic ® Wi-Fi 6 Traffic ® Non Wi-Fi 6 Traffic ® Wi-Fi 6E Traffic ® Wi-Fi 6 Traffic ® Non Wi-Fi 6 Traffic
View Details View Details

cisco W./ #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco
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Wi-Fi 6 Readiness Dashboard

Wi-Fi 6 clients

_ | Percentage of APs
associated with Wi-Fi 6 enabled

Wi-Fi 6 network

Client Distribution by Capability ©

LATEST  TREND

Wi-Fi 6 Network Readiness\Q»

Percentage of

For your

reference

APs Wi-Fi 6 distribution
capable

Wi-Fi version

AP Distribution by Protocol O

LATEST  TREND

84% of Wi-Fi 6 clients are associated to a Wi-Fi 6 network I
A

Your network is 60.53% Wi-Fi 6 enabled

Client Capability
® Wi-Fi 6
® 1lac

T1abg

65 Clients 38 APs

Wi-Fi 6 Clients Status
® Wi-Fi 6 Associated
Non Wi-Fi 6 Associated

View Details

cisco L&V&/ HCiscoLiveAPJC

Network
® Wi-Fi 6 APs
® Non Wi-Fi 6 APs

Wi-Fi 6 Status

® Enabled

BRKOPS-241

60.53% of APs are Wi-Fi 6fcapable

'

® Wi-Fi6
® Tlac
38 APs 118
View Details
6 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

View Details
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Power over Ethernet Analytics

= Cisco DNA Center Assurance - Dashboards - PoE Q

PoE Telemetry is available on Cisco Catalyst 9200, 9200/L, 9300, 9300/L, 9400, and 3850 platforms with minimum IOS-XE 16.12.3s and 17.3 software versions. To enable PoE subscription on these platforms, make sure
Insights
that the Netconf port is enabled when you discover these devices.

PoE Operational State Distribution PoE Powered Device Distribution PoE Insights
LATEST  TREND LATEST  TREND Allocated Power v Perpetual PoE v

591/675 (88%) of powered devices are not enabled for Perpetual PoE.
- ,
Y 4 wnknown
803 ’ -

Microsoft-Workstation
Total Powered Devices

187
VIDEO_SURVEILLANCE. IP_CAMERA

e — 2
H I p_pHONE

0) @ Off: Faulty (38) ‘

Off: Power Denied (48) @ Off: Error Disabled (42)

Allocated Power (W)

View Details View Details View Details

Power Allocation Load Distribution PoE Power Allocation

LATEST  TREND LATEST  TREND

1/30 (3%) of switches have >80% load.

Key Use Cases:
« Full Visibility on PoE

149kW

Total Power Budget

202 105 >60-80 >80

infrastructure
Dedicated PoE Issue Types

Power Allocation Load (%) @ Allocated Power (36284) ® Remaining Power (113458)

View Details

cisco Lz/&/
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Power over Ethernet Analytics

Percentage of the devices

using PoE and configured Type type of devices
with: Perpetual PoE, Fast PoE, Allocated & and their power
IEEE Compliant or UPOE+ Remaining Power consumption.
PoE Insights Power Usage PoE Powered Device Distribution

0/25 (0%) of powered devices are not IEEE Compliant.

Unified AP
3

e Count (#)

-I—AWWEDD -B-K9 7 9OW ;

AIRSARAEO0=D=KD Total Power Allocation 3 °

- 2

®vYes @No @ PoE Power Allocation (257W) ® System Power Allocation (OW) N ot s e e oo o

« Allocated Power (W)
_S FaSt POE e
* Uninterrupted PoE power during * Bypasses Cisco I0S® control
control plane reboot plane boot

* Restores power to Powered
Device (PD) within 30 seconds of
power resumption

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Power over Ethernet Analytics

PoE Powered Device Distribution

LATEST TREND

300
=
<
5

8 200
[0]
O
=
[
a

5 100
=
(0]
=
(e}
(o

0

0-4 >4-15

PoE Powered Device Distribution

Allocated Power v

Allc

PoE Powered Device Distribution

Q  Search Table

Identifier

Powered Device Model

AIR-AP3802I-B-K9

IP Phone 6961

IP Phone 6961

|EEE PD

AIR-AP2802I-B-K9

IP Phone 6961

Powered Device Type

unknown

unknown

unknown

unknown

unknown

unknown

Connected Switch

pl.edgel-
sda.local

SJC06-C9300-01

SJC06-C9300-01

SJC06-C9300-01

SJC06-C9300-02

SJC06-C9300-02

#CiscoLiveAPJC

Switch Interface

GigabitEthernet1/0/15

GigabitEthernet1/0/1

GigabitEthernet1/0/3

GigabitEthernet1/0/16

GigabitEthernet1/0/3

GigabitEthernet1/0/24

BRKOPS-2416

IEEE Compliant

Yes

Yes

24 hours: Apr 26, 1:03 PM - Apr 27, 1:03 PM

125 I

24 hours: Apr 26, 1:03 PM - Apr 27, 1:03 PM

Location

Global/North
America/USA/California/San
Jose/SJCO1

Global/North
America/USA/California/San
Jose/SJCO6

Global/North
America/USA/California/San
Jose/SJC06

Global/North
America/USA/California/San
Jose/SJC06

Global/North
America/USA/California/San
Jose/SJCO6

Global/North
America/USA/California/San
Jose/SJCO6

@ Global

Y

Allocated Power

90

90

90

90

90

90

LATEST  TREND

» Types (PD Count)

P_CAMERA (32)

Show more

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35
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AP Power Savings Insights

Visualize Your Power Savings!

AP Power Save Mode Distribution © AP Power Save MOde DiStributiOn

LATEST TREND

- QOuter Ring: Depicts # of APs in
Power Save or Normal Mode

Capability
Power Save

Supported

« Inner Ring: Depicts APs that
A1 ) support Power Save mode as

Total APs only higher-end APs support
Power Save mode

® Power Save (41)

® Normal (0)

Qs v
llllllllll ype Switch Port wer Col Wi 0!
assur-br1-ap3-1 Cisco Catalyst 9115AXI Unified Access Point  ~~ assur- br1-sw-3.cisco.col m GigabitEthernet1/0/11 6.35W 0.06W
assur-br1-ap3-2 Cisco Catalyst 9120AXI Unified Access Point ~~ assur- br1-sw-3.cisco.com TwoGigabitEthernet2/0/12 9.51W 0.00W
2 Records Show Records: 10 v/ 1-2 S ]

cisco L‘V&./ #CiscoLiveAPJC BRKOPS-2416
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AP Power Savings Insights

Visualize Your Power Savings!
AP Power Savings

AP Power Savings ©
Power Consumed: 594.57Wh | 743.21Wh - Depicts power savings when AP
Power Save Mode is enabled

- Savings are calculated by

R S comparing resources consumed
it & when AP Power Save mode is
5! enabled to if it was disabled

[ ] PO'.'.'cr;au-': ii‘:l:-rrr»‘::u!-;ad cj J: No:-‘T'j;;ﬂ‘r'\‘1odr]:‘(;st r1atv3‘c;: A‘DILLO un :

View Details

cisco L‘V&./ #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



PoE Analytics

Under the Hood

For your

O
[ ] reference

telemetry ietf subscription 502
encoding encode-tdl
! filter tdl-uri
telemetry ietf subscription 500 /services;serviceName=ios oper/poe stack
encoding encode-tdl receiver-type protocol
filter tdl-uri source-address 10.85.54.24
/services;serviceName=ios oper/poe port detail stream native
receiver—-type protocol update-policy periodic 60000
source-address 10.85.54.24 receiver name DNAC ASSURANCE RECEIVER
stream native telemetry ietf subscription 503
update-policy periodic 60000 encoding encode-tdl
receiver name DNAC ASSURANCE RECEIVER filter tdl-uri
telemetry ietf subscription 501 /services;serviceName=ios oper/poe switch
encoding encode-tdl receiver-type protocol
filter tdl-uri source-address 10.85.54.24
/services;serviceName=ios oper/poe module stream native
receiver—-type protocol update-policy periodic 60000
source-address 10.85.54.24 receiver name DNAC ASSURANCE RECEIVER
stream native

update-policy periodic 60000

recelver name DNAC_ASSURANCE RECEIVER Subscriptions automatically configured as

part of “Device Controllability”

cisco W./ #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Network Services Analytics

« Help improve user

Onboarding
experience

- |dentify sites with
potential
AAA/DHCP issues

cisco Lz/&/

= Cisco DNA Center Assurance - Dashboards - Health Qa o s b
Overall Network Client Application Network Services v SD-Access
Q) Global @© 24 Hours v May 23, 2022 9:00 AM - May 24, 2022 9:00 AM &

Network Devices Wired Clients

LATEST 88% Healthy (1) TOTAL: 113 LATEST 96% Healthy (1) CONNECTED: 55

12113 78 12 333 89 a1m
o
% 9
< < < ,:‘ = Wireless Clients
Core Distribution Access Wireless Access
Controller Point LATEST 90% Healthy (1) ACTIVE: 249
40% i
so%
% 108
9% B
View Network Health View Client Health
Network Services ©
[©) AAA (8 SERVERS) © DHCP (6 SERVERS)

Successful Failed Successful Failed

s ) S s

85% (259) 15% (45) 89% (47) 1% (6)

#CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Network Services Analytics - DHCP

DHCP SUMMARY DHCP TRANSACTIONS

6 210ms-1.11% 53 +sa55% A7 +sa55% 6

Servers  Average Latency Total Successful Failed

-

Top Sites by Highest Latency ()

San Francisco/SFO10/FIr-SFO10-1 (9ms)

San Jose/SJCO1/FIr-SJC1-1 (8ms)

San Jose/SJC22/FIr-SJC22-1 (7ms)

View Details

DHCP Server Transactions (O

All Failures Successes

E
3 10
38
g
5
8
L
0
9:00a  12:00p 3:00 6:00p 9:00p 5/24 3:00a 6:00a 9:00a
Time
©192.168.152.1 ©100.30.189.51 ® 104.194.73.167 © 140.102.148.249

cisco Lzﬁo//

Top Sites by Transaction Failures O

San Jose/SJCO1/FIr-SJC1-1 (9)

Avg Latency (ms)

San Francisco/SFO10/FIr-SFO10-1 (8)

San Jose/SJC22/FIr-SJC22-1 (6)

View Details

DHCP Server Latency O

Al Discover-Offer  Request-Ack

9:00a 12:00p 3:00p 6:00p 9:00p 5/24 3:00a 6:00a 9:002
Time

©192.168.152.1 ® 100.30.189.51 104.194.73.167 ® 140.102.148.249

View Details

- Dashlet details for highest latency
and highest number of transaction

failures

#CiscoLiveAPJC BRKOPS-2416
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Network Services Analytics

Mapping of WLCs to corresponding AAA/DHCP servers

AAA Servers By WLC (8)

Q  Search Table
AAA Server IP
106.235.200.202
109.7.150.69
14.10.181.87
140.102.148.249

158.128.154.123

DHCP Servers By WLC (6)

Q  Search Table
DHCP Server IP
192.168.152.1
100.30.189.51
104.194.73.167
140.102.148.249
116.140.161.52

118.130.12.121

cisco M/

Transactions ~

WLC Name WLC Location Transactions ~ Failures Avg Latency (ms)
WLC-9800 Global/North America/USA/California/San Jose/SJCO1 238 28 150
SWLC-FABRIC-01 Global/North America/USA/California/San Jose/SJCO1 13 4 5
SJC06-vWLC-9800 Global/North America/USA/California/San Jose/SJC06 9 2 6
Campus_WLC3 Global/North America/USA/California/San Jose/SJC05 6 2 4
Campus_WLC4 Global/North America/USA/Washington/Seattle/SE1 8 4 6
WLC Name WLC Location
WLC-9800 Global/North America/USA/California/San Jose/SJCO1 14
SWLC-FABRIC-01 Global/North America/USA/California/San Jose/SJCO1 7
SJC06-vWLC-9800 Global/North America/USA/California/San Jose/SJC06 15
Campus_WLC3 Global/North America/USA/California/San Jose/SJC05 10
Campus_WLC4 Global/North America/USA/Washington/Seattle/SE1 3
SJCO6-WLC-ISSU Global/North America/USA/California/San Jose/SJC06 4
#CiscoLiveAPJC

BRKOPS-2416

MAC Auth Latency (ms) EAP Latency (ms)

- 150

Failures Avg Latency (ms)
0 45

1 36

2 28

1 43

0 54

2 4

MAC Auth

EAP Tr

238

Discover-Offer Latency (ms)

45

36

28

43

54

1 Export
MAGC Auth Failures EAP Failu
0 28
0 4
0 2
0 2
0 4

Request-Ack Latency (ms)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Network Services Analytics

Supported for wireless only

= Cisco DNA Center Assurance - Dashboards - Health Q ® @ O
|IOS-XE 17.6.1+
- - Overall  Network  Client  Application  Network Services v SD-Access
N d f Al O S AAA SUMMARY AAA TRANSACTIONS
Ot supported Tor Aire 54 31ms 270 162 108
Servers Average Latency Total Successful Failed
controllers
Top Sites by Highest Latency Top Sites by Transaction Failures O AAA Server Latency ©
Local DHCP on 9800 nOt | | A
San Francisco (82ms) Sacrement to (2) .,
Santa Barbra (67ms) Santa Barbra (2) .i
I | g
. Los Angeles (67ms) Los Angeles (2) E ,
N | g
All transaction and server :
information is provided by
L] 124.204.55.157 131.26.196.99
the WLC directly

WLC TDL subscriptions:
o AAA -> 4321
e DHCP -> 4322

#CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Network Services Analytics - DNS

Catalyst Center 2.3.5+
View success and failed transactions in timeline

Insights into DNS performance

View Top DNS failure reasons

Find servers with highest DNS latency

Find server with most failure transactions

= isco DNA Center
Overall Network Client Network Services v Applications SD-Access Al Analytics v
TSar\ Jose (100%) San Jose (98%)
AAA
DHCP
NS

Network Services O
@ AAA (1 SERVER) @ DNS (1 SERVER)
Success ful Failed Success ful

100% (407) 0% (0) 99.96% (2832)

AAAAAAAAAAAAAAAA

cisco L&V&/ HCiscoLiveAPJC

ssurance / Dashboards / Health

BRKOPS-2416

View Site

DDDDDDDDDDDDDDDD

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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View DHCP Dashboard
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Network Services - DNS Dashboard

* Find DNS servers by device

* Displays total transactions, failures and average
latency per server

DNS Servers By Device (4)

Q_ search Table

DNS Server IP
10.85.48.6
10.85.48.5
64.102.6.247

64.102.6.247

cisco Lzﬁo//

Device Name

C9K-STACK

C9K-STACK

TBRANCH-C9200L-2

C9K-STACK

Device Location

Global/Canada/Ontario/Toronto/TBRANCH

Global/Canada/Ontario/Toronto/TBRANCH

Global/Canada/Ontario/Toronto/TBRANCH

Global/Canada/Ontario/Toronto/TBRANCH

#CiscoLiveAPJC

BRKOPS-2416

Device Family

Switches and Hubs

Switches and Hubs

Switches and Hubs

Switches and Hubs

Transactions ~

14310

14298

139

Failures

14310

14298

) Export

Avg Latency (ms)

111

244

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

&

Y

48



Network Services Analytics - DNS
Catalyst Center 2.3.5+

Supported in switches, routers
and eWLCs.

DEVICES (4)
Focus: Inventory v

No support on AireOS WLC

Y Filter | @ Add Device Tag Actions A ) | Take a Tour 1 Selected
|OS_XE 1 7 . 1 O + Device Family is wireless controller X Inventory S
[—] Device Name » ly Reachability () EoX Status (1)
Software Image >

Enabled via Application
Telemetry

O O C9800-CL-2024.cisco.local @ itroller @ Reachable (x) Scan Failed

Provision >

™ . Telemetry > .
() Rs1-9800ciscolocal @ Enable Application Telemetry piled

Device Replacement >
Disable Application Telemetry

O O WLC-9800-1.cisco.local @ ailed
Others >
Update Telemetry Settings
O o WLC-9800-2.cisco.local @ Compliance > ailed

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



|

Network Services - DNS Dashboard - e

flow record dnacrecord dns

match ipv4 version

match ipv4 protocol

match connection client ipv4 address
match connection server ipv4 address
match flow observation point

match application dns gtype

match application dns rcode

collect
collect
collect
collect
collect
collect
collect
collect
collect

<snip>

!

datalink mac source address input
timestamp absolute first

timestamp absolute last

connection client counter packets long

connection client counter bytes network long

connection server counter packets long

connection server counter bytes network lor

application dns requests
application dns delay response sum

flow monitor dnacmonitor dns
exporter dnacexporter

cache timeout inactive 10
cache timeout active 60
record dnacrecord dns

cisco Lz/@/

!

C9200L-24T-4G
C9300-24P
|IOS-XE: 17.11.01

Cisco DNA Center

Version 2.3.5.3-70194

interface GigabitEthernetl1/0/8

description Description pushed by Catalyst Center

Template -- lan

switchport access vlan 420

switchport mode
device-tracking
ip flow monitor
ip flow monitor
ip flow monitor
ip flow monitor

access

attach-policy IPDT POLICY
dnacmonitor input
dnacmonitor dns input
dnacmonitor output
dnacmonitor dns output

service-policy input DNA-MARKING IN
service-policy output DNA-dscp#APIC QO0S Q OUT
ip nbar protocol-discovery

#CiscoLiveAPJC BRKOPS-2416
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Application Visibility

* Metrics on application usage
and health

 |dentify issues with

applications

v Exporters

v @ WAN_EDGE1 App Health: 2 Traffic Class: transactional-data Go to Device 360

Usage: 8.9GB Avg Throughput: 886.2Kbps I Packet Loss: @ 4 % |Jitter: ®1yus Latency

° 4 ms
Client
Show: All Interfaces b4
Usage
Cisco L‘V&./ #CiscoLiveAPJC

Worst Applications by Health (O

LATEST TREND

. |
I ms-office-365 2 /10 I

|
webex 2 /10

snmp 4 /10

ntp 4 /10

outlook-web-service 5 /10

View Details

App

°3ms °8ms

Server

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Application Visibility vs Application Experience

How Good = qualitative (health)
« Supported on routers IOS-XE

How Much = quantitative (usage)
« Supported on C9K switches

e 9800 WLC- local
« 9800 WLC - flex (*), fabric(*)

 17.3.1 supported with ETA
 AireOS WLC

Name Health (D Business Relevance Usage Average Throughput Packet Loss (%) Networl K Latency y Jitter
Top Applications by Throughput MedicalRecords 8  Business Relevant 307.7M8B 2.9Mbps 20 200 ms 2ps
LATEST TREND > microsof ft-teams &  Business Relevant 100.2MB 934.2Kbps 1 19 ms 24.9 ms
ms-office-365 2 Business Relevant 95.1MB 886.2Kbps 2 200 ms 1us

MedicalRecords 412.9Mbps ssh 9 Business Relevant 30.3MB 282.7Kbps 4 1 ms 1us
I took-web-service Business Relevant 20.0M8 279Kops . 1ms Tus
microsoft-teams 134.5Mbps
] . Business Relevant 5MB 46.8Kbps 1 1 ms 1us

Top Endpoints by Throughput
ms-office-365 127.6Mbps
I LATEST sontrol - Business Relevant 246.18 2bps 1 1 ms 1us
binary-over-http 92.6Mbps
| ]
ssh 40.7Mbps Grace.Smith 11.2Kbps

DR.Dogood 10.1Kbps

]

john.zoidberg 1.6Kbps

Gordon.Thomson 1.3Kbps

shaggy.rogers 1.1Kbps

*Catalyst Center 2.3.5+ and I0OS-XE 17.10.1+ with C91xx APs

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Application Health Dashboard: ThousandEyes
Integration

Overall Network Client Applications Network Services v SD-Access
Actions
SUMMARY NETFLOW ThousandEyes Tests O V' t t t
8 24.8 vB 2.4 kbps 1 1 4 3 IeW agen y eS y
Business Relevant  Data Usage Avg Throughput Exporters Agents Tests Alerts
i and alert data on

Business Relevant Application Health (U Application Usage th e Cata |ySt

LATEST TREND LATEST TREND

Center Application
dashboard

~ N
.

Fair: 41.2%
TOTAL APPLICATIONS

75.4 GB

TOTAL USAGE

iew Details

cisco Lzﬁo//
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Application Health Dashb

Integration

Overall Network Client Applications Network Services v SD-Access
SUMMARY NETFLOW
8 24.8 v 2.4 kbps 1
Business Relevant  Data Usage Avg Throughput Exporters

Applications

Business Relevant Application Health ©

LATEST TREND

~

’I 7 @ Poor: 11.8%

TOTAL APPLICATIONS S
@ Good: 47.1%

Cross-link to test in
ThousandEyes

dashboard
cisco Lz/@/

ThousandEyes Tests @

1 4 3

Agents Tests Alerts
56% Passed 2 Active

Application Usage

LATEST TREND

,

75.4/GB

TOTAL YSAGE

@ Business Irrelevant: 13.4%

@ Business Relevant: 75.2%

ThousandEyes Efterprise Agent Tests (4)

Q  Search Table

Test Name = Test Type Target

NetSense - www.slack-redir.net Web - HTTP Server https://www.slack-redir.net

52.112.14.70:80

Office 365 Login Network - Agent to Server

Web - HTTP Server https://www.salesforce.com

webex Web - HTTP Server https://www.webex.com

#CiscoLiveAPJC BRKOPS-2416

Actions Vv

Device Name

sJCO1-
©9300-01

sJco1-
©9300-01

sJcot-
©9300-01

sJco1-
©9300-01

Latest Fetch Sampling Time

5 months ago

5 months ago

5 months ago

5 months ago

Packet Loss (%) (

Avg / Latest

0/--

100/ --

0/--

0/--

oard: ThousandEyes

Jitter (ms) (O
Avg / Latest

0/--

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Export

As of: Mar 6, 2023

Latency (ms) (
Avg / Latest

0/--
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Habit #3 - Leverage
Compliance and
Configuration
management

cisco L{{/&/



Cisco Catalyst Center Compliance Landscape

duh DNA Center

All Devices | C9300-48-Stack-R8

9300-48-Stacj = ale WO INY:| (S A ! Identify whether the Violation of intent

o‘ B End of Life alerts startup and running | provisioned to a
configurations of a device through

device are in sync. Catalyst Center

‘You can now fifall configuration compliance issues on this device. You will be able to review before the fix is appli

Difference in network
settings compared to
“Network Settings” in Compiance Sufmary

Design )

Fix All Configuration Compliance Issues

erence for Acknowledged Violations

User Defined Fields

unning Configuration O] @
Config Drift Com| n: Dec 1st, 2023, 10:17:14 AM Non 26th, 2023, 07:04:28 PM
o Con ¢ 15t 2023, 01:5115 AM
REP Rings
ec 0 ot 2
since out of sync CLI Template: 2
Stack var Ci t
openviolagons o Hedwarer@Comeliant ey Viotations
whether Wireess oo
configuration |- o -
Ig I @ Fabric BETA (6} & Application Visibility @ @ Software Image 0] @ Critical Security Advisories ©
i Compliant since Dec 1st, 2023, 01:53:32 Al on-Complias c 1st, 2023, 01:53:32 AM Compliant since Nov 26th, 2023, 10:41:40 AM Compliant since Oct 27th, 2023, 12:20:33 PM
. Runnin: g Version: 17.12.2
Fabric : . : : configuraton - Protoco 17.12.02  Subpackege 0
jolation of application o
Open oldo Stack Member Status: Up to e C W e e r e

Date

design intent

visibility intent provisioned
to a device through CBAR
and NBAR

devices are running

is running on the device. vulnerabilities.
cisco W- #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56




Compliance: Software Image - Switches

Stack SW version mismatch

:3) C9300-24P

@ Reachable @ Mana P Address: 8.18.19.13 e Model: Cisco Catalyst 9300 Switch Role: ACCESS ptime: 2 days 19 hrs 38 mins

Detect SW version T ——
mismatch among -
switch stack

Mismatch

Compare image

version between

master and

members o

MMMMMM

MMMMMM

vvvvvvv

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Compliance: Network Profiles - Switches

= Cisco DNA Center

C9K-BRANCH-STACK

) C9K-BRANCH-STACK

@ Reachable @ Managed P

DETAILS

10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Role: ACCESS

Interfaces v Compliance Summary

Hardware & Software
Configuration

Power

Fans

SFP Modules

User Defined Fields
Config Drift

Stack

SECURITY

Advisories

cisco Lg{/&/

© Startup vs Running Configuration k Profiles
A - S
4 mins - 1
10
@ Critical Se e

#CiscoLiveAPJC BRKOPS-2416

122 days 23 hrs 9 mins Site: Global/Canada/Ontario/Toronto/TBRANCH

- g Vers 1781

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Compliance: Network Profiles - Switches

Config pushed by Catalyst Center via templates:
interface GigabitEthernetl/0/7
description Description pushed by Catalyst Center Template --

lan
I

interface GigabitEthernetl/0/8
description Description pushed by Catalyst Center Template --

lan

Out of band changes:
COK-BRANCH-STACK#conf t

Enter configuration commr
CO9K-BRANCH-STACK (confiqg)
CO9K-BRANCH-STACK (config-

cmcoé&h@/

All Devices |/ C9K-BRANCH-STACK

CI9K-BRANCH-STACK &, Run Commands 4 View 360

@ Reachable @ Managed | IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Role: ACCESS Uptime: 23 days 22 hrs 30 mins
DETAILS
Interfaces v Compliance Summary / Network Profiles

The highlighted
text in red are the
missing CLls.

Ethernet Ports CLI Template (1)

Native VLANs . o
LI Deviations As of: May 26, 2022 2:25 PM Realize Template: PDESCRIPTION ©

Hardware & Software

Last updated: 2:25 PM 3 Refresh

Site: Global/Canada/Ontario/Toronto/TBRANCH

2 2 description Description pushed by DNAC Temp
Configuration Q  Search Table Y late -- lan
3 3
Power omplats 2 4 interface GigabitEthernet1/8/8
Fans 5 description Description pushed by DNAC Temp
late -- lan
SFP Modules ©  PDESCRIPTION 6 5
7 6
User Defined Fields Show Records: 10 v 1-1 8 7 alias exec showntp show nto status
1 Records
Config Drift < Q@ >
Stack
#CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Config Drift

— g e e — s g e

Ethernet Ports

Archive) will include labelled configs and config drift versions.

VLANs
Total config drifts being saved: 15
Hardware & Software

Configuration v Change History (Running Config)

Total labelled configs: 1

Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration

Power
Start Date End Date
Fans Config Drift Date Range: Sep 30, 2022 Oct 15, 2022
SFP Modules
User Defined Fields 2890700 —
I Config Drift I I e e T ® Out-of-band Config Drift
REP Rings . . . . . . . Config version with changes made
40 izl 42 11543 A3 11:48 11460 outside of Cisco DNA Center since it's
Stack previous version.
| - - 2 : : . . R Lines Added: 322 II
Oct 14 11:39 Oct 14 11:40 Oct 14 11:41 Oct 14 11:42 Oct 14 11:43 Oct 14 11:44 Oct 14 11:45 Oct 141 i .
SECURITY L!nes Remoyeq. 0
@ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config Lines Modified: 0
Advisories Triggered By: Config Change
Config Drift Version Config Drift Version Event
CCA_C9K-TBRANCH-Std-Config v | remove Label & October 14, 2022 11:48 AM Terminal Name ~ vty2
COMPLIANCE Login IP 10.24.150.225
Running Config (461 Lines) Running Config (784 Lines) Username tila
Summary unning Config ines unning Config ines; Config Method sonsole
17 switch 1 provision c9300-24p 17 switch 1 provision c9300-24p October 14, 2022 11:48 AM
18 switch 2 provision c9300-24p 18 switch 2 provision c9300-24p
19 ip routing 19 ip routing
20 ip nbar http-services
20 ip name-server 64.102.6.247 173.37.137.85 21 ip name-server 64.102.6.247 173.37.137.85
21 ip domain lookup source-interface Loopbacke 22 ip domain lookup source-interface Loopbacke
22 1login on-success log 23 1login on-success log
23 vtp mode transparent 't
avc sd-service
26  segment AppRecognition
27  controller
28 address 10.85.54.177
destination-ports sensor-exporter 21730
L dscp 16
&- #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public
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Compliance: Network Profiles - Wireless

Cisco DNA Center

/ STLO1-C9800-CL.dlab.local

) STLO1-C9800-CL.dlab.local

Run Commands

O Rre: @ Manag

e | IP Address: 172.16.255.35

Device Mode!

DETAILS

Interfaces v Compliance Summary

“thernet Ports
Ethernet Port No events detected to trigger compliance check
Virtual Po!

Hardware & Software © Startup vs Running Confi

Sampliance last run on: Apr 2nd, 2027

1 hr

User Defined Fields

Config Drift

) sinc e 5 0
Wireless Info
Mobility
SECURITY @ Software Image ®
ompliant since Feb 3rd, 2022 45 P
Advisories Compliance last n: Apr 2nd, 202
)1 3,
COMPLIANCE Run 17.7.
S

Summary

cisco Lg{/&/

Cisco Catalyst 9800-CL Wireless Controller for Cloud

Run Compliance C

Refresh

Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

© Network Profiles
Non-Cor

Jomplia

® @ Application Visibility

ompliant

@ Critic

ompliant

0

#CiscoLiveAPJC

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

61



Compliance: Network Profiles - Wireless

= Cisco DNA Center Qo & o

All Devices / STL0O1-C9800-CL.dlab.local

STLO1-C9800-CL.dlab.local & Run Commands 4 View 360 Last updated: 11:16 AM £ Refresh

0 Reachable | o Managed | IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins | Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v Compliance Summary / Network Profiles

Ethernet Ports Model Config (1) Wireless (1)

Virtual Ports :

iati As of: Apr 2, 2022 11:18 AM %) . .
CLI Deviations bt ~J Realize Template: Enabling SI ©
Hardware & Software
1 1 ap dotll 24ghz SI
User Defined Fields Q  Search Table Y 2 ap dotll 5ghz ST
Config Drift
Template
Wireless Info
Mobility o Enabling SI
TR d: 010 - <

SECURITY ecords Show Records: v 1-1 o >
Advisories
COMPLIANCE

I Summary
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Compliance: Network Profiles - Wireless

= Cisco DNA Center QO o b

All Devices / STLO1-C9800-CL.dlab.local

STLO1-C9800-CL.dlab.local & Run Commands 4 View 360 Last updated: 11:16 AM (3 Refresh
@ Reachable | @ Managed | IP Address: 172.16.255.35 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud | Role: ACCESS | Uptime: 22 hrs 56 mins | Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v Compliance Summary / Network Profiles
Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

Q Search Table Y
Hardware & Software

User Defined Fields
X X Model Name = Attribute Status (1) Intended Value (1) Actual Value (1)
Config Drift

Wireless Info

Mobility Wilan/BestCorpWi_Global_NF_e5f0c407 FT Adaptive Changed Adaptive Disabled

SECURITY

Showing 1 of 1
Advisories

COMPLIANCE

Summary

cisco L‘V&. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Compliance: Network Profiles - Wireless

= Cisco DNA Center

All Devices / STLO1-C9800-CL.dlab.local

STLO1-C9800-CL.dlab.local % Run Commands O View 360

Last updated: 11:16 AM £ Refresh

@ Reachable | @ Managed | IP Address: 172.16.255.35 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud | Role: ACCESS | Uptime: 22 hrs 56 mins | Site: Global/Canada/Quebec/Saint-Lambert/STLO1

DETAILS

Interfaces v
Ethernet Ports
Virtual Ports

Hardware & Software

User Defined Fields

Config Drift

Wireless Info

Mobility

SECURITY

Advisories

COMPLIANCE

I Summary

cisco Lz/&/

Compliance Summary / Network Profiles

CLI Template (1) Model Config (1) Wireless (1)

Q  Search Table

Model Name «

Policy_Profile/BestCorpWi_Global_NF_e5f0c407

Attribute Status (1) Intended Value (1) Actual Value (1)

IPv4 DHCP Required Changed YES NO

Showing 1 of 1

#CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center 2.3.5+

Fix Config Compliance Issues

& Mail - Lila Rousseaux (Irousse: X | \C Cisco DNA Center x

X Cis

co DNA Center x W

C A NotSecure | hitps://10.85.54. isi icesfi Y

= Cisco DNA Center

All Devices / COK-STACK

C9K-STACK

PORT_SECURITY

@ Reachable | @Managed
DETAILS
Interfaces >

Hardware & Software
Configuration

Power

Fans

SFP Modules

User Defined Fields
Config Drift

REP Rings

Stack

SECURITY

Advisories

COMPLIANCE

Summary

% Run Commands

4 view 360

IP Address: 10.85.54.54

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applie:

‘ Device Model: Cisco Catalyst 9300 Switch

| Device Role: ACCESS

Uptime: 61 days 2 hrs 17 mins

| site: Global/Canada

Fix All Configuration Compliance Issues

Compliance Summary View;Prefy
Next Compliance check is scheduled on Jan 17, 2023 02:50 M Run Compliance Check
A\ EoX - End of Life o © Network Settings 0} @ Startup vs Running Configuration 6}
Compliance last run on: Jan 17th, 2023, 02:55:23 PM Non-Compliant since Jan 171h, 2023, 02:55:23 PM Compliance last run on: Jan 17th, 2023, 02:65:23 PM
Compliance st run on: Jan 17th, 2023, 02:55:23 PM
Module : & Compliant Lines added: 0
' 71 1days; wiianonao
Software : @ Compliant 9
General: 2 sinceinsyne  Lines modified: 0
Hardware : @ Compliant
Opn Viotations
© Network Profiles 0] © Application Visibility o} @ Software Image 6}

Non-Compliant since Oct 14th, 2022, 01:23:01 PM
Compliance last run on: Jan 17th, 2023, 02:55:24 PM

T cutempiser

Open Violations

Compliant since Jan 17th, 2023, 02:56:06 PM
Compliance last run on: Jan 17th, 2023, 02:56:06 PM

0

Open Violations

Compliant since Nov 17th, 2022, 12:35:00 PM
Compliance fast run on: Jan 17th, 2023, 02:55:23 PM

Running Version: 17.9.2
17.09.02 Stack Member Status: Up to
Goltenwage  Date

Cisco

#CiscoLiveAPJC

Fix Configuration Compliance Issues X

3 compliance issues are listed to be fixed. Review and schedule the fix.

Note: Routing, HA Remediation, Software Image, Securities Advisories and Workflow related compliance issues
will not be addressed in this fix. You can address these separately by following the actions in their respective sections.

v Summary of Issues to be Fixed ©

Following are the different violations selected to be fixed. Click on the issues identified to view details in the
respective compliance sections.

Compliance Type = Issues Identified (1)

Network Profiles 1

Network Settings 2

v Schedule the Fix

When would you like to apply the fix?

© Now
QO Later

(O Generate Preview
Creates preview which can be later used to deploy on selected devices. View status in Work Items

Task Name*

C9K-STACK - Compliance Fix

Cancel

Apply
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Compliance Tips

- Event-based archive takes at least 5 minutes to update
after traps are received. For accurate results, we
recommend that you wait for at least 5 minutes before
running compliance manually after a configuration

change.

- Network Profile and Network Settings
- Device must be provisioned by Cisco Catalyst Center

cisco W./ #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Device Configuration Management

Catalyst Center stores device
configurations in the Catalyst Center DB

Device configurations are available via

the Ul
TBRANCH-C9200L-2.cisco.com
() TBRANCH-C9200L-2.cisco.com Run Commands View 360 Lost updated: 9:48 AM
O — For security reasons, sensitive data is
Site: Global/Canada/Ontario/Toronto/TBRANCH

masked

CLI output can be exported from this
e same window, but it will be done using

- the masked config as well. What this
means is that we don’t expose sensitive
data via the Ul or Ul export.

But it also means that we can’t directly
used this device config to restore a
device.
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Device Configuration Management

APls to retrieve device configuration

Name Date Modified

s o o 03_0ct_2020_20_33_12_..._RUNNINGCONFIG(1).cfg  Today at 9:53 AM
ece 03_Oct_2020_20_33_12_684_RUNNINGCONFIG(1).cfg

~

03_0ct_2020_20_33 12_684_RUNNINGCONFIG(1).cfg

]
! Last configuration change at 13:51:05 UTC sat oct 3 2020 by cisco

version 15.2

no service pad

service timestamps debug datetime msec
| service timestamps log da sec show-timezone year
Service password-encryption

| service interna

Service compress-config

i

! hostname campus-access1
!

| boot-start-marker
boot. systen switch a1l f1
| boot-end-nar
i
1vrf definition Mgmt-vrf

! address family ipvd
exit-address-fami Iy

{
Address-Family ipv6
| exit-address-family

no Togging console
1 enalﬂe password 7 1511021F0725

| username cisco privilege 15 password 7 094F471ALA0A
no_aaa new-Mo
switch 1 pmvmon

p routing

Date Created v

Today at 9:53 AM

\{pmw

1p device tracking probe auto-source override
ip device tracking probe delay 60
| o5 queve-softmaxmultiplie r Yo
ey

TP-self-signed-4149928277
ne

#CiscoLiveAPJC

The APIs available in Catalyst Center
allows you to retrieve raw startup,
running configs and VLAN DB

API details:

POST /network-device-
archive/cleartext

A zip file is generated which
contains raw running-config,
startup-config and VLAN DB
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Device Configuration Management

Configuration Archive

= Cisco DNA Center System / Settings Q ® (¢

=Q  Search Settings Settings / Device Settings

Configuration Archive SFTP server can be
Cisco DNA Center internal server will periodically back up your device's running CO nfl g u red to eXpO rt raW

configuration. You can select the day and time for the backup and select the total number
of config drifts being backed up (note: total config drifts being saved included all the
labelled configs for the device). To archive all the device's running configurations, you can

Cisco Accounts v

PnP Connect

Cisco.com Credentials

configs to an external
Smart Account configure an external server. re pOSitO y

Smart Licensing

SSM Connection Mode Internal External

Device Settings N External Repository As of: Feb 10, 2022 2:03 PM )

Device Controllability

Network Resync Interval Q Search Table Y
SNMP o <
Host Protocol User Name Backup Format Backup Cycle Connectivity Action
ICMP Ping
: T T S &) Daily _
WERR RIS T el LIl 10.85.54.179 SFTP netadmin RAW Time  01:04 PM @ Connected w 2

Device EULA Acceptance
PnP Device Authorization
Device Prompts

Configuration Archive

cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Device Configuration Management

Configuration Archive

Name

U0 I Export_Configs-10_Feb_2022_18_04_00_353-oWF.zip

Archive Utility

Please enter the password for
“Export_Configs-10_Feb_2022_18_04_00_353-
oWF.zip".

e AAIL AR AMALL ATAAILAAAAC CA A ARAAAAANA AnET

Date Modified

'YK ) < >

Back/Forward

i

New Folder

Export_Configs-10...

Password: |eeeeceees|

. InventoryReportAllDataFeb022022at0437pm_1643837894841.csv

10.85.54.54-C9K-... &

New Folder

'K ) <

Back/Forward

Favourites

32 Dropbox
G} lila

A Applications

Name ~

10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg
10_Feb_2022_18_04_00_353_STARTUPCONFIG.cfg
10_Feb_2022_18_04_00_353_vlan.dat.bat

(Ea) Pictures
B3 Box Sync

cisco Lg{/&/

= Favourites Name
|
| < e > B 10.85.51.69-TRS-E2.cisco.com
G} lila > [ 10.85.54.17-TRN6-TBRANCH-DIST.cisco.com
i filesine > [ 10.85.54.20-TRN6_TBRANCH_WLC
‘ i > [ 10.85.54.23-TBRANCH-C9200-1.lila.com
Gal Pictures > [ 10.85.54.24-TBRANCH-C9200L-2.cisco.com
B3 Box Sync > [ 10.85.54.25-TBRANCH-C9200L-3.cisco.com
> [ 10.85.54.51-TRN6-TBRANCH-FUSION
B Zecuents > [ 10.85.54.53-TRN6-TBRANCH-C3650-S1.cisco.com
B3 cursos-presen... > [ 10.85.54.54-COK-BRANCH-STACK
B9 cursos-presen... > [ 10.85.54.99-wic01
S B 10 88 R4 102-wlen 2
Tcp
= © v v » Q Fabric_WLC
View Action Group Search 1PUS-FUSION.cirrus.cloud
Date Modified Date Created S e

Today at 6:04 PM Today at 2:07 PM

Today at 6:04 PM Today at 2:07 PM

Today at 6:04 PM Today at 2:07 PM

#CiscoLiveAPJC BRKOPS-2416

=e ©
View Action

Date Modified

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

Date Created

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Device Configuration Management

Configuration Archive

'K ) 10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

!

! Last configuration change at 21:55:47 UTC Mon Feb 7 2022 by netadmin
| NVRAM config last updated at 21:55:49 UTC Mon Feb 7 2022 by netadmin
!

version 17.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

! call-home 1is enabled by Smart-Licensing.
service call-home

E1atf0rm punt-keepalive disable-kernel-core

hostname C9K-BRANCH-STACK
]

1
va definition mgmt-vrf

éddress-fami1y ipv4
exit-address-family
1

éddress—fami1y ipv6

exit-address-family

!

enable secret 9 $9$s13/gvcALIGFOU$k6/kumGDPS/ABbtHWK8xZqGeVEVVM3idf83zIm4zH92
!

no aaa new-model
boot system switch all f1aih:packages.conf

switch 1 provision c9300-24p
?witch 2 provision c9300-24p

|
1
!
ip routing
!
!

ip nbar attribute-map BR2

attribute business-relevance default
ip nbar attribute-map TC3

.attribute traffic—c?asscmu1Eimedia—streaming

P U

cisco M/ HCiscoLiveAPJC

BRKOPS-2416
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Habit

4 - Keep your

infrastructure code
up to date with
software image
Mmanagement

cisco L{{/&/




SWIM Demo

cisco Lz{/&/



Software Upgrade Recommendations

- To reduce the network downtime, it’s recommended to perform
distribution and activation job separately

- Maintenance window is required for activation
- Wireless

. Start with ISSU, AP Pre-Image Download, Staggered Upgrade
. Use Rolling AP upgrades where ISSU not available

- Consider external file servers for remote sites

- Install Mode is recommended mode
- “Bundle”/”Install” mode conversion is not supported

cisco Lt/&/ HCiscoLiveAPJC
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Control over SWIM- ISSU

Image Update

Devices (2) Focus: Softy

i AnalyzeISeiaction 2 Distribute 3 Activate 4 Schedule and Clean Up BY summary
ISSU supports both Wired a il @

. . 1 Selected © Add Device] ~ Analyze Selection
& WI re |e S S d eVI C e S Befere you proceed for the Update, analyze your selection.
] Device Name =
Devices to Update 1 Device Family. 1 Sites 1
[ ] pnp-9800 @

ISSU support for C9800 |
controller starting 17.3 .

' @  Device - Enable ISSU Update 7€ To Image @ Commant
<

COB00-CL-universalk9.17.09.03.8
b Vali i Success
[} pnp-9800(10.109¢ 2 |unher 3alk8.17.09.02.§ PA.bin © ISSU Validation Successful

Update Readiness Report

Helps reduce downtime
for wireless Infrastructure

155U

Image Update

ISSU requires controllers
in HA SSO

[ s J
cisco W. #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Ready to go ISSU

Provision / Inventory

Image Update

@ Analyze Selection @ Distribute @ Activate

Summary

Review your entry and make changes if you wish to do
Devices to Update: 1 Device Family: 1
Device From Image

C9800-CL-unlversalk9.17.09.02.SP

pnp-9800 (10.10.10.1486) A.bin

cisco Lz/&/

Qoo bh
@ Schedule and Clean Up e Summary
Sites: 1
To Image Update Support
C9800-CL-universalk9.17.09.03.SP
A.bin @ 1SSU Validation Successful

#CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Control SWIM- AP Pre-Image Download/Rolling
AP Upgrade

|SSU together Wlth AP = Cisco DNA Center Provision / Inventory / Image Update Status Q@ @@L
Pre-lmage Download p
and Rolling AP Upgrade

9800_SWIM (172.100.1.54) Image Update %
Date: Sep 27, 2022 4:20 PM Duration: 27 minutes 7 seconds Status: @ Successfully Activated C9800-CL-universalk9.16.12.05.SPA.bin
SUMMARY Devices Updates

helps reduce network
downtime

> Image Versions (7) N
O Device Name Dev| > @ Image Checksum Verification On Device

40 seconds
TuoLiev.ay) un

> @ Unpack Images

New-Cat9300-St @) De 2 minutes 30 seconds
Controllers needs to be D o™ o

v ° AP Pre-Image Download

provisioned for Rolling

9800_SWIM (17 & Wir

O
2.100.1.54;
AP U Pg rade ) o askName AP Pre-image Dowrioad
Task Status Success (
B AP Image Predownload Status : Total number of APs = 1, initiated = 0, downloading = 0,
New-Cat9300-St & on predownloading = 0, completed predownloading = 1, not supported = 0, failed to predownload = 0.)
ack-Switch (192
O and

AP Pre_image 168.120.20) )
d OWn |Oa d by d efa u |t @] 2?10000’_?’;!\: 07 © ‘é\“’ > @ Activation 13 minutes 15 seconds

available starting ( )
Catalyst Center 2.3.3.x

v
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Activation for Normal Wireless vs ISSU Wireless

Provision / Inventory [ Image Update Status

pnp-9800 (10.10.10.146) Image Update

Date: My 30, 2

PN Curation: 20 mirutes 37 seconds

Opurations

> @ Distribution

tnz mizcansn by

> @ Reemarm Inactivn Images

Running Image Datails

> @ Collact

@ Verty Image Actvation
1 mean

aticn Operaticn

Normal Activation

cisco Lg{/&/

9 mivaes 22 seconds

#CiscoLiveAPJC

Pro

n { Inventory | Image Upc

pnp-9800 (10.10.10.146) Image Update

Cace: May 30, 2023 2:09 PM Duration: 56 minutes 54 secends

Operations Checks

> @ Distribution

clivation

55U Actvatian of mags

CL-snrarnaled 17 G

=caxetilly

> @ Pre Activation Operation

> @ Image Activation

Staggered AP Upgrade

> @ Staggered AP Ungrade

& et ! Staggered AP Upgrade

Success (
ggered AP Upgrade <
not hanated by Reling AP Upgrade

Remove Inactive Images
U awzonex

> @ Colect Running image Detalls
10 %

> @ verty Image Activaticn

1 s8z0n7

vatice Oparation

ISSU Activation

BRKOPS-2416

tus: @ Successtully Activatec CE800-CL-uwversaks.17.09.03.5PA bn

s : Compieted, Tots numoer of APs = 1, Upgraded = |

© 2023 Cisco and/or its affiliates. All rights reserved.

17 minutes 3 zaconds

3% minutes 51 =aconds

In Progress « 0, Remsining =
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® For your

Staggered Upgrade M-/ rcterence

pnp-9800#show ap upgrade

Status: In progress

From version: 17.9.2.52

To version: 17.9.3.50

Started at: 05/30/2023 04:56:51 UTC

Configured percentage: 15

Percentage complete: 0

Expected time of completion: 05/30/2023 05:04:51 UTC
Client steering: Enabled

Accounting percentage: 90%

Iteration expiry time: 9 minutes

Progress Report

Start time End time AP count
0 05/30/2023 04:56:51 UTC 05/30/2023 04:56:51 UTC 0
Upgraded
Number of APs: 0
AP Name Radio MAC Iteration Status Site
In Progress
Number of APs: 1
AP Name Radio MAC
thirdwheel 9100 f4bd.9%9e9f.3f00
Remaining
Number of APs: 0
AP Name Radio MAC

AP Name Radio MAC Status Reason for not handling by Rolling AP Upgrade
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Habit #5 - Explore
Proactive insights
with Al/ML

cisco L{%o//



Cisco Al Network Analytics Architecture

Anomalies and Insights Time Series Models

Assurance Ul

Graphical Models

Prediction Pipelines

Trained Models

Deep Learning

NLP/NLG
Public Broker Feature Constructors

LAJ

Multi-Customer

A 4

Anonymized
Data

Training
Data ..
Batch Pipelines

Database

Cisco Al Cloud

Cisco Catalyst Appliance

Protocols & APIs (SNMP, JSON, NetFlow, pxGrid, CLI, ...)

"N gl EEEE

Office Site Network Infrastructure  network Services bC
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Al-Driven Dynamic Baselining
Learn About the Issues that Really Matter

Custom Thresholds = False Positives Al-Driven Dynamic Baselines = Relevant Anomalies

Environment 1 Environment 1

o JAA

Environment 2

Environment 2
\ /\

Environment 3 Environment 3
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Al Driven Baseline Issues
Use case: “

What are the expected KPI performance across APs and |

Excessive “alures 1o connest - High deviation from Lassline | lssus Instance

Excessive failures to connect - At least 11% increase in failures on SSID-c9800AP11AC in Global/North America/USA/California/San
Jose/SJCOT/FIr-SJC1-1.

SSIDs? How can | effectively identify, isolate and mitigate
deviations from the baseline performance. oven

Cisco Al | (1) This issue is triggered based on a deviation from a predicted baseline for your specific environment. Learn More X

The network is experiencing a high percentage of onboarding failures. IMPACTED SUMMARY FOR THIS NETWORK @ Is this issue helpful? o3 G
compared to usual. Clients are experiencing multiple onboarding failures while
cccccc ting to SSID c9B00APT1AC.

Time: December 1, 2023 4:00 AM - 12:00 PM
1 Impacted Sites 8 Impacted Clients

Key Benefits:

Global/North America/USA/California/San Jose/SJCO1/Fir-SJC1-1

ca
Dls this issue helpful? oy G

Potential Root Causes

| H 1 - T Problem
VIeW Dynam|C basellnes and deVIatIonS for 1 2 Impact Network Causes  Failed Distribution  Failed Percentage  Failed Count
(onboarding + throughput) KPIs
S A AAA failures: AAA-related errors observed, please verify the specific authentication failure reasons on the AAA server logs.

© Add kPl Baselines (7

Accelerated troubleshooting with end-to-end
workflow complete with impact and potential root ;e
cause details

talo}
&:00p

nnnnn

Active feedback loop (thumps up/down) to integrate
SME expertise to further refine baselines over period

of time o m
EE
: Pl N~
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Al Analytics - AP Family & Endpoint Comparison

= Cisco DNA Center Assurance { Al Network Analytics / Network Camparison aeco

e AP Models ~ by Radio throughput

Use case:

View and evaluate AP and client performance across
different sites through dynamic performance clusters

identified based on selected KPI eet It it Set it st i
Key Benefits:
Compare AP performance across traffic classes et At
- v
Flexibility to compare both on-boarding and throughput — o8 @ se es se ee e
KP| S e ov

View and compare dynamic performance clusters for a
selected KPI and AP families

View and compare onboarding KPIs for specific device
types for days of a week
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Al Endpoint Analytics on Cisco Catalyst Center

Rapidly reducing the unknowns by aggregating data from different sources

ML Analytics

Endpoint
Profiling
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%%sl)sification based on Deep Packet Inspection

-

~

| e
0
©
©
‘ PG
()
CEEm é
(@]
o)
DPI 3] -
2
inspection @
ML analytics DICOM:
v GE CT540 >
Cisco® Catalyst® 9000
Series Switch - powered
Probes by NBAR
N DHCP e A A R L
CMDB Class-ID:
connector Globex Ultima MSFT
CT scanner (Windows 7) _ _ _ _
\ Options to support non-Cisco devices available.
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Reducing Unknowns with Machine

Learning

Device data
lake

ML groups
endpoints

DPI
‘ y Cluster 2
b )
ML analytics m
v o0
+ | Cluster 1
Endpoint fé ®
Anaytics [T R A
o0
CMDB _ >
connector Attribute A

ol - o in cloud

C|soo(£4%b/'

#CiscoLiveAPJC

Creates

BRKOPS-2416

endpoints

These are
Bosch
Coffee

Machines

These are

Apple
Watches.

Admin labels

For your
reference

Al learns
from new
labels

[ New labels )

Bosch
wh = Coffee
Machine

New labels

_Apple
~ Watch
~—
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Trust Scores and Remediati

NA Center Policy / Al Endpoint Analytics
Overview Endpoint Inventory Trust Score Profiling Rules Hierarchy
4% Configuration &
Total Endpoints © Trust Score PREVIEW  Manage sources Al Proposals ©
30 Last Proposed: Nov 10, 2023 03:22 PM

L able o Pt togetier some e
able to put together some rule

proposals that could improve your

End 80 nts profile outcomes
1
® Unknown 0 (0%) P
[ ] 0 New rule(s) for profiling
24 endpoints that may be similar
Partially Profiled (80%)
0 Modification proposal(s)
Fully Profiled 6 (20%) ® Low (1-3) 2 (25%) for previously accepted rule(s)
0 Profiling Rule(s) is/are no
View Partially Profiled Labels ® Medium (4-6) 2 (25%) longer needed
® High (7-10) 4 (50%)

Adaptive Network Control - ANC

Remediate the host via Identity Services
Engine - ISE

cisco L&VP// HCiscoLiveAPJC

1es ran
, authe|

EAP (|

AP (EA

p)

\P (EAI

AP (EAI

Details A Trust Score Attributes

Trust Score Total: @ 5@

Endpoint Context

Q Jeff v

> Authentication Method Not Detected

> Posture Not Detected

Threat and Vulnerability Context

> Al Spoofing Detection Not Detected
> Endpoint Attribute Conflict Not Detected
> Unauthorized Ports Globally Disabled
> Credential Vulnerability Globally Disabled

Network Context

> Concurrent MAC Address Not Detected

v NAT Mode Detection @ Medium Trust Last Scored: Oct 27, 2023 01:38 PM

Network Address Traslation (NAT) detection detects when a device is acting as a NAT which can pose a security risk by allowing unauthorized

access to the network,
Severity 60 Confidence 80

Reset  Was this accurate ? 9 @

Reset Trust Score

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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cisco

Why Radio Resource Management

"thedly Cisco Catalyst 9800-CL Wireless Controlier Welcom
Configuration~ > Radio Configurations * > RRM
SGHzBand 24 GHzBand  FRA
Geners  Cowge  DCA  TPC  RFGuupng  SpatalReuse

Walk e Through >

Profile Threshold For Traps D Reset to Defaults
Interference Percentage® 10 %
& Global

Glents* fh
v & aribala
Noise* -70 Y
Utizaton Percentage* w
Throughpur 1000000
> &8 Willy
teanair/SI °
+ & San Jose
CranneiList Gourry Chamots+
v 8 B22
RRM Neighoor Discover Type Transparent -

£ Warehouse
Monitor Intervals

> #8823
ohbor acket Fraquency 180
(seconge)”
Reporting Interval (seconds)* 180
Neighbor Timeout factor* F)

10min worth of data
No "busy hour(s)
No building

segmentation

No visibility

Lots of tuning knobs
No simulation mode **

cisco Lg{/&/
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BRKOPS-2416

> Floor Selector

v KPIs
Heatmap Metrics

None ESSH SNR

Heatmap Type

SOOI (sosurface  Scanner

Heatmap Opacity
50.00

Telemetry

K0 sersors-APs AP Neighbors

Telemetry Opacity

50.00
—

0 00
RF Mode

FSPL v

Clipping Planes
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Al powers your network with Al-Enhanced RRM

Smarter RF = Better user experience, reduced operational costs & time IOS XE 17.9.3+ DNAC v2.3.3.7+

Instantaneous visibility Proactive optimizations

Al Analytics Cloud
Al-Enhanced RRM algorithms

Actionable @
insights Al-based
Anonymized < data t’aﬂd
RF data events
AT A <4
|/I I | Cisco DNA Center RRM control
_@ Center
Assurance and Automation populated
\§ J
@ Decisions
configured
RF data ¢ B via Cisco DNA
Network infrastructure <4 Center
Performance Automation
o fra Catalyst® 9800 controller

\ Wave1, Wave 2, Wi-Fi 6/6E APs
- J
—— - <
¢ N Exceptional Al-Enhanced
~— wireless experience!
. @
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Easy Three-Step Deployment Workflow

Reap the Benefits of Al-Enhanced RRM Within Minutes! ® For your
M — reference

Give Al-Enhanced RRM Create an Al RF Profile Assign Al RF Profile to a building,
Cloud Access in Settings. ' and provision your C9800 & APs.

N N /Ao - - — - ™~
(Cisco oA Center ystem | Setings a e | ot e Assign Locations to Al RF-Profile: AI_RF_Profile
el S Settings / External Servic Edit Al Radio Frequency Profile

H H — I Below selected and impacted locations will be upgraded with Al RF Profile and APs will be provisioned with X
o . Cisco Al Analytics g r‘\ o (O Booniacoed

Al Network Analytics Site selection summary:

0.

Credentials

Al Nel

ork Analytics

rive intelligence in the net Q Search Hierarch:

sue resolution. Al \

e effectively improve ne . ‘
false pasitives significantly by | Basic Settings jepp  Selected Location Impacted
r Licensing Location
Radio Frequency Settings & San Jose
i Connection Mode Enable A1 N « Ana
nabie A Network Anaiyics . o Buiding 12 No mpacted

©24GHz @5GHz @6GHz O

e Settings v
i locations available
> @ = Building 14
AI-ENHANCED RRM Busy Hours -
ice Controllability > (O & Building 18
ce Controlla Pro ophist ¢ oop optimization of your radio net al data, while delivering - . -
by R e visual insights into why and how. Al-Enhanced RRM delivers mac: for config optimization and End Time Busy Hour Sensitivity © > (O & Building 24
ability to apply these within minutes. Al-Enhanced RRM is applic 17:00 1
- Dlow (O Medium @ High > % Utah-Lakepoint
P Ping

Enables Al-Enhanced RRM

Enable RF Settings 2.4 GHz 5 GHz 6 GHz
ice EULA Acceptance

Flexible Radio Assignment &

EVENTS ANALYTICS PREVIEW D

Device Authorization

ice Prompts 2ps. Syslog me

fer to the Cisco DN

Enable e
cloud connec
Sheet for more details

) Dynamic Channel Assignment

figuration Archive

ullalalls

Dynamic Bandwidth Selection
nentication and Policy Servers ~

ority Veriication
Al Endpoint Analytics

Cancel

e Provides fine-grained endpoint identification and as

Iabels to a variety of Endpoints / \_ o
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Habit #6 - Ease your
Remote Support with
RADKIt

cisco L{%o//




How painful is this?

SD-WAN switchover due to primary ISP 19% loss to jumbo frame
route change misconfiguration

Spanning-tree
14% Loss due to topology reset

duplex mismatch

Switch

16% packets dropped from high- VolIP Quality
7% Loss due to priority queue problem due

cabling fault — to wrong
VLAN
assignment

8% loss to cloud service provider due to cloud
provider route change
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Current Troubleshooting Method

Problem starts

Ticket Opened

Resources, Frustration Level, Time to Resolution

Bug/BEMS
opened

Solution

SR Opened Identified

Fix applied

Monitoring ;: :
User feedback
Capture
Analyze
With RADKit

» TAC Engineer is autonomous
» Immediate data transfer to SR
» API for complex data capture
» Effortless for our customers

cisco Lz/@/

T

e s @

,'\\ r_:\______
Capture i \| Capture 1 Recreate |
s ve==== V-
Analyze 1 Recreate ' Analyze

B \Without RADKit
» Customer laptop tied up in Webex
» Repetitive requests to customer
» Delays in data request turnaround
» Complex requests met with hostility

#CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What is Remote Automation Development Kit (RADKit)?

RADKIt is a Software
Development Kit. It frees you

r,j from CVE monitoring of
[

dozens of opensource
packages.

Use our powerful and easy to
@ use our efficient and scalable
APIs for remote and local

automations.

o

The included tools allow your
NetOps staff to interactively
connect to remote terminals,
WebUIs or desktops.

Full-on security with SSO,
Certificates, data encryption at
rest and in transit, exhaustive
audit-logs,...

RADKIt enhances all NetOps activities, streamlines incident escalation processes, and more!

cisco Lt//&/ HCiscoLiveAPJC

BRKOPS-2416
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RADKIit General Architecture

https://radkit.cisco.com

SR CX Drive —

attachment

=] cwomerpense

A RADKit Cloud A

()
,, ©
SSH
REST
NETCONF
—_—
u——
, RADKit Service
NetOps/support engineer Laptop to Server Network
RADKit Client Software, Container,
or automation API VM...
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Install RADKIit Service in Catalyst Center

Install Support
Services in Catalyst

* Q ©® @ 4 |

Center About
(1 )
Under “?’ create a |
S _| Cisco DNA Sense
A th o t API Reference
Developer Resources
System / Software Management Qo oL
Contact Support
Available Applications L
There are new Applications available for you to download and update when you are ready. X Remote Support Authorization
i Catalys
O Application Name Version Size Status € p
I
/’ O Assurance - Sensor 2.3.5.312 71.73 MB Available Interactive Help
[ £ O Cisco Umbrella 2.1.613.590114 1.11 MB Available o X
1 Compatibility Information
\\ C] Cloud Device Provisioning Application 2.1.613.61093 1.47 MB Available
D Disaster Recovery 2.1.613.360017 17.21 MB Available Keyboard ShortCUtS Sg * /
O Rogue and aWIPS 2.7.0.41 15.07 MB Available Make a Wish
(] Support Services 2.1.613.880003 69.74 MB Available
Irerus diftu mraryrits
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RADKIt Demo
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Cisco-RADK:it Intro = RADKIit examples

https://github.com/Cisco-RADKit/Intro

Code (o) Issues 11 Pull requests (») Actions ] Projects Security [~ Insights

S Full documentation at radkit.cisco.com

Example codes to get started with Cisco
. mstanczy create_devices fixed intendation 4 houl O 38 commits RADKit

main ~ 10

Advanced
Control-API
Intro RPC
SNMP
.gitignore
LICENSE

README.md
Releases

README.md

Intro to RADKit Packages

This repository contains examples meant as an introduction to the RADKit API.
The examples are split into multiple sections: Languages

« RADKit RPC API basics - execute CLI on multiple devices, use REST, Swagger, SNMP,... from the REPL

« Simple standalone scripts - wrap your REPL into a script without complex Python setup

« Advanced standalone scripts - how to write fully standalone scripts that do not rely on the RADKit REPL
« Control API - Control RADKit Service by API. Manage the inventory, users, etc. programmatically

Python
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Habit #7 - Up vour
automation game
with APIls and other

Integrations
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DRIVE FOR

SHOW

AND
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Why API?

¢ v (9

AUTOMATION INTEGRATION  INNOVATION
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APIls Directly From Catalyst Center

Platform - Developer Toolkit

= b DNA Center atform loper Toolkit

APls megraionFiows  Event Notfcatons Try 'Get Client Detail'

Search API

Method: Public URL :https://10.67.27.75/dna/intent/api/v1/client-detail

Q search

Authentication Connectivity
Gisco DNA Center System > Connectivity APIs provide the mechanism to configure and manage non-fabric wireless networks as a PARAMETERS
Response Headers Status Code: 200

single step process.

Connectivity ~
Fabric Wireless Fabric Wireless QUERY PARAMETERS
SDA
— Method Name Description URL Action macAddress* (I
. 20:36:9f:bc:ec:fa
Ecosystem Integrations > pemove YL from Febrie Remove WLC from Fabric Domain Ibusiness/sdalwireless-controller - DISCONNECTED",
Event Management tracked": "No
"hostTyp:
earatons N Ada SSID t0 P Pocl 8 555 0 1P P! Mapn business/sdafhostonboardingfssid- timestamp @ e
Mapping fads pping ippool gmestemb v_‘j*'fl £
now Your Netwerk v o8 o
Update SSID to IP Pool . Ibusiness/sda/hostonboarding/ssid- LERMELTER
. . PUT ; Update SSID to IP Pool Mapping - "hos
"host0s": "Windo
Clients Wposiy
Get SSID to P Pooi o hostVersion":
Compliance Mapping e Get Client Detail "subType": "In

"deviceVendor": "Intel Corporation”,
"deviceFe "Workstation",
"salesCode":

"countryCode

Devices Add WLC to Fabric
POST o Ad
o omain

Wps1110.67.27.75/dnafntentapiv fclent-detail

Returns detailed Client information retrieved by Mac Address for any

"lastUpdated"
@D @ D "healthscore" :

qiven point of time.

Cisco DevNet API Guide

"OVERALL",

Parameters  Features  Responses  Policies  Code Preview

Request Query Parameters

Detaun t X .

Name Descrpton Datstype Requrea D10 : "ONBOARDED",
machddress MAC Address o the client sting ves
Epoch time(in miliseconds) when the Cllent health data s required number No

CONNECTED",

"AQ:36:9F:BC:EC:FA",
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SDK

>>> from dnacentersdk import DNACenterAPI

>>> api = DNACenterAPI()

A dnacentersdk

Installation

Introduction

Quickstart

User APl Doc

Contributor Covenant Code of Conduct
Contributing

Changelog

Sourcery - your pair programmer
Make the tedious parts of programming
easier. Start your free trial

Ad by EthicalAds - |

https://dnacentersdk.readthed

ocs.io/en/latest/ S The User Guide
cisco W./ #CiscoLiveAPJC BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

@ / dnacentersdk ©) Edit on GitHub

dnacentersdk

Simple, lightweight, scalable Python APl wrapper for the DNA Center APIs

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Center APls (for API
versions: 1.2.10, 1.3.0, 1.3.1,1.3.3,2.1.1,2.1.2,2.2.1,2.2.2.3,2.2.3.3, 2.3.3.0 and 2.3.5.3). The package
represents all of the Cisco DNA Center API interactions via native Python tools. Making working with the Cisco
DNA Center APIs in Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the APl semantics, and you can focus on writing
your code.

With dnacentersdk, you can easily:
o Interact with the DNA Center APlIs in an interactive Python session
* Quickly create code that enables you get something done in DNA Center
« Leverage the APl wrapper to cleanly add DNA Center functionality to your project without having to write the

boilerplate code for working with the DNA Center APIs

To dive in and see how dnacentersdk makes your life better, check out the Quickstart!

114



Go/Ansible/Terraform

& cisco-en-programmability / dnacenter-go-sdk  public

<> Code (9 Issues 17 Pullrequests 1 ® Actions [ Projects

¥ main + P 8branches © 28tags

@ fmunozmiranda Update README.md
B githu

examples

scripts

sdk.

gitignore

LICENSE
Makefile
README.md
go.mod

]
]
]
D
[ CHANGELOG.md
5]
5}
0
5}
D

go.sum

https://github.com/cisco-en-

programmability/dnacenter-
go-sdk

cisco Lzﬁo//

M wiki @ Security [~ Insights

Update issue templates

Update module version

Add workflow and scripts

- Changed "RequestConfigurationT
Initial SDK commit

- Changed "RequestConfigurationT
Included LICENSE, more details to f
Add Makefile

Update README.md

Update module version

Update dependencies

v 052926 17 days ago

179 commits

7 months ago

Thanks out the improved Galaxy, please share your feedback on forumanshle.com &

Namespaces > cisc

dnac

Version 681 updated 10 days ago (latest)  ~

ted 10 days ago

Install  Documentation  Contents  Importlog  Dependencies

Install
Ansible Modules for Cisco DNA Center

colection  sdn cisco dnac | cloud  networking

Installation ansible-galaxy collection install cisco.dnac

Note: pportedin
Download & Download tarball
Requires Ansible =290

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center

id i for ing your Ci
DNA Center

This collection has been tested and supports Cisco DNA Center 2353,

Note: Thi ionis pati v28.

Other versions of have support for p sco DNA Ce The recomn

https://galaxy.ansible.com/ui/re

po/published/cisco/dnac/

#CiscoLiveAPJC

BRKOPS-2416

Engish @

&.2358 Downloads

Docssite®  Website® Issue tracker @ Repo

Q  Search all resources

Browse v  Publish v

Providers i 2] Version 1.1.30-beta ¥ | Latest Version
dnacenter
dnacenter
one
#zen

by:cisco-en-progr

Networking

VERSION
1.1.30-beta

O PUBLISHED <> SOURCE CODE
2 days ago [}

-provider-dnacenter

https://registry.terraform.io/providers/cisco-

en-programmability/dnacenter/latest
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Native Webex Issue Integration

n\g Catalyst Center Notification Bot 8:22am

Cisco DNA Center Notification

Source DNA 10.67.27.75 NG Catalyst Center Notification Bot Yesterday, 7:57 pm

Center IP: Cisco DNA Center Notification

Severity: K]
Source DNA 1067.2775

Category: TASK_COMPLETE .
gory - Center IP: NG Catalyst Center Notification Bot Monday, 9:05am
Timestamp: 2023-10-29 21:22:41 Severity: 3 c

Issue Name: Security-Advisory-New-Update- Category: WARN Cisco DNA Center Notification

Available-For-Scan Timestamp: 2023-10-29 08:57:19 Source DNA 10.67.27.75

Issue Description: Security Advisory updates available Issue Name: High input/output error on interface Center IP:

We recommend that you perform a GigabitEthernet1/0/18 (Interface Severity: 3
etworktscant description: 9300-48 L2 g1/0/2)

Category: WARN
Issue Description: High Input/Output error Rx 2.27% Tx

R . . Timestamp: 2023-11-26 22:05:00
Cisco DNA Center Issue Details 0.0% on interface

GigabitEthernet1/0/18 (Interface L ELILE The 5GHz radio on AP
description: 9300-48 L2 g1/0/2), AP002c.c899.1b3c is experiencing
Device Infra-3850- high utilization
R8.dcloud.cisco.com Issue Description: The 5GHz radio on the AP
Issue Status: active AP002c.c899.1b3c has exceeded
the 70% threshold and is currently

Cisco DNA Center Issue Details experiencing 76% utilization. This is

impacting O client(s).

Issue Status: active

Cisco DNA Center Issue Details
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Take aways

Device Controllability to maximize value

Telemetry for network/application/user insights
Software Image management to keep code up to date
Compliance and Configuration management for NetOps
Al/ML for AlOps

Utilise RADKIt to aid in remote support

API for automation/integration/innovation
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

Continue
your education

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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http://www.ciscolive.com/on-demand

l'I'lllll . .
CISCO The bridge to possible

Thank you
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