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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.
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- Why migrate to Cisco DNA Center?

- Planning migration

- Assess Cisco DNA Center Readiness based on current Cisco Prime
Infrastructure deployment

- Automate the data migration into Cisco DNA Center
- "Doing Prime things the new way”

- Deployment options

- Call to Action
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Why migrate to
Catalyst Center?
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Why migrate to Cisco Catalyst Center

Day O

Day N Day 1

Day 2
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( N
Prime Infrastructure EoL dates
End-of-Life End-of- End of SW maintenance End of vulnerability/ End of service Last date
announcement Sale date releases date security support contract renewal of support
Mar 31, 2023 Sep 29, 2023 Sep 28, 2024 Sep 28, 2025 Sep 28, 2027 Sep 28, 2028
. B,
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Planning migration
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X

Understanding DNA Center

Learn about DNAC Capabilities, extent of
Prime Parity and differentiated use cases
compared to Prime

Initiate Data Migration

Use Data Migration Tool (co-existence
tool) within Prime to easily and
securely port your network from Prime
to DNAC

cisco L{V&/

Assess Prime Usage and
DNA Center Compatibility

PDART Tool provides a comprehensive
summary of Prime Usage, DNAC
compatibility of network devices, use cases,
network scale and other relevant details

Complete Data Migration

Verify on DNAC that the necessary network

elements, sites, maps, templates and
credentials have been ported from Prime

#CiscoLiveAPJC BRKOPS-2077

Sequential Approach to Prime Migration

v

Prepare for Data Migration

Follow recommendations from PDART report. If

required, upgrade Prime, optimize network
hierarchy, onboard DNAC appliance etc.

Adopt DNA Center

DNAC offers superior automation, vastly
greater visibility, complete with Al driven

analytics that help keep your network healthy

and reduce your operational expenditure

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Assess Catalyst
Center Readiness
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Prime to DNA Center Readiness Assessment

PDART Tool

vl
CISCO

Products and Services Solutions

... | Cisco Prime Infrastructure / Maintain and Operate TechNotes /

Use PDART - a Cisco DNA Center Readiness Tool

Updated: July 21, 2023 Document ID: 217059

Contents

Introduction
Prerequisites
Requirements
Components Used
Background Information
Tool Requirements
Tool Execution
Option 1: Run the PDART Executable from CLI
Option 2: Execute the PDART via UBF Patch
Sample Report
PDART Versions
Issues with the Tool

Introduction

This document describes Cisco PDART - a Cisco DNA Center readiness tool for the Cisco Prime Infrastructure.

“Save @ Translations

Download * Print

Bias-Free Language

© -
Cisco DNA Center Ready

Current Cisco Prime Infrastructure Version : 3.7.0
DNAC Version Assessed : 2.3.5

Script Execution Time Migration Readiness
Hostname: pi31 14 12 0 2
Start Time: 2023-10-30 16:14:08 Total Pass Warn Fail
End Time: 2023-10-30 16:17:42

Managed Devices

Virtual Appliance in Use

19 16 3 0 0
Total Supported  Require SW Upgrade Legacy Unsupported
Use Cases
52 37 9 6
Used/In Use Supported Unsupported Roadmap
Reports
1 0 1 0
Used/In Use L ted IsJ
Wireless Templates
0 0 0 0
Used/In Use Supported Unsupported Partial
Scale
Express DN2-HW-APL

Recommended Appliance

https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-

cisco L{{@‘/
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html

PDART Installation

© L& Pime

A | Administration / Licenses and Software Updates / Software Update

rastructure

Use this page to install the latest published updates. You can download the latest updates from cisco.com or upload an update file to your server.

T There was a problem connecting to cisco.com from the Prime Infrastructure Server. Alteratively you can go here, search for 'Prime Infrastructure' product updates.

Download the latest update file and upload it to your server using the Upload link. Make sure the version of the selected update is greater than your Prime Infrastructure instance version.
Prime Infrastructure Version: 3.7.0

v Status of Updates
Updates Files

Type Version Status Date User

P1 3.7 DNA Center Assessment and Readiness Update 04 Critical Fixes 4.0.0 Installed 2023-10-27 12:50 AEDT root

b Prime Infrastructure

Prime Infrastructure Version: 3.7.0

v Status of Updates

Updates Files

Software Update Files

M | Administration / Licenses and Software Updates / Software Update

Use this page to install the latest published updates. You can download the latest updates from cisco.com or upload an update file to your server.

v There was a problem connecting to cisco.com from the Prime Infrastructure Server. Alternatively you can go here, search for 'Prime Infrastructure' product updates.
Download the latest update file and upload it to your server using the Upload link. Make sure the version of the selected update is greater than your Prime Infrastructure instance vers

Cisco

.&‘/

FileName In Use Corresponding Updates Out of Box User
\j DNACAssessmentReadiness_3_7_Update_04-1.0.6.ubf Yes P1 3.7 DNA Center Assessment and Readiness U... No root
#CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Running PDART (V4 and later

© . Prime Infrastructure

System Settings

v General
Account Settings
Data Retention
Guest Account
Help Us Improve
Job Approval
Proxy
Login Disclaimer
Report
Server
Software Update
Support Request
Pri

¥ Mail and Notification

Change Audit Notification

A | Administration / Settings / System Settings

General
Prime Data Migration Tool

<M
The Cisco PDART

The Cisco PDART (Cisco Prime Infrastructure Cisco DNA Center Assessment & Readiness Tool) is a
pre-assessment migration tool that analyses Cisco Prime Infrastructure’s deployment and assesses
which Cisco DNA Center supports the current deployment, device ibility and 1dations.

Cisco does not recommend learning of existing configurations from wireless devices using the Learn
Device configuration workflow. Until the solution is complete, please continue using Cisco Prime
Infrastructure for wireless configuration management.

Ensure to execute Cisco PDART before proceeding for Cisco DNA Center migration via PDMT.
Click here for detailed info on running and installing PDART tool and for installation guide Click here

Execute PDART

Download Report Download TarBall

O, v 40

e

Prime Data Migration Tool

DNA Cerer

unch Prime Data Migration Tool

You can now integrate Cisco Prime Infrastructure with Cisco Digital Network Architecture Center (Cisco
DNA Center) and utilize the intent-based networking solution for managing application user experience
in the enterprise.

Cisco DNA Center supports the expression of intent for multiple use cases, including base automation
capabilities, fabric provisioning, and policy-based segmentation in the enterprise network. Cisco DNA
Center adds context to this journey through the introduction of Analytics and Assurance. To know more
about Cisco DNA Center, visit http://cisco.com/go/dna

You can migrate devices, site groups, associated site maps and CMX data from Prime Infrastructure to
Cisco DNA Center and manage your enterprise network over a centralized dashboard.

The Cisco Networking Bot provides step-by-step guidance for migrating data from Cisco Prime
Infrastructure to DNA Center. Click here to access cnBot.

root - ROOT-[

PDART is co-located with Prime Data Migration Tool (Administration -> settings -> System Settings)

c1sco 'p/‘/
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For your reference

Running PDART - prior to V4

<« C a4 NotSecureImtps;/no.ss.48.1ss/webacs/pdart.jsp I % *» 0@ :

aluali, Cisco Prime Infrastructure
€ISCO  PDART Tool

Prime Infrastructure - Cisco DNA Center Assessment & Readiness Tool

Thank you for running the Cisco PDART (Cisco Prime DNA Center A & i Tool). This tool analyzes your Cisco Prime Infrastructure and assesses whether Cisco DNA Center
supports the current deployment.

PLEASE NOTE : The PDART Tool does not capture any sensitive information or make any changes to the existing Cisco Prime Infrastructure server. Only Read operations are performed.

RUN PDART TOOL

wliali Cisco Prime Infrastructure
€ISCO PDART Tool

Prime Infrastructure - Cisco DNA Center Assessment & Readiness Tool

Download PDART Report Download PDART TarBall Back to Main Page

https://10.85.48.185/webacs/pdart.jsp

cisco M . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



For your reference

A —

CLI installation reference slide

[root@i3l ~]# wget https://github.com/CiscoDevNet/PDART/raw/main/pdart

--2022-12-08 09:09:35-- https://github.com/CiscoDevNet/PDART/raw/main/pdart

Resolving github.com (github.com)... 192.30.255.112

Connecting to github.com (github.com)1192.30.255.1121:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://raw.githubusercontent.com/CiscoDevNet/PDART/main/pdart [following]

--2022-12-08 09:09:41-- https://raw.githubusercontent.com/CiscoDevNet/PDART/main/pdart

Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.110.133, 185.199.108.133, 185.199.109.133,
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)[185.199.110.1331:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 14562800 (14M) [application/octet-stream]

Saving to: ‘pdart.l’

100%[ >] 14,562,800 --.-K/s 1in 0.1s

2022-12-08 ©9:09:43 (96.9 MB/s) - ‘pdart’ saved [14562800/14562800]

[root@pi3l ~]# chmod 755 pdart
[root@pi3l ~]# ./pdart
< execution begins>

cisco L‘V& ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18






Automate the data
migration into
Cisco DNA Center
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Deployment with Cisco Prime and Cisco DNA
Center

Full Migration

Gradual Migration

Cisco DNA Center
Managed Network

Cisco Prime and DNA Center
Managed Network

* Run Cisco DNA Center and Prime *  One-time migration from
together in the network Prime to Cisco DNA Center
» Cisco DNA Center is used for » Cisco DNA Center is used
Automation or Assurance or both for for Day O and Day N.
parts of the network

The network administrator needs to

make sure that only one system makes
changes to the network

cisco M . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Co-Existence model examples

Migration for Assurance all locations

X

DNA Center

Locations:

Brisbane .
Canberra Migrate for Assurance only

Melbourne
Sydney

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Co-Existence model examples

Migration for Assurance all locations

Migrate for

Assurance N
DNA Center
only
Prime Automation DNAC Read-Only
for Automation

Brisbane Brisbane
Canberra Canberra
Melbourne Melbourne
Sydney Sydney

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Co-Existence model examples

Migration for Assurance per location

X

DNA Center

Locations:

Brisbane .
Canberra Migrate for Assurance only

Melbourne
Sydney

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Co-Existence model examples

Migration for Assurance per location

Migrate for

Assurance o
DNA Center
only
_ DNAC Read-Only for
Prime Automation Automation
Brisbane Brisbane
Canberra Canberra
Melbourne
Sydney

cisco W -/ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Co-Existence model examples

Migration for Automation & Assurance per location

X

DNA Center

Locations:

Brisbane 1 Migrate for Automation & Assurance
Canberra

Melbourne
Sydney

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Co-Existence model examples

Migration for Automation & Assurance per location

Migrate for
Automation & .
Assurance DNA Center

..\ ,
Prime Re_ad—OnIv for DNAC Automation
Automation

Brisbane Brisbane
Canberra Canberra
Prime Automation

Melbourne
Sydney

cisco W -/ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Deployment with Cisco Prime and Cisco DNA
Center

Gradual Migration Full Migration

Cisco DNA Center
Managed Network

Cisco Prime and DNA Center
Managed Network

* Run Cisco DNA and Prime * One-time migration from
together in t Prime to Cisco DNA Center

« C(CiscoD ' used for « Cisco DNA Center is used
Auto urance or both for for Day O and Day N.

parts of ork

The network administrator needs to

make sure that only one system makes
changes to the network

cisco M . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Prime Data Migration

Devics Groups.
Al Devices

Import Groups || Export Groups

) Devico Namo. A IPAddressiONS.
(] AD1-2960KR1 ciscolocal 104158
(] AD13650.cscolocal 104187
(] AD1.3850.1 ciscolocal 104185
(] AD-38502ciscolocal 104156
() AD1.CO300-10ciscolocal 1043510
(] Oress0cscolocal 10415254
() Ha:s800-ciscolocal 10417840

Device Typo

(Cisco Catalyst 20cx Sack-able Elnernel Swich

(Cisco Catalys 9800-L.C Wireless Controler

Tool

PD

| Templates / My Ter

Al Devices. *Group Name | Mipitas. * Parent Group | All Locations. v
vico GroupDescr
el ! i Location Group for SD
+ Locaton
+ AiLocatons (7
~ Wiipitas] ()
- Grouptype | campus |
v 8023 7
foary Geographical Location
SpnCees , Milpitas, United St ¥ | View Map
Unassigned
UserDolined O6Ps (Lat /Long) ’
~ Add Devices Dynamically ®
Dovico Name contans v -+
» Add Devices Manually @

Cisco

.&/

DNA Center

#CiscoLiveAPJC

BRKOPS-2077

]

(@]
(@]

CLI Templates (User Defined)

Import

Name
InF_descrip
test1

@ cu (i) My Templates/CLI Templates (User Defined)

Feature Category Folder

cLl (i) My Templates/CLI Templates (User Defined)

o Server Address

=] 10.126.244.19

Version Status

270356 Reachable

root-ROOTDOMAN ¥

e /Toaiz () 45+

Show | Quick Fier (7]
Device Name o P Addess Owner Reachabiy ..

onxm To104118213 9 Reschabe

[ cmxmt 01977187 9 Reachabie

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



PDMT Demo

CIsco

Dashboard
Monitor
Configuration
Inventory
Maps
Services
Reports

Administration

https://172.29.58.160/webacs/loginAction.do?actior

e Ui

A Settings / Getting Started

System Setup

Manage Users & Roles Create Port Groups
Create Virtual Domains Mail Server Settings
Create Credential Profi Data Retention

Create Network Device Groups Server Settings

Create Wireless Site Maps Prime Data Migration Tool

Homepage Setup

Manage Network
Monitoring Policies

Plug and Play Profiles

AVC Profiles
Associate Endpoints to Sites

You can change your homepage by using ¥ Settings > Set Current Page as Homepage.Show me how

To get started, select your initial homepage. Your current homepage: Getting Started.

Network Summary Dashboard |New:
Anew dashboard optimized for performance and ease of use.

Save and Launch Homepage

login&product=wes&selectedCategory=en#imen...

Job Dashboard
Configuration Archive Settings
Software Image Management Setings
Network Devices

Compute Devices

Overview Dashboard
Aclassic dashboard displaying a large variety of network information.

Save and Launch Homepage




Before you start: check Prime and DNA Center

Versions

Install PDMT -
latest version IS
v5.01

Note: Prime 3.10.4
has built In
PDMTvb5, no need
to install separately

E Book Contents

Book Title Page

Cisco Prime Infrastructure and
Cisco DNA Center Compatibility
Matrix

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update
05.01

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update 05

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update 04

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update 03

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update
02.01

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update 02

Migrate Cisco Prime Infrastructure
Data to Cisco DNA Center Using
Prime Data Migration Tool Update 01

Migrate Cisco Prime Infrastructure
3.10.1 data to Cisco DNA Center

Migrate Cisco Prime Ir

Q_ Find Matches in This Book

Table 1. Cisco Prime Infrastructure and Cisco DNA Center Compatibility Matrix

Cisco Prime Infrastructure

PI 3.10.4 Prime Data Migration Tool Update 05.01
Pl 3.9.x Prime Data Migration Tool Update 05.01
PI 3.8.x Prime Data Migration Tool Update 05.01
Pl 3.7.x Prime Data Migration Tool Update 05.01
P1 3.10.4 Prime Data Migration Tool Update 05

PI 3.9.x Prime Data Migration Tool Update 05

Pl 3.8.x Prime Data Migration Tool Update 05

PI 3.7.x Prime Data Migration Tool Update 05
PI3.10.3

P13.10.2 Prime Data Migration Tool Update 04
P13.10.1 Prime Data Migration Tool Update 04

PI 3.9.x Prime Data Migration Tool Update 04

PI 3.8.x Prime Data Migration Tool Update 04

Pl 3.7.x Prime Data Migration Tool Update 04

P1 3.10.1 Prime Data Migration Tool Update 03.01
Pl 3.9.x Prime Data Migration Tool Update 03.01
PI 3.8.x Prime Data Migration Tool Update 03.01
Pl 3.7.x Prime Data Migration Tool Update 03.01

PI13.10.2

Cisco DNA Center

2.3.3.7,2.3.5.4,2.3.7.0

2.3.3.7,2353

2.2.3.6,2.3.35,2.3.3.6,233.7

2.2.3.6,2335,23.36,23.3.7

2.2.3.6,23.34

1.2.1,1.2.2,1.2.3,1.2.4, 1.2.5, 1.2.6, 1.2.8, 1.2.10, 1.2.12, 1.2.12.21.3.0,
1.3.0.1,1.3.0.2, 1.3.0.3, 1.3.0.4, 1.3.0.5, 1.3.0.6

1.3.1,1.3.1.3, 1.3.1.4, 1.3.3.0, 1.3.3.1, 1.3.3.3, 1.3.3.4,1.3.3,5, 1.3.3.7, 1.3.3.8,
1.3.3.9,2.1.1.0, 2.1.1.3, 2.1.2.0, 2.1.2.3, 2.1.2.4, 2.1.2.5, 2.1.2.6, 2.1.2.7,
2.2.1.0,2.2.1.3,2.2.2.0, 2.2.2.3, 2.2.2.4, 2.2.2.8, 2.2.2.9, 2.2.3.0, 2.2.3.3,
2.2.3.4,2.2.35,2.2.3.6, 2.3.2.0, 2.3.2.3, 2.3.3.0, 2.3.3.4, and 2.3.4.0

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/quide/bk_Cisco_Prime_lInfrastructure_to_DNAC_Co-

existence_guide/m_introduction.htm/

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/quide/bk_Cisco_Prime_lInfrastructure_to_DNAC_Co-
existence _%thi:l/e/m -migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-04.htm/

Cisco
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O
New to V5 - —

* Obstacles/Walls

* Planning Mode AP migrated

« TOFU (trust on first use) certificate
* Sync only new selection

For your reference

5.01 supports Catalyst Center 2.3.7.x

https://www.cisco.com/web/software/284272933/157013/PI1_39x_Prime_Data_Migration_Tool_Update__05_Release_Notes.pdf

cisco W-/ #CiscoLiveAPJC Session ID © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




Before you start: plan your migration

Example of questions we need to answer

1.

6.
7.
8.

Is one Cisco DNA Center instance enough for migration or multiple DNA Center
instances will be required?

|s there a technical reason to keep both Prime and DNA Center?
- What are the Prime capabilities that will still be required after migration?
Is there a non-technical reason to keep both Prime and DNA Center?

Is there a preference to do gradual migration per location? If so, what’s the order of
migration for the different locations?

Do we need staggered maintenance windows for different Prime locations?

Is the Prime hierarchy going to be maintained when migrating to DNA Center or there
are changes that need to be done during the migration?

Is there a need to migrate templates or Intent Based can fulfill requirements?
Are services like CMX and ISE going to be migrated?
What is the operational model?

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Question #1 - Do | need to configure the device

for DNA Center Assurance?

telemetry ietf subscription 1011

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc/wlan_config
source—address 10.4.174.40

stream native
update-policy o
receiver ip add
telemetry ietf sul
encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc/wlanpolicies
source-address 10.4.174.40

stream native

update-policy on-change
receiver ip addrl 25103 protocol tls-native profile sdn-network-infra-iwan
. "

telemetry ietf su
encoding encode-tdl
filter tdl-uri /services;serviceName=ewlc/wlanpolicies;policy_profile_name=temp_policy_profile/atfpolicymap
source-address 10.4.174.40
stream native
update pollcy on— change
receiver ip addr
telemetry ietf su
encoding encode-tdl
filter nested-uri /services;serviceName=ewlc/policylist
source-address 10.4.174.40
stream native

1 25103 protocol tls-native profile sdn-network-infra-iwan
2

1 25103 protocol tls-native profile sdn-network-infra-iwan
oll 4

update—-policy on-change Snmp—server
receiver ip addr eremgT2f1 25103 protocol tls-native profile sdn-network-infra-iwan snmp-server
telemetry ietf su ption 1006 snmp-server
| encoding encode-tdl snmp-server
filter tdl-uri /services;serviceName=ewlc/site_tag_config snmp-server

source-address 10.4.174.40 snmp-server
tream native snmp-server
: snmp-server
update p011cy on- change

trap-source Vlanl74

packetsize 5000

enable traps snmp authentication linkdown linkup coldstart warmstart
enable traps wireless AP wireless_mobility

enable traps config

enable traps rf

hos isco
host§ 10.4.48.171 fersion 2c cisco

receiver ip addrpe g 1 25103 protocol tls-native profile sdn-network-infra-iwan
telemetry ietf s 1
encoding encode-td
filter tdl-uri /services;serviceName=ewlc/wlan_config
source—address 10.4.174.40

stream native

update-policy periodic 360000

receiver ip addrg 2 8 1 25103 protocol tls-native profile sdn-network-infra—iwan
telemetry ietf supscription 1462

| encoding encode-Td
| filter tdl-uri /services;serviceName=ewlc/wlanpolicies
b_source-address 10.4.174.40

cisco &- #CiscoLiveAPJC BRKOPS-2077
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Question #2 - What needs to be done after
migration for full DNA Center Adoption?

| | - What
- Devices are migrated within their building and floor happens
- DNA Center pushes the necessary device during
Zontrollablhty features for network and client migration
ssurance

- |If maps are migrated, AP’s are positioned in the
right location within the map

Can stop here for network and client
Assurance or continue the journey

**PDMTV5 - planned AP migrated

cisco M-/ #CiscoLiveAPJC  BRKOPS -2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Question #2 - What needs to be done after
migration for full DNA Center Adoption?

- For all devices:
- Populate the right network settings for the hierarchy

- Add the templates (migrated templates and/or new
templates) into the network profiles

After
migration

« For brownfield switches:

- For application visibility, enable application telemetry on the
devices

- For automation, leverage Provision workflow for Network
Settings and Templates

- For brownfield wireless:

- Use Prime for automation and DNA Center for Assurance until upcoming
brownfield automation enhancements for wireless.

cisco L‘V& . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Question #3 - Is the device removed from Prime
after migration?

© M. Prime Infrastructure

A Inventory / Device Management / Network Devices
Device Groups Device Groups / ... / All Locations / Milpitas / SJC 23
Network Devices Unified AP
=
Floor 1
O\
+ v Admin State ¥ Groups & Sites ¥
ALL
v Device Type (i ) Reachability Admin Status Device Name A |PAddress D
» Switches and Hubs
» Unified AP -
| Managed AD1-2960XR-1.cisco.lo...  10.4.15.8 @ 1
» Wireless Controller
v Location ( () Managed AD1-3650.cisco.local 10.4.15.7 @  1q
v All Locations (; OJ Managed AD1-3850-1.cisco.local 10.4.15.5 @ 1¢
v Milpitas (7 () Managed AD1-3850-2.cisco.local 10.4.15.6 @ 1
v SJC23 (; (] Managed D1-6840.cisco.local 10.4.15.254 G 10
Floor 1{(; ] Managed HQ-9800-L 10.4.174.40 @ 14
Lor

Cisco M- #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Question #3 - Is the device removed from Prime

after migration?

telemetry 1etf subscription 27799734

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlcevent/ewlcclientevent
stream native

update-policy on-change
receiver ip address|10.4.48.162 20830 protocol cntp-tcp
telemetry ietf subscription 588

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc_oper/mesh_sec_stats
stream native

update-policy periodic 180000

receiver ip address [10.4.48.162 20830 protocol cntp-tcp
telemetry ietf subscription 9941

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc_oper/mesh_q_stats
stream native

update-policy periodi 80000

receiver ip address 20830 protocol cntp-tcp
telemetry ietf subscription 509015629

encoding encode-tdl

filter tdl-transform ApBleBeacon

stream native

update-policy on-chapnge

receiver ip address 20830 protocol cntp-tcp
telemetry ietf subscription 527712612

encoding encode-tdl

filter tdl-transform LradIfChannelInterference

stream native

update-policy periodj 80000

receiver ip addre5520830 protocol cntp-tcp
telemetry ietf subscription 589334059

encoding encode-tdl

filter tdl-transform LradIfPhyTxPower

stream native

update—-policy on-change

Ensure either
Prime or
DNAC
configures
the devices,
not both

| snmp-server enaj

snmp-server trap-source Vlanl74

snmp-server packetsize 5000

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps wireless AP wireless_mobility

snmp-server enable traps config

snmp-server hos{ 10.4.48.162 fisco

snmp-server hos g i3 ersion 2c cisco

cisco W/ HGiscoliveAPJC
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Question #4 - How to automate coexistence?

sthalis Prime Infrastructure - Prime Data Migration Tool

2 Sync Settings

1 Add Cisco DNA Center Server =

—1

Enables automatic synchronization of data integrated with Cisco DNA Center %

Include newly added data during dynamic synchronization 0

Enable CMX settings O
Enable ISE settings Q

| Migrate User Defined CLI Templates 0

Supported / Available Limits

Recommended Scale Available
Site Groups / Site Maps 500 Exceeds by 43
Devices 1000 999

> recommended scale

Synchronizes the migrated groups and
» devices from Prime to DNA Center

automatically post-migration

\ Migrates newly created groups and
devices using dynamic synchronization

automatically post-migration

Coexistence is from
Prime to DNA

Center only

Ensure that you don't exceed the re
cisco L{V&/
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Question #4 - How to automate coexistence?
Auto Sync:

i Prime Infrastructure - Prime Data Migration Too

. AR > [2 smesee E Add, delete, change a building or within the

migrated site

[¥) Enables ic synchronization of data i with Cisco DNA Center @

e sty st s o v pcvainon @ Add, delete, device within the migrated site

Enable CMX settings ‘,

Enable ISE settings @ FO rce Sync :

Migrate User Defined CLI Templates (2]

- Adding a new site
Adding AP to the floor

Site Groups / Site Maps 500 Exceeds by 43

Devices 1000 999

AP Positioning in maps

New CLI Templates
Adding New ISE
Adding New CMX

cisco M . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Co-Existence model examples

X

DNA Center

Locations:

Brisbane .
Canberra Migrate for Assurance only

Melbourne
Sydney

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public a1



Co-Existence model examples

Migrate for
Assurance
only

Prime Automation

/
X

DNA Center

DNAC RO for Automation

Brisbane PDMT with Brisbane
Canberra / coexistence Canberra
Melbourne check

Syd ney Enables automatic synchronization of data integrated with Cisco DNA Center @

Include newly added data during dynamic synchronization Q

cisco L{{@‘/
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Co-Existence model examples

f
D

DNA Center

Locations:

Brisbane 1 Migrate for Automation & Assurance
Canberra

Melbourne
Sydney

cisco W ./ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Co-Existence model examples

Migrate for P
Automation & |} |
Assurance DNA Center
Prime RO Automation DNAC Automation
Brisbane PDMT without Brisbane
Canberra coexistence Canberra
Prime Automation check
M el bo u m e || Enables automatic synchronization of data integrated with Cisco DNA Center @

Sydney

Include newly added data during dynamic synchronization @

cisco W./ #CiscoLiveAPJC © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Question #4 - How to automate coexistence?

Enables automatic synchronization of data integrated with Cisco DNA Center @)

Include newly added data during dynamic synchronization (2]

Where to make changes post migration when using co-existence mode

Adding a new site, new device, change configuration

Wired Workflow, CLI Template

Wireless Workflow, Adding SSID to WLC, Changing RF Profile
View Site Hierarchy, Inventory, Maps, EOX

Software Image Upgrade (SWIM)

Change site name that has been migrated

QXKLL

Visibility and Assurance - Device, Client

A< x S

Device 360, Client 360

cisco W . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Question #5 - Is Geo Location mandatory for
migration?

DNA Center requires a valid Geo location,
Prime Groups with empty/invalid/Null can’t
be migrated

@ ‘.l Prime Infrastructure

A Inventory / Group Management / Network Device Groups

: Device Groups / Location / All Locations / Portugal / Azores
Device Groups

Promineral
- Edit Location Group
= +
Edit Preview
ok
All Devices (7 *Group Name | Promineral * Parent Group | Azores v
» Device Type (; Group Description
Location Group for SD

v Location

v All Locations (;

» France (;

Group type | Building b
v Portugal (;
v Azores (; |__J Geographical Location
» Promineral (;
5 ihbe v Add Devices Dynamically &

cisco L‘V& . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Question #5 - Is Geo Location mandatory for
migration?

PDMTv4 provides a pop-up window to
enter a valid Geo location - mandatory to
proceed with the migration

Update Civic Location X

Pl Group Hierarchy Group Name Address Latitude Longitude

Er Tambores 10, 9675-032 Fumas,» ¥ 37.771904 -25.297799

Save Cancel
*Enter Geo locations to proceed with migration

cisco L‘V& . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Question #6 - What happens if the building
already exists in DNA Center?

= Cisco DNA Center

Q_ Find Hierarchy

v & Global

o Mileitas

° Add Site

@ San Jose Bldg 23

Los Esteros
I EEir

> & Pleasanton

o

Design - Network Hierarchy

T Export Q, Find Buil

Serra Center

San Jose Bldg 23 X

Building Name San Jose Bldg 23

Hierarchy Global > Milpitas > San Jose
) Bldg 23
> b San Jose
Address 560 Mccarthy Boulevard,
Milpitas, California 95035,
United States
Geolocation Lat 37.41953 \\\“\u‘\
ey Long -121.91872 @
gou‘*“““ P
Edit Building Delete Building  View Devices
\ ngs Add Floo Tom Eva
D\WOV rt Maps
KLA-Tencor K\‘L\‘“
Corporation z il
ksl Building 2
2
=
Z San Jose Bldg 23
DEVICES (1)
v & Global Focus: Inventory v
o Unassigned Devices Filter | @ Add Device Tag Device Actions v (O \ Take a Tour
o« & Miloi
& Device Name IP Address Device Family ility (O ® C ® Health Score MAC Address
I @ San Jose Bldg 23
> & Pleasanton C] pnp-9800-40.cisco.local @ 0.4.174.46  Wireless Controller @ Reachable @ Managed @ Compliant 10 80:2d:bf:91:¢c6:0b
> & San Jose
Cisco &. #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Question #6 - What happens if the building
already exists in DNA Center?

© ‘.l Prime Infrastructure

A Inventory / Group Management / Network Device Groups

Device Groups / Location / All Locations / Milpitas

Device G

SRS San Jose Bldg 23

o Edit Location Group

z +

Edit Preview
O\
All Devices *Group Name = San Jose Bldg 23 * Parent Group | Milpitas v
» Device Type (i Group Description
Location Group for SD

v Location

v All Locations

v Milpitas (7 Group type

Floor 1 (; Geographical Location nq! DNAC Site Buildef
ite Bul r

Floor2 (® Civic Location 560 Mccarthy Boulevard, Milpitas, California 95035, Unitt ¥ | View Map
» System Campus
Unassigned (O GPs (Lat./ Long.) /
(] Replicate Parent Hierarchy Group Movement Log
Prime Infrastructure Location Groups Pl Group Hierarchy DNAC Group Hierarchy Status

v | All Locations

v Milpitas - Marked for migration!

v [ San Jose Bldg 23 - Marked for migration! L ion/All Locations/Milpitas/San Jose Bldg ... Global/Milpitas/San Jose Bldg 23/Floor 2 Marked for migration
Floor 1 - Marked for migration! L ion/All Locations/Milpi Jose Bldg ... Global/Milpitas/San Jose Bldg 23/Floor 1 Marked for migration
Floor 2 - Marked for migration! Location/All Locations/Milpitas Global/Milpitas Marked for migration

» () System Campus
Location/All Locations/Milpitas/! Jose Bldg 23 Global/Milpitas/San Jose Bldg 23 Marked for migration
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Question #6 - What happens if the building

already exists in DNA Center?

v & Global

O Unassigned Devices (1)

Focus: Inventory v

Y Filter ‘ © Add Device Tag Device Actions v (D | Take a Tour Asof: 2:27 PM Iy Export £ Refresh
v & Milpitas
D Device Name IP Address Device Family R ility O M: bility () Ci i ©) Health Score MAC Address Device Role Image Version
v @@ San Jose Bldg 23
< Floor 1 ] AD1-3650.cisco.local @ 0.4.15.7 Switches and Hubs @ Reachable @ Managed @ Non-Compliant  NA 00:35:1a:1d:f5:80 & ACCESS 16.9.6 299d
£ Floor 2
O AD1-3850-2.cisco.local @ 0.4.15.6 Switches and Hubs @ Reachable @ Managed @ Non-Compliant 10 bc:c4:93:02:87:00 &£ ACCESS 16.9.5 299 d
> & Pleasanton
> & San Jose O APOCDO.F894.2824 © 0.4.8.20 Unified AP @ Reachable @ Managed N/A 6 0c:d0:f8:95:a7:80 & ACCESS 17.6.1.13 62 da
O AP005D.7344.5DEE © 0.4.2.23 Unified AP @ Reachable @ Managed N/A 6 4c:77:6d:ca:14:60 £ ACCESS 176/ 62 da
] AP28AC.9EDC.2370 @ 0.4.72.21  Unified AP @ Reachable © Managed N/A 1 70:79:b3:2b:fd:e0 £ ACCESS 17.6.1.13 21da
O AP7069.5AEC.41B6 © 0.4.2.24 Unified AP @ Reachable © Managed N/A 6 70:79:b3:1d:18:c0 £ ACCESS 176113 62 da
O D1-6840.cisco.local @ 0.4.15.254  Switches and Hubs @ Reachable © Managed © Compliant 10 bc:f1:f2:60:8f:2f 2 DISTRIBUTION  15.5(1)SY6 299 d
O HQ-9800-L.cisco.local @ 0.4.174.40  Wireless Controller @ Reachable @ Managed @ Non-Compliant 10 f4:bd:9e:56:0d:cb & ACCESS 17.6.1 28 da
O I pnp-9800-40.cisco.local & |0.4.174.4e Wireless Controller @ Reachable @ Managed @ Compliant 10 80:2d:bf:91:c6:0b £ ACCESS 17.6.2 103 d
cisco e/ . . o AU
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Question #7 - Can | migrate Prime Templates?

sl Prime Infrastructure - Cisco DNA Center Coexistence Su ppo rted: User
> | 5 Select CLI Templates ‘ Defl ned CLI

1 Add Cisco DNA Center Server -> 2 Sync Settings ‘ > 3 Select Groups ->
------ templates with
Non-Migrated Templates Migrated Templates Va ri a b | es a n d

Following are the templates available in Prime Infrastructure to be migrated to Cisco DNA Center. C O p OS i te
*  templates

(] Name Type Description
Test_Chad_temp (10S) CLI
Test_Chad_temp (IOS-XE| CLI .
—— * Not Supported
WLC9880-1 (I0S-XE) CcL! Template for Cisco WLC9800 -
LN System Defined CLI
Loopbck10 (I10S-XE) CLI

templates

* User can select the templates which they want to migrate to DNA Center
* Templates will be migrated to DNA Center under the Template Hub
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Question #7 - Can | migrate Prime Templates?
Trick to Migrate System Defined CLI Templates

Save Template

*Folder | CLITemplates (User Defined) v |

eee
- JE=

..........

Step 1) Save as “New” -

Step 2) Provision the template in
devices to migrate
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Question #8 - How does ISE migration work?

<« C A Notsecure | 10.104.119.145/webacs/loginAction.do?action=login&product=wcs&selectedCategory=en#pageld=con_nav_cPMViewServerGeneralAction_page.. Y& 3} &
© !u Prime Infrastructure O, ~ A ®10  root-ROOT-DOMAN ¥
f | Administration / Servers / ISE Servers @ Oo®m[
-- Select a command -- v || Go
L

O Server Address Port Retries Version Status Role

@] 10.126.244.19 443 1 2.7.0.356 Reachable Secondary

(8] 10.126.244.18 443 1 2.7.0.356 Reachable Primary

I
Center System . Settings Q ®

» |SE is Migrated as
“Authentication and Policy
Servers”.

Settings / External Services

= Authentication and Policy Servers

tion Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

Identity Services Engine (ISE) servers can also supply policy and user information.
v

* Only one ISE server can be | ...
migrated s

® Add v T, Export As of: Jun 7, 2021 8:07 PM

IP Address Protocol Type Status Actions

° Not aSS|gned to any S|te |n 10.126.244.18 RADIUS ISE CCTIVE
the Network Settings.
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Question #8 - How does ISE migration work?

ISE CMX

Server Status Server IP Port

10.197.71.145 443

Note: Please ensure the following on the ISE server prior to migration

1. PXGrid needs to be activated on ISE
2. ERS needs to be enabled on ISE
3. ISE CLI and GUI password needs to be the same

FQDN Username Shared secret Timeout

pi-system-145.cisco.com admin =020 @ mtmame 20

cisco L{V&/

Before Migration:
 Activate PXGrid on ISE

* Enable ERS on ISE
* |ISE's CLI and GUI password must be the same

During Migration

 The FQDN, Username & Shared Secret Key
values shouldn’t be empty

» Timeout value shouldn’t exceed 20 sec

Retries

1

#CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Question #9 - How does CMX migration work?

‘dises’ Prime Infrastructure - Prime Data Migration Tool

1 Add Cisco DNA Center Server -> 2 Sync Settings = 3 Sselect Groups ‘ > 4 ISE & CMX Server = 5 Select CLI Templates

ISE CMX

CMX Servers

You can integrate CMX server with Cisco DNA Center. Once integrated, the CMX for the selected site maps will not be managed by Prime Infrastructure.

Credential Status Server IP Server Name Username Owner SSH Username SSH Passwor: d

(] 10.104.119.145 qacmx admin cmxadmin e
[N

« CMX migration is a “move”

* Prime will lose its sync with CMX once migrated to DNAC

« Changes in Prime will not be updated if CMX is migrated

» After migration, DNA Center will track the location data for
assigned groups.

» Best Practice: CMX migration to be done at last

cisco W-/ #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Question #10 - Does DNA Center support legacy

devices?

el Cisco Prime Legacy Device Compatibility Matrix

Note: i i patible Releases are not shown are EOL devices. SWIM images might not be listed in CCO, hence SWIM is not applicable for these device series.
Download Excel Format
Cisco 2010 Connected Grid Router ~ CISCO CGR 2010/K9 10S-15.9.3M4. 10S-15.1.4M 2.3.20 L L L L NA
CISCO CGR 2010/K9 China
Cisco 2900 Series Integrated cis 108-15.6.2T3 108-15.0.1M9 2.3.20 L L L L NA
Services Routers G2

cccccccccccc

00000

ccccccccc

RRRRRR

nnnnnnnnnnnnnnnnnn

¥ - Device is supported.

#CiscoLiveAPJC BRKOPS-2077

Adding Legacy

Device Support

Cisco Prime Legacy
Device Compatibility
Matrix:

https://www.cisco.com/c/dam/en/u
s/td/docs/Website/enterprise/prime
legacy_device_compatibility _matri
x/index.html

DNA Center Compatibility
Matrix:

https://www.cisco.com/c/dam/en/u
s/td/docs/Website/enterprise/dnac
compatibility_matrix/index.html
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Question #10 - Does DNA Center support legacy

devices?

Support Type Shows the device support level:
« Supported: The device pack is tested for all applications on Cisco DNA Center. You can open a service
request if any of the Cisco DNA Center functionalities for these devices do not work.

« Limited: The device pack for legacy devices is tested only for the following features on Cisco DNA Center.

e Discovery

* Topology

e Device Reachability
* Config Change Audit
¢ Inventory

« Software Image Management (Software images may not be available for EOL devices on cisco.com. Not
recommended for EOL devices.)

« Template Provisioning (Applicable only for switches.)

For more information, see the Cisco DNA Center Compatibility Matrix.

« Unsupported: All remaining Cisco and third-party devices that are not tested and certified on Cisco DNA
Center. You can try out various functionalities on Cisco DNA Center for these devices, as a best effort.
However, you cannot raise a service request or a bug if Cisco DNA Center features do not work as
expected.

Device Support Explanation:

Limited Support
VS
Full Support

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-

center/2-3-4/user_qguide/b_cisco_dna_center ug 2 3 4/b_cisco_dna_center ug 2 3 4 chapter _011.html

cisco W ./ #CiscoLiveAPJC BRKOPS-2077
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Question #10 - Does DNA Center support legacy

devices?

= QGlobal Provision / Inventory
All Routers Wireless Controllers Access Points Sensors
Devices (12)  Focus: Select v
Q Filter devices
0 Selected Actions VvV ®
[:] - Device Name IP Address Device Family Platform Support Type
SF-A3850-1 @ )
O @ 3850WLC 10.0.100.103 Switches and Hubs WS-C3850-12X48U-S Supported
O O C3560C.cisco.com () 192.168.157.130 Switches and Hubs WS-C3560C-8PC-S Limited
[:] O C9200L-1.cisco.com ) 192.168.159.131 Switches and Hubs C9200L-24P-4G Supported
O O C9300_PLS.cisco.com & 192.168.158.130 Switches and Hubs C9300-24U Supported

cisco Lz{@/ HGiscoliveAPJC
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“Doing Prime things
the new way”
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#1 Alarms vs Health/Issues

Cisco Prime Infrastructure

isco DNA Center

Overview Incidents Client Summary Site Summary -+ Clsco DNA Center Assurance | Dashboards / Health Qo ®o
Ownl ook Clort Agpcaons NetworkSarves v SD-Access
v Metrics ) G i Qzavons P —
ICMP Reachability Status SNMP Reachability Status Alarm Summary Actons v
< 888 533 888 Network Devices Wied ilnts
Al Reachable  Unreachable Al Reachable  Unreachable Critical Major Minor i O2% v, o o . e 100%1mm © comecrns
" Tools / Alarms and Events . I l B "
AL 5 . . " Wireless Clents
Aams | Evems | Tae Srapsot P s s wir 100% e, somcs
o
v Gompute Resources Showing Active Events Show Event History Seloctnd 0/ Tom 4000 (T + . DR s —— 1 A
custs " cumom TopEvens svon [ vk rrr - . . g -
e Mossage Pt Source f— ERrsva— soverty Caegory Condion e e e
[ra—— v
Vitue! Machines: Network Services
o + dosenerts stk 01010140 1088 10481551 s,z 735280 7 e Sen spammon.
o T > Do 000 i s v NP .. 10101017 SEOATOAS..() Ny, 202, TASTANA. Ocmn  Comlr  Dwkes. A 1 serves) owc (2 senueks)
§ dine i . post P g Upyac st 1056 041701 ey, ez 7367 0A V e Swen spamnon. — Y
. D3 veSchodi T oo g ootk 102610481501 ey, 252871547 A0 7 e P Y
> » 1065.104 81131 May 5,202, 71347 A T wor System Sysemmon... oo o] e o
* Uwmcmbtier: [ » APIC-EM Status Periodic (Runs PERIODIC fo...  10.66.104.81:pi31 May 5,202, 7:13:47 AMA. 7 major System ‘System mon. v
» Loaton > tomachoio (s bis o ol 105610481501 ey, 202071347 aA V e e s,
kg o oaia s,z 71521 A0 Coms S ommmen. —
> ApicSorvr ot Reachable 10.10.10.140 10.86.104 8131 May 5.2022, 74122 AMA. 7 maior Systom Systommon...
0> ey, roman Ot Comolr  evessw
[ [¥] Dovico 10.103.13: Configuraon managome...  10.10.3. 13 t-head-iner. May 5.2022, 709,03 AMA. © inomeion  Swichosan...  Congurao...  — Top 10 Issue Types
oty so0 oty e ecionaks st 0000 ol (1 Ny’ 202 70852 AMA ©cwn  Coml  commmo. i s fand ot soseonnt s o -
T b AocenerNotRescatie 101010040 1050 10481501 ey, 2522706 10000 Vo e sy, " o e s it o G A e rcorss onven ) . fre——
» Dol 350 s racha v SNNP andp. 10,1010 4TSS0ATONNS..() Ny, 2022, TOST8 AMA Gl Comoer Dewas.
T > ApicServer Not Reachable. 10.10.10.140 1066104 815131 May 5. 2022, 70114 AMA. 7 maior System Systemmon... /
» Do 208 s v SNNP . 101010 WTSSOATONS.. () Ny’ 202 659 BAMA O ool ooveosw. e
) P Tumet (Gosciton: YR sl crendtinmeisdarse.. )Wy, 2022 G558 ANA Comd e Ukw =
S toseiou s sousian w " i Swen____swsammon..
.
Alarms sent via email or upstream SNMP Health is primary abstraction:

Cisco

e!

Notifications
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Cisco DNA Center Events

Client / Client 360

= Cisco DNA Center Assurance / Dashboards / Issues and Events Qoo
1010 cuient erais
Issues v Events
Device: Sensor-Client-1800S 0S: Fortinet FortiGate-50B or 3108 firewall (accuracy 90%) MAC: 70:F3:5A:7C:89:11 IPv4: 192.168.200.210 IPv6: feB0::72f3:5aff:fe7c:8|
Status: Connected  Capabiliy: 11ac  Lest seen: Jun 9, 2022 3:10:00 PM  Connected Network Device: 1800-colo  SSID: 9800 View All Details O ciobal (24 Hours « b 7. 2022 730 At - Do . 2022 730 A
Issues Onboarding Path Trace Application Experience Device Info Connectivity o 7:30a
Switen
AP —-— —
> |ssues Wired Endpoints
Wieless Endpoints | e e e s — | e o 5
8 100 120 2 “-[7 & & 100 1218 2 “ 6
N .
Onboarding s, 20223:120m Events (2870) ()

Category Type m Endpoints [YFSEITR Switch: 2092 Wireless Controller: 228 AP: 171

& Export &%

v Event Viewer
Q v
Fiter () Export 2Q Find
0 Selected
Jun 9, 2022
O EventName Status Severity Timestamp ~ Event Type Device IP
> @ Onboarding 3:09:15.117 PM - 3:09:15.157 PM AP:1800-colo | WLAN:9800
R ® DHeP 3108352776 DM AP:1800-colo | WLAN:9800 (0 DEVICE_AVAILABILITY:REACHABLE [ ] Warning Dec 8, 2022 7:05:53.095 AM ~+ csr1000k.adamlab.cisco.com Device Event 10.10.10.115
M @ Authenticating 3:05:22.318 PM - 3:05:32.320 PM Due to Group Key Update Timeout | AP:pnp1852 | WLAN:9800 (0 DEVICE_AVAILABILITY:REACHABLE [ ] Warning Dec 8, 2022 7:00:03.871 AM «i* trad-4331.adamlab.cisco.com Device Event 10.10.5.2
@ Deleted 3:05:32.320 PM Group Key Update Timeout = a .
@ Authenticating 3:05:32.320 PM Glient Connect Timeout
@ Authenticating 3:05:22.318 PM Key Exchange
> @ DHCP 3:04:21.073 PM AP:pnp1852 | WLAN:9800

Events are syslog/trap/telemetry data sent to Cisco DNA Center
* Viewable in context for device/user 360 or globally.
» Client events are filterable in 2.3.4.x
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Cisco DNA Center Issues

Issues v Events
Q) Global : (© 24 Hours
2:00p
P
— —
T
4p 6p /9

Most Impacted Areas by Issue Priority: Global

db AUS @b PIM

2P1 5 Open 1P3 [ 1 Open

B i1 P3: 3 Pa: 0 Al-Driven:

Total Open: 7

Q  Search Table

Priority ~ Issue Type =
P1 Router unreachable
P1 WLC Memory High Utilization

Radius server is not responding

P3 Poor RF (5 GHz) on a floor
P3 Device time has drifted from Cisco DNA Center
P3 Device time has drifted from Cisco DNA Center

BORDER ROUTER

wLC

ACCESS

ACCESS POINT

ACCESS

UNKNOWN

Category

Availability

Utilization

An issue represents a problem condition that
was detected

« Based on events or other metrics

* Example: memory/CPU
« Customizable (trigger, severity, location)
» Can be generated by Al tools

» Can leverage MRE for root cause

cisco L{V&/
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Cisco DNA Center Issues .

Switch C9K-BRANCH-STACK

24 Hours

@

o

Issues Can leverage MRE
for root cause analysis

Run Commands

Hoalth

C9300-24P P:10.85.5454 L on: Global / Canada

Reachability Status: Reachable View A

Issues Physical Neighbor Topology Path|

Issues (1) Sep 2, 2022 4:18 PM
Connectivity

Instance Count: 1

1 Records

Cisco

.&‘/

Switch C9K-BRA

24 Hours

R ty Status: Reachable

Issues PH

Issues (1) sep2 2022

Connectivity

P1

1 Records

X
Interface " GigabitEthernet1/0/24" (Interface description: ******** Uplink #1 to C3650 DISTRI ********) j5s down on network

device " C9K-BRANCH-STACK"

Open Vv

UTOUU L4~ GIYAUIEUICIIEL 1 U £%. FEST IVUUE. 1 RINU™ 1 DRAINUI-UIO 1LUISLU.LUI (Y10~ UIUIU-S0ro=C) ~ GIgaUnCUISH ISt 17U/

Last Occurred: Sep 2, 2022 4:13 PM

Root Cause Analysis View All Network Reasoner Tools

Reasoning Activity ~ Conclusions (2)

A The interface GigabitEthernet1/0/47 on the device 10.85.54.17 is in an administratively down state.

Suggested Action:
Please re-enable the interface using " no shutdown” . Then retry automated Root Cause Analysis.

The TDR cable di for the interface
further to determine why the link went down or contact Cisco TAC for further assistance

Issue Profile: Test-lila = Edit Issue Settings

Last Run By User: Sep 2, 2022 4:18PM @ Run Again

et1/0/24 on device 10.85.54.54 does not indicate any physical cable error(s) as the cause for interface down. Please investigate

#CiscoLiveAPJC BRKOPS-2077
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Custom Issues - 2.3.5.x

= Cisco DNA Cente

Try New Feature - User
Defined Issue

Global Profile Custom Prf

System User Defined

User Defined Issue

Assurance / Settings / Issue Settings

Qo oL

Create an Issue

Create an user defined issue based of syslog details.

Issue Name*

Create an Issue Name

Description*

Add description here

Syslog Detail ©

Severity*
4 - Warning v

Facility*
copP

Mnemonic*
NATIVE_VLAN_MISMATCH

Create an Issue

Message Pattern ©

Syslog Message*
31130: 031134: Dec 5 19:29:36.939:

Preview:

GigabitEthernet1/0/4 (8).

Number of Occurrences & Duration

Occurrences*

1

Duration*

0 min v

Enabled [:'

Priority P1

Custom issues from Syslog messages
Occurrences/Duration to trigger

31130: 031134: Dec 5 19:29:36.939: Native VLAN mismatch
discovered on GigabitEthernet1/0/47 (100), with 3650-patch-panel

Notification []

Please configure/subscribe to 'User Defined Issue Notification’ in Manage Subscription (7.
Enabling Notification in current page alone will not be sufficient to receive notification

c1sco 'p/‘/
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- For your reference

Note... "*" matches a word

Create an Issue X

Configured from console by sdn on vtyl (10.10.10.151)

@ Message pattern is expected to contain just message text X
with dynamic values replaced with *.

Message Pattern ©

Syslog Message*
console by sdn on vty1 (10.10.10.151)

Configured from console by * on * *

Preview:
Configured from console by sdn on vty1 (10.10.10.151)
Number of Occurrences & Duration

Occurrences*

1

Duration*

0 min v

cisco Lt/&/ HCiscoLiveAPJC
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Notification for User Defined Issues

Cisco

&./

User Defi

Event Details

Description:

Event ID:
Namespace:
Domain:
Subdomain:
Category:
Note:

Event Link:

TAGS
ASSURANCE

CHANNELS

MODEL SCHEMA

GENERAL INFORMATION

REST  SYSLOG  EMAIL  WEBEX  PAGERDUTY

Details ~ REST Schema
14
2 "Type": "SeventSources",
3 "Assurance Issue Details": "User defined issue has been trigger.
4 "Assurance Tssue Priority”: "Sprioritys”,
5 "Device": "$eventUniquelds”,
6 "Assurance Tssue Name": "User defined issue has been triggered
7 "Assurance Issue Category”: "Scategorys",

ned Issue Notification X

A user defined issue has been triggered

NETWORK-NETWORKS-2-219, Version:  1.0.0
ASSURANCE Severity: 2
Know Your Network

Devices

ERROR

A user defined issue has been triggered

user_defined_issue

One Notification for all custom issues

#CiscoLiveAPJC Session ID
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Cisco DNA Center Notifications

Step 2 - Select Channels

Choose the notification channels

™~ P

EMAIL PAGERDUTY

Send an Email notification POST Cisco DNA Center Event

Notifications to Pagerduty
Supported Events (192/209)

Supported Events (209/209)

REST

Send the data via HTTP push API

Supported Events (208/209)

il

SNMP

Send data via an SNMP trap

Supported Events (23/209)

SYSLOG

Send data to a Syslog server

Supported Events (205/209)

W

WEBEX

POST Cisco DNA Center Event
Notifications to WEBEX

Supported Events (209/209)

209 issues (2.3.5.x) can be sent to different channels as a

notification

cisco L{Ko/‘/
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Cisco DNA Center

= Cisco DNA Center Network Devices / Inventory / Provision Devices

Inventory / Provision Devices

0 Assign Site @ Configuration @ Model Configuration @ Advanced Configuration @ Summary

Serial Number Devices

Cisco Prime Infrastructure o croes e

#2 Templates vs Intent

OO
A Configuration / Templates / Features & Technologies
!
E——— Templates / CLI Templates
System Templates - CLI
a
Import ) .
o, Profile Name:pnp-wireless
ame eature Category older
] N A F @ Fold
v Features and Technologies Site: 2 sites
» App Visibility & Control
w— - ) . Profile Type: wlan
> C pio Visibility & Control [J  802.1X Change of Authorization-I0S cLl (3 CLITemplates/System Templates - CLI
> Interfaces () AP Primary Sec Ter Controller Config cLl (i) CLI Templates/System Templates - CLI SSIDs AP Zones Model Configs Templates Advanced Settings
¥ Network Anialysis:Module (]  APIC Bootstrap cul (7)) CLI Templates/System Templates - CLI
» Security = =y P,
[J APIC-TS-Bootstrap @ cu () CLI Templates/System Templates - CLI
> WAN Optimization . =
coess Layer- @ @ emplates/System Templates -
Access Layer-10S @ cu (@) CLI Templates/System Templates - CLI
v CLITemplates
. [J  Authentication Priority ® cu () CLI Templates/System Templates - CLI v
iSystem Templates - CLI} ssib
@ [ Authentication Proxy-I0S @ cu (7)) CLITemplates/System Templates - CLI
@ - N hk v
» Composite Templates [ Authentication Proxy-I0S For I0S Ver... @)  CLI () CLI Templates/System Templates - CLI
> Feature Templates [J  Banner Configuration-I0S @ cu (3 CLITemplates/System Templates - CLI
Fabric
» My Tags (]  Best_Practice_Access_2k @ cu (i) CLlI Templates/System Templates - CLI
» My Templates (7) . P o OYes © No
y Templates (i) [ Best_Practice_Access_3k @ cu () CLI Templates/System Templates - CLI
O oent e a A o A o ES

TRAFFIC SWITCHING
O Interface
(O VLAN Group

Interface Name*

hk_ssid v e

Do you need Anchor for this SSID?

OYes © No

(O Flex Connect Local Switching

cisco 'p//

. #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Why Intent?

1600 lines of configuration on a 9800:
- One SSID on one AP in one site.

- Full telemetry and management
- Only "cli" config was 7-line template - to configure the OBM interface + routes
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#3 Compliance
Cisco Prime Infrastructure

Tab Tab Area Field
Rule Information Rule Title
Platform Selection

Condition 1

Condition Details Condition Scope Details

Condition Scope

Block Options

Value

p ity having dard entries

Cisco I0S Devices, Cisco I0S-XE Devices

Configuration

Cisco DNA Center

Compliance Summary

Next Compliance check is scheduled on September 16, 2022 6:25 PM

A EoX - End of Life ®

Compliance last run on: Sep 16th, 2022, 01:20:45 PM

€ Startup vs Running Configuration

Module : & Lines added: 1

1 day e removec: 2
Software : @ Compliant since out of sync

Lines modified: 0

Run Compliance Check

Compliance last run on: Sep 16th, 2022, 01:20:44 PM

View Preference]

& Network Profiles @

Non-Compliant since Sep 16th, 2022, 03:08:31 PM
Compliance last run on: Sep 16th, 2022, 01:20:46 PM

CLI Template: 1
Open Violations

Block Start ~snmp: ity
(This field will be enabled only
when Parse as Blocks
checkbox is selected)
Condition Match Criteria  operator Matches the expression
Value snmp-server community (¥
Action Details Select Match Action Selact Action Contings

Select Does Not Match
Action

Select Action Does Not Raise a Violation

Condition 2

Condition Details Condition Scope Details

Condition Scope Previously Matched Blocks

Block Options

Block Start i . p: ity *

(This field will be enabled only
when Parse as Blocks
checkbox is selected)

Condition Match Criteria

Operator Matches the expression
Value snmp-server community ((public RO)|(private RW))
Action Detalls Select Match Action Selatt Action Contiiie

Select Does Not Match
Action

Select Action Raise a Violation

Violation Message Type User Defined Violation Message

Violation Text Detected unauthorized community string <7.7>.

Hardware : @ Compliant

@ Software Image ® @ Critical Security Advisories (©)

Compliant since May 2nd, 2022, 03:53:28 PM

@ Application Visibility ®

Compliant since Sep 16th, 2022, 01:30:09 PM Compliant since May 7th, 2022, 08:01:15 PM

Compliance last run on: Sep 16th, 2022, 01:30:09 PM Compliance last run on: Sep 16th, 2022, 01:20:44 PM Compliance last run on: Sep 16th, 2022, 01:20:45 PM

Manually define the compliance policy rules
and these are platform specific
Raw parsing of entire CLI (1600 lines)

Cisco

.&‘/

#CiscoLiveAPJC

17.08.01 Running Version: 17.8.1 O
Open Violations Golden Image Stack Member Status: Up to
Version Date
Compliance Summary / Network Profiles
CLI Template (1) Wireless (2)
iati As of: Jun 9, 2022 6:40 PM %) . .
CLI Deviations S ofJun “ ~ Realize Template: pnp1-config ®
1 # add the 0BM management interace. L3
Q Search Table Y 2 int g1
3 1 no switchport
Tomplate 4 #ip address 10.66.104.98 255.255.255.192
5 ip address 10.66.104.86 255.255.255.192
6 2
(] pnp1-config 7 3 ip route 0.0.0.0 0.0.0.0 10.66.104.65

Native compliance based on DNA
Center capabilities

BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Compliance: Network Profiles - @
Switches L

= Cisco DNA Center

For your reference

C9K-BRANCH-STACK

&) C9K-BRANCH-STACK

122 days 23 hrs 9 mins Site: Global/Canada/Ontario/Toronto/TBRANCH

Cisco Catalyst 9300 Switch Role: ACCESS Ur

v

Ethernet Ports = - "
Hardware & Software © Startup vs Running Configuration : © Network Profiles : ° Soft :
Configuration Compliance last run on: Sep 2nd, 2022, 03:01:30 P - — ol - 5
Power

1 CLI Template: 1 Running Version: 17.8.1

Fans - s v
SFP Modules

User Defined Fields

oc ®
Config Drift c N
Stack
SECURITY
Advisories

cisco M . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Compliance: Network ® For your reference

A —

Config pushed by DNA Center via templates:
interface GigabitEthernetl/0/7

description Description pushed by DNAC Template -- lan
|

interface GigabitEthernetl/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:

C9K-BRANCH-STACK#conf t

Enter configuration commands, one per line. End with CNTL/Z.
C9K-BRANCH-STACK (config) #int gig 1/0/8

CI9K-BRANCH-STACK (config-if) #no description

cisco W . #CiscoLiveAPJC BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 72



Compliance: Network ® For you reference

A —

Config pushed by DNA Center via templates:
interface GigabitEthernetl/0/7

description Description pushed by DNAC Template -- lan
|

interface GigabitEthernetl/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:

COK-BRANCH-STACK#CONE t | (& Cok-sRANCH-STACK - runcommmmes o [T —
Enter configuration COMM{ @rcuse | @umaes | »adiess 10855858 | Device Mok Cisco Cotlyst 5300 Swich | Fole: ACCESS | Uptime: 23 doys 22 rs 30 mins | Sic: Global/CanacafOrtaro/Toronto/TBRANGH
C9K-BRANCH-STACK (config)i

C9K-BRANCH-STACK (config—| e v o S oot ot

text in red are the

Ethernet Ports CLI Template (1) issing CLI
missing s.

Native VLANs

iati As of: May 26, 2022 2:25 PM s
CLI Deviations S ofiMay Realize Template: PDESCRIPTION ©

Hardware & Software
2 2 description Description pushed by DNAC Temp

Configuration Q  Search Table Y late -- lan

P & 3

'ower ¥ % §:

Template 4 4 interface GigabitEthernetl/0/8
Fans 5 description Description pushed by DNAC Temp
late -- 1

SFP Modules ©  PDESCRIPTION 6 5
7 6

User Defined Fields Show Records: 10 v 1-1 8 7 alias exec showntp show nto status

1 Records
Config Drift <@ >
Stack
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ompliance: Network Profiles — Wireless

= Cisco DNA Center

All Devices / STLO1-C9800-CL.dlab.local

Qoo b

STLO1-C9800-CL.dlab.local & Run Commands 3 View 360 Last updated: 11:16 AM £ Refresh
9 Reachable | 0 Managed | IP Address: 172.16.255.35 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud | Role: ACCESS | Uptime: 22 hrs 56 mins | Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v

Ethernet Ports
Virtual Ports
Hardware & Software
User Defined Fields
Config Drift
Wireless Info

Mobility

SECURITY

Advisories

COMPLIANCE

I Summary

Compliance Summary

No events detected to trigger compliance check

Run Compliance Check

® Startup vs Running Configuration @ & Network Profiles @ @ Application Visibility @
Compliance last run on: Apr 2nd, 2022, 11:16:36 AM Non-Compliant since Feb 9th, 2022, 02:38:20 AM Compliant since Apr 2nd, 2022, 11:16:54 AM
Compliance last run on: Apr 2nd, 2022, 11:16:36 AM Compliance last run on: Apr 2nd, 2022, 11:16:54 AM
.I h Lines added: 2
r Lines removed: 2 Model Config: 1
since out of sync  Lines modified: 0 3 Wireless: 1 O
Changes *+1 more Changes
@ Software Image ® @ Critical Security Advisories ®

Compliant since Feb 3rd, 2022, 05:10:45 PM
Compliance last run on: Apr 2nd, 2022, 11:16:36 AM

17.07.01 Running Version: 17.7.1

Golden Image Version

Compliant since Feb 8th, 2022, 07:00:11 PM
Compliance last run on: Apr 2nd, 2022, 11:16:36 AM

0

c1sco 'p/‘/
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Compliance: Network Profiles -
Wireless

For your reference

A —

Cisco DNA Center

All Devices / STLO1-C9800-CL.dlab.local

STLO1-C9800-CL.dlab.local Run Commands & View 360

Q Reachable | 0 Managed | IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS
DETAILS
Interfaces v Compliance Summary / Network Profiles

Ethernet Ports Model Config (1) Wireless (1)

Virtual Ports

CLI Deviations

As of: Apr 2, 2022 11:18 AM 7 . .
bt ~ Realize Template: Enabling SI
Hardware & Software

1

2

1 ap dotll 24ghz SI

Q  Search Table ap dotll 5ghz SI

User Defined Fields

Config Drift
Template

Wireless Info

o

Mobility Enabling SI

1 Records Show Records: 10 N

SECURITY

Advisories

COMPLIANCE

Summary

®

Qoo b

Last updated: 11:16 AM <5 Refresh

Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

Cisco
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For your reference

ompliance: Network Profiles -
ireless

A —

= Cisco DNA Center Q ® o o

All Devices / STLO1-C9800-CL.dlab.local

STLO1-C9800-CL.dlab.local

O View 360

% Run Commands Last updated: 11:16 AM <5 Refresh

@ Reachable | (] Managed | IP Address: 172.16.255.35 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud | Role: ACCESS | Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v sliance Summary / Network Profiles
Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)
Virtual Ports
Q  Search Table Y
Hardware & Software
User Defined Fields
Model Name ~ Attribute Status (D Intended Value (1) Actual Value (D
Config Drift
Wireless Info
Mobility Policy_Profile/BestCorpWi_Global_NF_e5f0c407 IPv4 DHCP Required Changed YES NO
SECURITY
Showing 1 of 1
Advisories

COMPLIANCE

I Summary

Cisco
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ompliance: Network Profiles - O
ireless I A

For your reference

= Cisco DNA Center QO o b

All Devices / STLO1-C9800-CL.dlab.local

STLO1-C9800-CL.dlab.local & Run Commands 4 View 360 Last updated: 11:16 AM () Refresh
@ Reachable | (] Managed | IP Address: 172.16.255.35 | Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud | Role: ACCESS | Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v Compliance Summary / Network Profiles
Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

Q Search Table Y
Hardware & Software

User Defined Fields
X X Model Name = Attribute Status (1) Intended Value (1) Actual Value (1)
Config Drift

Wireless Info

Mobility Wian/BestCorpWi_Global_NF_e5f0c407 FT Adaptive Changed Adaptive Disabled

SECURITY

Showing 1 of 1
Advisories

COMPLIANCE

Summary

c1sco '&_/
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onfig Drift

Ethernet Ports
VLANs
Hardware & Software
Configuration
Power
Fans
SFP Modules

User Defined Fields

I I Config Drift

REP Rings

Stack

SECURITY

Advisories

COMPLIANCE

Summary

e e

Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration

Archive) will include labelled configs and config drift versions.

Total config drifts being saved: 15 Total labelled configs: 1

v Change History (Running Config)

Start Date End Date

Config Drift Date Range: Sep 30, 2022

Oct 15, 2022

T T
11:42 11:43

T T
11:44 11:45

® Out-of-band Config Drift

Config version with changes made

T
1146 outside of Cisco DNA Center since it's

previous version.

Lines Added:

T T T
Oct 14 11:39 Oct 14 11:40 Oct 14 11:41

@ In-band Config Drift

Config Drift Version

CCA_C9K-TBRANCH-Std-Config Vv [ Remove Label

Running Config (461 Lines)

17 switch 1 provision c9300-24p
18 switch 2 provision c9300-24p
19 ip routing

20 ip name-server 64.102.6.247 173.37.137.85
21 ip domain lookup source-interface Loopbacke
22 1login on-success log

23 vtp mode transparent

T
Oct 14 11:42

@ Out-of-band Config Drift @ Labelled Config

7

T
Oct 14 11:43

T T
Oct 14 11:44 Oct 14 11:45

Config Drift Version
October 14, 2022 11:48 AM

T
Oct1at Lines Removed:
Lines Modified:
Triggered By:

Terminal Name

Running Config (784 Lines)

17 switch 1 provision c930
18 switch 2 provision c93@
19 ip routing

20 ip nbar http-services
21 ip name-server 64.102.6
22 ip domain lookup source
23 1login on-success log

Login IP
Username
Config Method

v=24p October 14, 2022
0-24p

322

0

o]

Config Change
Event

vty2
10.24.150.225
lila

console

11:48 AM

.247 173.37.137.85
-interface Loopbacke

avc sd-service
26  segment AppRecognition
27  controller

28 address 10.85.54.177
destination-ports sen

sor-exporter 21730

Cisco

.&‘/
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#4 Reports

Cisco Prime Infrastructure

Cisco DNA Center

Generated Reports  Report Templates  Usage Insights

Al

Al Endpoint Analytics .
All Data AP

) Aire0S Controllers All Data AP - Usage And
Access Point Licenses Client Breakdown
Client

Compliance

Configuration Archive

Eox
Gonerate Gonerate Generate Gonerate Gonerate

Executive Summary

Group Communication Summary

Group Pair Communication Analytics AP Performance AP Radio Busiest Client Channel Change Client Detail

(iR Report Count

Licensing

Network Devices

Rogue and aWIPS.

SWIM

A Reports / Reports / Report Launch Pad

‘Autonomous AP

Autonomous AP Memory and C.
Autonomous AP Summary
Autonomous AP T Power and.
Autonomous AP Uptime
Autonomous AP Uiization

Busiest Autonomous APs.

Cleantic >
clent >
Compliance >
Composite >
Device >
Fault >
Guest >
Mesh >

Network Summary.

Performance

Raw NetFlow.

Seaurty >
System Monitoring

Report Launch Pad

Autonomous AP
Autonomous AP Memory and CPU Utization @
Autonomous AP Summary

Autonomous AP Tx Power and Channel @
Autonomous AP Uptime @

Autonomous AP Utization @

Busiest Autonomous APs @

Cleanair
Air Quaity vs Time @
‘Secury Risk Interferer
Worst A Qualty A

Worst Interferers

Client
Busiest Clients @

COX Client Statistics @

Glient Count

Cent Sessions @

Glient Summary @

Client Tratfic @

Client Traffic Stream Metrics @
Dormant ients

Moty Giient Summary @

Posture Status Count @

Throughput @

Unique Clients @

Unique Glients and Users Summary @

Compliance
Change Audt @
Notwork Discrepancy @
PCIDSS Detaied @

P

Guest
Guest Accounts Status @
Guest Association @
Guest Count @

Guest Operations @
Guest User Sessions @

Mesh
Atternate Parent @
Link stats @

Nodes @

Packet Stats @
Stranded APs @
Worst Node Hops @

Network Summary

802110 Summary @

Proforrod Calls @

Wircloss Notwork Executive Summary @

Performance
80211 Counters @

A RF Quaity @

AP RF Qualty History @

Application Summary @
Conversatons @

Coverage Hole @

End User Summary @

Environmental Temperature @
Interface Errors and Discards @
Intertace Summary

Network Ar Time Faimess Statistics @
Site Summary @

Tnreshold Violation @

Generate Generate Generate Generate Generate
Security Advisories
Telemetry

Client Session Client Summary Client Trend Configuration Device Lifecycle
Archive Information

= More reports in Cisco Prime than DNA
- Center but...

B  What data is used?
How is data used?
Is a report really needed or is it really

Cisco

.&‘/

i a dashboard?
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#4 - Reports -

Other places to get data...

As of Jun 9, 2022 10:02 AM X

Annecuthy RSSI

24 Hours TREND: Jun 8, 10:02 AM - Jun 9, 10:02 AM 8 Global
. 5 cm to
Select a data type below to filter the proceeding table detail.
Top Location Top Access Point Top Host Device Type Top SSID
usipeRsiea (o) ootz ) Sensor-Clen- 18005 (2) w0
T800-co00 1) Raspbernyei-Device (1) G
Show more
Gurrent data selected:  Jun 9, 2022 12:05 AM - 12:10 AM
1, Export
Q Search Table 7
dentiier Device Type Health AP Name = Avg RSS! Location Lost Seen = ssip
= 18005 Sensor-Client-1800S. 10 prp1852 -15 dBm -13 dBm AUS/PERS/F4 Jun 9, 12:10 AM 9800
= new1800s Sensor-Client-1800S. 10 1800-colo -25 dBm -24 4Bm AUS/PERS/F4 Jun 9, 12:09 AM 9800
= brad RaspberryPi-Device 10 pnp1852 -20 dBm -19 d8m AUS/PERS/F4 Jun 9, 12:06 AM dotix

Most Dashlets in assurance
can be downloaded

cisco 2

/

Applications
Mothod Name
GeT Applcations'ert
Clients
Mothod Name

Got Ovral Gl Hoathe
Olentproxmiy e
Got liont Envichment Detas 1

Get Cllent Detailt®

Compliance
Mothod Name
GET Got Compliance Detail Count*rt

Complance Details of Device/”

Ger Device Compliance Statusnt

Description
Intent AP to get a lst of applications for a specific site, a

device, or a client device's MAC address. For a combination
of a specific application with.

Description

Returs Overall Clent Haalth information by Client type (Wired
and Wireless) for any given point of time

“This intent AP will provide client proximity information for a
specific wireless user. Proximity is defined as presence on the
same floor at the same time as.

Enriches a given network End User context (a network user-id
or end user's device Mac Address) with details about the
user, the devices that the user is.

Returns detailed Client information retrieved by Mac Address
for any given point of time.

Description

Return Compliance Count Detail

Return compliance detailed report for a device,

Return compliance status of a device.

Japplication-health

Jelient-health

Jelient-proximity

Jelient-enrichment-details

Jelient-detail

Jcompliance/detaillcount

Jcompliance/${deviceUuid}/detail

Jcompliance/${deviceUuid}

Actions

Actions

Actions

Use API directly to get

data

#CiscoLiveAPJC BRKOPS-2077
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#4 Reports

Network Compliance Report

EoX Data Report

Port Reclaim report

Worst Interferers Report

AP Detail Report

AP Report (Traffic and Client Breakdown)
Busiest Clients Report

Client Detail Report

Client Sessions Report

CREEpE NGB G EQEE
M ' N [ N N N O O

Client Trend Report

uscoég{/&

For your reference

R
Prime Parity related reports added to DNA Center Examples ... not an exhaustive list
Highlighted reports in 2.3.5.x

Detailed VLAN Report
Device CPU and Memory Utilization Report
Executive Summary Report

Network Devices Availability Report

PoE and Power Budget Report

Port Capacity Report - Network Interface utilization
Report

Reports - 12-month data retention
Rogue reporting

Schedule Reports as email attachment
Channel Change Count Report

Transmit Power Change Count Report
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Custom Reports DNAC 2.3.5.x

Name Your Report and Select a Time Range f

Create a Subreport

Let’s give your report a meaningful name and target time range.

Compose the content of this report one subreport at a ti Create a Subre port

Report Name* report type, click on the info icon to learn more about the

Flexible Report - Dec 07 2022 at 07:40 Compose the content of this report one subreport at a time. Start by gi

Subreport Name* report type, click on the info icon to learn more about the difference be
Sub report 1

TIME RANGE

QO Last 3 Hours Subreport Name*

Sub report 1
QO Last 24 Hours

Select an entity A
QO Last 7 Days Select an entity
Q | Client v
© Last 30 Days
(O Custom
AP A\ Ciient entity data available for past 360 days.
Client

Client

. Report Type (i
Network Device yee ©

QO Trend O Summary @ TopN (O Distribution

Top N* v

Attributes available for this report type (43)
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#5 Accessing Client Information

= Cisco DNA Center 1 Assurance / Dashboards / Health . d f d d H
Export: dump all fields, all data in csv
Overall Network Client Nefwork Services v Applications SD-Access Al Analytics v F|e|dS Add add |t|ona| |nfo rm at|on
Client Devices (4) * Tracked Clients ~ © Excluded clients
LATEST
TYPE Wired OVERALL HEALTH All Poor Fair Good Inactive No Data @
DATA Onboarding Time >= 10s Association >= 5s DHCP >= 5s Authentication >= 5s RSSI <= -72 dBm SNR <= 9 dB (
T Export {§}
:-
Q Search Table Y
0 Selected
[:] Identifier O IPv4 Address Device Type Health Tracked Usage AP Name Band RSSI Location Last Seen v Capability O
O = brad 192.168.200.216 RaspberryPi-Device 10 No 3.98 kB pnp1852 5 GHz -18 dBm AUS/PER5/F4 Nov 22, 10:25 AM 11ac
O =% new1800s 192.168.200.211 Sensor-Client-1800S 10 No == pnp1852 5 GHz -24 dBm AUS/PER5/F4 Nov 22, 10:24 AM 11ac
C] 7 1800s 192.168.200.210 Sensor-Client-1800S 10 No 7.78 kB pnp3802 5 GHz -26 dBm AUS/PER5/F4 Nov 22, 10:23 AM 11ac
O = pi3 192.168.200.214 Linux-Workstation 10 No 2.74 kB pnp3802 2.4 GHz -17 dBm AUS/PER5/F4 Nov 22, 10:23 AM 11ac
4 Records Show Records: 10 v 1-4 <@ >
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Extra client fields

Inactive

ion >= 5s

Tracked

No Data

RSSI <+

Usage

Table Settings

Table Appearance

Edit Table Columns I

Cisco

.&‘/

Select which columns to display.

Hostname

UserID

MAC Address
IPv4 Address
IPv6 Address
Device Type
Health

Tracked
Onboarding Health
Connected Health
Usage

AP Name

AP Mode

AP IP Address
AP MAC

WLC Name

Connection Status

Band

RSSI

Avg RSSI

SNR

Avg SNR
Location

Last Seen

AP Group

SSID

os

Auth Type

VLAN ID

VNID

Last Onboarded
Onboarding Time
Last Associated
Association Time
Last Auth Time

Authentication Time

Last Auth Time
Authentication Time
Authentication Server
Last DHCP Request
DHCP Response Time
DHCP Server
Roaming Time
Session Duration

Tx

Rx

Data Rate
Association

Retries

Capability

Bridge-Mode Virtual Machine

Cancel Reset All Settings Apply

Don’t forget to apply when changing

#CiscoLiveAPJC

BRKOPS-2077
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#6 Network settings and credentials

Add Servers

AAA
(O Image Distribution
NTP

(O Stealthwatch Flow Destination
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- For your reference

Device AAA and Site AAA interaction

Device has AAA configured Site has AAA defined Provisioning Workflow Success

Note: If just client/device AAA, then all will work.
Network AAA is the issue — due to lockout concerns (NAD entry in ISE)
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#/ DNAC + Pl telemetry in 9800 WLC

Telemetry streams supported:
- 100 streams < 17.6, 128 streamsin 17.6+

WLCH#term shell
WLC#function remove pi() {
for id in "sh run | grep 'telemetry ietf' | grep '[0-9][0-9][0-
91[0-9][0-91" | cut -f4 -4' '

do

conf t

no telemetry ietf subscription $id

exit

done Removes all Pl streams. DNAC

}

WLC#remove pi

subscriptions have 4 digits

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.htm

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214286-managing-catalyst-9800-wireless-
controll.htmll

c1sco 'ea/
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Deployment
Options
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Cisco DNA Center Form Factors

IT managed

Catalyst devices Customer managed or XSP

_____

cisco L‘V& ./ #CiscoLiveAPJC BRKOPS-2077

o®

Physical appliance
aws
N

Cloud virtual appliance

vmware

On-prem virtual appliance

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Deployment models

Catalyst Center physical Cisco
Appliance hardware

3 X sizes

Public .
Catalyst Center VA Cloud Hosted Jelo cloud 1 x size

Customer

Catalyst Center VA On premise Capex hardware

Catalyst Center Virtual Appliance is a SO PID
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Features, scale, device support

DN2-HW-APL Cloud
(44 core appliance) virtual appliance

o— s

Automation
On prem
Assurance . .
virtual appliance
SD-Access

Integrations

25K End points Vmwa re

5K Devices
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Virtual Appliance specifications

VA Form Factor Specifications
+ Type: AMI
+ CPU: 32vCPU
Catalyst Center * Mem: 2.56GB + 25K Enq—points
Virtual Appliance on * Storage: 4TB . . . * 1K Devices
AWS + Storage Bandwidth: 180Mbps (bi-directional |+ 4K APs
max) « 2500 site elements
« IOPS: 2000-2500
* Instance Type: r5a.8xlarge
+ Type: OVA
+ CPU: 32vCPU
Catalyst Center |« Mem: 256GB + 25K End-points
Virtual » Storage: 3TB + 1K Devices
Appliance On + Storage Bandwidth: 180Mbps (bi-directional « 4K APs
premise max) « 2500 site elements
« IOPS: 2000-2500
« vCenter and ESXi: 7.0.x or later
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Cisco Catalyst Center Virtual Appliance

@ Attractive for Prime to Catalyst Center migration

@ Operational flexibility and choice

@ Quicker time to value

No cluster deployment option: High availability using AWS
and ESXi features
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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