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Enter your personal notes here

Cisco Webex App 

6

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKOPS-2077
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• Why migrate to Cisco DNA Center?

• Planning migration
• Assess Cisco DNA Center Readiness based on current Cisco Prime 

Infrastructure deployment

• Automate the data migration into Cisco DNA Center

• "Doing Prime things the new way”
• Deployment options
• Call to Action
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Why migrate to 
Catalyst Center?
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Why migrate to Cisco Catalyst Center
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Planning migration
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Understanding DNA Center

Learn about DNAC Capabilities, extent of 
Prime Parity and differentiated use cases 
compared to Prime

1

Assess Prime Usage and 
DNA Center Compatibility

PDART Tool provides a comprehensive 
summary of Prime Usage, DNAC 
compatibility of network devices, use cases, 
network scale  and other relevant details

2

Initiate Data Migration

Use Data Migration Tool (co-existence 
tool) within Prime to easily and 
securely port your network from Prime 
to DNAC

4

Complete Data Migration

Verify on DNAC that the necessary network 
elements, sites, maps, templates and 
credentials have been ported from Prime

5

Adopt DNA Center
DNAC offers superior automation, vastly 
greater visibility, complete with AI driven 
analytics that help keep your network healthy 
and reduce your operational expenditure

6

Sequential Approach to Prime Migration

Prepare for Data Migration

Follow recommendations from PDART report. If 
required, upgrade Prime, optimize network 
hierarchy, onboard DNAC appliance etc.

3
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Prime to DNA Center Readiness Assessment
PDART Tool

https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-
readine.html 

BRKOPS-2077 14

https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

PDART Installation
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Running PDART (V4 and later)

Session ID

PDART is co-located with Prime Data Migration Tool  (Administration -> settings -> System Settings)
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Running PDART – prior to V4 

https://10.85.48.185/webacs/pdart.jsp

BRKOPS-2077 17
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CLI installation reference slide
[root@pi31 ~]# wget https://github.com/CiscoDevNet/PDART/raw/main/pdart
--2022-12-08 09:09:35--  https://github.com/CiscoDevNet/PDART/raw/main/pdart
Resolving github.com (github.com)... 192.30.255.112
Connecting to github.com (github.com)|192.30.255.112|:443... connected.
HTTP request sent, awaiting response... 302 Found
Location: https://raw.githubusercontent.com/CiscoDevNet/PDART/main/pdart [following]
--2022-12-08 09:09:41--  https://raw.githubusercontent.com/CiscoDevNet/PDART/main/pdart
Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.110.133, 185.199.108.133, 185.199.109.133, ...
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.110.133|:443... connected.
HTTP request sent, awaiting response... 200 OK
Length: 14562800 (14M) [application/octet-stream]
Saving to: ‘pdart.1’

100%[=============================================================================>] 14,562,800  --.-K/s  in 0.1s  

2022-12-08 09:09:43 (96.9 MB/s) - ‘pdart’ saved [14562800/14562800]

[root@pi31 ~]# chmod 755 pdart
[root@pi31 ~]# ./pdart
< execution begins>

For your reference
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PDART Demo



Automate the data 
migration into 
Cisco DNA Center
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Deployment with Cisco Prime and Cisco DNA 
Center

• Run Cisco DNA Center and Prime 
together in the network

• Cisco DNA Center is used for 
Automation or Assurance or both for 
parts of the network

Cisco Prime and DNA Center 
Managed Network

The network administrator needs to 
make sure that only one system makes 

changes to the network

• One-time migration from 
Prime to Cisco DNA Center

• Cisco DNA Center is used 
for Day 0 and Day N.

Cisco DNA Center 
Managed Network

Gradual Migration Full Migration

BRKOPS-2077 21
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Co-Existence model examples
Migration for Assurance all locations

Brisbane
Canberra
Melbourne
Sydney

Locations:

Migrate for Assurance only

BRKOPS-2077 22
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Co-Existence model examples
Migration for Assurance all locations

Brisbane
Canberra
Melbourne
Sydney

Prime Automation

Migrate for 
Assurance 

only

Brisbane
Canberra
Melbourne
Sydney

DNAC Read-Only 
for Automation
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Co-Existence model examples
Migration for Assurance per location

Brisbane
Canberra
Melbourne
Sydney

Locations:

Migrate for Assurance only
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Co-Existence model examples
Migration for Assurance per location

Brisbane
Canberra
Melbourne
Sydney

Prime Automation

Migrate for 
Assurance 

only

Brisbane
Canberra

DNAC Read-Only for 
Automation
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Co-Existence model examples
Migration for Automation & Assurance per location

Brisbane
Canberra
Melbourne
Sydney

Locations:

Migrate for Automation & Assurance
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Co-Existence model examples
Migration for Automation & Assurance per location

Brisbane
Canberra

Melbourne
Sydney

Prime Read-Only for 
Automation

Migrate for 
Automation & 

Assurance

Brisbane
Canberra

DNAC Automation

Prime Automation
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Deployment with Cisco Prime and Cisco DNA 
Center

• Run Cisco DNA Center and Prime 
together in the network

• Cisco DNA Center is used for 
Automation or Assurance or both for 
parts of the network

Cisco Prime and DNA Center 
Managed Network

The network administrator needs to 
make sure that only one system makes 

changes to the network

• One-time migration from 
Prime to Cisco DNA Center

• Cisco DNA Center is used 
for Day 0 and Day N.

Cisco DNA Center 
Managed Network

Gradual Migration Full Migration
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Prime Data Migration Tool (PDMT)

1) Site Hierarchy

2) Inventory

3) Maps

4) Templates

5) ISE

6) CMX

BRKOPS-2077 29



PDMT Demo
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Before you start: check Prime and DNA Center 
versions

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-
existence_guide/m_introduction.html

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-
existence_guide/m-migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-04.html

• Install PDMT - 
latest version is 
v5.01

• Note: Prime 3.10.4 
has built in 
PDMTv5, no need 
to install separately

BRKOPS-2077 31
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New to V5

32Session ID

• Obstacles/Walls
• Planning Mode AP migrated
• TOFU (trust on first use) certificate 
• Sync only new selection 

• 5.01 supports Catalyst Center 2.3.7.x

For your reference

https://www.cisco.com/web/software/284272933/157013/PI_39x_Prime_Data_Migration_Tool_Update__05_Release_Notes.pdf
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Before you start: plan your migration
Example of questions we need to answer

1. Is one Cisco DNA Center instance enough for migration or multiple DNA Center 
instances will be required?

2. Is there a technical reason to keep both Prime and DNA Center?
• What are the Prime capabilities that will still be required after migration?

3. Is there a non-technical reason to keep both Prime and DNA Center?
4. Is there a preference to do gradual migration per location? If so, what’s the order of 

migration for the different locations?
• Do we need staggered maintenance windows for different Prime locations?

5. Is the Prime hierarchy going to be maintained when migrating to DNA Center or there 
are changes that need to be done during the migration?

6. Is there a need to migrate templates or Intent Based can fulfill requirements?
7. Are services like CMX and ISE going to be migrated?
8. What is the operational model?

BRKOPS-2077 33
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Question #1 - Do I need to configure the device 
for DNA Center Assurance?

BRKOPS-2077 34
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Question #2 - What needs to be done after 
migration for full DNA Center Adoption?

• Devices are migrated within their building and floor
• DNA Center pushes the necessary device 

controllability features for network and client 
Assurance

• If maps are migrated, AP’s are positioned in the 
right location within the map

What 
happens 
during 

migration

Can stop here for network and client 
Assurance or continue the journey

BRKOPS-2077 35
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Question #2 - What needs to be done after 
migration for full DNA Center Adoption?
• For all devices:
• Populate the right network settings for the hierarchy
• Add the templates (migrated templates and/or new 

templates) into the network profiles

• For brownfield switches:
• For application visibility, enable application telemetry on the 

devices 
• For automation, leverage Provision workflow for Network 

Settings and Templates

After 
migration

• For brownfield wireless:
• Use Prime for automation and DNA Center for Assurance until upcoming 

brownfield automation enhancements for wireless.
BRKOPS-2077 36
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Question #3 – Is the device removed from Prime 
after migration?

BRKOPS-2077 37



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Question #3 – Is the device removed from Prime 
after migration?

Ensure either 
Prime or 
DNAC 

configures 
the devices, 

not both
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Question #4 - How to automate coexistence?

Synchronizes the migrated groups and 
devices from Prime to DNA Center 
automatically post-migration

Migrates newly created groups and 
devices using dynamic synchronization 
automatically post-migration

Coexistence is from 
Prime to DNA 
Center only

BRKOPS-2077 39
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Question #4 - How to automate coexistence?
Auto Sync:

Add, delete, change a building or within the 
migrated site
Add, delete, device within the migrated site

Force Sync:
Adding a new site
Adding AP to the floor
AP Positioning in maps
New CLI Templates 
Adding New ISE
Adding New CMX

BRKOPS-2077 40
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Co-Existence model examples

Brisbane
Canberra
Melbourne
Sydney

Locations:

Migrate for Assurance only
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Co-Existence model examples

Brisbane
Canberra
Melbourne
Sydney

Prime Automation

Migrate for 
Assurance 

only

Brisbane
Canberra

DNAC RO for Automation

PDMT with 
coexistence 

check
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Co-Existence model examples

Brisbane
Canberra
Melbourne
Sydney

Locations:

Migrate for Automation & Assurance

BRKOPS-2077 43
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Co-Existence model examples

Brisbane
Canberra

Melbourne
Sydney

Prime RO Automation

Migrate for 
Automation & 

Assurance

Brisbane
Canberra

DNAC Automation

Prime Automation

PDMT without 
coexistence 

check

44
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Question #4 - How to automate coexistence?

Where to make changes post migration when using co-existence mode
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Question #5 - Is Geo Location mandatory for 
migration?

DNA Center requires a valid Geo location, 
Prime Groups with empty/invalid/Null can’t 
be migrated

BRKOPS-2077 46
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Question #5 - Is Geo Location mandatory for 
migration?

PDMTv4 provides a pop-up window to 
enter a valid Geo location - mandatory to 
proceed with the migration
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Question #6 – What happens if the building 
already exists in DNA Center?
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Question #6 – What happens if the building 
already exists in DNA Center?
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Question #6 – What happens if the building 
already exists in DNA Center?
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Question #7 - Can I migrate Prime Templates?
• Supported: User 

Defined CLI 
templates with 
variables and 
composite 
templates

• Not Supported: 
System Defined CLI 
templates

• User can select the templates which they want to migrate to DNA Center
• Templates will be migrated to DNA Center under the Template Hub
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Question #7 - Can I migrate Prime Templates?
Trick to Migrate System Defined CLI Templates 

Step 1) Save as “New”

Step 2) Provision the template in 
devices to migrate
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Question #8 - How does ISE migration work?

• ISE is Migrated as 
“Authentication and Policy 
Servers”. 

• Only one ISE server can be 
migrated

• Not assigned to any site in 
the Network Settings.
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Question #8 - How does ISE migration work?

Before Migration:
• Activate PXGrid on ISE
• Enable ERS on ISE
• ISE's CLI and GUI password must be the same

During Migration
• The FQDN, Username & Shared Secret Key 

values shouldn’t be empty
• Timeout value shouldn’t exceed 20 sec
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Question #9 - How does CMX migration work?

• CMX migration is a “move”
• Prime will lose its sync with CMX once migrated to DNAC
• Changes in Prime will not be updated if CMX is migrated
• After migration, DNA Center will track the location data for 

assigned groups.
• Best Practice: CMX migration to be done at last
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Question #10 - Does DNA Center support legacy 
devices?

Cisco Prime Legacy 
Device Compatibility 
Matrix:
https://www.cisco.com/c/dam/en/u
s/td/docs/Website/enterprise/prime
_legacy_device_compatibility_matri
x/index.html

DNA Center Compatibility 
Matrix:
https://www.cisco.com/c/dam/en/u
s/td/docs/Website/enterprise/dnac_
compatibility_matrix/index.html

Adding Legacy 
Device Support

BRKOPS-2077 56
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Question #10 - Does DNA Center support legacy 
devices?

Device Support Explanation:
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-

center/2-3-4/user_guide/b_cisco_dna_center_ug_2_3_4/b_cisco_dna_center_ug_2_3_4_chapter_011.html

Limited Support
vs

Full Support
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Question #10 - Does DNA Center support legacy 
devices?
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the new way”
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#1 Alarms vs Health/Issues

Alarms sent via email or upstream SNMP 
trap

Health is primary abstraction:
- Events
- Issues
- Notifications

Cisco Prime Infrastructure Cisco DNA Center
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Cisco DNA Center Events

Events are syslog/trap/telemetry data sent to Cisco DNA Center
• Viewable in context for device/user 360 or globally.
• Client events are filterable in 2.3.4.x
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Cisco DNA Center Issues
An issue represents a problem condition that 
was detected

• Based on events or other metrics 

• Example: memory/CPU

• Customizable (trigger, severity, location)

• Can be generated by AI tools

• Can leverage MRE for root cause
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Cisco DNA Center Issues • Issues Can leverage MRE 
for root cause analysis
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Custom Issues – 2.3.5.x

Custom issues from Syslog messages
Occurrences/Duration to trigger

BRKOPS-2077 64



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Note… "*" matches a word

65Session ID

Configured from console by sdn on vty1 (10.10.10.151)

Configured from console by * on * *

For your reference



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Notification for User Defined Issues 

66Session ID

One Notification for all custom issues
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Cisco DNA Center Notifications

209 issues (2.3.5.x) can be sent to different channels as a notification
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#2 Templates vs Intent

Cisco Prime Infrastructure

Cisco DNA Center
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Why Intent?

1600 lines of configuration on a 9800:
- One SSID on one AP in one site. 
- Full telemetry and management
- Only "cli" config was 7-line template – to configure the OBM interface + routes
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#3 Compliance

Manually define the compliance policy rules 
and these are platform specific
Raw parsing of entire CLI (1600 lines) Native compliance based on DNA 

Center capabilities

Cisco Prime Infrastructure

Cisco DNA Center
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Compliance: Network Profiles –
Switches

For your reference
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Compliance: Network
Config pushed by DNA Center via templates:
interface GigabitEthernet1/0/7
description Description pushed by DNAC Template -- lan
!
interface GigabitEthernet1/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:
C9K-BRANCH-STACK#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
C9K-BRANCH-STACK(config)#int gig 1/0/8
C9K-BRANCH-STACK(config-if)#no description

For your reference
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Compliance: Network
Config pushed by DNA Center via templates:
interface GigabitEthernet1/0/7
description Description pushed by DNAC Template -- lan
!
interface GigabitEthernet1/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:
C9K-BRANCH-STACK#conf t
Enter configuration commands, one per line.  End with CNTL/Z.
C9K-BRANCH-STACK(config)#int gig 1/0/8
C9K-BRANCH-STACK(config-if)#no description

For your reference
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Compliance: Network Profiles – Wireless
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Compliance: Network Profiles –
Wireless For your reference
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Compliance: Network Profiles –
Wireless

For your reference

BRKOPS-2077 76



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Compliance: Network Profiles –
Wireless For your reference
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Config Drift
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#4 Reports

More reports in Cisco Prime than DNA 
Center but...
• What data is used?
• How is data used?
• Is a report really needed or is it really 

a dashboard?

Cisco Prime Infrastructure

Cisco DNA Center
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#4 - Reports -
Other places to get data…

Most Dashlets in assurance 
can be downloaded

1 2

Use API directly to get some 
data
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#4 Reports 
Prime Parity related reports added to DNA Center

Network Compliance Report

EoX Data Report

Port Reclaim report

Worst Interferers Report

AP Detail Report

AP Report (Traffic and Client Breakdown)

Busiest Clients Report

Client Detail Report

Client Sessions Report

Client Trend Report

Detailed VLAN Report

Device CPU and Memory Utilization Report

Executive Summary Report

Network Devices Availability Report

PoE and Power Budget Report

Port Capacity Report - Network Interface utilization 
Report

Reports - 12-month data retention

Rogue reporting

Schedule Reports as email attachment

Channel Change Count Report

Transmit Power Change Count Report

Examples … not an exhaustive list
Highlighted reports in 2.3.5.x

For your reference
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Custom Reports DNAC 2.3.5.x
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#5 Accessing Client Information
1

2

Trend:  Shows all clients for the window: 24h/7d
Export:  dump all fields, all data in csv
Fields:  Add additional information
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Extra client fields

Don’t forget to apply when changing
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#6 Network settings and credentials 
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Device AAA and Site AAA interaction

86

Device has AAA configured Site has AAA defined Provisioning Workflow Success

Note:  If just client/device AAA, then all will work. 
Network AAA is the issue – due to lockout concerns (NAD entry in ISE)
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#7 DNAC + PI telemetry in 9800 WLC

128 streams

DNAC
80 streams

PI
30 streams

Telemetry streams supported:
- 100 streams < 17.6, 128 streams in 17.6+

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.htm
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214286-managing-catalyst-9800-wireless-
controll.htmll

WLC#term shell
WLC#function remove_pi() {
for id in `sh run | grep 'telemetry ietf' | grep  '[0-9][0-9][0-
9][0-9][0-9]' | cut -f4 -d' '`
do
conf t
no telemetry ietf subscription $id
exit
done
}
WLC#remove_pi

Removes all PI streams.  DNAC 
subscriptions have 4 digits
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Cisco DNA Center Form Factors

IT managed

Customer managed or XSPCatalyst devices

Physical appliance

Cloud virtual appliance

On-prem virtual appliance
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Deployment models

Catalyst Center VA Cloud Hosted

Catalyst Center VA On premise

Catalyst Center physical 
Appliance

Opex

Capex

Capex Cisco 
hardware

Customer 
hardware

Public
cloud

3 x sizes

1 x size

1 x size

Catalyst Center Virtual Appliance is a $0 PID
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Features, scale, device support

DN2-HW-APL
(44 core appliance)

Cloud
virtual appliance

On prem
virtual appliance

Automation
Assurance
SD-Access
Integrations

25K End points
5K Devices
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Virtual Appliance specifications
VA Form Factor Specifications Scale

Catalyst Center 
Virtual Appliance on 

AWS

• Type: AMI
• CPU: 32vCPU
• Mem: 256GB
• Storage: 4TB
• Storage Bandwidth: 180Mbps (bi-directional 

max)
• IOPS: 2000-2500
• Instance Type: r5a.8xlarge

• 25K End-points
• 1K Devices
• 4K APs
• 2500 site elements

Catalyst Center  
Virtual 

Appliance On 
premise

• Type: OVA
• CPU: 32vCPU
• Mem: 256GB
• Storage: 3TB
• Storage Bandwidth: 180Mbps (bi-directional 

max)
• IOPS: 2000-2500
• vCenter and ESXi: 7.0.x or later

• 25K End-points
• 1K Devices
• 4K APs
• 2500 site elements
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Cisco Catalyst Center Virtual Appliance

Operational flexibility and choice

Quicker time to value

Attractive for Prime to Catalyst Center migration

No cluster deployment option: High availability using AWS 
and ESXi features
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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