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To solve physical security
problems by unlocking the
power of the Meraki
Platform at scale

cisco L{V&/



M era kl |OT SNa pS h Ot Connecting passionate people to

their mission by simplifying their

[ 2006 ] FOUNDED CLOUD workplace.
NETWORKING

m ACQUIRED BY CISCO
m IT PORTFOLIO EXPANSION TO
PHYSICAL SECURITY (MV)

[ 2020 INTRODUCTION OF
ENVIRONMENTAL SENSORS
(MT)

16+ YEARS DESIGNING
SCALABLE & SECURE CLOUD
ARCHITECTURE
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Meraki MV is a video
surveillance leader

“Cisco Meraki MV smart cameras enable
organisations to transform their security with a
scalable, enterprise-grade cloud-managed
platform. With models to suit a variety of
deployments and tools to make video access
and incident response simple, it is easy for
organisations to adopt and implement large

camera and sensor deployments.”

Cisco M_/ #CiscoLiveAPJC

IDC MarketScape Worldwide Video Surveillance Camera Vendor Assessment

IDC MarketScape Worldwide Video Surveillance Camera, 2023

Cisco Meraki
| Axis Communications

; Motorola Solutions

PRO iy
|
| ( -
! Hanwha Vision

]
|

Capabilities

Honeywell
Bosch
\

Strategies

Source: IDC, 2023

- S

‘ Hikvision
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Powered by the Meraki platform

The largest cloud platform in networking built for scale and intelligence

s @

737,000+ 12+ million active 4+ million active 190+ active
customers Meraki devices networks countries

99.99% Cloud SLA

c 1 s co M- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



A foundation for the digital and physical

Built-in solutions

1]

ree

Meraki Dashboard

MR

Wireless
access points

cisco L{{@/

MS

Ethernet
switches

MX
Security & SD-WAN
appliances

Tailored solutions (APIs)

Custom Built Apps
<> meraki.io

| e |
. = Tech Partner Apps
p@q apps.meraki.io

a o - o1

SM MV MT

Cellular Insight Endpoint Smart Meraki
gateways [application & WAN] management cameras sensors
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Meraki MV
Smart Cameras
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Challenges everywhere

Legacy systems are hard
to scale and secure

Urgent needs and low
tolerance for delays

83 Money and labour gaps

. / = B \
p o \ \
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Security camera risks/concerns

[

L

Protecting against Securing access to Managing different
video to for
vulnerabilities video users
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Typical security camera deployment

. VMS Video Switch (PVM) Separate network
On-premise hardware | P ‘

Analogue or IP CCTV cameras
Network video recorders (NVR)
Digital video recorders (DVR)
Video management systems (VMS)
Power Distribution

On-premise software
Multiple software packages

Multiple operating systems

Operational challenges

Manual configuration
Firmware management

Operating system patching DVR/NVR Power
License management .
Feature management distribution

c 1 SCO W./ HCiscolLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Meraki MV smart cameras

Smart, secure, scalable, easy to access

#CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



M e ra kl MV On-camera storage and
Smart camera designed for "flblg"d

. . . scalability
simplicity

FEATURE HIGHLIGHTS

« Smart search and sharing tools simplifies
investigations

* Motion and schedule-based recording, and
cloud archive to optimise storage

Centralised cloud
management and viewing
lets you access from

+ Restrict video access with granular access
controls and use video audit logs to protect

privacy anywhere
 Built-in analytics, using machine learning and Built-in wireless

artificial intelligence provide simplifies install and

valuable insight deployment

c 1 sco M. #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Meraki edge architecture

Hybrid video processing

Video is analyzed on camera,
and motion is indexed in the

cloud

Y
R AN
| ......... )
On-device storage
Local video access Remote video access
Enterprise-grade solid When accessing footage
state storage ] ) remotely, video streams
Video streams directly automatically via cloud
to devices on the same proxy

network, saving
precious internet

cisco W / bandwidith
&- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



sSimplifying security

4—>'

Encryption by Default:
MV cameras are only accessible through Dashboard or

Meraki Vision Portal, both via HTTPS
v Video at Rest

Cameras automatically obtain, provision and renew a
publicly-signed SSL certificate

v Management Data
Certificate encrypts footage in transit from camera to the

user

v Video During Transport ®

c 1 sco M-/ #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Cisco Trustworthy Solutions

Security features that ensure the

Meraki platform is tamper-proof

cisco L{V&/

#CiscoLiveAPJC

BRKMER-2677

TRUST ANCHOR

A tamper-resistant chip in Cisco
products that provides secure storage
and crypto services.

SECURE BOOT

Ensures code in hardware is authentic
while protecting Cisco devices from non-
compliant software.

IMAGE SIGNING

Creates a unique digital signature and
encryption for code using a Cisco private
key.

RUNTIME DEFENSES

Makes it impossible for attackers to exploit
running software by targeting malicious
code running in software.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Transitioning to a Meraki architecture

Option 1: Use both systems simultaneously

4 ) 4 )

Traditional architecture Meraki MV

c 1 sco W. #HCiscoLiveAPJ C BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Transitionin% a \Meraki architecture

Option 2: Stream video from I\/IV to existing system using RTSP

4 )

Traditional architecture Meraki MV

c 1 sco W. HCiscolLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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(SECURE BY DEFAULT\ 4 MT SENSOR ) é First Responder N\ (uew

Cloud Configuration
At Rest . Controlled Access Device Configuration (API)

Provisioning and Turn U,
In Transport O D 7 P
(7 1

Meraki | marketplace
Powering TURNKEY OUTCOMES

INCREASE SCALABILITY AND SECURITY

Meraki’'s cloud architecture delivers reliability, security
and scalability with an SLA of 99.9% uptime.

Role Based Access
During Management

Camera Roles
a8 Secure!

Device Adjustments
) \ MV GATEWAY )

Cloud
Controller
"'

Meraki MV Smart Cameras are integrated into the
—_> Meraki cloud infrastructure. This gives you access to
security updates and new software applications
automatically.

/ Export Configuration Profiles

Cloud proxied remote access to Troubleshooting
cameras can be provided to first : PR
responders based on business Alerting and Monitoring
need. Analytics

/
/ Y )
| Authentication controls integrated Service Maintenance | —
\ into Meraki interfaces must be Audit Logs
\

\ leveraged for access. / \ Change Logs =

Cloudproxied remoto sccessto )
cameras can be provided to
administrators/operators based an

y
Remote Video (O = e

(@)

+ - i Meraki MV Smart Cameras are equipped with up to
90+ days of storage. This provides cutting-edge
scalability regardless of your network size because

capacity increases as you add more cameras.

Service
Provider 1

SIMPLIFY DEPLOYMENT & PROVISIONING TO
MAXIMISE IT/OT RESOURCES

Network Router (Meraki/Catalyst or Other) Quick deployment provides easy configuration for

S

Access I I —_— Authentication controls integrated your users without requiring additional training.
Xpo into Meraki interfaces mus
e e e ( EXTERNALRTSP )
MV52 ' 9! . J L Meraki MV Smart Cameras eliminate the need for an
s - - — NVR/DVR and standalone video management
Meraki mobile app provides local ) @ software (VMS). Since these separate components
4 and remote access to cameras for PR are not needed, reducing deployment time, network
Meraki mﬂ'&n‘ﬁ’:ﬂz‘:’:ﬂﬂ;’:ﬂ:ﬂ .' - & administrators have more time to focus on innovation
Mobile App “ business needs. ] and meeting business needs.
—
4 Authentication controls integrated .
Access EXPOrt .o Meraki interfaces must be I
MV93 favnisgeduy TR J i Meraki MV Smart Cameras support PROVIDE NEXT-GENERATION VIDEO
Real-Time Streaming Protocol g
ON DEVICE i (RTSP), aliowing for simple SECURITY/ANALYTICS WITH BUILT-IN RELIABILITY
STORAGE Physical Surveill Intogration with logecy VM5 AND HIGH-PERFORMANCE CAPABILITIES
ysical survelllance systems and/or business analytics
VLAN d b ——— — m J e i o o Sl iR Meraki MV Smart Cameras offer high write endurance
X.. \ ) and solid-state storage which prevents excessive
(ANY NUMBER bandwidth for uploads and provides failover
OF CAMERAS) MERAKI MV CAPABILITIES protection.
Centralised Cloud Management via the Dashboard.
f Meraki Display is an Apple TV app ) . . . . . . Even if they're not connected to the network, cameras
Meraki :mr:::;:r;:;ﬂ%m::;’aw X'Idetlwa" offerbmg quick customised view creation will continue to operate as long as they have power.
irectly in your browser.
. PVM/Spot Monitor use cases. . 5 ) . .
Display Authentication controls intearated Edge Storage delivering end-to-end encryption and You can search video with motion-based indexing and
Access A I minimising impact on the WAN. use a‘.:ivancad export tools to share \{lc!eos_ with
leveraged for access. security staff or law enforcement officials in seconds.
\_ . _J Motion Search helps you find incidents of interest in

seconds.

4 gi n ,_“‘,,,,,mmg,m”,m,m”\ Nighttime IR Vision captures events the eyes do not see. LOWER CAPEX AND OPEX
Local Video O

Iocal on-net clients providin;

T A R T Security Indoors and Out with camera offerings for Eliminating the NVR can reduce equipment costs. The
Export Meraki MV end camera devices. indoor and outdoor environments. oy " -
unified and streamlined cloud architecture can also
Access :I - Authentication controls integrated Granular Access Control and custom camera roles reduce operating costs.

into Meraki interfaces must be -

leveraged foraccess. ensures only the right resource can access camera
MV72 . J functions. You can help reduce the burden on IT/OT resources

. N e and lower your operating costs with a solution that's
Firmware Always Up-to-date simplifying management, N
i : head and ity threat easy to deploy and manage via the dashboard or
CISCO MERAKI MV SMART CAMERA HIGH LEVEL ARCHITECTURE operational overnead and security threats. operate via the Vision portal.

NI .
casco Meraki i
FLOW EXAMPLES: CLOUD PROXY, DIRECT STREAMING, MERAKI MOBILE APP, MERAKI DISPLAY, EXTERNAL RTSP

cisco &. #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24




Merakli MV smart camera
portfolio

Cisco M./ #CiscoLiveAPJC ~ BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Meraki MV smart cameras

MV63 MV63X
MV12W_MVI2N 102°FoV.
114° FoV UptodKvideo
1TB storage

128-256GB storage

\

|
Cisco M- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Meraki MV smart cameras
Fixed lens mini-dome

MV/2

103° FoV

No on-camera storage

2

ascoéi//p/_/

\

#CiscoLiveAPJC BRKMER-2677
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Meraki MV smart cameras

Fixed lens mini-dome Flex Fisheye 360° Varifocal dome Telephoto bullet
MV32
80ROV L MV93 MVI3X
Up to 2112x2112 video
""""""""""" 1807FeV L.
25668 storage Up 0288012880 video
1TB storage

-4

ascoéi//p/_/ |
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Meraki MV smart cameras

2

MV72 MV72X

MV22 MV22X

36-112¢ FoV

36-1122 FoV

512GB storage

\

|
Cisco M-/ #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Meraki MV smart cameras
Fixed lens mini-dome

MV52

12-37° FoV

1TB storage

ascoéi//p/_/

\

#CiscoLiveAPJC BRKMER-2677
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The Meraki Dashboarad

“dsts’ Meraki

People detection  Full Frame

;. Network

> Network-wide i
=~
- Deploying and configuring new = L . I . .
cameras A sesn —— o = ——
®  Organization Motion heatmaps

- Managing and monitoring cameras
- Troubleshooting cameras

- Reviewing camera analytics

c 1 sco M-/ #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



The Meraki Vision portg,

Use it for:

g™

- Monitoring camera feeds

. BigDoorRigt
- BigDoorRight

= Investigating incidents

-  Exporting video

Front Entrance

RIS

N & in Front of Social

dia Screen

F MV63 - Side
.+ 4 Entrance
. 10:33:26am

MV63 - Timbuk?2 —_— TR —

MV93 - Water - 30min 4+

c 1 sco M. HCiscolLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



The Meraki mobile app ﬁ\

- Deploying new cameras
- Monitoring camera feeds
- Investigating incidents

-  Exporting video

—
c 1 sco W./ HCiscolLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Meraki Display

- Dedicated 24/7 live monitoring

- A public video viewing monitor

c 1 sco M- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



R (V]

*;* Global Overview

Cameras O Lastday ~

4> Organization

Cisco Meraki Legacy v 0 offline o 0 Alerting
N?twurk R Q Status v Tags v Device Type
Cisco Meraki Net ~
. Status Name Connectivity Local IP MAC address
Network-wide
[] Street I 192.168.150.123 a8:46:9d:00:65: 1
' security & SD-WAN
L] Front Door —— 192.168.150.102 2¢:3f:00:00:4b:1
- .
== Switching (-] Garage — 192.168.150.61 ac:17:¢8:62:00b:4
« Cable Test (Dashboard : —
aplie | es as oar = Wirsless e Back Door 192.168.150.63 34:56:fe:ad:06:c
. . [] Rear S 192.168.150.99 68:3a:1e:ff:cB:ek
« Event Search (Vision Portal) r——
] office — 192.168.150.121 a8:46:9d:00:6b:¢
® Cameras -] Gym —— 192.168.120.249 a8:46:9d:bd:fe:fe
" Sensors (] Street Telephoto —— 192.168.150.127 a8:46:9d:c4:e0:c
Il Insight

Organization

c1sco 'p/_/
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But wait there Is
more

c | s C o M_/ #CiscoLiveAPJC
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Built-in
analytics

Use people and vehicle detection, office occupancy,
and audio analytics for a variety of use cases.

Customer behaviour patterns

Store Overall

Staffing needs or queue wait times

Conference and meeting room
occupancy

Long-term facilities planning

Alarm system or access control
integration

cisco é{{/&_/

#CiscoLiveAPJC

Traffic

Profile Match

BRKMER-2677

|- S —See NS
B T == -
M-—-\ =

t='*':f»—“ S e

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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MV Sense video
analytics e

Y VIDEO FRAME

Access rich data collected by MV smart cameras to

help deliver bespoke outcomes to support almost any _ DN
use case. B U SecuritylﬁcidentDetected U
Date/Time: Mon Oct 4 10:57:36 2021
Organiza tion: Cisco Meraki Labs ON-CAMERA PROCESSING
« Access video analytics insights from the cameras using Gnee  Goom v
open APIs
+ Use MV machine-learning computer vision outputs without HISTORICAL  GURRENT REALTIME
additional software or infrastructure i i .
. Interesting Objects: Object 1: Sitting Confidence: 98.87 g g g
« Enable ecosystem technology partners to offer amazing ot . Poron Conines 887 : : 2
Object 3: Human Confidence: 98.87
. . Object 4: Clothing Confidence: 96.48
SOlUUOnS for any buSIneSS Ob":::S:App-areICnnﬁdence:QG.rw
Facial Analysis: Face 1: Gender: Male Age: 26-42 THIRD-PARTY APPLICATIONS

Sentiment: Happy
Text Detections (ALPR): Text 1: M3R4K1
Text 2: VIC

() Learn More: Cisco Meraki Smart Cameras

c 1 sco W- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



MV Sense
Custom CV

Simplifying and securing access to
customised computer vision use cases.

Enables organisations to use video analytics to
address a wide variety of outcomes, including:

» Automating quality control to reduce waste
 Improving warehouse efficiency

* Increasing safety and compliance

cisco L{Vp/_/

#CiscoLiveAPJC

BRKMER-2677
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Smart cameras designed for
creativity Sene mvice Fums

>
gh

Cisco Meraki MV
Smart Camera
feat. MV Sense

Custom CV

Sends lightweight MQTT
detection events to
Homebridge based
MQTT broker

cisco L{V&/

custom built MQTT

Real-time edge intelligence, bridge to translate
driven via Custom CV, detects people detections into
people in ‘Field of View’ doorbell events

Homebridge sends
translated HomeKit
events to Apple TV
Home Hub

#CiscoLiveAPJC BRKMER-2677

HomeKit processes events
and translates them into
policy driven events and
notifications

¢PELOTON APP

Apple TV Peloton App users are
informed of HomeKit events when
people are detected via MV Sense

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Cisco Meraki MV Smart Camera
Fire Alarm Detected

Date/Time: Fri Jun 24 18:23:43 2022
Organization Cisco Meraki Labs
Network Cisco Meraki loT Events
Camera: Cisco Meraki MVI2WE

@, CiscoMerskiMV Smart Camera
U Security Incident Detected
Date/Time: Mon Oct 4 10:57:36 2021
Organization: Cisco Meraki Labs
Network Computer Vision Lab
Camera: Cisco Meraki MV12WE

« MV Provisioning (Dashboard API) = o

Detection Confidence: 98.76

« Process Automation (Dashboard API)

« Custom Computer Vision (Dashboard/Cogniac)

Object 2: Person Confidence: 98.87 3 5

Obiject 3: Human Confidence: 98.87 Loitering Incident Detected
Object 4: Clothing Confidence: 96.48  ptgrTime: Wed Jul 13 14:26:54 2022
Object 5: Apparel Confidence: 96.48

B oo s | Ompanizb Cisco Meraki Labs
Sentiment: Happy : Network Cisco Meraki loT Events
Text Detections (ALPR): Text1: M3R4K! Camera Cisco Meraki MV12WE

Text 2: VIC

) Learn More: Cisco Meraki Smart Ca

Loitering Incident Detected: Threshold Exceeded
Loitering Threshold: 60 seconds / 1 minute

c1sco 'p/_/
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430/ ROI within 3 years, with a payback
o period of just 10 months

Savings on maintenance costs. Reduced time
75% spent configuring, maintaining, & updating

Transformative
results with
cloud

Reduction of video storage costs

Time savings to access and share footage

Reduced energy costs with less hardware
needed compared to legacy solutions


https://merakiresources.cisco.com/rs/010-KNZ-501/images/TEI_of_Meraki_MV_Smart_Cameras.pdf

Meraki MT
Sensors

cisco L{{@‘/



Merakli MT Sensors

Build a more resilient sustainable future with Cisco
Meraki MT Sensors

c 1 sco M- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Three paths to smarter, more efficient
operations

o
C )
INFRASTRUCTURE MONITORING ENERGY AND SUSTAINABILITY

Reduce unplanned downtime and Monitor power usage and energy waste Protect employees, students, and
extend equipment lifespan by to accelerate sustainability initiatives. guests with comprehensive air quality
monitoring temperature, moisture, and Integrate and automate HVAC systems and environmental monitoring solutions
access to network closets and data according to ASHRAE standards to securely connected to the network.
centers. reduce energy usage.

c 1 sco M- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Sensors for every space

INFRASTRUCTURE MONITORING INDOOR AIR QUALITY COLD STORAGE AUTOMATION
MT10 MT12 MT20 MT40 MT14 MT15 MT11 MT30
Temperature Water leaks Door Smart power Indoor air Indoor air Temperature Automation
and humidity open/close controller quality quality + CO2 probe button

. . |
| ®

cisco Lz// /
&- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Promote healthy, focused indoor spaces

A focus on health:

* Overall indoor air quality
Carbon dioxide levels (CO2)

Total volatile organic compounds (TVOCs)

Particulate matter, 2.5um diameter

Vape fumes indication

Proactively manage comfort:
» Temperature and humidity

 Ambient noise levels

c 1 sco M- #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Introducing the MT15

Indoor air quality and carbon dioxide sensor

Proactively measure indoor air quality
(IAQ), including CO2, temperature,
organic compounds, and particulate
matter.

Promote visibly healthy spaces
with a highly visible LED indicator

Quick, easy, tamper-resistant
installation in any indoor space

Cisco M-/ #CiscoLiveAPJC BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Demo

cisco L{Ko//

MT15 Insights (Dashboard)

“* Global Overview Indeer air quality
©100

4 | Organization

Cisco Meraki Lagacy ~

L) Network

“i Cisco Meraki Net v

& Network-wide

(! Ssecurity & SD-WAN

= Switching

= Wireless
Temperature ® Excellent Humidity

#  Systems Manager Latest reading dwerage  High Low Latest reading

©20.4:c ea'c a5t isetc © 46 xrH

7o Cameras

o Sensors J"’W""\ W

0 Eo \\_HM,//’"\\M_J

*  Organization
TvVoC @ Excellent PM25
Latest reading Merage  High Low Latest reacing
© 99 g/ 47 pg/m* 215 pgim* 15 pg/m? © 0 pgm
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cisco Lz/&/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

‘ \ #CiscoLiveAPJC BRKMER-2677 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand

cisco M./ BRKMER-2677 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52
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Thank you
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