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Enter your personal notes here

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKMER-2234
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Worked in the industry for 15+ years as a:

• WiSP Deployment and Support Engineer

• Implementation Engineer for a partner

• Meraki SE

• Product Architect in Product Management

• Senior TME on Meraki Switching

• Principal TME covering Meraki NX products

• CCIE Wireless #45253 | CWNE #249

• Enjoyer of Single Malts and Scotch

• Avid runner and snowboarder

• Enjoys torturing self with home automation 

• Dabbler in 3D Printing

• Sometimes a blogger: WirelesslyWIRED

Alex Burger
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Also 
Me

Yup, 
me

Not 
Me
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• How Meraki provides a common 
policy framework

• Policy Definition and 
Management

• Product support review

• MX/Z

• MS

• MR

• Integrations across Cisco

BRKMER-2234 5
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Dashboard Structure

BRKMER-2234

Dashboard Organization

Org Admins Template Networks Org-Wide Features Org-Wide Settings

Network A Network B Network C Network D
MR/MS/MX/MV/MT/SM Home

Per-Network Configs

Telemetry and Visibility

Network Level Admins

MR/MS/MX/MV/MT/SM Home

Per-Network Configs

Telemetry and Visibility

Network Level Admins

MR/MS/MX/MV/MT/SM Home

Per-Network Configs

Telemetry and Visibility

Network Level Admins

MR/MS/MX/MV/MT/SM Home

Per-Network Configs

Telemetry and Visibility

Network Level Admins
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Before we jump in…
A common policy framework should help

minimize exposure in 
an organization

provide multi-tenancy 
in a secure way

maintain compliance 
and pass security 

audits

quarantine malicious 
or compromised 

devices

implement a zero-
trust framework

BRKMER-2234 7
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Adaptive Policy

Context shared over the data-plane

Utilizing inline Security Group Tags (SGTs)

Organization-Wide intent-based policy

IP and topology agnostic security providing 
consistent policy for wired and wireless access

BRKMER-2234 9
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Group Assignment Techniques
Static Assignment Dynamic Assignment

MS
Switchport

IP/Subnet to SGT
VLAN to SGT **

MR
SSID to SGT

Group Policy + SGT**

MX
Port/VLAN to SGT

Group Policy + SGT**

RADIUS assignment
attribute based classification

Examples:
Profile

Posture
Location

Credentials/Credential Types
AD Group/s

Supported on MS/MR today
Coming to MX in later release

**coming in later release

Foundation for Zero-Trust

BRKMER-2234 10
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SGT via any RADIUS server

BRKMER-2234

The SGT AV-Pair is:
cisco-av-pair:cts:security-group-tag={SGT value in HEX}-{revision number}

Must be hex of 
SGT decimal value

Can be as simple as 
00

An SGT is just a RADIUS av-pair that is sent to the 
network device in the Access-Accept message

= 4000

ISE + Adaptive Policy documentation
11

https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_and_Cisco_ISE#Adaptive_Policy_Group_Tag_(SGT)_Creation_in_Dashboard
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_and_Cisco_ISE#Adaptive_Policy_Group_Tag_(SGT)_Creation_in_Dashboard
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What are SGTs?

M
10.0.0.5
SGT=4 

Employees

Packet

BRKMER-2234

Dest MAC Src MAC 802.1Q PAYLOADETYPE

CMD 
EtherType

Version Length Next HeaderCMD options

CMD

SGT

12
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Scalable Identity and Context

M
10.0.0.5
SGT=4 

Employees

This Packet 
is from an 
Employee

Packet

Sharing information over the dataplane, in every packet

BRKMER-2234

IP
CMD

SGT = 4
IP

CMD
SGT = 4
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One Consistent Policy Across Networks

SRC | DST Employee IoT IoT Server

Employee

IoT

IoT Server

M

M
M

M
Policy & Groups are configured in dashboard and pushed to 
Adaptive Policy nodes like any other Meraki configuration change

BRKMER-2234 14
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API First!

M

M

M

SRC | DST Employee IoT IoT Server

Employee

IoT

IoT Server

adaptivePolicy/

|__ groups 

|__ acls

|__ bindings 

|__ settings

M

BRKMER-2234 15
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A Single Retail Location
IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

BRKMER-2234 17
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Scope of Policy

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

BRKMER-2234 18
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Adaptive Policy – Org Level Functions

Create Adaptive Policy

• Groups (SGTs)

• CustomACLs (SGACLs)

• Policies

• Network Enablement

BRKMER-2234 19
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Creating Adaptive Policy Groups (SGTs)

Define groups based on 
classifications of 

endpoints where policy 
will be shared

Example Groups:
Employee-Compliant
Employee-NonCompliant
IOT
Web-Server
Network-Services
Guest
Employee-BYOD
PCI-Server
PCI-Endpoint

BRKMER-2234 20
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Enabling Adaptive Policy on a Meraki Network

Adaptive Policy is enabled on a per-
network basis via Organization > Adaptive 

policy > Networks

Validation requirements:
Hardware is supported and on req min firmware
MS390/MS130**/9300 is Advanced licensed
MR is Advanced licensed
MX is at least Advanced Security licensed

**Support coming in a later release for MS130 X/R

BRKMER-2234 21
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A single retail location

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

BRKMER-2234 23
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SGT Assignment by SSID

SSID default/fallback SGT assignment

Support
• SSIDs in bridge-mode and NAT mode
• Default tag if RADIUS assignment is not 

performed
• Can be overridden with a RADIUS based SGT 

assignment

Use cases
• Single Use SSIDs (like guest)
• iPSK w/RADIUS fallback
• 802.1X fallback assignment
• MAC Auth fallback assignment

BRKMER-2234 24
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SGT Assignment by RADIUS

Per-Session Assignment of SGTs

Support
• SSIDs in bridge-mode and NAT mode
• Fallback to SSID’s SGT if RADIUS does not 

send SGT

Use cases
• WPA2/3 Enterprise Wireless Deployments
• iPSK w/RADIUS 
• Central Web-Auth (MAC Auth – URL 

Redirect)
• Open Auth w/ MAC Auth

ISE

10.20.0.11
SGT=5 

Employees

10.0.0.5
SGT=55 

EmployeeBYOD
BRKMER-2234 25
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Infrastructure Connectivity
Hosted Servers

10.10.10.0/24
Static SSID 
Assignment

Infrastructure Link
Peer SGT Capable
Infrastructure SGT

Infrastructure Link
Peer SGT Capable
Infrastructure SGT

BRKMER-2234 26
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A single retail location

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

BRKMER-2234 28
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MS/CS Static Port to SGT Assignment

Port 1
SGT: DMZ

Port 2
SGT: 
Employee

Static SGT classification based on physical port

• Supported on Access and Trunk ports
• Classifies all devices and traffic behind the 

port with the configured SGT

BRKMER-2234 29
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MS/CS RADIUS SGT Assignment

RADIUS Assignment

• Supported on Access ports
• SGT Assignment done by RADIUS and not 

by Static Port SGT
• Fallback mapping done by Static 

Subnet to SGT or *VLAN to SGT

10.20.0.11
SGT=5 Employees

10.0.0.5
SGT=55 

EmployeeBYOD

ISE

BRKMER-2234 30
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Example Policy

BRKMER-2234

Source / 
Destination

Unknown
(0)

POS
(20)

Camera
(10)

Employee
(4)

POS_Server
(21)

IOT_Server
(15)

Unknown
(0)

Permit Deny Deny Permit Deny Deny

POS
(20)

Deny Deny Deny Deny Permit Deny

Camera
(10)

Deny Deny Deny Deny Deny Permit

Employee
(4)

Permit Deny Deny Deny Deny Deny

POS_Server
(21)

Deny Permit Deny Deny Permit Deny

IOT_Server
(15)

Deny Deny Permit Deny Deny Permit

32



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Creating Policies between SGTs

Policies are defined in a single direction of source group to destination group

Add a new policy

• Overview of Explicit 
Policies Currently Defined

• Filterable by text or by the 
filter drop down

• Visibility into last policy 
update

• High level Overview of 
Total defined policies, 
groups, and ACLs

BRKMER-2234 33
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One to One or One to Many

• Bulk editing of a single 
source to destination 

• Bulk editing of a single 
source to many destinations

BRKMER-2234 34
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

SRC: 10.90.1.10
DST: 10.90.1.20

BRKMER-2234 35
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

10.90.1.10
Port SGT

10

BRKMER-2234 36
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

SGT: 10 DGT: ?

BRKMER-2234 37
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

SRC: 10.90.1.10
DST: 10.90.1.20

CMD
SGT=10

BRKMER-2234 38
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

SGT: 10 DGT: 20

BRKMER-2234 39
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

SGT / DGT Unknown
(0)

POS
(20)

Unknown
(0)

Permit Deny

POS
(20)

Deny Deny

Camera
(10)

Deny Deny

BRKMER-2234 40
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Policy Enforcement Flow

IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)
NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Produce Log Event
Increment Hit Counters

BRKMER-2234 41
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M M

aVPN

Expanding the policy scope beyond a site

IP
CMD

SGT = 
5

IPSEC

Peer
SGT
Capable

Peer
SGT
Capable

Peer 
SGT 
Disabled

IPIPSEC

• Sites with Adaptive Policy enabled will propagate SGTs to like peers
• Sites without Adaptive Policy enabled will still be able to communicate with the 

AutoVPN topology
• Sites enabled will strip the header to non capable peers

A simple phased rollout capability

BRKMER-2234 42
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AutoVPN Propagation + Preservation

Enabling SGT Propagation and Preservation over AutoVPN takes 3 steps

Step 1: Configure VLAN support on MX

Step 2: Set Site-to-Site VPN to Peer SGT capable

Step 3: Convert downlink to Trunk and enable Peer SGT Capable + 
Infrastructure SGT (when connected to a supported switch or access 
point)

Tells all VPN peers it can receive SGT 
encapsulated trafficStep 2

Propagates SGTs from VPN to Port
Trusts incoming tagged trafficStep 3

BRKMER-2234 43
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)

BRKMER-2234 44
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)
SRC: 10.90.1.10
DST: 10.10.1.10

BRKMER-2234 45
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(1
5)

10.90.1.10
Port SGT

10

BRKMER-2234 46
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(1
5)

SGT: 10 DGT: ?

BRKMER-2234 47
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(1
5)

SRC: 10.90.1.10
DST: 10.10.1.10

CMD
SGT=10

BRKMER-2234 48
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)

CMD
SGT = 10

IPSEC
SRC: 10.90.1.10
DST: 10.10.1.10
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)

SRC: 10.90.1.10
DST: 10.10.1.10

CMD
SGT=10
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)

SRC: 10.90.1.10
DST: 10.10.1.10

CMD
SGT=10
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)

SGT: 10 DGT: 10
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(1
5)

Source / 
Destination

Unknown
(0)

POS
(20)

Camera
(10)

Unknown
(0) Permit Deny Deny

POS
(20) Deny Deny Deny

Camera
(10) Deny Deny Deny
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IP Cameras

IP Address SGT

10.90.1.10 Camera(10)

10.90.1.11 Camera(10)

Point of Sale

IP Address SGT

10.90.1.20 POS(20)

10.90.1.21 POS(20)

NVR / IOT Controller

IP Address SGT

10.90.1.50 IOTServer(15)

Digital Signage

IP Address SGT

10.90.1.50 StoreSignage(11)

M M

aVPN

ISE

ISE Cluster

DC Resources

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 POS_Server(21)

Expanding the policy scope beyond a site

IP Cameras

IP Address SGT

10.10.1.10 Camera(10)

10.10.1.11 Camera(10)

NVR / IOT Controller

IP Address SGT

10.10.10.50 IOTServer(15)

Produce Log Event
Increment Hit Counters
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Policy is a constantly evolving definition

Source / 
Destination

Unknown
(0)

POS
(20)

Camera
(10)

IOT_Device
(11)

DigitalSignage(
12)

Employee
(4)

POS_Server
(21)

IOT_Server
(15)

DS_Server
(16)

Unknown
(0)

Permit Deny Deny Deny Deny Permit Deny Deny Deny

POS
(20)

Deny Deny Deny Deny Deny Deny Permit Deny Deny

Camera
(10)

Deny Deny Deny Deny Deny Deny Deny Permit Deny

IOT_Device
(11)

Deny Deny Deny Deny Deny Deny Deny Permit Deny

DigitalSignage 
(12)

Deny Deny Deny Deny Deny Deny Deny Deny Permit

Employee
(4)

Permit Deny Deny Deny Deny Deny Deny Deny Deny

POS_Server
(21)

Deny Custom Deny Deny Deny Deny Custom Deny Deny

IOT_Server
(15)

Deny Deny Custom Custom Deny Deny Deny Custom Deny

DS_Server
(16)

Deny Deny Deny Deny Permit Deny Deny Deny Permit
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Custom ACLs (SGACLs)

An ACL that restricts and permits 
specific services/ranges of ports 

in a single direction

Functionality:
Allow / Deny
TCP/UDP/ICMP src and dst matching
TCP Established match*
Logging on hits*

Limited to 16 Entries per ACL

*Initially supported on MS390/9300-M
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Custom ACL Logging

Set the ACL to initiate a log event when 
hit, aggregated and sent on an interval 

Functionality:
Logging is performed and collected over 
an interval and sent via Syslog (if 
configured) and propagated to 
dashboard as an event log

Configurable on ACE Permits and Denies 
as a method of capturing more detailed 
information on policy instantiation 

Example log content:

Part of switching CS16 GA release – coming to MR in MR31
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TCP Established Usage in Custom ACLs

Part of switching CS17 release – coming to MR in MR31

Web Server

Policy:
Permit TCP dst 80
Permit TCP dst 443

Deny any

Policy:
Permit TCP established

Deny anyEmployee

Desktop Admin

Policy:
Permit TCP src 3389 established

Deny any

Policy:
Permit TCP dst 3389

Deny any

Employee
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Scaling Considerations

*Limited by standard hardware endpoint scaling e.g. CAM tables

60x SGTs

3600 Policies

113 ACEs Per Policy

8000 IP to SGT Maps

Unlimited Clients*
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Client SGT Visibility

MS Port Live Details

MR Live Client Association List

Network-Wide Clients and Details

BRKMER-2234 61



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Troubleshooting Tools – Hit Counters

Live tool capture of hits between SGTs
Switch local data updated every 30 seconds

Hits are captured between groups when policy is explicitly defined (Allow/Deny/CustomACL)

MS/CS Support for CS16 GA MR/CW Support for MR31 GA
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Troubleshooting Tools – ACL Logging

Interval Log Reporting on ACE Processing
Switch Collects hits over interval and reports via Syslog + Dashboard Event Log 

Logs are only collected on ACEs with logging enabled

MS/CS Support for CS16 GA MR/CW Support for MR31 GA
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MX/Z Supported Models and Firmware

MX/Z Documentation and Support

*only supported for AutoVPN transport in NAT mode 

Models:
MX64/65/100*

MX67/68/75/85/95/105/250/450
Z3/Z4

Not supported on:
MX84

MX18.1+

MX18.2+

NAT mode AutoVPN 
Support

VPNc WAN propagation
VLAN/Port SGT

Inter-VLAN Preservation

**MX19+
Enforcement and further 

classification support

Licensing:
MX Advanced Licensing / SD-WAN

** subject to change based on release timelines for MX/Z
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MX/Z Port to SGT classification

Static SGT classification based on physical port

• Supported on Access and Trunk ports
• Classifies all devices and traffic behind the port 

with the configured SGT

Support starting in MX18.2+

Port 1
SGT: DMZ

Port 2
SGT: 
Employee
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MX/Z VLAN to SGT classification

Static SGT classification based on physical port

Utilized on traffic ingressing a port where:
• There is no SGT configuration defined on 

the port whether static or Infrastructure 
(Peer SGT Capable)

Support starting in MX18.2+

VLAN 100
SGT: DMZVLAN 10

SGT: 
Employee
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MS/CS Supported Models and Firmware

Models:
MS390 – All Models

C9300-M – All Models
Coming Soon:

MS130 X/R models

MS14

CS16

Initial Introduction
Port to SGT

Subnet to SGT
RADIUS assignment

Policy Hit Counters
ACL Logging

CS17 TCP Established

Licensing:
MS/CS Advanced Licensing
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Catalyst Meraki 
9300/X

Rugged

MS130R MS130X

Compact Rack Mount

Extending adaptive policy to more platforms
No longer limited to a single MS platform

ONE dashboard
ANY environment

M

Most Demanding

MS130X/R support coming in a future firmware release
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Adaptive Policy from Access Switching to Aggregation/Core

C9300-24S/48SC9300X-12Y/24Y

Fiber aggregation

Access

Catalyst Meraki 9300/X
MS130X/R MS390

BRKMER-2234 71



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

MS/CS SGT Propagation

Infrastructure Propagation 

• Supported on Trunk ports
• Propagates SGTs

• Of directly assigned endpoints
• From other SGT capable devices
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MS Port Configuration and Behavior

BRKMER-2234

Peer SGT Capable

• Trust received tags/send 
tagged frames on trunk
ports

• Used when connecting 
MS to Adaptive Policy 
capable MS/MR/MX

Static Tag Assignment

• Incoming traffic tagged 
with configured 
Adaptive Policy Group

• Only available on 
Open/MAC Allow-List 
ports

802.1x Assignment

• Per-Session 
assignment based on 
RADIUS response

• Static fallback 
performed through 
Prefix to SGT map or 
VLAN to SGT map* 

*coming as part of the CS17 release
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Creating Static IP to SGT Maps

Define IP segment/s that are 
outside of the purview of the 

AdP Domain where an 
applicable SGT can be shared. 

Also called last resort 
classification and can be 

attached as an IP to SGT map

Example Segments:
Fallback mapping
AWS instances
DMZ network
Servers behind a VM environment

Specifications:
Associate a subnet to 1x SGT

Support for any CIDR notated IP space
Closest match wins
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SGT Assignment Order of Operation

RADIUS SGT Assignment

Port SGT Assignment

IP / Subnet SGT Assignment

VLAN SGT Assignment**

198.18.0.0/24
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Supported Models and Firmware

Models:
Wifi5 Wave 2 (all models)

Wifi6/E MR + CW (all models)

MR27+

MR31

SSID - SGT
RADIUS based SGT

Propagation & enforcement

Group Policy + SGT
Policy Hit Counters

ACL Logging
TCP Established Matching

Licensing:
MR Advanced Licensing

MR Adaptive Policy Documentation
BRKMER-2234 77
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MR Adaptive Policy Enablement

MR identifies CMD encapsulated traffic from MS and 
switches on SGT tagging (Peer SGT capable)

Automatically tags all traffic with an SGT including 
management and control traffic

Provides a fail-safe for upstream SGT support

If no CMD encapsulation observed – Disable tagging 
and produce event
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Propagation and Enforcement

10.20.0.11
SGT=5 

Employees

10.0.0.5
SGT=55 

EmployeeBYOD

SRC | DST Employee EmployeeBYOD

Employee

EmployeeBYOD

MR Policy Handling

Support
• MR enforces policy at 

egress (traffic to wireless 
client)

• MR Propagates SGTs 
from wireless clients to 
upstream network 
appliance
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Tag Application and Preservation

BRKMER-2234

IP
CMD

SGT = 4
IP

CMD
SGT = 4

SGT must be preserved from source to destination for true micro-
segmentation at the highest scale

Policy is enforced at the destination and/or egress of the AdP 
Domain
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So where do we see tags?

BRKMER-2234

IP
CMD

SGT = 4
IP

CMD
SGT = 4

Only between CMD capable peers
Client Ports have no knowledge of SGTs or the encapsulation
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Infrastructure Connectivity
Hosted Servers

10.10.10.0/24

RADIUS
802.1X / MAB 
Assignment

Static SSID 
Assignment

Port SGT

Subnet to 
SGT

Infrastructure Link
Peer SGT Capable
Infrastructure SGT

Infrastructure Link
Peer SGT Capable
Infrastructure SGT
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Adaptive Policy Matrix and Policy Visualization

Finally.

• Policy Management
• Activity Indicators
• Policy Visualization
• Historical Hit Counters
• Historical ACL Logging
• Policy change filtering 

for validation pre<>post 
change

Organization-Wide
Multi-network 

filtering
Device-level filtering 

Coming Soon
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Static Per-Network VLAN to SGT (MS/CS) 

Using Network VLAN Profiles
• Map an SGT to a VLAN
• Support for multiple profiles

Used as a fallback when static IP to SGT or more specific match is found

Not final design

Coming Soon
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Adaptive Policy Assignment through Meraki Group Policy

SGT assignment through Dashboard’s 
group policy constructs

Applicable to:
MR

MX**
MS uses RADIUS/Port/IP/VLAN

Example Uses:
• iPSK w/o RADIUS psk-based SGT
• Single RADIUS attribute for group policy 

assignment + SGT
• AnyConnect VPN SGT assignment
• Static API/Dashboard assignment

iPSK

Group Policy

AnyConnect**

Dashboard

Coming Soon

** subject to change based on release timelines for MX/Z
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Foundation for Meraki Zero Trust

BRKMER-2234

IP
CMD

SGT = 5 IP
CMD

SGT = 5

10.0.0.5
SGT=5 

Employees

M
SRC | DST Employee IoT IoT Server

Employee

IoT

IoT Server

10.20.0.11
SGT=5 

Employees

Packet

Packet

IP
CMD

SGT = 5 IP
CMD

SGT = 5

Org-Wide, full-stack, micro-segmentation policy based on Identity
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Native Policy Syncing to Dashboard in ISE 3.2 P1

ISE

SRC | DST Employee IoT IoT Server

Employee

IoT

IoT Server

Using Dashboard APIs

Pushed directly from ISE

Single Source of Truth

M
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Adaptive Policy and TrustSec

M ISE

SGT TrustContext and policy shared between architectures

Tag trust at the data-plane interconnect

Native Rest API syncing between Dashboard and ISE { REST API }
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Adaptive Policy and ASA/Firepower

SGT Trust

Tag-based Policy 
from access to 

edge of the network

Ability to statically 
create tags in FMC 
or dynamically via 

Cisco Identity 
Services Engine

Rules based on 
data-plane context 
sharing via SGTs
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Meraki NetFlow Exporters 

BRKMER-2234

Product Line Protocol Support

MX/Z3+ NetFlow v9

MS390/C9300-M IPFIX (NetFlow v10) Enriched with AVC and ETA
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NetFlow & Encrypted Traffic Analytics

*  should work with any standard up-to-date collector
** When integrated with Cisco Secure Network and/or Cloud Analytics (XDR)
*** Uplink port flow collection excludes AVC + SGT data

Requires Advanced Licensing

AVC NetFlow*

IPv4 and v6 records built for 
Cisco Secure Analytics

All East-West Traffic***

capturing flows on every client 
facing port on all supported 

switches in the network

Encrypted Traffic 
Analytics**

for in-depth analysis of traffic 
without MiTM decryption

Adaptive Policy**

Export of Source Security Group 
Tags (SGTs)
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Adaptive Policy & Secure Network Analytics
Cell Details

Up to 90 Days of Historical data

Informed policy creation and validation

Group based policy and 

traffic flow tracking

Global flow visibility and 

context
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MS390 with SNA & ISE

R
A

D
IU

S
 C

o
A

NetFlow & ETA

ISE PxGrid ANC

Trigger CoA via ISE

Telemetry provided by MS390/9300-M to SNA

Flexible outcomes: Policy Violation
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A true multi-domain zero-trust framework

Cisco SGT-Based Security Domain
SGT Trust

Meraki Adaptive Policy Domain

ISE
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

101Session ID

http://www.ciscolive.com/on-demand
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