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Wireless
WIRED

CIsco
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https://wirelesslywired.com/

- How Meraki provides a common
policy framework

- Policy Definition and
Management

- Product support review
- MX/Z
- MS
- MR

- Integrations across Cisco
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Dashboard Structure

Dashboard Organization

Network A Network D

MR/MS/MX/MV/MT/SM Home MR/MS/MX/MV/MT/SM Home MR/MS/MX/MV/MT/SM Home MR/MS/MX/MV/MT/SM Home
Per-Network Configs Per-Network Configs Per-Network Configs Per-Network Configs
Telemetry and Visibility Telemetry and Visibility Telemetry and Visibility Telemetry and Visibility
Network Level Admins Network Level Admins Network Level Admins Network Level Admins
oooooooooo oooooooooo ooooooooog oooooooooo
oooooooooo [ ° Ooooooooooo ° oooooooooo Ooooooooooo
oooooooooo ooooooooog oooooooooo oooooooooo
oooooooooo [ ° oooooooooo [ ° Ooooooooooo oooooooooo
oooooooooo ooooooooog ooooooooog ooooooooog
oooooooooo [ ° Ooooooooooo [ ° Ooooooooooo Ooooooooooa

)
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Before we jump in...

A common policy framework should help

SR
A3

minimize exposure in provide multi-tenancy
an organization in a secure way

|

quarantine malicious
or compromised
devices

implement a zero-
trust framework

Cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Adaptive Policy

Organization-Wide intent-based policy N §
° "Q X B
Utilizing inline Security Group Tags (SGTs) o OS5585858885
f ) oooooooooo
{ Oooooooooon
o 8399339821
Context shared over the data-plane \
- 4
IP and topology agnostic security providing 2
consistent policy for wired and wireless access \\ ﬁ

Lae! ; . .
cisco &, #HCiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Group Assignment Techniques

Static Assignment

Foundation for Zero-Trust

cisco L“/& / **coming in later release

#CiscoLiveAPJC
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SGT via any RADIUS server

EEEEEEEE vy g

The SGT AV-Pair is:

cisco-av-pair:cts:security-group-tag={SGT value in HEX}-{revision number}

® iPSK Default

L] Radius-Called-Station-ID CONTAINS Tornado-AP_PSK * DefaultPSK4Clients + TestClient

® v -|-]

cisco Li%o/‘/

Result

Class

CACS:adcd880600000000386d43c6:ww-ise/374370439/1664

cisco-av-pair

cts:security-group-tag=0fa0-00 *

MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

W

W

Base license consumed

ISE + Adaptive Policy documentation

#CiscoLiveAPJC © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_and_Cisco_ISE#Adaptive_Policy_Group_Tag_(SGT)_Creation_in_Dashboard
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_and_Cisco_ISE#Adaptive_Policy_Group_Tag_(SGT)_Creation_in_Dashboard

What are SGTs?

e M

° oooooooooo
oooooooooo
~ - oooooooooo [
> o o e - '[. oooooooooo | == =] ©
10.0.0.5 o

e -’ \\ e ooooooooog
- ~ oooooooooo

SGT=4 -7 <

7 N
- N
Employees -7 SN
e N
s ~
P d
~
P d
7 ~
- N

- ~
- N

Dest MAC Src MAC 802.1Q CMD ETYPE PAYLOAD

- S o
- ~

CMD

EtherType S&l

Version Length | CMD options Next Header

#CiscoLiveAPJC

BRKMER-2234

F4

| Time: | SourceMAC: | Source | DestinationMAC

1 0. Cisco_94:cl:41 23.30.207.162 ae:eb:eBic5:c
2 0.000000 Cisco_94:c1:41 1.1.1.1 ae:eb:eB:c5:c
3 0.000347 Cisco_94:cl:41 68.85.89.233 ae:eb:eB:c5:c
4 9.000347 Cisco_94:cl:41 96.110.194.109 ae:eb:eBic5:c
5 9.801048 HewlettPacka_@1:f.. AmazonTechno_
6 ©0.001048 HewlettPacka_@1:f.. SamsungElect_
7 ©0.001048 Cisco_94:cl:41 ae:eb:eBic5:c
8 9.801396 HewlettPacka_@1:f.. Apple_32:d4:7
9 9.002862 CiscoMeraki_e8:7b.. CiscoMeraki_1

AmazonTechn
SamsungElec
CiscoMeraki_@
Apple_32:d4:75

HewlettPacka_
HewlettPacka,

HewlettPacka_
HewlettPacka_

11 @.e83738
12 9.805690

13 ©.805980 10.10.1.113

Frame 11: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet II, Src: SamsungElect_06:42:a2 (68:5a:cf:06:42:a2), Dst: HewlettPack;
802.1Q Virtual LAN, PRI: B, DEI: @, ID: 101
Cisco MetaData
Version: 1

Length: 1

Options: @x@001

SGT: 4

Type: IPv4 (@x@s8ed)
Internet Protocol Versiom 4, Src: 18.10.1.137, Dst: 10.10.1.2
Lransnission.Conteol Beothcol, Src Port: 37797, Dst Port: 8123, Seq: 1, Ack:

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Scalable Identity and Context

Sharing information over the dataplane, in every packet

cisco Li//p/_/

This Packet
is from an
Employee

0o |( 00 || o0
0o |( 00 || o0
0o |( 00 || o0
0o || 00 || o0
0o || 00 || o0
0o || 00 || o0
0o |( 00 || o0
0o |( 00 || o0
0o || 00 || o0
0o || 0o || oo

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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One Consistent Policy Across Networks

e
— |\ M
-
| lE
SRC | DST | Employee loT loT Server
Employee v * v JE—
loT b4 X v D ——
loT Server v v v ’,’/
,/’, e
< e I\/l
_ -
SR & ——-mmmmme- > M - > | — | A
4 —
\\‘
"
— (M
Policy & Groups are configured in dashboard and pushed to — | HHA
Adaptive Policy nodes like any other Meraki configuration change ——

cisco L‘V& ./ #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



API First!

SRC | DST  Employee loT loT Server
Employee

X
loT 4 4

loT Server %...
HH
HH
L1 ]

adaptivePolicy/

| groups ﬁ’“
___acls

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15

|
| bindings
| settings

CIsco



Policy Definition and
Management

cisco L{V&/



A Single Retall Location

(1000

IP Cameras IP Address SGT
10.1.10.50 DS_Server(16)
Phodes | T —
IP Address SGT 10.90.1.10 Camera(10) @
10.90.1.50 StoreSignage(11) 18, -1 Camera(10)

CS
*
)
°

IP Address SGT o° —
*

. —

10.90.1.20 POS(20) o =
*
*
10.90.1.21 POS(20
(20 NVR / IOT Controller

IP Address SGT

10.90.1.50 | IOTServer(15)

cisco W B #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Scope of Policy

(1000

IP Cameras IP Address SGT
10.1.10.50 DS_Server(16)
Phodes | T —
IP Address SGT 10.90.1.10 Camera(10) @
10.90.1.50 StoreSignage(11) 18, -1 Camera(10)

CS
*
)
°

IP Address SGT o° —
*

. —

10.90.1.20 POS(20) o =
*
*
10.90.1.21 POS(20
(20 NVR / IOT Controller

IP Address SGT

10.90.1.50 | IOTServer(15)

cisco M B #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Adaptive Policy - Org Level Functions

. . » Networks
Switching
- | Combine = Search... * 16 net
= Wireless
D Ba Name Usage
ul  Insight (] Q MS250 Stack 2 7753
O o] M3120 265G
¢ Organization Monitor Configure Nene
Overview Settings L
891.4
Summary  New Configuration sync
None
Alerts | New MDM
None
Create Adaptlve POllcy Change log Administrators S——
Login attempts Camera and sensor roles 1.01 Gl
acurity ce anse info 3361
° Grou ps (SGTS) Security center License info
ocation analytics Bulk network creation .
. | ¢ K None
° C AC L SGAC L jon templates reate networ
UStO S S None
VPN status Inventory
None
101 Firmware upgrades Policy objects
» Policies P9 y obi

Summary report Adaptive policy None

 Network Enablement Cloud On-Ramp

Early Access | New

Certificates

cisco M B #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Creating Adaptive Policy Groups (SGTs)

Adaptive policy

Policies  Groups Custom ACLs  Networks

Search... 16
groups

5GT
O Name Value Description Palicy Objects &

Add adaptive policy group

Example Groups: Nama SomeGroupame
Employee-Compliant
Employee-NonCompliant SeTvale® 1010
IOT
Web-Server
Network-Services
G UeSt Policy Object
Employee— BYOD Binding ©
PCl-Server
PCIl-Endpoint

A useful description of this
Description
group

. Review changes

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Enabling Adaptive Policy on a Meraki Network

Validation requirements:
Hardware is supported and on reg min firmware

MS390/MS130**/9300 is Advanced licensed
MR is Advanced licensed
MX is at least Advanced Security licensed

**Support coming in a later release for MS130 X/R

cisco L{Vp/_/

Adaptive policy

Policies  Groups

Search...

Custom ACLs Networks

n network selected

B Networks a

[ .Arrakis

[J .caladan

#CiscoLiveAPJC

Status

® Adaptive policy enabled

® Adaptive policy enabled

.Caladan_DMZ Adaptive policy disabled

Enabling adaptive policy on 1network

Caution: Making modifications to the Adaptive Palicy on a network may cause a momentary
disruption of all traffic due to SGT configuration changes.

©

Changes successfully saved.

38 networks, 1 selected

~

ed. Cisco Public
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Creating Groups and
Enabling Networks
Demo

: cisco ML




A single retail location

Digital Signage

IP Address

SGT

10.90.1.50

StoreSignage(11)

o -

o

4

I

| [ pomotsae |
1

: IP Address SGT

: 10.90.1.20 POS(20)

1 10.90.1.21 POS(20)

1

]

\

/4

cisco L{{/&_/

IP Cameras
IP Address SGT
10.90.1.10 Camera(10)
10.90.1.11 Camera(10)

[

\-----

[ ————

Y

NVR / 10T Controller

IP Address SGT
10.90.1.50 IOTServer(15)
#CiscoLiveAPJC

|0 e B ’

BRKMER-2234

g (A
= (&
ISE Cluster
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 POS_Server(21)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SGT Assignment by SSID

VLAN tagging @ VLAN ID e

# Access point tags VLANID

Default 101

SSIDs in bridge-mode and NAT mode

+ Add VLAN ID
Default tag if RADIUS assignment is not

Assign group policies by device type nable i=abIe
performed —

Can be overridden with a RADIUS based SGT BT ET 4 GeneraiDat ~
assignment " '

Use cases
« Single Use SSIDs (like guest)
« iPSK w/RADIUS fallback
« 802.1X fallback assignment
+ MAC Auth fallback assignment

cisco M B #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



SGT Assignment by RADIUS

Support

» SSIDs in bridge-mode and NAT mode

o4
e Fallback to SSID’s SGT if RADIUS does not @
send SGT =

Use cases

WPA2/3 Enterprise Wireless Deployments
IPSK w/RADIUS

Central Web-Auth (MAC Auth - URL
Redirect)

Open Auth w/ MAC Auth

2)
)

10.20.0.11 10.0.0.5

SGT=5 SGT=55
cisco L{{/g_/ Employees EmployeeBYOD

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Hosted Servers
10.10.10.0/24

Static SSID
Assignment

©— axea

cisco W / "
&- #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Infrastructure Links
and Wireless
Classification Demo

‘ cisco ML



(o

A single retail location

ISE Cluster
e ——————————
/ \ IP Address SGT
4 IP Cameras \
| 1 10.1.10.50 | DS_Server(16)
L . IP Address SGT 1
Digital Signage 1 1 10.1.10.10 | POS_Server(21)

1

IP Address SGT i 10.90.1.10 Camera(10) :

10.90.1.50 StoreSignage(11) : IO, 1T Camera(10) :
! I
' W
! I
! I —
1 1 i
1 I -
1 1 —
! I
! oooooooooo I~ — . 4 . —
\\ ° ooooooooao gp—— © e {8 —— - o & B

4
- ------_’

°
.
_ *

)

IP Address SGT o° —
*

. —

10.90.1.20 POS(20) o =
*
*
10.90.1.21 POS(20
(20 NVR / IOT Controller

IP Address SGT

10.90.1.50 | IOTServer(15)

cisco M B #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



MS/CS Static Port to SGT Assignment

Update 1port
e Trunk Access
N
Access policy & Open -
VLAN 2000 v
* Supported on Access and Trunk ports . ,

» C(Classifies all devices and traffic behind the
port with the configured SGT

RSTP Enabled Disabled

STP guard Disabled -
Port isolation Enabled Disabled
[ ° Trusted DAl Enabled Disabled

Alerts will be generated if UDLD detects an error, but the port will not be

Port 2
SGT:

0o (| 0o (| 00

shut down.
Employee
PE | aklad | N ieahlad
I
Adaptive policy group | 4: GeneralData X -

EICTTTRETI Enabled Disabled

Cancel Update

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



MS/CS RADIUS SGT Assignment

Update 1port

Tags

Type Trunk
« Supported on Access ports R

« SGT Assignment done by RADIUS and not -

VLAN

by Static Port SGT §

. . Voice VLAN .
» Fallback mapping done by Static :
Subnet to SGT or *VLAN to SGT

RSTP Disabled

STP guard Disabled -

Part isolation Enabled

ubLb Enforce
Alerts will be generated if UDLD detects an error, but the port will not be
shut down.

PoE

Enabled Disabled

Adaptive policy group @

— Storm control

I

Enabled Disabled
10.20.0.11 10.0.0.5
SGT=5 Employees SGT=55 —
EmployeeBYOD

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Switchport V.
Classification Demo.

cisco Ld/&,/



Example Policy

Permit

Deny

Deny

Permit

Deny

Deny

Deny

Deny

Deny

Deny

Permit

Deny

#CiscoLiveAPJC

Permit

Deny

Deny

Deny

Deny

Deny

BRKMER-2234

Deny

Permit

Deny

Deny

Permit

Deny

Deny

Deny

Permit

Deny

Deny

Permit

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Creating Policies between SGTs

Overview of Explicit
Policies Currently Defined
Filterable by text or by the
filter drop down

Visibility into last policy
update

High level Overview of
Total defined policies,

groups, and ACLs

cisco L{Vp/_/

Adaptive policy

Custom ACLs

Policies

Groups

TOTAL POLICIES

121

n Policy selected

= Source Group
Quarantine
10T_Device
Quarantine

10T_Device

[ I O R

Quarantine

MNetworks

DENY POLICIES

10 121

Add Policies

Destination Group &
Adaptive_Dot1x_Contractor
Adaptive_Dot1x_Contractor
Adaptive_Dot1x_DomainAccount
Adaptive_Dot1x_DomainAccount

Adaptive_Dot1x_Engineer

#CiscoLiveAPJC

Permission

% Custom

+ Allow

%* Custom

+ Allow

* Custom

BRKMER-2234

ALLOW POLICIES

54 1121 48

GROUPS

Paolicy Name

Quarantine - Adaptive_Dot1x_Contractor
10T_Device - Adaptive_Dot1x_Contractor
Quarantine - Adaptive_Dot1x_DomainAccount
10T_Device - Adaptive_Dot1x_DomainAccount

Quarantine - Adaptive_Dot1x_Engineer

ACLS

22

(" octoodoe )

Last update

Jun 2, 2023 16:53
Aug 24, 2020 14:02
Jun 2, 2023 16:53

Aug 24, 2020 14:02

Jun 2, 2023 16:53

—

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



One to One or One to Many

Add Policies

Source groups Destination groups

a policies selected + Allow @ Deny % Custom m

MName SGT Value a Description

SGT
Quarantine 563 No goed = Name Valuea  Description

Created by Meraki, the
Unknown group applies
[J  Unknown o] when a pelicy is specified
for unsuccessful group
classification

BU”( edltlng Of a Slngle Created by Meraki, the

Infrastructure group is used

Source to destlnatlon Infrastructure 2 by Meraki devices for

internal and dashboard
communication

GeneralData 4 Data

Bulk editing of a single
source to many destinations
alex_office_tag 6 alex's office tag
alex_office_block 7 test blocking in alexs office
[0  VolP_Device 8 Voip Devices
Cameras 9 cameras on the network

Media_Devices 5 Streaming and gaming

cisco M - #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Policy Enforcement Flow

Digital Signage

IP Address

SGT

10.90.1.50

StoreSignage(11)

IP Cameras
IP Address SGT
10.90.1.10 Camera(10)
10.90.1.11 Camera(10)

o (A

e |SE Cluster
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 POS_Server(21)

IP Address SGT —
10.90.1.20 POS(20) —
10.90.1.21 POS(20
(29 NVR / 10T Controller
o
IP Address SGT
10.90.1.50 IOTServer(15)
cisco W./ #CiscoLiveAPJC BRKMER-2234

SRC: 10.90.1.10
DST: 10.90.1.20

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy Enforcement Flow

Digital Signage

IP Address

SGT

10.90.1.50

StoreSignage(11)

IP Cameras
IP Address SGT
10.90.1.10 Camera(10)
10.90.1.11 Camera(10)

)

(1000

|SE Cluster

IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 POS_Server(21)

IP Address SGT —

10.90.1.20 POS(20) :

10.90.1.21 POS(20

) NVR / 10T Controller
o
IP Address SGT
10.90.1.50 | 10TServer(15)
cisco W / HCiscoLiveAPJC

BRKMER-2234

10.90.1.10

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Policy Enforcement Flow

(1000

10.1.10. D! 1
— IP Address SGT 011050 S_Server(16)
Digital Signage 10.1.10.10 POS_Server(21)
10.90.1.10 Camera(10
IP Address SGT (19
10.90.1.11 Camera(10
10.90.1.50 StoreSignage(11) (1)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

IP Address SGT
10.90.1.50 | I1O0TServer(15)
cisco L‘//& / HCiscoLiveAPJC

BRKMER-2234

S

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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I (= -
PO|ICy Enforcement Flow =1 st
= st Cluster
|P Cameras IP Address SGT
—— Y- B 10.1.10.50 DS_Server(16)
Digital Signage 10.1.10.10 POS_Server(21)
10.90.1.1 1
IP Address SGT 0.90.1.10 Camera(10) @
- 10.90.1.11 Camera(10)
10.90.1.50 StoreSignage(11)

IP Address SGT

] e ' CMD™ ' src: 10.90.1.10
_ NVR / 10T Controller SGT= 10 DST: 10.90. 1 .20

IP Address SGT

10.90.1.50 | 10TServer(15)

Cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Policy Enforcement Flow

Digital Signage

IP Address

SGT

10.90.1.50

StoreSignage(11)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

IP Address SGT
10.90.1.10 Camera(10)
10.90.1.11 Camera(10)

o (A

u |SE Cluster
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 POS_Server(21)

oooooooooo
oooooooooo

IP Address

10.90.1.50

#CiscoLiveAPJC

BRKMER-2234

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy Enforcement Flow

IP Address SGT
Digital Signage
10.90.1.1 1
IP Address SGT 0.90.1.10 Camera(10)
10.90.1.11 c 10
10.90.1.50 | StoreSignage(11) amera(10)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

o (A

= (&)

u |SE Cluster
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 POS_Server(21)

IP Address

10.90.1.50

#CiscoLiveAPJC BRKMER-2234

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy Enforcement Flow

Digital Signage

IP Address

SGT

10.90.1.50

StoreSignage(11)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

IP Cameras
IP Address SGT
10.90.1.10 Camera(10)
10.90.1.11 Camera(10)

o (A

e |SE Cluster
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 POS_Server(21)

NVR / 10T Controller

IP Address

SGT

10.90.1.50

I0TServer(15)

Produce Log Event
Increment Hit Counters

#CiscoLiveAPJC

BRKMER-2234

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Expanding the policy scope beyond a site
A simple phased rollout capability

Peer
SGT
Disabled

SGT

Capable Capable

« Sites with Adaptive Policy enabled will propagate SGTs to like peers
« Sites without Adaptive Policy enabled will still be able to communicate with the
AutoVPN topology
» Sites enabled will strip the header to non capable

Cﬁcolgwét #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AutoVPN Propagation + Preservation

Step 1: Configure VLAN support on MX

Step 2: Set Site-to-Site VPN to Peer SGT capable

Step 3: Convert downlink to Trunk and enable Peer SGT Capable +
Infrastructure SGT (when connected to a supported switch or access
point)

cisco &- #CiscoLiveAPJC BRKMER-2234

VPN settings

Peer SGT capable &

IPv4 VPN subnet
translation &

Local networks

[ Enabled Disabled
Enabled Disabled

Allowed VLANs

Adaptive policy &

VLAN 100 (DMZ) ~

® Al VLANs

Peer SGT capable © Enabled Disabled

2: Infrastructure (Predefined) ~

Name VPN mode Subnet Uplink
DMZ Disabled ~ 0 10.10.0.0/24 Any
Fabric_DMZ Enabled ~ Q 10.10.255.0/28 Any

Configure MX LAN ports

Enabled Enabled +

Type Trunk =

Native VLAN

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Expanding the policy scope beyond a site

A

ISE
ISE Cluster
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)
IP Cameras IP Cameras
IP Address SGT 10.90.1.10 Camera(10) 10.10.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10) 10.10.1.11 Camera(10)
v U

-.....
‘Q
*
‘0
"
Q"

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

NVR /10T Controller

IP Address SGT

10.90.1.50 10TServer(15)

(((@

NVR /10T Controller

IP Address

SGT

10.10.10.50

10TServer(15)

Cisco

.&‘/

#CiscoLiveAPJC

BRKMER-2234
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Expanding the policy scope beyond a site

IP Cameras
IP Address SGT 10.90.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10)

A

ISE

ISE Cluster

IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)

IP Cameras
IP Address SGT
10.10.1.10 Camera(10)
10.10.1.11 Camera(10)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

NVR /10T Controller

IP Address SGT

10.90.1.50 10TServer(15)

cisco L{{/&_/

NVR /10T Controller

SRC: 10.90.1.10 | =R

0.10.10.50 10TServer(15)

DST: 10.10.1.10

#CiscoLiveAPJC BRKMER-2234
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Expanding the policy scope beyond a site

IP Cameras
IP Address SGT 10.90.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10)

A

ISE

ISE Cluster

IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 | POS_Server(21)
Q Q.

IP Cameras
IP Address SGT
10.10.1.10 Camera(10)
10.10.1.11 Camera(10)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

NVR /10T Controller

IP Address

SGT

10.90.1.50

10TServer(15)

10.90.1.10

cisco é{{/&_/

#CiscoLiveAPJC
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Expanding the po

IP Address SGT
10.1.10.50 DS_Server(16)
Digital Signage IP Address SGT @ ‘Q. IP Address SGT
IP Address SGT 10.90.1.10 Camera(10) s‘ 10.10.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10) 38 10.10.1.11 Camera(10)
~

uut

ISE Cluster

DC Resources

Icy scope beyond a site

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

IP Address

10.90.1.50

10TServer(15)

, -«
O
4 \

/

aE | -] o

cisco L{Ko//

#CiscoLiveAPJC
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Expanding the policy scope beyond a site

ISE Cluster

DC Resources
IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)

IP Cameras IP Cameres
Digital Signage IP Address SGT @ ‘Q. IP Address SGT
IP Address SGT 10.90.1.10 Camera(10) e w— 10.10.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10) 10.10.1.11 Camera(10)

Q frees n
. =]
o* =
o =
R =
*
NVR/ 10T Controller
IP Address SGT
[romotse ] 1090150 |_I0TServer(15)
IP Address SGT

I CMD " src: 10.90.1.10

SGT=10 psT: 10.10.1.10

cisco L{Vp/_/
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Expanding the policy scope beyond a site

ISE Cluster

DC Resources
IP Address SGT

10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)

IP Cameras IP Cameras
Digital Signage IP Address SGT @ ‘Q. IP Address SGT
IP Address seT 10.901.10 | Camera(10) — 10.10.1.10 [ Camera(10)
10.90.1.50 StoreSignage(11) 10.90.1.11 Camera(10) 10.10.1.11 Camera(10)
° oooooooooo
Q frees n
. =
»* =
o* =
“’ &=
.
NVR/ [OT Controller =
IP Address SGT =
[—romorsae ] 1090150 | 0TSenver(15)
|P Address SGT NVR /10T Controller
10.90.1.20 POS(20) IP Address SGT
10.90.1.21 POS(20)

cisco L{{/&_/

CMD SRC: 10.90.1.10
IPSEC SGT

=10" DST: 10.10.1.10

10.10.10.50 I0TServer(15)

#CiscoLiveAPJC

BRKMER-2234
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Expanding the po

IP Cameras
IP Address SGT 10.90.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10)

ISE Cluster

DC Resources

IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)

Icy scope beyond a site

IP Cameras
IP Address SGT
10.10.1.10 Camera(10)
10.10.1.11 Camera(10)

l.....
‘$
*
“
*
“
Q’

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

NVR / |OT Controller

IP Address

SGT

10.90.1.50 |0TServer(15)

NVR /10T Controller

IP Address SGT

10.10.10.50 | 10TServer(15)

CMD  SRC: 10.90.1.10

cisco L{V&/

SGT=10 psT: 10.10.1.10

#CiscoLiveAPJC BRKMER-2234
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Expanding the policy scope beyond a site

ISE Cluster
DC Resources
IP Address SGT

10.1.10.50 DS_Server(16)

10.1.10.10 | POS_Server(21)
IP Cameras IP Cameras
Paddress | sar oS T S
IP Address SGT 10.90.1.10 Camera(10) 10.10.1.10 Camera(10)
10.90.1.50 StoreSignage(11) 10.90.1.11 Camera(10) 10.10.1.11 Camera(10)
v U

Q frees n
. =
o* =
R =
R &=
*
NVR /10T Controller
IP Address SGT
[romorse ] 1090150 | 10TServer(15) s
IP Address SGT 10TServer(15)
10.90.1.20 POS(20)
10.90.1.21 POS(20)

CMD  SRC: 10.90.1.10

SGT=10 DST: 10.10.1.10

cisco L{{/&/

HCiscolLiveAPJC BRKMER-2234
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Expanding the po

Digital Signage IP Address SGT
IP Address SGT 10.90.1.10 Camera(10)
10.90.1.50 | StoreSignage(11) 10.90.1.11 Camera(10)

uut

ISE Cluster

DC Resources

IP Address

SGT

10.1.10.50

DS_Server(16)

10.1.10.10

A

Icy scope beyond a site

10.10.1.10

10.10.1.11

Camega(10)
Cam*

10)

- N —
\ / =
\ ° oooooooooo —
Tagy " / \
L= ¢
S
o =,
Q : [_twe/or convoler |
IP Address SGT
[romotsae ] 10.90.150 | I0TServer(15)

IP Address SGT
10.90.1.20 POS(20)
10.90.1.21 POS(20)

10.10.10.50

10TServer(15)

cisco L{{@/

#CiscoLiveAPJC BRKMER-2234
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Expanding the po

Digital Signage IP Address SGT
IP Address SGT 10.90.1.10 Camera(10)
10.90.1.50 StoreSignage(11) 10.90.1.11 Camera(10)

uut

ISE Cluster

DC Resources

IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)

Icy scope beyond a site

IP Address SGT
10.10.1.10 Camera(10)
10.10.1.11 Camera(10)

\
\. oooooooooo l e

10.90.1.20

POS(20)

10.90.1.21

POS(20)

4
/

IP Address

10.90.1.50

10TServer(15)

cisco L{{@/
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Expanding the policy scope beyond a site

ISE Cluster

DC Resources

IP Address SGT
10.1.10.50 DS_Server(16)
10.1.10.10 | POS_Server(21)
IP Cameras IP Cameras
Digital Signage IP Address SGT @ ‘Q. IP Address SGT
IP Address SGT 10.90.1.10 Camera(10) e w— 10.10.1.10 Camera(10)
10.90.1.50 StoreSignage(11) 10.90.1.11 Camera(10) 10.10.1.11 Camera(10)
° oooooooooo
Q frees n
. =
o* =
*
o =
. &= O
* =
Q NVR / 10T Controller =
IP Address SGT e NVR/IOT COM_
[romorsae ] 10.90.1.50 | I0TServer(15) 1P Address seT
IP Address seT 10.10.10.50 | 10TServer(15)
10.90.1.20 POS(20)
10.90.1.21 POS(20)

cisco L{{/&/

#CiscoLiveAPJC

BRKMER-2234
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Increment Hit Counters
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Policy is a constantly evolving definition

Permit Deny Deny Deny Permit Deny Deny Deny

Deny Deny Deny Deny Deny Permit Deny Deny

Deny Deny Deny Deny Deny Deny Permit Deny

Deny Deny Deny Deny Deny Deny Permit Deny

Deny Deny Deny Deny Deny Deny Deny Permit

Permit Deny Deny Deny Deny Deny Deny Deny

Deny Custom Deny Deny Deny Custom Deny Deny

Deny Deny Custom Deny Deny Deny Custom Deny

Deny Deny Deny Permit Deny Deny Deny Permit

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Custom ACLs (SGACLs)

Adaptive policy

Policies  Groups| Custom ACLs | Networks
Searm...

]

A1 ACLs

P
Description Version

Name

Rules

Add adaptive policy ACL

Name
No_SSH_HTTP

Functionality:
Allow / Deny
TCP/UDP/ICMP src and dst matching o
TCP Established match*
Logging on hits™

Description

Rules

# Policy Protocol Source port Destination Log @ e @ Acti
. . . port Established
Limited to 16 Entries per ACL
1 | @Deny ~ TCP ~  Any 22 [] cancel m
2 | @Deny - TeP = | Any 80 [J cancel

Add ACL Rule

*Initially supported on MS390/9300-M

cisco M B #CiscolLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Custom ACL Logging

Jestination TCP
# Policy Protocol Source port Destinatio Log® _ o

port Established
1  @Deny ~ TCP ~ | | Any 22 | cancel
2 @ Deny ~ TCP ~ Any 80 | cancel

Functionality:

Logging is performed and collected over Example Iog content:

an interval and sent via Syslog (if
configured) and propagated to

port: 16, acl: Deny_IP_Log, action: Deny « hide

rotocol icm
dashboard as an event log E:z:i;m ;o.ape.moz
Sep 28 15:37:48 Adaptive Policy ACL Log dest-ip 10.39.0.164
Configurable on ACE Permits and Denies pesert 9
as a method of capturing more detailed dgt 2
hits 1

information on policy instantiation

. Part of switching CS16 GA release - coming to MR in MR31
cisco % /

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



TCP Established Usage in Custom ACLs
f Policy:

Permit TCP dst 80
Permit TCP dst 443
Deny any

[ - |

S Employee
/

Web Server/
~

L

Policy: - -
. Permit TCP src 3389 established
K DeSktOp Admln Deny any Employee j
# Polic Protocol Source port bestination Log @ ep o
y P port g Established
1 v Allow ~ TCP v 3389 Any Canc

_ Part of switching CS17 release - coming to MR in MR31
cisco Lz/.o//
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Scaling Considerations

60x SGTs

3600 Policies

113 ACEs Per Policy

Unlimited Clients™

.9‘ 8000 IP to SGT Maps

. *Limited by standard hardware endpoint scaling e.g. CAM tables
cisco Lz%o/ /
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Dashboard
Troubleshooting Tools

cisco L{Vg/



Client SGT Visibility

Status
O statusv Description Adaptive Policy Group Last seen Usage
Connectivity T
o = PBL-0DAG500 10: 10T_Device Oct510:22 7646 KB Usage 19.6 MB (9.9 MB sent, 8.7 MB received)
Traffic 8.8 Kbps (4.0 Kbps sent, 4.8 Kbps received)
o = Korva 4: GeneralData Oct 510:22 3.48 GB PoE usage Not drawing power
o = dd:ad:fci93:75:64 10: 10T_Device Oct510:21  10.0MB Currentclients & 2
[m} Samsung-Refrigerator 4: GeneralData Oct 510:21 11 MB Description IP address VLAN  MAC address Traffic Adaptive Policy Group Tools
0O = astTy GE e oct 5 10:22 S10MB win1-template1 192.168.60.74 n 00:0c:29:28:3d:3f 65 bps (65 bps sent, - received) 7 Ping
7 as : GeneralData c : X
DESKTOP-99BMF20 192.168.60.77 n 00:0c:28:48:32:34 - 8 Ping

Current clients o 7

Description IP address VLAN MAC address Usage Associated for 55D Channel Current channel width Signal strength Adaptive Policy Group Port Tools
MyQ-456 10101119 101 64:52:99:c8:f3:b3 1.8 MB 2 days tsunami 6 20 — 58 dB 10 - Bing
SenseEnergyMonitor 1010.1.50 101 70:74:14:80:37:b7 3457 MB 2 days tsunami =] 20 — 40 dB 10 — Bing
MyQ-450 10101160 101 64:52:99:c8:f9:b0 1.2 MB 1 day tsunami B 20 — 58 dB 10 — PBing
¢|123[>

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Troubleshooting Tools - Hit Counters

Adaptive Policy Run
Counters

AdP Hit Counters 2

Filter by: Source SGT - 71
Source SGT Destination SGT
7 7

T 14

7 18

IPv4 Allow IPv4 Deny IPvE Allow IPvE Deny
0 83 0 83

0 0 0 ]

0 93 0 93

cisco Li%o/‘/

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Troubleshooting Tools - ACL Logging

Event Iog for switches =

Switch: 2c:abieb:4f:61:80 Client:| Any Before: | 10/05/2023 00:27 (EDT)

Event type include:| Al Event type ignore:|  None

Search | Reset filters

Download as ~ «newer older»
Time (EDT) ¥ Switch Switch port Client Category Event type Details
port: 1, acl: Deny_IP_Log, action: Deny « hide
protocol icmp
sre-ip 17206411
src-port 8
Oct 5 00:22:43 Aurora-SWi Port 1 Adaptive Policy Adaptive Policy ACL Log dest-ip 192168.60.74
dest-port o
sgt 7
dgt 7
hits 61

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



MX/Z Deployment and Best




MX/Z Supported Models and Firmware

Models:
MX64/65/100* . ‘.
MX67/68/75/85/95/105/250/450 S ; e e e __"
7374 .
Not supported on:
MX84

NAT mode AutoVPN = .'l
MALS. 1 Support T . um i
VPNc WAN propagation R !l.l
MX18.2+ VLAN/Port SGT oo S IO
Inter-VLAN Preservation —

=

Enforcement and further

*FMX19+ e
classification support
Licensing: i ] = f— =H:
MX Advanced Licensing / SD-WAN *only supported for AutoVPN transport in NAT mode

** subject to change based on release timelines for MX/Z

cisco #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 65


https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_MX_Configuration_Guide

MX/Z Port to SGT classification

Configure MX LAN ports

Enabled Enabled =

Type Access ¥

* Supported on Access and Trunk ports
» Classifies all devices and traffic behind the port VLAN VLAN 100 (DM2) ~
with the configured SGT

Adaptive policy @ 999: DMZ_Clients +

Cancel Update

Port 2 Port 1
SGT: SGT: DMZ

Employee

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



MX/Z VLAN to SGT classification

Modify VLAN
Utilized on traffic ingressing a port where:
* Thereis no SGT configuration defined on S
the port whether static or Infrastructure Group polcy
(Peer SGT Capable) b
Adaptive policy group
999: DMZ_Clients

° N7
X VLAN 100

VLAN 10 SGT: DMZ
SGT: /
Employee
(D
=5
CE
=

[ ~— e |
cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67




MS/CS Deployment anc

cisco L{V&/



MS/CS Supported Models and Firmware

Policy Hit Counters
ACL Logging

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



ONE dashboard
ANY environment

(&) (&)

. Compact Rack Mount \ Most Demanding

A [—
R v
i - ; d.u
e

Catalyst Meraki
9300/X

MS130R MS 130X

. J . J \

Extending adaptive policy to more platforms
No longer limited to a single MS platform

) MS 130X/R support coming in a future firmware release
cisco Lz/.o/ /
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Adaptive Policy from Access Switching to Aggregation/Core

L e — e e
et e re— - - -

C9300X-12Y/24Y

"-—___

. EessSS E
— ._—'_'_'_
b | S
=" [ ——
-8
‘- : —.7.:

MS130X/R

Cisco M ./ #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



MS/CS SGT Propagation

Supported on Trunk po
Propagates SGTs
« Of directly assigned endpoints
From other SGT capable devices

N7
° &5 E
) gooooooooo
oooooooooo
e gooooooooo
oooooooooo
e oooooooooo
oooooooooo
=
-]

Update 1port

Ty

Native VLAN

Allowed VLANs

RSTP

STP guard

Port isolation

Trusted DAI

upLD

PoE

Peer SGT capable

Adaptive policy group

Storm control

Trunk Access

s

1-5,300-320,400-420 v

Enabled Disabled

Disabled -

Enabled Disabled
Enabled Disabled

Alert only Enforce

Alerts will be generated if UDLD detects an error, but the port will not be

Enabled Disabled

w
=
£
=
5]
El

Enabled Disabled

2! Infrastructure X -

Enabled Disabled

Cancel Update

#CiscoLiveAPJC BRKMER-2234
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MS Port Configuration and Behavior

T

Trust received tags/send
tagged frames on trunk

ports

Used when connecting
MS to Adaptive Policy

s [ED >

7

capable MS/MR/MX

cisco L{{/&/

Static Tag Assignment

<guaEnnEnnn P

Incoming traffic tagged
with configured
Adaptive Policy Group

Only available on
Open/MAC Allow-List
ports

#CiscoLiveAPJC BRKMER-2234

...Q

(D
O=piie
=

» Per-Session

assignment based on
RADIUS response

« Static fallback
performed through
Prefix to SGT map or
VLAN to SGT map*

*coming as part of the CS17 release

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



Creating Static IP to SGT Maps

Example Segments:
Fallback mapping
AWS instances

DMZ network
Servers behind a VM environment

cisco L{{/&/

Create network object

Name

ScaryTerry

Type

IPv4 CIDR FQDN Adaptive Policy CIDR

FQDN, IP or CIDR

10.10.1.14/32

You can only enter one value per object.

Edit adaptive policy group

Name

Metwork_Services
Value © 16
Description

Network Services Tag

Network Object

Binding © Hamurai Morty EvilMorty ScaryTerry

DCo1  DCO2

e.g., Branch printers Object

Cancel Update

Specifications:
Associate a subnet to 1x SGT

Support for any CIDR notated IP space
Closest match wins

#CiscoLiveAPJC

BRKMER-2234

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SGT Assignment Order of Operation

198.18.0.0/24

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



MR Deployment and Best Practices

cisco Ld/&‘/



Supported Models and Firmware

/‘L
/
Group Policy + SGT / /
Policy Hit Counters /
ACL Logging \ 74
TCP Established Matching »\——’_’ /
MR Adaptive Policy Documentation
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 77
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https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_MR_Configuration_Guide

MR Adaptive Policy Enablement

Automatically tags all traffic with an SGT including ( o
management and control traffic .

ooooooooog
oooooooooo
® oooooooooo
oooooooooo
MR identifies CMD encapsulated traffic from MS and ;
switches on SGT tagging (Peer SGT capable) o a858aaa8aas
If no CMD encapsulation observed - Disable tagging @
and produce event
N

Provides a fail-safe for upstream SGT support

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Propagation and Enforcement

( ooooooooon )
/:—‘\U\EI‘Dnnnnnnn A
) oo oooooo
E - { ooogoooooo J)
oooopooooo
SGT=5 “ g
Employees
Support ploy &
* MR enforces policy at
o . SRC | DST Employee EmployeeBYOD
egress (traffic to wireless Employes v *® v
C | |e nt) EmployeeBYOD x x %
MR Propagates SGTs (~
from wireless clients to
upstream network
appliance c >
10.0.0.5
SGT=55

: EmployeeBYOD
cisco M -/ #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Tag Application and Preservation

DEIEIEIEIDEIEIEI;
ooooaoooono

SGT must be preserved from source to destination for true micro-

segmentation at the highest scale

Policy is enforced at the destination and/or egress of the AdP

Domain

cisco M . #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



So where do we see tags?

aoooaooao
oooooooaoo

> Only between CMD capable peérs
Client Ports have no knowledge of SGTs or the encapsulation

cisco M ./ #CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



Infrastructure Connectivity

Hosted Servers J

10.10.10.0/24

Static SSID
Assignment

il

,
° ooooooo ]
| oooooooooo
|
@ ) oooooooooo § ° AV a
o 2/ { oooooooooo X/ 4
) oooooooooon
] I:II:II:II:I*I:II:II:I
| Jci
S
N
PN ~—

cisco W_/ #CiscoLiveAPJC
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Adaptive Policy Matrix and Policy Visualization

letworl
Nook-HQ-SF v

*  Network-wide
0 Security & SD-WAN
= switch

% Wireless

Systems Manager

e Camera

" Sensors

Il Insight
2. Organization-wide
2o Admin

Policy Management
Activity Indicators
Policy Visualization
Historical Hit Counters

Historical ACL Logging
Policy change filtering
for validation pre<>post
change

.&‘/

Cisco

Security Center

Overview Events Integrations Adaptive Policy
Total Policies Allow Policies Deny Policies Custe
124 31 56 37
Policies Groups  Custom ACLs Networks
[ Q Search ][ ©® Lastday ~ ][ Networks v ] [ Devices v ] 124 policies
Destination 1
& & N @
o & & o & &
s s § & f & § S
és‘x @g‘ & & &t & & &
B S & & @ N Ed N J
Unknown v v v v v [} () v v
Unknown v v v (0] v v [ v v
L ]
I0T-Device. o, -, | . . ® v Y ®
w
& (]
3 CeneraiDais & o o < > < > < <
5
°
Infrastructure
v v v v v v [ v @
10T-Device
v ~ v ® v v v v v
10T-Device
v v v v v ® v v ®
GeneralData
v 9 v v v v v v v
Infrastructure
v v v ® v 0] v v v

Last login

about 2 hours ago from your current IP address

Current session started

Coming Soon

|0T_Device_adaptive_Wifi_Test

Policy

Policy description

Allow internal network communication between trusted subnets.

Source
10T-Device

Destination
10T-Device

Custom ACLs

Permit_DNS, Permit MQTT

)

Policy Hit counters

[(9 Last day ~ ] [seleuapalmy change event ]

>

231 packets allowed

& permit [l Deied A When policy changed

241 packets denied

A
11 o9

Event logs

>

Time (PCT) Source Action Hits = Details

Jul 1919:32:52 192168.0.12 192.168.0.10 ® Deny 14 View more
Jul 19 15:15:50 10.92.128.144 10.92.152.244 ~ Allow 10 View more
Jul1915:15:50  10.92152.244  10.92.179.69 v Allow 8 View more
Jul1813:24:41 10.92.179.69 10.92.129.30 ® Deny 6 View more
Jul1915:15:50  10.241.67.101 10.92129.209  ® Deny 3 View more




Static Per-Network VLAN to SGT (MS/CS)

VLAN profiles
i) You are modifying the default profile.
Edit profile
Profile name
Defaut
Iname
Default
VLAN name + Add Named VLAN Group name + Add VLAN group
# VLANpame ~ yvLANIDD ctions # Group name VLAN list Actions
1 WORKSTATIONS 400-401
1 WORKSTATION 101
2 Guest 150-155
2 VOICE 102
3 EmployaeWireless 110-120
3 I0TDEVICES 103

Cancel

Using Network VLAN Profiles
* Map an SGT to a VLAN
» Support for multiple profiles

Used as a fallback when static IP to SGT or more specific match is found

cisco M./ #CiscoLiveAPJC BRKMER-2234
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Coming Soon

Adaptive Policy Assignment through Meraki Group Policy

\ Policy « | Forget e SRS 30

Apply policy o 1 selected client

Group policies » WPN_Group_1

Usage Client type, 0S
Name WPN_Group_1 O Normal
O Allow list (no bandwidth limits or splash page) 19 MB Cisco wireless access p
Schedule @ Scheduling disabled ~ O Block list (no access allowed) 6.5MB Debian-based Linux
. ® Group policy
Bandwidth @ Use network default v| unlimited 668MB  Other
e — + Employee
- e ] s i 1301MB  Oth
Hostname visibility Use network default v s goction and SsiD <
Contractor 2982MB  Other
Adaptive Policy Group & Select Adaptive Policy Group ~ | HR
e — 2625MB  Other
Firewall and traffic shaping © i i Production net-VL120
. ping Use network firewall & shaping rules v O roduction net bocc00  Sep2908:53 676 MB Other
Applicable to:
pp I . Layer 3 firewall # |Policy | Protocol |Destimation Port  Comment O w 98:18:88:00:cc:40  Sep2909:53  323.9MB  Other
M R Allow  Any Any Any  Default rule O w 00:cOb7:fc:76:11  Sep2909:53 5.8 MB Other
O w €O:f87hbe:eS:00  Sep2909:53  1SIMB  Other
MX**
Layer 7 firewall The ed for this group. O w ct-tester-02 Sep2909:53  3770MB  Other
MS uses RADIUS/Port/IP/VLAN B o Lo En cn
o w ac17.cB:d7f2a0  Sep2909:53  361MB  Other
O w 00:40:90:37:47.71  Sep2909:53 4.4 MB Other
Add Identity PSK
= wireless-02 Sep 29 09:53 9874 MB  Other

Example Uses:
|PSK VV/O RAD|US pSk_based SGT Note: You may not edit or view passphrase after Identity PSK has

been created

Single RADIUS attribute for group policy
assignment + SGT Name
AnyConnect VPN SGT assignment

Dynamic Client Routing @ ® Disable Dynamic Split Tunneling

O send all traffic except traffic going to these hostnames

S i APl D h b d I Pessphvase @ © Only send traffic going to these destinations
tatic /Dashboar assignment
Sglji;s C¥==h < Session Timeout @ None

. . . Default Gi Poli
** subject to change based on release timelines for MX/Z sfault Group Policy @  [Guess ]

Cancel
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Foundation for Meraki Zero Trust
Org-Wide, full-stack, micro-segmentation policy based on Identity

o & ;{ ~

10.0.0.5
SGT=5
Employees

CMD
SGT =5

N
SRC | DST | Employee loT loT Server
Employee x x V M
loT X xX v
v

loT Server v v /

— (e 2233333339
~
10.20.0.11 woveuenne ? |- (e 5998888888 [--z== - o @B |
SGT=5 A e BESBE883sS -

Employees
B 1P a s | IP a
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Common Policy and Integrati

‘ cisco M‘




Native Policy Syncing to Dashboard in ISE 3.2 P1

Using Dashboard APIs

o =
Pushed directly from ISE y
Single Source of Truth QS-Q

SRC | DST Employee loT loT Server
Employee V x x
loT x x v
loT Server x v v
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Adaptive Policy and TrustSec

Native Rest API syncing between Dashboard and ISE

®—A

Tag trust at the data-plane interconnect I I

o

e S i S
Context and policy shared between architectures « «
—) —p
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Adaptive Policy and ASA/Firepower

Add Rule
Name Insert
Block HR to Accounting Enabled below rule
Action Time Range
@ Block . Nane

Available Metadata ¢ b

C, Search by name or value
Security Group Tag v+ | | AddtoSource
ANY

Zones Networks VLANTags A Users Applications Ports

v |+

URLs SGT/ISE Attributes. Inspection Logging Comments
Selected Source Metadata (1) Selected Dest Metadata (1)

HR . Acct -

Cancel

Tag-based Policy

from access to
edge of the network

cisco Li//p/_/

Ability to statically
create tags in FMC

Rules based on
or dynamically via data-plane context
Cisco Identity sharing via SGTs

Services Engine

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Meraki NetFlow Exporters

m;
i B R i

MS390/C9300-M IPFIX (NetFlow v10) Enriched with AVC and ETA
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NetFlow & Encrypted Traffic Analytics

All East-West Traffic+*

capturing flows on every client
facing port on all supported
switches in the network

Adaptive Policy*

Encrypted Traffic
Analytics*

for in-depth analysis of traffic
without MiTM decryption

Export of Source Security Group
Tags (SGTs)

cisco L{{/&_/

#CiscoLiveAPJC BRKMER-2234

A

NetFlow traffic reporting | Enabled: send netflow traffic statistics
NetFlow collector IP 10.10.0.45

NetFlow collector port 2055

Encrypted Traffic

Analytics

ETA collector port 9996

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Adaptive Policy & Secure Network Analytics

Informed policy creation and validation

Global flow visibility and

context

Group based policy and

traffic flow tracking

cisco Li%o/‘/

TrustSec Report for 09/30/2020, 10:00AM - 10/01/2020, 10:00AM

© Monitor Mode

SERVER >

CLIENT ~

Development_Servers
Employee_System
Development_Servers
Quarantines_Systems
Point_Of_Sale_Systems
Quarantines_Systems

Employee_System

Quarantines_Systems

Up to 90 Days of Historical data

/ 1002 TB \
juarantit

tines_Systems | Development_Servers

A

Traffic Volume:
Start....
End:...

A ICMP (11KB)
TCP (2.5GB)
4 UDP (0.6M8)

22/SSH (320M8)
BO/HTTP (100MB)

A\ 443/HTTPS (2GB)

4.54180 (52MB)

View Flows
A\ View Offending Traffic Flows

ISE Policy
Enabled v
SECURITY GROUP ACLS
Name: DevProdCommunication
IP Version: IP Agnostic
ACEs: Deny IP

permit tcp eq 80
permit tcp eq 22

#CiscoLiveAPJC BRKMER-2234 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 95




MS390 with SNA & ISE

' VM Telemetry provided by MS390/9300-M to SNA

\{;}» Flexible outcomes: Policy Violation

NetFlow & ETA

RADIUS CoA

A

ISE

cisco Li%o/‘/

Trigger CoA via ISE

Al
cisc

o Stealthwatch wain -

Response Management
©  You have successfully edited the rule.

Rues  Actions  Sysiog Formats

Actions
Nome 1
Create o kst

Quarantine Host

Dashboards »  Monitor*  Anshae+  Jobs+  Conbgure >  Deploy *

Description

5808 GUIGOING WEDNOOK 10 the fickat Creaton service.

Aoply Quarantine ANC Policy to the alerted host

Send emai message Edit 10 add recipients within the *To-* feld

Sends aianms to Sphunk via HEC.

Sends & message with aarm detais to Webes Teams Demo space

Add New Action_v

Sysiog Message
Email

SHMP Trap

Webhook

' | Threat Response Incident

ISE PxGrid ANC

#CiscoLiveAPJC

BRKMER-2234
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A true multi-domain zero-trust framework

Meraki Adaptive Policy Domain
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cisco Lz/&/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

cisco M-/ #HCiscoLiveAPJC Session ID © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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http://www.ciscolive.com/on-demand

afran]e _ _
CcISCO The bridge to possible

Thank you



H#HCiscolLiveAPJC




	Default Section
	Slide 1
	Slide 2: A Common Policy for Network Agility and Security 
	Slide 3: Cisco Webex App 
	Slide 4: Alex Burger
	Slide 5
	Slide 6: Dashboard Structure
	Slide 7: Before we jump in…
	Slide 8: Common Policy 
	Slide 9: Adaptive Policy
	Slide 10: Group Assignment Techniques
	Slide 11: SGT via any RADIUS server
	Slide 12: What are SGTs?
	Slide 13: Scalable Identity and Context
	Slide 14: One Consistent Policy Across Networks
	Slide 15: API First!

	Scenario
	Slide 16: Policy Definition and Management
	Slide 17: A Single Retail Location
	Slide 18: Scope of Policy
	Slide 19: Adaptive Policy – Org Level Functions
	Slide 20: Creating Adaptive Policy Groups (SGTs)
	Slide 21: Enabling Adaptive Policy on a Meraki Network
	Slide 22: Creating Groups and Enabling Networks Demo
	Slide 23: A single retail location
	Slide 24: SGT Assignment by SSID
	Slide 25: SGT Assignment by RADIUS
	Slide 26: Infrastructure Connectivity
	Slide 27: Infrastructure Links and Wireless Classification Demo
	Slide 28: A single retail location
	Slide 29: MS/CS Static Port to SGT Assignment
	Slide 30: MS/CS RADIUS SGT Assignment
	Slide 31: Switchport Classification Demo
	Slide 32: Example Policy
	Slide 33: Creating Policies between SGTs
	Slide 34: One to One or One to Many
	Slide 35: Policy Enforcement Flow
	Slide 36: Policy Enforcement Flow
	Slide 37: Policy Enforcement Flow
	Slide 38: Policy Enforcement Flow
	Slide 39: Policy Enforcement Flow
	Slide 40: Policy Enforcement Flow
	Slide 41: Policy Enforcement Flow
	Slide 42: Expanding the policy scope beyond a site
	Slide 43: AutoVPN Propagation + Preservation
	Slide 44: Expanding the policy scope beyond a site
	Slide 45: Expanding the policy scope beyond a site
	Slide 46: Expanding the policy scope beyond a site
	Slide 47: Expanding the policy scope beyond a site
	Slide 48: Expanding the policy scope beyond a site
	Slide 49: Expanding the policy scope beyond a site
	Slide 50: Expanding the policy scope beyond a site
	Slide 51: Expanding the policy scope beyond a site
	Slide 52: Expanding the policy scope beyond a site
	Slide 53: Expanding the policy scope beyond a site
	Slide 54: Expanding the policy scope beyond a site
	Slide 55: Policy is a constantly evolving definition
	Slide 56: Custom ACLs (SGACLs)
	Slide 57: Custom ACL Logging
	Slide 58: TCP Established Usage in Custom ACLs

	Other
	Slide 59: Scaling Considerations
	Slide 60: Dashboard Troubleshooting Tools
	Slide 61: Client SGT Visibility
	Slide 62: Troubleshooting Tools – Hit Counters
	Slide 63: Troubleshooting Tools – ACL Logging
	Slide 64: MX/Z Deployment and Best Practices
	Slide 65: MX/Z Supported Models and Firmware
	Slide 66: MX/Z Port to SGT classification
	Slide 67: MX/Z VLAN to SGT classification
	Slide 68: MS/CS Deployment and Best Practices
	Slide 69: MS/CS Supported Models and Firmware
	Slide 70
	Slide 71: Adaptive Policy from Access Switching to Aggregation/Core
	Slide 72: MS/CS SGT Propagation
	Slide 73: MS Port Configuration and Behavior
	Slide 74: Creating Static IP to SGT Maps
	Slide 75: SGT Assignment Order of Operation
	Slide 76: MR Deployment and Best Practices
	Slide 77: Supported Models and Firmware
	Slide 78: MR Adaptive Policy Enablement
	Slide 79: Propagation and Enforcement
	Slide 80: Tag Application and Preservation
	Slide 81: So where do we see tags?
	Slide 82: Infrastructure Connectivity
	Slide 83: What’s Next for Adaptive Policy
	Slide 84: Adaptive Policy Matrix and Policy Visualization
	Slide 85: Static Per-Network VLAN to SGT (MS/CS) 
	Slide 86: Adaptive Policy Assignment through Meraki Group Policy
	Slide 87: Foundation for Meraki Zero Trust
	Slide 88: Common Policy and Integrations in Cisco
	Slide 89: Native Policy Syncing to Dashboard in ISE 3.2 P1
	Slide 90: Adaptive Policy and TrustSec 
	Slide 91: Adaptive Policy and ASA/Firepower
	Slide 92: Meraki NetFlow Exporters 
	Slide 93: NetFlow & Encrypted Traffic Analytics
	Slide 95: Adaptive Policy & Secure Network Analytics
	Slide 96: MS390 with SNA & ISE
	Slide 98: A true multi-domain zero-trust framework
	Slide 99
	Slide 100: Session Surveys
	Slide 101: Continue  your education
	Slide 102
	Slide 103


