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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.
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< Catalyst 9000 Series Switching Family ...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

* Kenny Lei

Cisco Systems, Inc. | Technical Market...

Technical Level
Intermediate (596)
Tracks

Networking (220)
Session Type

Breakout (453)
SHOW 2 MORE ¥

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKMER-2057
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Engage with us:
Become a Cisco Meraki Insider

S

Join Complete
the community challenges
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- Introductions

- Device & Platform

- Core Networking

- Security & Zero Trust
- Catalyst & Meraki

- New Switches

- Wrap up
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Who is this
funny guy, eh?
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I’m a Canadian that
loves building
networks

Based in Saskatoon, Saskatchewan -
Canada

16 years in the field deploying networks
CCIE R/S #50782

More time underground than in data
centers

Ask me about potash

Lae!



Meraki Switching is evolvin

M[L\EL Operational simplicity
@3 Intuitive & easy to use
LN

< Works well together

(7 Smarter over time

cisco L{{/&/



Our vision for the Meraki Switching Experience

Intelligent platform as the foundation

A predictable, scalable, intelligent platform as the foundation for our
switching user experiences

Deliver a predictable,
feature-rich, and secure
switching platform that

evolves with the needs of the

modern network.

Intuitive, flexible networking

Feature-rich and robust networking solutions for enterprise cloud-managed
networks of any scale

Security & Zero trust
@ Intuitive, rapid to deploy, and comprehensive network security,

/ policy, and visibility

cisco L‘V& -/ #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



Device & Platform
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Device Uptime

Comtner € >

Closet 2.1.12 o

View s varsion

e o o See device uptime in the dashboard
Last known reboot with timestamp
— Reboot reasons

Link to event log
Available via API

DEVICE UPTIME | NEW

22d 1Th 20m

: Last device boot: Sep 13 11:02:26 (CST)
. ......es LSt boot reason: View in event log

o |------w-.-lI-s

= = C Documentation @

e (57) <@ 2 -
Feedback

cisco L‘V& . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Digital Optical Monitoring

Status
Real-time light levels*

connectivity [ g
Usage 81.4 GB (3.6 GB sent, 77.8 GB received) *
o Temperature
CDP/LLDP ug Meraki MS350-48FP - Closet 4.1C / 51(Meraki MS350-48FP Cloud Managed PoE Switch) raw VO |tag e*

® VLANSs Match
SFP module CISCO-OCLARO - 10GBASE-LR: 10.3 Gbps (Part TRS5022EN-S101, Serial: ONT18270105 ) H | sto ri ca | VieW
DOM TX: -1 dBm RX: -9 dBm (Temperature: 38 C, 3.3 V 5mA) view details

-

Available via API

Tue 08 Wed 09 Thu 10

Frim Sat 12 Nov 13 Mon 14

. / * Different telemetry availability depending on module support
ciIsco (4
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Targeted availability:
API Early Access: Spring 2024

Dashboard Early Access: Fall 2024

D i g ita | O pti Ca | M O n ito ri n g General Availability: Late 2024

() switch/Port * Name Rx Power VLAN
Server port @ Normal native 128
Digital optical monitoring [ 1 DOM historical data ® v ] Server port © Normal native 128
Tx Power 6.2dBm @ Warning Server port © Normal native 128
Rx Power 4.2 dBm (@ Normal Server port @ Warning native 128
Temperature 36 Celsius @ Critical
Server port © Critical native 128
Voltage 3.56 Volts @ Warning Tx and Rx Power
[ Server port © Critical native 128
Current 4.2 mA @ Normal -8~ TxPower 6.2dBm @ Warning
Server port © Critical native 128
~®- RxPower 3.6 dBm Normal
Power ° M TxPower [l Rx Power Server port O Critical native 128
10 04/02/2023 05:24:26 o .
Critical
LATEST READING Server port © Critical native 128
. 6.2dBm(Tx) 3.6 dBm (Rx) Server port © Normal native 128

/\/ Avg Avg serverport — e e
5 5dBm 3.5dBm Server port @ Normal native 128
High High

2.5 7.8 dBm 6.8 dBm
Low Low
0dBm 3.4 dBm 2.4 dBm
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 11:00:00 14:00:00

These designs are subject-to-change prior to release

W / * Different telemetry availability depending on module support
cisco &- #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Digital Optical Monitoring

Digital optical monitoring [ 2 DOM historical data ® v ] \
Tx Power 6.2 dBm @ Warning Digital Optica| monitoring [ Select DOM historical data v ]

Rx Power 4.2 dBm @ Normal

Temperature 36 Celsius @ Critical — TX Power 62 dBm . Warning

Voltage 3.56 Volts @ Warning

Current 42mA @ Normal Rx Power 4.2 dBm ° Normal

Power

Temperature 36 Celsius € Critical

10

Voltage 3.56 Volts @ Warning
75
Current 4.2 mA @ Normal J

5 /\/\/\/

25
0dBm

18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 11:00:00 14:00:00

Temperature

50

35

20

-10°C ; ! ]
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 11:00:00 14:00:00 These deSIgns are SUbJeCt_to_Change prlor to release

. / * Different telemetry availability depending on module support
ciIsco (4
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Port Management at Scale

_ Edit switch port
Swi

Switch port profiles

vvvvvv

Q i 15 total profiles

Name * Date created. # ports
My_switch_port_profile_A January 12, 12:34 AM 2
My_switch_port_profile_B January 12, 12:34 AM 5
Switch port profile name 3 January 12, 12:34 AM )
Switch port profile name 4 January 12, 12:34 AM 12
Switch port profile name 5 January 12, 12:34 AM 33
Switch port profile name 6 January 12, 12:34 AM o

Site 1

Site 2

Siten 9|

cisco Lz{@/ HGiscoliveAPJC

with Port Profiles

BRKMER-2057

Available Now

Building-blocks containing
configuration settings for a
switchport that can be

applied to one or thousands
of ports.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Port Profiles evolution

Using Automation to add customization and scale to SecurePort

Assign once and save Create dynamic automations
countless hours during initial based on learned information
deployment and for the including RADIUS attributes, MAC
lifespan of the environment OUls, and CDP/LLDP

cisco Lz{@/ HGiscoliveAPJC
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Staged Upgrades get better

1 switch network (5 switct

this version will run Home

) CONVERT TO STAGED UPGRADE .

=
Q Convert to Staged Upgrade

@ Better Upgrade Monitoring Staged upgrades  ee

e An upgrade is currently in progress, monitor it here

&/>| Full API support

Groups Sequence

cisco M . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



How about shorter upgrade windows?

Firmware Predownload

Outage

Upgrade Window

cisco W ./ #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



How about shorter upgrade windows?

Firmware Predownload

Outage

Upgrade Window

Cisco W-/ #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



How about shorter upgrade windows?

Firmware Predownload

Outage
| A 1
~ Download  Install  JENEIENEE
| i )
Napkin math Upgrade Window

100 switches with T00Mbps goodput:
* MS 30 min > 5 min
* CS 2h44 min > 10 min

Cisco M-/ #CiscoLiveAPJC BRKMER -2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Independent Firmware

for Meraki and Catalyst
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To each their own

MS and new CS firmware releases

Available Now Release Agility

m Firmware will independently be released for “CS” and “MS” switches

MS15 MS16
—— - MS For Meraki Switches

MS1xx, 2xx, 3xx (excluding MS390), 4xx

- CS For Catalyst-based Switches

MS390 + Future Catalyst-based hardware platforms
CS15 (CS16

m Ensures release agility for both platforms in the portfolio as our Catalyst-based lineup expands

cisco L‘V& . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



What does it look like? t=

CS 15.21.1 MS 15.21.1

Released Mar 31, 2023 Released Mar 31, 2023

Bi Release notes Bi Release notes

Bulk edit firmware versions
Cata |yst Switch - CS (Catalyst) ~ Maple Syrup Vault MS 14.33.1 €S 15.21.1 (latest stable) , CS15.21.1

M era kl Switch - MS (Meraki)  Canadas Wonderland MS 14.331 MS 15.21.1 (latest stable) ' MS 15.21.1

S

 MS model switches continue to run MS firmware
« MS390 and other Catalyst-based switches upgrade to and run CS firmware

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Topology 2.0

An enhanced version of your

Topology

network topology map thatis . = e B B
. . . P = 19 oniine: ° 1 offine © 2 nening O 1oomant © 241 onine © 36 offine °
more interactive and intuitive. .
= R —
ﬁ New Frontend Framework = e
’ Health Overview = Py——
‘ Modernized Icons ) e
=2 Device Details = - pd| BT N
L . © Client Wired v
‘ Client Details ‘ e T
‘\\\ —///

Topology 2.0 designs are subject to change prior to release

cisco M ./ #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



@ Your network binoculars

High level view of your Health and Clients

Client
overview

Device status Clients All clients
Health

overview 19 onine © ot ©  2mening ® | 1oomam ) 36 offiine D)

L2 -Tink layer 3= Tayer

[ Q Search ] [ Tags v ] [ Devices v ] [ Line width shows v ] [ View topology v ] [ Label v ] [ Options v ] 23 devices

Focus on what’s

important! (=

8
-
pS

Switch 24 Floor 12-...

\@§I+

C Update about 10 minutes ago

cisco M . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




‘ C | Ie Nt Deta | |S One of the most requested topology wishes!

s‘l/'opology All clients x

Device status Clients [© Lasttwonous All clients Wired Wireless  Client VPN

19 oniine o 1 offiine (<} 2 Alerting (] 1 pormant L] 241 online ] 36 offiine L]

L2-linklayer L3 - networking layer

s) v
Offiine. ® v

© Computer 1 Wired v
[ Q search ] [ Tags
© Workstation Wired v
© Laptop  Wireless v
© Client Wired o
© Client1  Wired v
— e
4{ 2] © Desktops Clientven v
(e - & = | _ O Deckop: GHEED v
chchchchchchchchch T
© Laptop  Wireless v
>
o
—{ 3
= © Client Wired v
Clomatin

© Thisisaclient CientVeN v

‘‘‘‘‘‘‘‘‘ © Jsiphone Wirsless v
4{ 3
s © Client Clientven v
Closet 12
4{ 34 © Phone  Wired v
(=)
\“"
e © xiaomi  Wirsle v
8 © Dsipad Wil
& + 's ipac ireless v
Closet T
- © Client Wired -
© Phone  Wireless v
bout10 minutes ag (6]
© Lllafetwsvd  Client VPN v
\ f
N =

cisco Ltl/&/ HCiscoLiveAPJC

Client Details

// @ raspberrypi Wired A \

Status Last seen Mar 20, 11:23 AM
MAC address 70:01:b5:76:21:c4

IP 192.68.1.1

Port 25

-
€, |25 -
e

Qwitch 24 Floor 12-1 raspberrypiJ
Available Now in Early Access

BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Topology 2.0

And we are not done yet! This is just the start .....

Future enhancements

Client connectivity path

Enhanced Device

Visibility

Enhanced Filtering °

and Views

Enhanced
Troubleshooting

>
pe)

Closet 11

2 &3

Corp-stack

Closet 31.3

I

Pl

R g =

Catalyst 1 e
3 -~

AP 5.4

Device details

O REOEOOEERES
1]
6 8

Troubleshooting

Tools

411/ Ports © 1porterror \

5 7 9 1M 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47

ARRRRRROOOO0
e = mnnnn

10 12 1. Port25 40 42 44 46 48
Access
h CRC errors VLANT10

n CRC errors dete Port status

© Error (Critical)

Very high amount of L1 packet errors
Port is sending or receiving a very high
amount (greater than 1000 hits/hour or
greater than 10% of traffic) of CRC align
errors, fragments, or collisions.

T

rch

Live tools

# Cycle port

@ This test may disrupt
traffic on this port.

- ~

ﬁpology ® Closet 4.1.1 X
MS350-48FP
1\ V' Q E €0:cb:bc:ad:03:48
— I s I O X p O rt Device health View historical change view Clients View all clients.
Summary
21 oniine ©  1omine O e ®  0vomam ) 28Tonne  ©  3Gomine ° oy GG sors o port 25
Howto solveit?
Adaress 500 Tery A, Francas 04158
L2-linklayer L3 - networking layer LANIP 12.02.128.01
— Seril number  Q2FW-245DF-55FD
Closet 4.1.1/ Ports @ 1port error View port detail
Directclients 10
s 7 oM mB U NN By WATBAGST 1 35 T
ROSROROORRES AANNNRROOO00 MANN
LLLLLLLL L L L LR L L L L L L 1oy ) ) EE
246 5101211018202 21 262830323436 3 4042444648 2 4 6 8 T2
Very high CRC errors il 00:22:89:54:15:4c v
Very high CRC errors detected on Closet 411 / Port 25
# raspberrypi v /
(A4 #HCiscoLiveAPJC BRKMER-2057

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Firmware Upgrade Status provides visibility

# Name Upgrade status % Connectivity Firmware version

1 © CAMPUS-SFO-IDF1.1.1-MS390-24UX Scheduled I MS 14.33.1

2 © CAMPUS-SFO-IDF1.1.2-MS390-24UX Scheduled S MS 14.33.1

3 © CAMPUS-SFO-IDF2.1.1-MS355-24X Started ] MS 14.33.1

4 @® CAMPUS-SFO-IDF2.1.1.1  Monitor Only Skipped S 10S XE 17.8.1

5 © CAMPUS-SFO-IDF2.1.1.2-MS225-24P Completed ] Not running configured version
6 © CAMPUS-SFO-MDF1.1-MS425-16-CORE1 Completed S MS 14.33.1

FIRMWARE
Update scheduled
Upgrade Status: (@ Started

Current version: Not running configured version

Upgrading to: MS 15.14.2

cisco L{{@‘/

Upgrade Statuses:
XPendlng > Scheduled~/

#CiscoLiveAPJC BRKMER-2057

Started

Skipped
Cancelled
Completed

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A VR & N

Early Access

Auto Stacking

No, | didn’t connect stack cables by accident...

Switch stacks overview

- You rack, Dash stacks

There are no configured stacks in this network. If you add one, we can help you configure it.

® AUtO m ati C Sta C k n a m i n g Detected potential stacks
. Like Catalyst X

Switch 3 Switch 8

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Switch Stack Role

This stack

‘ « One of three states:

Up to date .
Current version: MS 15.20 ® ACt|Ve
| - Standby
Up to date
- Member

Default Profile

- All MS switches

STK-MS355 - MS 15.18+
Role: Active _

Enabled
Configure layer 3 settings

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



AN .

Meraki Early Access Program

Sensors Meraki Early Access Program  New

the Meraki Early Access Program! This is a list of all the early a ature enroll in and try

Il Insight e LY B B

Dashboard

¢ Organization Switching Overview @ Oopt-insettings

Monitor Configure 4 N
ANEW bird's eye view panel that provide: shot of your Switching network's health, utilization, and performance

Overview Settings

Switching Overview improves the switching monitoring experience with a NEW bird’s eye view panel that provides various top-line metrics and options to drill d in detail quickly.

By highlighting switc! utilization and PoE bui

D e > Health & Clients page. Click o

Change log Configuration sync

Login attempts MDM

ink to Documentation

Security center Administrators

Location analytics Camera roles
Dashboard

SAML SSO (D Opt-in settings
Initiate SAML authentication from the Meraki dashboard

Configuration templates License info
VPN status Bulk network creation

Firmware upgrades Create network Dasioad

New Organization Alert Page & Alert hub Enhancements (I Opt-in settings
A brand new centralized a

Summary report Inventory

Branding
Policy objects
Adaptive policy

couson-same £ Easily test-drive new features

Early Access New

CIsco

#CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Core Networking

cisco L{{@‘/



Port Mirroring from LAG bundles

Create Port Mirror

Add source ports: MS210-Patch Panel / AGGR/1

Select destination port: MS210-Patch Panel / 1

Cancel Create Mirror

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Local Status Page Packet Capture

Take PCAPs from the LSP to assist when troubleshooting dashboard connectivity

1, 3, 5 minute duration
Automatic local file download

cisco L{V&/

#CiscoLiveAPJC

Time Source Destination Protocol | Lengtt Info
1 0.000000 s

Available in SW16

2 it ARP 64 Who has 10.100.100.17 Tell 10.100.100.33
2 0.000098 scoM a: Cis 2

ARP. 64 10.100.100.1 is at cd: 3

209.206.49.129 10.100.100.32 TP
10.100.100.31

7 0.808440 h e 8.8
8 0.850561 i 2 Echo (ping)

v 1 minute
2 minute
5 minute

a:5f

70 30001 - 53357 [AC)

10P 2 Echo (ping)
10.100.100.31 1QP
.8.8.8 TP
10.100.100.33 10P

requi
reply
request

)
reply

in 7)

n 11)
in 10)

14)

in 13)
TSecr=18935978
n 21)

in 20)

24)
in 23)

Secr=3724117520

TSecr=1742336972

BRKMER-2057

© 2023 Cisco and/or its affiliates.

All rights reserved. Cisco Public 37




Sneak Peek

Reimagining Switch Stacks in Dashboard

cisco L{{@‘/



Switch Stacks

' Meraki Admin ~  DemoNetworks  (Q Search Dashboard ® L I I “

Network < Switches ¢ -

Nook-HQ-SF v
Closet 2.2 Rack 01 & ® aering  stack @

Network-wide
Summary  Ports  Power  L3Routing  Eventlog  Location  Tools

Security & SD-WAN

Stack attributes
Switch
Addres 14

Wireless 500 Terry A. Francois Bivd, San Francisco, CA
94158

Lagunitas
Configure layer 3 settings

Systems Manager Firmware

Up to date

Camera Upgrade status @ Completed
Current version 6.2.

Sensors

Insight

Stack members (OB Wtesocors Same configurable flex
() Rackorder Status Name MAC address Connectivity Serial number ta ble

Closet 2.21 Active MS250-48FP @c:8d:db:ff:48:6f

33 35 3 4 43 45 4
34 3 4 44 4 49 50 51

o Closet2.2.2 Member MS250-48FP 0c:8d:db:ff:60:47 — Q2QW-8JWU-647E 10.92.176.234

1 5 7 nooa 71 2 Ell 5 39 4 a5 a7

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Switch Stacks

Stack members () Multi-select ports © Configure ports in this stack | + Add member

Rack order  Status Name Model MAC address Connectivity Serial number Local IP &

Closet 2.2.1 MS250-48FP : f:48:6f Q2QW-8F3P-CS8K 10.92.176.235

n 13
2 4

16
Closet 2.2.2 MS250-48FP :8d:db:ff:60: Q2QW-8JWU-647E

n B 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47
2 14 6 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52

Closet 2.2.3 Member MS250-48FP : 160 Q2QW-8JWU-647E 10.92.176.234
noo13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47

12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 51 52

Closet 2.2.4 Member MS250-48FP :8d:db:ff:60:47 ——— Q2QW-8JWU-647E 10.92.176.234

n 1315 17 19

T3 s 7 9 21 23 25 27 20 3 33 35 37 39 41 43 45 47
AAREARAREE AR EAERAEAEAEEEAERE or its affiliates. Al rights reserved. Cisco Public




Switch Stacks

Stack members (i) Multi-select ports ©

[7) Rackorder Status Name Role Model MAC address Connectivity Serial number

C] ! Closet 2.2.1 Active MS250-48FP 0c:8d:db:ff:48:6f Q2QW-8F3P-CS8K

See Active, Standby, &
Members

o Closet2.2.2 Member MS250-48FP >:8d:db:ff:60:47 Q2QW-8JWU-647E

o Closet2.2.3 Member MS250-48FP o 1601 Q2QW-8JWU-647E

] Closet2.2.4 Member MS250-48FP B :ff:60:4 Q2QW-8JWU-647E

o Closet2.2.5 Member MS250-48FP :8d:db:ff:60: 2QW-8JWU-647E

© Closet2.2.6 Member MS250-48FP >:8d:db:ff:60: Q2QW-8JWU-647E

(] Closet2.2.7 MS250-48FP H :ff:60: Q2QW-8JWU-647E

o Closet 2.2.8 Member MS250-48FP :8d:db:ff:60:4 Q2QW-8JWU-647E

Portkey

thenticated \

King

Documentation on switch ports (7

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Switch Stacks

Member StatUS RO”Up ] [ Status v ] [ Tags v ] [ Device Type v ] 123 results

Name ° MAC address Connectivity

Closet 2.2 Rack 01  Stack (8) 00:18:0a:4f:
Closet 5.1 - Interconnect = Stack (2) 00:18:0a:4f:
3.1 Access Blue Stack (2) 00:18:0a:4f:
» ExampleDevice-12345 98:18:88:fb:
© ExampleDevice-12345 98:18:88:fb:
ExampleDevice-12345 98:18:88:fb:

ExampleDevice-12345 98:18:88:fb:

#CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Named VLANs automates translation for you

VLAN profiles

o You're modifying the default profile.

Edit switch port
Edit profiles
Profile name Name [ Employee Desk Port| ]
e Port status Q Enabled
Iname
Iname Type Access v

Access policy Open

Named VLANs VLAN Groups vian Employes

# VLAN name VLANID Actions # Group name VLAN list Actions N
Voice VLAN VolP
1 Employae 100 Cancel 1 Employees 100-10% Cancel
Link negotiation Auto negotiate
2 o7 10 V/2Rn| 2 I10TDevices 110-119 72|
3 oMz 909 o o

3 Guest 999-1000 o o
Early Access

Single VLAN ID Group of

RADIUS based

Static
Assignment

to Name VLANS to Name

assignment®

*Also available for MR beginning in MR30 **Available in Early Access

cisco M . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Security &
Zero Trust
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Wake-on-LAN via API

Add automation to Security with 802.1X Control Direction %

Energy Savings
Put those endpoints to sleep and l oooooooooo ]
oooooooooo
then wake-on-lan!

Security
Robust Authentication with 802.1X
Control Direction

A
P bilit =
rogrammability
i Automate wake-on-lan via the Dashboard API
PR N

cisco M . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



AN .

It’s not nice to do It twice

Duplicate rule detection for ACLs

User-defined rules

alicy IP Version Protocol Source Src port Destination Dst port Comment

Duplicate Row
IPv4 ~ Any ¥ Any 10.21.99.98/32 Any

IPv6 ~ Any ¥ Any 2001:feed:face::3/128 Any
IPv4 ~ Any ~ Any 8.8.4.4/32 Any
IPv4 ~ TCP ~ Any 10.11.30.168/32 22

IPv6 ~ Any ¥ Any 2001:feed:face::3/128
Any Any Any Any Default rule

Add a rule

cisco #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



A\ER  © N
ACL Hit Counter

ACL Hit Counter Duration: =~ 30 sec

ACL Hit Counter Table - 30 sec <

[search..

Policy IP Version Protocol Source Src port Destination Dst port Vian

° lee TOO' allow ipva any 216157.128.0/20 Any Any Any Any

allow ipv4d any Any Any 216.157.128.0/20 Any Any

° VISIbIlIty Into POlICIeS allow ipvd 158.115.128.0/19 Any Any Any Any
° Real_tlme monltorlng Of allow ipvé Any 158.115.128.0/19 Any

. allow ipvé 12F: Any Any Any

AC L h ItS allow ipvé Any 2620:12F:C00 Any
deny ipvad 10.21.99.98/32

allow ipv4 Any 8.8.4.4/32 Any

allow ipv4d Any 1111/32 Any

allow both Any

10 /:\ results per page
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Org-Wide RADIUS Server Configurations

Configure Once Starting with Switching Coming to MX and MR
Re-Use Everywhere Access Policies post GA
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Org-Level Configuration Modularity

RADIUS servers
Access policies

Name

Authentication method | my RADIUS server v
Name Server Auth Port Acct Port Applied networks Actions

Radius Servers .
WW_PROD_ISE_.01  10.10.0.40 1812 1813 Wayward_Pines - switch #  Name Secret Actions

WW_PROD_ISE_02 10.10.0.41 1812 1813 Wayward_Pines - switch 1 WW_PROD_ISE_01

MSTME_ISE 172.16.0.30 1812 1813 © None

2 WW_PROD_ISE_02
+ Add a RADIUS server

{ 2 O + Add a server ]

WW_PROD_ISE_O1

WW_PROD_ISE_02

Organization > Settings

Switching > Access Policies
Automatically populates server info
Up to 100 servers at Organization level WERna
Max 3 Auth/Acct servers per Access Policy

Radius Accounting Servers E] MSTME_ISE

# Name Actions

WW_PROD_ISE_02

+ Add a server
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Catalyst + Meraki =
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This is the same intuitive Meraki monitoring experience

HE@ G

i
Centralized Realtime Remote Layer 7 Network
view of the status of monitoring visibility* topology
entire switch
network health

*(DNA Advantage License required for full feature set)
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These are the currently supported platforms

Models Firmware
|IOS-XE 17.3+

Catalyst
9200/L/CX
9300/L/LM/X

Licensing
9500 Advantgge
Essentials
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Embedded Read-Only CLI

Welcome to Meraki Terminal...

Note: You can enter “show ?” anytime to get the list of currently supported commands and shortcuts
Sw5-C9300L-48# show version

Cisco I0S XE Software, Version 17.03.05

Cisco I0S Software [Amsterdam], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.3.5, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Wed @9-Feb-22 10:41 by mcpre

Cisco I0OS-XE software, Copyright (c) 2005-2022 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IO0S-XE
software.

ROM: IOS-XE ROMMONBOOTLDR: System Bootstrap, Version 17.8.1r[FC2], RELEASE SOFTWARE (P)

Sw5-C9300L-48 uptime is 17 weeks, 4 days, 11 minutes

Uptime for this control processor is 17 weeks, 4 days, 12 minutes
System returned to ROM by Reload Command
System image file is "flash:packages.conf"

Cisco
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Demo

Embedded Read-only CLI
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Packet capture

Packet captures directly in Dashboard

No manual configuration of EPC/SPAN

Port selection & filter application

Direct download from Dashboard

cisco L{{/&/

Packet capture for switches ~

Switch: | Sw5-C9300L-48

Ports:

Output:  Download .pcap file (for Wireshark)

Duration (secs): 60

Filter expression:

File name: SWS5 - switch_MS-Sw5-C9300L-48_IF-

Start capture

Early Access

Sample filter expressions
ipv4 protocol udp 198.51.100.0/2:
set various explicit filters

mac 0030.9629.9f84 0000.000(
set a filter for MAC addresses
ipv4 198.51.100.0/24 host 198.51.
set a filter for IPv4 traffic

See more examples.

This capture will stop after 60 sect
traffic statistics will not be recorde

Packet capture logs
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Event log

View syslog information in Dashboard

Consolidated view for all switches

Filter by device, severity, specific text

Cisco

.&./

Event Iog for Catalyst switches (monitor only) +

Coming Soon

Switch: Any

Event Search:

‘ Search ‘ Reset filters

Before: 04/21/2023

1414 (PDT)

Severity: All

Download as v

Time (PDT) ¥ Switch Facility
Apr 2114:13:44 Sw5-C9300L-48 DMI
Apr 2114:13:42 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:13:41 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:13:41 Sw5-C9300L-48 SYS
Apr 2114:13:40 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:13:28 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:13:28 Sw5-C9300L-48 DMI
Apr 2114:13:27 Sw5-C9300L-48 SYS
Apr 2114:13:17 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:13:14 Sw5-C9300L-48 DMI
Apr 2114:13:12 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:13:11 SEC_LOGIN
Apr 2114:13:11 SYS
Apr 2114:13:10 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:12:58 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:12:57 Sw5-C9300L-48 DMI
Apr 21 14:12:56 Sw5-C9300L-48 SYS
Apr 2114:12:45 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:12:44 Sw5-C9300L-48 SYS
Apr 2114:12:44 Sw5-C9300L-48 DMI
Apr 2114:12:43 Sw5-C9300L-48 SYS
Apr 2114:12:42 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:12:29 Sw5-C9300L-48 DMI
Apr 2114:12:28 Sw5-C9300L-48 SYS
Apr 2114:12:27 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:12:14 Sw5-C9300L-48 DMI
Apr 2114:12:13 Sw5-C9300L-48 SYS
Apr 2114:12:12 Sw5-C9300L-48 SEC_LOGIN
Apr 2114:12:04 Sw5-C9300L-48 SYS
Apr 21 14:11:59 Sw5-C9300L-48 DMI
30 total
#CiscoLiveAPJC

Severity  Event type
AUTH_PASSED
LOGIN_SUCCESS
LOGIN_SUCCESS
LOGOUT
LOGIN_SUCCESS
LOGIN_SUCCESS
AUTH_PASSED
LoGouT
LOGIN_SUCCESS
AUTH_PASSED
LOGIN_SUCCESS
LOGIN_SUCCESS
LOGOUT
LOGIN_SUCCESS
LOGIN_SUCCESS
AUTH_PASSED
LoGouT
LOGIN_SUCCESS
CONFIG_I
AUTH_PASSED
LOGOUT
LOGIN_SUCCESS
AUTH_PASSED
LoGouT
LOGIN_SUCCESS
AUTH_PASSED
LOGOUT
LOGIN_SUCCESS
TTY_EXPIRE_TIMER
AUTH_PASSED

O N O N D ONDOND DN DN NODODDNOD OO

BRKMER-2057

Details
Switch 1R0/0: dmiauthd: User

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:
Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Switch 1 R0/0: dmiauthd: User
User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Switch 1 R0/0: dmiauthd: User

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:
Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Switch 1 R0/0: dmiauthd: User
User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Configured from console by mars on vty1 (172.30.255.182)
Switch 1 RO/0: dmiauthd: User
User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Switch 1 R0/0: dmiauthd: User
User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

Switch 1 R0/0: dmiauthd: User
User meraki-user has exited tty session 61(18.232.244.158)

Login Success [user: meraki-user] [Source: 18.232.244.158] [localport:

(exec timer expired, tty 1(172.30.255.182)), user mars
Switch 1 R0/0: dmiauthd: User

© 2023 Cisco and/or its affiliates. All rights
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Firmware upgrades
for Cloud-Monitored Catalyst

<3
e

10S XE 17.9.2

Firmware upgrades Released Mar 15, 2023

Bi Release notes
Cloud Managed Cloud Monitored
Q
a Iltems selected Select all 25 items

ﬂ Device Network Current firmware

C9200-1 San Jose - Building 23 - switch 10S-XE

Stack1234 San Jose - Building 23 - switch I0S-XE 17.3.1
test [2] Stack Testing - switch 10S-XE 17.9.2
sw2018 Shanghai - Lab - switch I0S-XE 17.3.4b
xSW3-9300LM Wireless Test - VX - switch I0S-XE 17.9.2
C9200-24-16-2038 San Jose - MM - Midgard - switch I0S-XE 17.9.4

Test Network - switch 10S-XE null
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Now Available

Cloud Management for Catalyst

#1 in cloud #1 in networking

management hardware

alra]n alealn
Cisco Cisco

Meraki Catalyst

/N T
Q Cloud Platform > Wireless Se= Switches @) Fcosystem
° ('/J'\') g
Public preview: 13x C9300 switches can migrate to Meraki management mode Getting Started
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https://documentation.meraki.com/MS/Deployment_Guides/Getting_started%3A_Cisco_Catalyst_9300_with_Meraki_Dashboard

The Evolution Of The Cisco Switching Experience

P — | e ——p

Configure your switch before it Plug it in and watch it Remotely monitor and update a

M era kl |ntu |tlve Day 0 ships from Cisco. Day 1 update from the cloud. Day n single switch port or your entire
H fleet of switches.
experience
r P BT i et - 1
o mssssswsssmes . . - 5 M
E— | memaaaan . /8
| ssssssssssssssnsIINIIi s -
Meraki switching (MS) i e - Catalyst switching (CS)
New platforms with the Meraki Day 0 Meraki experience available
experience customers love Maximize operational efficiency with one
unified cloud management experience
\— Foundational Advanced ———
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Catalyst 9300-M
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When Simplification and Functionality Meet

It has never been easier to onboard and manage your Catalyst switches.

® My_Catalyst 9300

Simply powerful
Catalyst 9300-M

9x C9300-M SKUs; target ship date: FY24 Q2
* (C9300-M fiber SKUs; target ship date: 2HFY24
Migration is in public preview

cisco L{V&/

#CiscoLiveAPJC

IMPLE

Manage and provision thousands of
ports in one place

Real-time health monitoring and
guided resolutions

Out-of-the-box management and
analytics on an intuitive dashboard

FLEXIBLE

Schedule and stage firmware
upgrades remotely
Programmable integrations with
Meraki APIs and ecosystems
Monitor and manage all Meraki
licenses from one single Ul

BRKMER-2057

SCALABLE

Centralized visibility and control
across the network

Manage all Meraki product lines
in one place, from security to loT
True zero-touch provisioning and
remote troubleshooting

SECURE

Intent-based security with Adaptive
Policy

Real-time traffic analytics with layer
7 visibility, rich telemetry, and
endpoint modeling

Seamlessly integrate TrustSec

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Catalyst 9300-M Series Overview

Orderable With Meraki Day-0 Experience

* 40G/10G/1G fiber/10G mGig
copper modular uplink options

copper modular uplink option

: Up to 1 GbE Up to 10 GbE (mGig) Lo
] | SRS SNese. E . i i e i ; | - i
i LsmEmEnasIanaNaENNIT sssmsssmmssenmacmNtazol i ! (e B SRR !
| C930024/48T  C930024/48P | C930024UX  C9300 48 UXM ' | C9300 24S/48S |
I« 24/48x 1G copper o 24/48x 1G L+ 24x10G mGig « 36x2.5GmGigand 12x « | !
L Dataonly - 30WPoEs 1 1+ B0WUPCE 10G mCig o . 2448 port 1G SFP :
|« 40G/10G/1G fiber « 40G/10G/1G fiber i1+ 40G/10G/1G fiber « 60 W UPOE Lo * 40G/10G/1G fiber. |
: modular uplink modular uplink Lo modular uplink option  « 40G/10G/1G fiber b modular uplink options !
' options options i i uplink option ! i L S . i
- - gmmmEm o e L = ===k
! Lo - 48x 5G mGig |1+ 10G/1G (SFP28) - 10G/1G (SFP28) |
: : ég/\?\/SﬁIJGEcopper Lo * 60 W UPOE N * 100G hardware- « 100G hardware- |
| ° b * 40G/10G/1G fiber/10G mGig to based IPsec based IPsec |
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Catalyst 9300-M Series Overview

Orderable With Meraki Day-0 Experience

Catalyst 9300 modular uplinks

4x 10G/1G SFP 8x 1/10G SFP/SFP+  2x 100G/40G SFP/SFP+ 2x 40G QSFP

Power supplies

& &

cisco L‘V& . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Catalyst 9300-M Highlights

Advanced networking without compromising operational efficiency and scalability, from day O to day n

Modular uplinks Wide range of mGig speeds
Hot-swappable uplink modules for flexible PoE on all 24/48-ports along with SFP and
hardware upgrades and easier mGig and the option to address legacy
management. infrastructure issues.
Adaptive policy 60 W UPoE density
Micro-segmentation of users, devices, and Power your smart space needs with UPOE
applications to simplify security and access and IEEE 802.3bt support.
policies.

Catalyst 9300-M

Create additional power capacity by pooling

. Up to 480 Gbps to provide more
sources to power more PoE devices. P P P

throughput for Wi-Fi 6 and loT and higher
network resilience.
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Catalyst 9300-M multigigabit Series with UPOE

LR LR L B L

24x 100M/1G/2.5G/5G/10G ports C9300-24UX

R R T e

24x 100M/1G/2.5G/5G/10G ports C9300-24UX

[WEETe) -v- ——— A UV A e wa

 wewy ey

36x 2.5G ports 12x multigigabit ports C9300-48UXM

- ——_ ——_ — i_ﬁaj
- bt L L L L J !!!_!!!

48x 5G ports C9300-48UN

aluales
ermom woearGIC6" commiaa

sy w0
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Easy Segmentation with Meraki Switching
~ Adaptive Policy  GroupPolicy ACLs

é Nome 07 _foustrcied
® ooooooooog — Soreadeg Gsbea
0ooooooooo Banawan © Use remwack delost ] ntriea
oooooooooog """’“‘"“ et
. ooooooooan Firewat ind 1M 9050 O | Custom network frowed & shaping rdes v
Layer 3 Svowall * Poky Protocel  Destinason Port Commaes Actone
. nuuunnuuan 1 Aoww TCP w 004 18 MOTT-148)
auuunnnnuu 2 Mowv TCP v 01004 1884 MOTT- 1884
3 [Dey > Ay v 100008 Any Block 108
S Derw~ Ay v W2 B00018 Any Block 19218
Aow Ay Ay Ay Defanst ndm.
§ 001 0 frdl e
=

Please note: Adaptive Policy feature is available with Advanced licenses.

cisco W./ #CiscoLiveAPJC BRKMER-2057
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Healthcare

Elevated, secure A" a8
eXpe rl e n CeS - “ * Provide uninterrdpted a;a sebﬁfed access to busine

critical applications and protect data to power eleva
- Safeguard network access and protect data with intent-based ' and patient experiences
security and micro-segmentation across Meraki firewalls, access

» Higher resilience with Cisco StackPower Redundant
points, and switches with Adaptive Policy

» Keep networks secure with endpoint visibility and pr
 Gain resilience with Catalyst StackPower manage across sites

» Simplify operational complexity, streamline remote firmware
updates, and troubleshoot faster without dedicated on-site IT
staff
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3 Catalyst 9300- M
| R

» Power more dewces with 60W UPoE

MT * - i
Sensors | Deliver more bandwidth for faster

MV Cameras "N experiences

i Lu“ =

4 B

Systems Manager

Cisco
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Catalyst 9300-M

Uninterrupted and secured access to

MX Appliance business-critical applications and networks
High-performing switches delivering high
bandwidth and power for Wi-Fi 6/6E

MV Cameras access points

MT Sensors

CW Access Points ‘ S8 \

Systems Manager
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More to come!
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Power more
possibilities

with the newest additions to the Meraki
switching portfolio
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Introducing MS130

Power more possibilities with next-generation Meraki access switches

- — | e Tl \SSsssasssssysssseasedSesi
- | N : messsssssea ] 1
8 and 8P 8X and 12X 24/24P and 48/48P 24X and 48X
7 mGis ; N ,
1 GbE Qn/G@ +10G uplinks 1 GbE Qn/G'ﬁ +10G uplinks

Versatile and compact desktop switches Powerful and full-size rack-mount switches

@ Boost throughput with cost ¢ Connect all your devices Manage it all in one
effective mGig options with PoE+ options unified dashboard

cisco M . #CiscoLiveAPJC BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Expanding mGig into the L2 access portfolio

MS130

v Up to 2.5 GbE
v/ PoE+ options
v 8/12/24/48 port

Cost-effective
m@Gig options

cisco L{V&/

: samesneisntt - ::—:E’ = '
MS350 / MS355 MS390
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MS130 Compact

Cisco

BRKMER-2057 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



A new addition to the family

MS130-8X MS130-12X MS130-24X
e p—— -4
Not enough? . More than enough?

8 ports JUSt rlght! 24 ports
(6x 1 GbE + 2x 2.5 GbE) 12 ports (18x 1 GbE + 6x 2.5 GbE)

(8x 1 GbE + 4x 2.5 GbE)
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MS 130 Series Overview

Gigabit SKUs

i AEAAAAAE men AAAGAMAS mm mmp—
5 MS130-8 MS130-8P MS130-24
1 > 8x1GbE > 8x1GbE +2SFP > 24x 1GbE
: > 2SFP » PoE+(120W) > ASFP
| » Compact » Compact » 1RU
: - B e e - | ————— ]
' M130-24P MS130-48 MS130-48P
: > 24x 1 GbE + 4 SFP > 48x 1GbE > 48x 1 GbE + 4 SFP
! » PoE+ (370 W) > A4SFP » PoE+ (740 W)
: > 1RU > 1RU > 1RU
cisco W/ HCiscolLiveAPJC

. Multi-gig SKUs

MS130-8X

» 6x1GbE+2x2.5GbE
> PoE+ (120 W)
»  2x SFP+; compact

MS130-12X

» 8x1GbE +4x2.5GbE
> PoE+ (240 W)
»  2x SFP+; compact

MS130-24X

» 18x 1 GbE + 6x 2.5 GbE
> PoE+ (370 W)

> 4x SFP+; 1RU

MS130-48X

» 40x 1 GbE + 8x 2.5 GbE
> PoE+ (740 W)

>  4x SFP+; 1RU

Future release only: MS130 mGig (-X) models and MS130R
are hardware-ready for the Adaptive Policy feature with a
future firmware upgrade and advanced license.
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Office space

Cisco

MS130-8X Switch ()

CW Access Point .

: , 3
— Connect and power collaboration
F tools (video conference, smart
0 ! whiteboards, etc.), digital signature,
é access security, and teleworking L ]
. — “""JE‘» q I
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Network closet
|

MS130-24/48 Switch (&)

* Maintain uninterrupted and secured
access to business-critical
applications and networks

|

|

* Improve bandwidth and power Wi-Fi
6E/7 access points

Cisco
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Retail
MV Camera
CW Access Point

+ Power an in-store digital-like experience in MT Sensor .

wired closet (story map, target offers, location-
enabled assistant, etc.);

» Power physical security with 0T

MS130 Compact Switch '

» Connect and power business-critical applications
under counter

» Safely save energy while enhancing security after
business hours with 802.1X control direction

Cisco
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But what if your
space Is rougher
around the
edges?

cisco Lz/&/



Outdoor

Drive-thru Kiosks

Parking Lots Recreation

Regardless of what the

data sheet says

Dirty spaces Storage

Areas more...

Cisco
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Say hello to the first
Meraki cloud-managed
ruggedized switch
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Extend the network with MS130R

Perfect for connecting outdoor access points, cameras, and other 10T devices in hot/cold/tight environments

ﬁﬁ Connectivity and power wherever you need it

Power more use cases with 30 W PoE+, IP30 protection, and support from -40 °C to 70 °C.
(40 °F to 158 °F)

Flexible mounting and power options

Mount via DIN rail, rack, or wall mount with multiple external power supply options.

15.7 cm

One dashboard, any environment

Bring the powerful Meraki cloud-native platform to challenging environments.

Drive-thru Parking Outdoor access points Hospitality and Outdoor Non-temperature Pop-up Toll
menu boards lots and cameras entertainment kiosks -controlled spaces locations booths

Future release: MS130 mGig (-X) models and MS130R are hardware-ready for the Adaptive Policy feature with a future firmware upgrade and advanced license.
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Designed for adapting to non-traditional environments

Terminal block adapter

AC adapter®

—) ...
N O ittt tsaagag,, :

’
= (p— 00000000, 00

o6kV surge
protection

ooooo
'''''''''''''

oooooooooooooooo

e | ! 3
T i c|sc°

Protective ground
connection

DIN rail mounting
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Flexible Deployment Options

Meraki AC adapter
4 MA-PWR-300W-INDADP
I
e L+
DIN rail Wall mount | |
Also compatible with Cisco's IE DIN rail power supplies

Rack mount

PWR-IE240W-PCAC-L PWR-IE480W-PCAC-L
Mounting brackets included in the box

cisco M./ #CiscoLiveAPJC BRKMER-2057
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MS130R Specifications

— Dimensions 4.4cmx15.7cmx 17 cm (1.751in x 6.18 in x 6.69 in)
0 Interface and uplinks 8x 1 GbE RJ45 and 2x 10 GbE SFP+
PoE+ Budget Up to 240 W
Power Input 54V, 2.78 A
15.7 cm Power Supply External AC adapter or DIN rail power supply options
Operating Temperature As low as -40 °C up to 70 2C (-40 °F - 158 °F)
Weight 2.12 Ibs (0.96 kg)
M *  GLC-SX-MM-RGD
Supported Cisco ® GLC-LX-SM-RGD
ruggedized SFPs ® GLC-ZX-SM-RGD
® GLC-T-RGD
Fan/blower equipped enclosure Vented enclosure Sealed enclosure Desktop
Ventilation 200 LFM 40 LFM 0 LFM 40 LFM

Operating
Temperature limits

-40°Cto 70 °C
-40 °F to 158 °F

-40 *C to 65 °C
-40 °F to 149 °F

-40 *C t0 60 °C
-40 °F to 140 °F

Vertical -40 °C to 60 °C
Horizontal -40 °C to 55 °C
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Where does MS130R fit?

It is It is not

An extension of MS130 for hot/cold/tight
spaces with PoE+ across 8 GE ports
An industrial switch with industrial

IP30 rated to protect against tools and wires application protocol support or integrations
(>2.5 mm)

IP67 rated or waterproof
Capable of operating in extended

temperature ranges of 40 °C to 70 °C A switch with digital inputs/outputs,
(-40 °F to 158 °F) redundant power inputs, or alarm relays
Part of the powerful Meraki cloud-managed Equivalent to the Cisco IE switching
dashboard and full stack solutions that portfolio

continue to be our strongest value

proposition
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MS130R use cases
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Pop-up
locations

R & /"
5 s o ‘_‘?:\" e N'.:‘
» Provide reliable power and
connectivity for system setup

» Flexible mounting options
» True zero-touch provisioning
i e
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Outdoor

Drive-thru Kiosks

e

Parking Lots Recreation MR Access Point L. (e Hma:and comectivty to the

‘ menu board system setup
MV Camera ‘ » Leverage port profiles to streamline

MS130R configuration management

MS130R

Provide reliable power and

. connectivity for remote areas
MR Access Point -

! 7 il T 0T T "
Dirty spaces Storage MV Camera Ll

g 1yl |
—J/HH@HHH

» Provide rehable power and connectivity ir T
Remote End|eSS beyond traditional cable limit |\

+ Compact and durable 1 \
Areas more... Ay ——

——

! l’r\rHaT L
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Q&A
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Check out MS130R

our first ruggedized switch!

Get Ready for Port Profile p—
Automations

Try out Topology 2.0 e
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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Engage with us:
Become a Cisco Meraki Insider

S

Join Complete
the community challenges
cisco M./ #HCiscoLiveAPJC  BRKMER -2057

Receive
rewards

A o U



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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