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Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space
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L AR .
A little bit about myself

X|

Configured access nodes of "PLC_1"

Device Device type Slot Interfacetype  Address Subnet

PLC_1 CPU1S11-1PN 1X1 PNIE 192.168.0.1

-~
Type of the PGIPC interface:  [8_piiE =] Certified
PGIFC interface: [ roadcom Nevtreme Gigabit xhemet [ 1| €] - :
Connection to interfacelsubnet: | Directatslot'1 X1" -] @ Info; mation
1 ~ .
stgateey: [ r© Systems Security
CISSP’

Select target device: [ Show devices with the same addresses || Professional

Device Device type Interface type Address Target device

PLC_1 CPU1511-1PN_PNIE 192.168.0.1 PLC_1

PNIE Access address -
Online status information: [*] pisplay only error messaaes
@ Scan completed. 1 compatible devices of 1 accessible devices found.
2% Retrieving device information...
Scan and information retrieval completed. (=]

vl

e
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ldentical twins getting identic
twins Is nearly impossible.
It’s like winning the lottery twice

My OBGY March 2015




Introduction
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Critical Infrastructure Priorities

Reduce Accident and Incident

Improve Operational Efficiency

Optimize Costs
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Cyber Security Priorities

Reduce attack surface : Patch and upgrade regularly

Only need to give access when needed

Resilience against attack
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Transportation
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What is Transportatlon ?

TRAFFIC  * T 1%
MANAGEMENT S=isas
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Tools to gain access to the network
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Challenges

- Large Scale networks

- One Centralize Traffic Management reaching ten thousands of sites

- Each site is a cabinet on the roadway with low bandwidth network
connection (Broadband, LTE)

- Life Cycle are very long for the hardware 15-35 years
- A lots of devices behind a routers and ring-based architecture

- Multiple Vendors of hardware
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Large Scale Network

- Public Information
Available

- Traffic Camera
provides you
information about
cabinet location

Pet

Map  Satellite
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Utilities
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What is Utilities 7
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Generation challenges

- Older systems (Nuclear, Thermal, water not connected or data
diode system)

- Solar and Wind Farms management with limited connectivity
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Distribution challenges

- Substation not necessarily connected

- Highly segmented network but no visibility
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L AR . .
Challenge to address Physical attacks

Moore County
Substation Attack

Power substations at the Duke Energy West End
location in Moore County, N.C., were damaged in
an attack that left tens of thousands of people
without electricity.
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How to secure it ?
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You can’t secure what you don't

know




Attack Techniques used to exploit the Industrial
Network

1073210
1¢f10))
v 10

T

Initial Discovery Lateral Command and
Access (TAD102) Movement Cor]trol
(TA0108) (TAO_1 09) (TAG101)

What is SMB vulnerability and how it was
exploited to launch the WannaCry
ransomware attack?

Colonial Pipeline ransomware attack:
Everything you need to know

Updated: DarkSide has claimed responsibility for the
catastrophic ransomwd

* Cyware Hacker News

S0604  Industroyer The Industroyer IEC 61850 payload component has the ability to discover relevant devices
in the infected host's network subnet Hy attempting to connect on port 102.[6!

Industroyer contains an OPC DA module that enumerates all OPC servers using the

ICatInformation: :EnumClassesOfCategories method with CATID OPCDAServer20 Stuxnet ex Iained. ThE fiI’St knuwn
category identifier and IOPCServer::GetStatus to identify the ones running. p "
cyberweapon
S1006  PLC-Blaster PLC-Blaster scans the network to find other Siemens S7 PLC devices to infect. It locates Thanks to Stuxnet, we now live in a world where code can destroy machinery and stop [or
these devices by checking for a service listening on TCP port 102. 7] start) a war.

S1009  Triton Triton uses a Python script that is capable of detecting Triconex controllers on the network
by sending a specific UDP broadcast packet over port 1502. (8]
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Move away from unmanaged switches

IE3300/IE3400
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Switches Must have

- Support 802.1x authentication
- Support MAB (Mac Authentication Bypass)

- 802.1x/MAB provides network visibility because the authentication
process provides a way to link the IP address, MAC address,
switch, and port of a device.
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Assess Security
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What is the current Level of security on each

main sites?

Security

Site 1 : Atlanta

Site 2 : Austin

IT and OT distinct Network Yes No
Industrial DMZ Yes No
Antivirus on Windows systems | No No
Multi-factor authentication Yes No
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Extending Visibility
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Transportation Network Challenges
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Cisco Cyber Vision

Visibility & Security Platform for the Industrial 0T

Context & insights foundational to building reliable and secure OT networks

Visibility
Asset inventory
Communication patterns

cisco Li{/&/

Security Posture
Device vulnerabilities
Risk scoring

#CiscoLiveAPJC
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Operational Insights
Track process/device modifications
Record control system events
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B N N
Organize easily assets in zones

@ Explore / Alldata v / Map-Expert v

3~ @

May 29,2018 3:37:54 PM - Jun 20,2019 4:37:54PM (1y22d 1h) @LIVE
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Enlist your — =

network
for security

Application Flow

M
Cyber Vision Eadae
Sensor

1

Cisco Industrial switches and routers see

everything that attaches to them so you
can gain visibility at scale

Deep Packet Inspection & Active Discovery
built into your network infrastructure
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Benefits

- No bandwidth consuming of copy
of traffic

- Router and switches provides
visibility no additional hardware
with long live-cycle 15years

- Support visibility behind VPN with
NAT

- Support of multiple identical
subnets (192.168.0.x)
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Security Posture
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L AR\ .
Use Risk Scoring to assess your security posture

Identify Riskiest Operations ) |dentify Riskiest Endpoints within operations ) Understand Scoring to Reduce Risk

Device Group  Fistactiviey Lastaciviy w Mac Riscscore < ff s
Overview Details
Sscsonn suigng ocnmipsoss:  wmmmmais  waiets  oocossscosofl gy ot
x am o (+Lotner (- 10tnen #Tinesener
G rsner 105022 OO MR 0502 00220511501 [« ] OContr , Doty Crterls Mataing
am
Preset Risk score Last precomputation Devices Vulnerabiliies
[ o OGIL0I91I0346  My22021120215 wnsunsd £ . -
fsher esiatn Epp— Deicotype B SCS0102 type Cotralr
All Controllers [ 265 ] Jun 17,2021 9:46:41 AM 14 94 -
o OUILI0I91I0346  May202021129215 104030 —
B 104030 " oyt 00:22:e521.008 [« ] :r . -
Broadcast traffic only [ 12] Jun 17,2021 9:46:47 AM 30 e [ P M e TR T T -
550102 group Buiding K It hasn
s Oct1L019110652  May202021123215 . 000064Gcbb0d o P Grapimpact e vy g 51%
IT Activities [ 16 ] Jun 17,2021 9:46:47 AM 36 169 1921681126 a (+2other)
N O1L2019110346  May24,2021129215
1T Devices 2 ) Jun 17,2021 9:46:49 AM 2 P EFster 05018 o " 105018 oozesamoall OContor , <Oy e
Actites  Nomtching ey
N OiL2019110346  May24,2021129215 sonss S
TeirmelAcHvilias a . 5 5 EFier 041292 o a2 cozzesosssol N gt e
N OiL2019110346  May24,201129215
— = Soni7 SRR R 5 5 EFiter 041291 o e cozzesizesdd Nt S
evices un17,
May2e2021125215 1921681123
@ 12181123 fiisy Mar11,202082158PM e L Semisene: 8
o +1other 550102 mest impacting irerailty s
Volnerabites Path
Hischmann Buldng  Oct1L2019110652  May242021123215
(=D e " 192168125 ec7abu0398:6H [ =] #Time server
Yokogaws ct11,2019 110652
1921681128 Tiesener
B tisian o I i a |-

Preset widgets help identify operations Sort and Filter Risk scores of See what impacts endpoint risk score
at highest risk endpoints to identify riskiest devices See where you are, and where you could be

Build an action plan to reduce risk
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ldentify and stop existing leak to public ip

28 External Communications

Direction

Outbound

Outbound

Outbound

Outbound

Outbound

Outbound

Outbound

Outbound

Outbound

Outbound

cisco W‘/

Source IP

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

10.122.101.241

Destination IP

20.189.173.16

20.189.173.16

52.142.223.178

52.142.223.178

23.65.13.232

23.65.13.232

23.215.126.183

23.215.126.183

40.126.29.15

20.189.173.20

Destination Port

443

443

80

80

80

80

80

80

443

443

Hostname

v10.events.data.microsoft.com

dmd.metaservices.microsoft.com

tile-service.weather.microsoft.com

go.microsoft.com

umwatson.events.data.microsoft.com

#CiscoLiveAPJC

Protocol

HTTPS

HTTPS

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTPS

HTTPS

BRKIOT-1627

é

H First activity
Nov 6,2023 2:06:51 PM

@) Device with external communications

Sensors:

Tags:

Activity tags:

Remote Admin Server ® X
Desktop 2 0
Desktop A None
IP:10.122.101.241
MAC: 4c:3b:df:c1:b6:97
B Last activity
Nov 6, 2023 2:09:40 PM

@ HTTP Client, € HTTPS Client,

& Remote Admin Server,

Windows

@ Insecure, € RDP, € Remote access, € Web,
& Broadcast, € Low Volume, € Multicast, = ARP,

HTTP, © Multicast DNS, ...4+
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lterate until your posture is where it needs to be

Overview Details

021 10:00:06 PM by Cisco Cyber Visi
Criteria Matching Distribution Description

CC key element. Compromission
couldlead to large impact

Devicetype B 5C50102 type: Controller 13%
Achievable  Current
riskscore  riskscore

m B scs50102 group: Building K. It has an
5 Group impact '
/—\ S e S 5 3 o roupimpact oo 02 7o Bl 51%

The best achievable score is [ZZ]
Ppatchir moving

Ta ke CorreCtlve insec:re(va'ﬁc. naremer Activities No matching activity
actions to
improve posture ettt st

CVE-2020-5609

CVSS score: 9.8
B 5¢50102 most impacting vulnerability is
ies  Path Traversal ity in Yokogawa 36% Successful exploitation of these

CENTUM vulnerabilities could allow a remote

View
aggregate
risk scores at
preset level to
focus on critical
operations

unauthenticated attacker to se
..show more

Endpoint risk score indicates what is impacting the
current scoring, and shows the best achievable score
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Leverage Visibility
Segmentation
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L essons learnt from customers

Crawl 2 Walk = Run

Most customers are not staffed to operationalize segmentation
in industrial networks right from the get-go

1.  Start with Visibility & Security Posture
2. Advance to macro-segmentation
3. Evolve towards shrinking the zones of trust with micro-

segmentation as teams get comfortable with the
technology

As you shrink zones of trust, OT’s ability to see/understand why certain flows are blocked becomes important for seamless operations

cisco L‘V& -/ #CiscoLiveAPJC BRKIOT-1627 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Cisco Segmentation Solution

Visualize -> Dynamically Assign Tags -> Monitor Policy -> Enforce

Cyber Vision Center DNAC / ISE

Building J
Manuf - Scada & Hmi ManVI_E

2

ineering

r—> o

I NetFlow _-_

1 9 Define policy and

Visibility to inform 0 - 1 observe behavior
Segmeliation Application Flow

Group-Based
Access Control |

Enforce segmentation
when ready

#CiscoLiveAPJC BRKIOT-1627 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Uses the right team with their expertize

Segmentation of
industrial network

This user interface
maps ITS assets. | can

| now have OT

context to build

group assets into the right security

2ONES pO”CieS m —) Industrial
- - - RADAR Switch

dACL EBB—

B H—T Zone 1 Zone 4

SIEMENS| 'SIEMENS |
. e Zone 1 v X v X - é ‘ 5
o leM:Nsl ‘ & g v A ﬁ

== W v ooz

SIEMENS| - X X \/ \/

Se—rre Industrial

| | VLAN poks st
pxGrid update with asset RADAR

endpoint identities and group
Cell1 as custom attribute

DMS
Cyber Vision Map View Cisco ISE Policy @ ‘ ‘ é
Matrix
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AW\ .

Leverage your Leverage your Leverage your
network to gain network to network to enforce
visibility security controls
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How to respond?
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Most attacks use a sequence like this....

2 — @

Email

A well-tailored

and personalized
email causes a
user to click...

cisco Lz//&/

DNS

Which goes to
a questionable
website...

O &3

— () —

Which leads to a
strange process
being created
locally on the
user’s device...

#CiscoLiveAPJC BRKIOT-1627

That process will
connect to
another machine
or directly to
their data

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Most attacks use a sequence like this....

5 . @ . o° -

A ———————
Email DNS .fi

You need a solution that sees deeply across the entire attack chain

( 7
{&cisco XDR
iﬁ Built on the Cisco Security Cloud platform

cisco M . #CiscoLiveAPJC BRKIOT-1627 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Simplify with Cisco XDR

Cisco ur Infrastructure
® o S o
o0g —© é%
Network Endpoint Email 3rd party tools Intelligence
F O 010110 O
( D) 110010 ! I
@ & 001011 ?
Cloud Applications Identity Others SIEM/SOAR
. g J

Built on the Cisco security platform

Open and Clear Automation and Streamlined
extensible prioritization response guidance investigations
SecOps Incident
b CISO

o0 ®0000000000000000000000000000000
®e000000000000000000000000000000000

Analyst responder
EITTITTTTTTTTTTTTRTRRRRRRRRRR RN  \/Or SOC EITIII I i i I I R R R T P PP P P P P P PP PP PP P PP PP P PN
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The Cisco approach to XDR

Detect
sooner
Where are we

most exposed
to risk?

How good are we

at detecting
attacks early?

cisco Lz/&/

Prioritize
by impact

Are we prioritizing
the attacks that
represent the largest
material impacts to
our business?

#CiscoLiveAPJC

XDR-driven outcomes

Accelerate
response
Speed up How fast can we
investigations confidently respond?
How quickly are we able How much can
to understand the full SecOps automate?
scope and entry vectors
of attacks? Are we quantifiably

getting better?
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E | f | t Workstation attempted to
Xa l I l p e O n eg ra IO n reach out to suspicious
domain but was blocked by
Secure Firewall

v
Get Data from e” Secure Firewall/Umbrella
Integrated -7
Portfali
9 Action
————————————————— > ST
Cyber Vision Cisco XDR  ~~_ Tt~ ﬁ ISE
~ -~
Abnormal behavior A 6\ Te-al Quarantine device
detected from o i S by changing SGT
windows S b /Perform Host
workstation A (—_] Isolation

-

Add File to
investigation Secure Endpoint Secure Email
AMP event was File was detected on
o —,  triggered on same Cisco Secure Email and
machine earlier that opened by Bob

day with suspicious file
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Investigation & Orchestration with XDR

e CYBER VISION

- - o Leverage Cyber Vision

23 Devices and 32 other components Observables to:
J 1/2 3 > 20/page

prsetshouldnot b used andthermore wel
defined presets would b preferrd for more @ Rver 192168147 Novd,202192009AM  NovA202192639AM 192168147  scbsaodtssss [ i cient 1 o o

Rivet Networks
accurate indings.

@ 140211166111 Nov4,20219:28:39AM  Nov4,20219:28:39 AM o opuice 1 o o LANNER ELECTRONICS,
J——
) 01:15:4e:00:0001 Nov4,20219:28:39AM  Nov4,20219:28:39 AM 01:15:4¢:00:00:01 @ 1 0 0
Criteria il Rejectal  Defaut D (O Siemens Bexctt6 Nov4,2021928:39AM  Nov4,20219:28:39 AM 26:63:36:8e:046 on 1 o o Siemens AG
% 01:80:c2:00:00:20 Nov4,20219:28:39AM  Nov4,20219:28:39 AM 01:80:c2:00:0020 " 1 o R 0¥ 0@ 0° 50
) B Hichmamnostas s zsszmann [T N ) B o
- [ p— NovaZ02192009AM  NovA20ZISZEAM 192160085  oeessosian BN s ° IS
oevceos @ Hishmameto Novd 202152839AM  Novi 202052839 AM acrabatentcn . o o
ACTIVITY TAG 88 255.255.255.255 Nov4,2021928:39AM  Nov4,20219:28:39AM 255255255255 O180:6326109 @ 1 0 O 102168060 ~
. o . ; . |o . Create and orchestrate
(=) Nov4,20219:28:39AM  Nov4,20219:28:39 AM 192.168.0.60 00:80:44:12:62:67 # Controller 1 o 192168085 |~
o
Teemecaiase i . I P— Denste i the v e lavbooks
O @ 202192839 M wrsmasaM  2mzss 0 o1 o w1 °
T —— ———
pr—

Nov4,202192839AM 17230252 0010:18.0a42:48

emven
inidens New ncceri K- Snort: A Network Trojan was dstected from 192.168.0.12:62805 to 212.166.210.80:53 investaate ot [ anage ncdent_ Link
Q searcn X ¥ Srort ANetwork Troan was deected on 212,166 210.80 o o
New - reated By Gisco Gyber Visonon 2021.07.29 081652 UTG
~ Assigned tome -Open (9 Assignees - s st
D) Sunmary  Obsonables  Timelno  Sightngs  Linked Referoncos 2) Noor s aspes Products L
Incident @20210830 14:2228
nryon ovent: Roport SNORT event fom cov. ey Propetes
Aug 30,2021 St '
Gategores v
Jicast
Conirl system event: New program has b it Summary Markow Disc. Moo NDS
GiscoCyber Vison g 17,2021 inten. Erect v
~ Assigned o me - Other (0 e ne
0 © g > Computer 1
 Assigned (0 aiers- (85 <>

TP <
bridges Multcast
Control system event:Start CPU

Gisco Cyber Vision oct 11,2021

3 > 20/page

Conro system event:Stop CPU comman.

XDR Ribbon in Cyber Vision for investigations and remediation orchestration
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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