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Enter your personal notes here

Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKIOT-1627
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• Introduction

• Transportation
• Utilities
• How to secure it?

• Assess Security

• Conclusion
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A little bit about myself
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My OBGY March 2015

Identical twins getting identical 
twins is nearly impossible.
It’s like winning the lottery twice
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Introduction
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Critical Infrastructure Priorities
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Reduce Accident and Incident1

Improve Operational Efficiency2

Optimize Costs3



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cyber Security Priorities
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Reduce attack surface : Patch and upgrade regularly1

Only need to give access when needed2

Resilience against attack3



Transportation
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What is Transportation ?
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Tools to gain access to the network
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Challenges

• Large Scale networks

• One Centralize Traffic Management reaching ten thousands of sites
• Each site is a cabinet on the roadway with low bandwidth network 

connection (Broadband, LTE)

• Life Cycle are very long for the hardware 15-35 years
• A lots of devices behind a routers and ring-based architecture

• Multiple Vendors of hardware
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Large Scale Network
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• Public Information 
Available

• Traffic Camera 
provides you 
information about 
cabinet location



Utilities
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What is Utilities ?
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GENERATION DISTRIBUTIONTRANSMISSION
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Generation challenges

• Older  systems (Nuclear, Thermal, water not connected or data 
diode system)

• Solar and Wind Farms management with limited connectivity
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Distribution challenges

• Substation not necessarily connected 

• Highly segmented network but no visibility 
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Challenge to address Physical attacks
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How to secure it ?
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You can’t secure what you don’t 
know
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Attack Techniques used to exploit the Industrial 
Network

Initial 
Access

(TA0108)

Discovery
(TA0102)

Lateral 
Movement
(TA0109)

Command and 
Control

(TA0101)
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Move away from unmanaged switches
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IE3300/IE3400
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Switches Must have

• Support 802.1x authentication

• Support MAB (Mac Authentication Bypass)

• 802.1x/MAB provides network visibility because the authentication 
process provides a way to link the IP address, MAC address, 
switch, and port of a device.
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What is the current Level of security on each 
main sites?

BRKIOT-1627 29

Security Site 1 : Atlanta Site 2 : Austin

IT and OT distinct Network Yes No

Industrial DMZ Yes No

Antivirus on Windows systems No No

Multi-factor authentication Yes No



Extending Visibility
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Transportation Network Challenges
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Traffic 
Management

Site 1 LTE 
Router

NAT port 
forwarding

DMS

CCTV

Radar
App 
DMS

App 
CCTV

App 
Radar
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Visibility
Asset inventory

Communication patterns

Security Posture
Device vulnerabilities

Risk scoring

Operational Insights
Track process/device modifications

Record control system events

Cisco Cyber Vision
Visibility & Security Platform for the Industrial IoT

Context & insights foundational to building reliable and secure OT networks
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Organize easily assets in zones
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Enlist your 
network 
for security

Cisco Industrial switches and routers see 
everything that attaches to them so you 
can gain visibility at scale Deep Packet Inspection & Active Discovery

built into your network infrastructure

Application Flow 
Metadata

Cyber Vision Center

Cyber Vision 
Sensor

BRKIOT-1627
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Benefits

• No bandwidth consuming of copy 
of traffic

• Router and switches provides 
visibility no additional hardware 
with long live-cycle 15years

• Support visibility behind VPN with 
NAT 

• Support of multiple identical 
subnets (192.168.0.x)

BRKIOT-1627 35



Security Posture
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Use Risk Scoring to assess your security posture

Identify Riskiest Endpoints within operations

Sort and Filter Risk scores of 
endpoints to identify riskiest devices

Identify Riskiest Operations

Preset widgets help identify operations 
at highest risk

Understand Scoring to Reduce Risk

See what impacts endpoint risk score
See where you are, and where you could be

Build an action plan to reduce risk
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Identify and stop existing leak to public ip
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View 
aggregate

risk scores at 
preset level to 

focus on critical 
operations 

Take corrective 
actions to 

improve posture

Endpoint risk score indicates what is impacting the 
current scoring, and shows the best achievable score

Iterate until your posture is where it needs to be



Leverage Visibility 
Segmentation
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Lessons learnt from customers
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Most customers are not staffed to operationalize segmentation 
in industrial networks right from the get-go

1. Start with Visibility & Security Posture

2. Advance to macro-segmentation

3. Evolve towards shrinking the zones of trust with micro-
segmentation as teams get comfortable with the 
technology

As you shrink zones of trust, OT’s ability to see/understand why certain flows are blocked becomes important for seamless operations 

Crawl à Walk à Run
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Cisco Segmentation Solution
Visualize -> Dynamically Assign Tags -> Monitor Policy -> Enforce
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Visualize Zones & Conduits

Group endpoints into zones to 
visualize aggregated flows as conduits 
to inform segmentation policy

Monitor Before Enforcement

Visualize Group-based network 
behavior in DNAC and enable 
enforcement when confident after 
monitoring

Dynamic SGT Mapping

Cyber Vision grouping results in 
dynamic Group-based policy 
assignment to endpoints through ISE
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Uses the right team with their expertize
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✓ ✘ ✓ ✘

✘ ✓ ✓ ✘

✓ ✓ ✓ ✓

✘ ✘ ✓ ✓

Zone 1

Zone 2

PLC

MES

Zone 1 Zone 2 Zone 3 Zone 4

Cyber Vision Map View Cisco ISE Policy 
Matrix

pxGrid update with asset 
endpoint identities and group 

Cell1 as custom attribute

SGT

dACL

VLAN

OT IT
I now have OT 
context to build 
the right security 

policies

Segmentation of 
industrial networkThis user interface 

maps ITS assets. I can 
group assets into 

zones
RADAR

DMS

Zone 1

Industrial
Switch

RADAR

DMS

Zone 2

Industrial
Switch

Zone 1 Zone 2
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Cisco industrial network helps you secure OT

Leverage your 
network to gain 

insights 

Leverage your 
network to gain 

visibility

Leverage your 
network to enforce 
security controls



How to respond?
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Most attacks use a sequence like this….

A well-tailored 
and personalized 
email causes a 
user to click…

DNS

Which goes to
a questionable 
website…

Which leads to a 
strange process 
being created 
locally on the 
user’s device…

That process will 
connect to 
another machine 
or directly to 
their data

Email

BRKIOT-1627 46
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Most attacks use a sequence like this….

DNSEmail

Cisco XDR

You need a solution that sees deeply across the entire attack chain

Built on the Cisco Security Cloud platform 

BRKIOT-1627 47
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Simplify with Cisco XDR
Your Infrastructure

SIEM/SOAROthers

3rd party tools Intelligence

Cisco

ApplicationsCloud

Network Endpoint

Your SOC
CISOSecOps 

Analyst 
Incident 

responder

Clear 
prioritization 

Streamlined  
investigations

Automation and 
response guidance

Open and 
extensible 

Built on the Cisco security platform

Email

Identity
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The Cisco approach to XDR

XDR-driven outcomes

Prioritize
by impact

Speed up 
investigations

Accelerate
response

How fast can we 
confidently respond?

How much can 
SecOps automate?

Are we quantifiably
getting better?

How quickly are we able 
to understand the full 

scope and entry vectors 
of attacks?

Are we prioritizing
the attacks that 

represent the largest 
material impacts to

our business?

Detect 
sooner

Where are we 
most exposed

to risk? 

How good are we 
at detecting

attacks early?
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Example of Integration
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Cisco XDRCyber Vision

Secure Endpoint

ISE

Secure Firewall/Umbrella

Secure Email

Abnormal behavior 
detected from 

windows 
workstation

Create
Investigation

AMP event was 
triggered on same 
machine earlier that 

day with suspicious file

File was detected on 
Cisco Secure Email and 

opened by Bob

Workstation attempted to 
reach out to suspicious 

domain but was blocked by 
Secure Firewall

Quarantine device 
by changing SGT

/Perform Host 
Isolation

Get Data from 
Integrated 
Portfolio

Send Response 
Action

Add File to 
investigation

1

2
3 3

3

4

5

6
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Investigation & Orchestration with XDR
Leverage Cyber Vision 
Observables to:

Create and manage 
incidents in XDR

Create and orchestrate 
playbooks

Launch investigations in 
Talos, Umbrella, Secure 
Endpoint, Threat Grid, etc.

XDR Ribbon in Cyber Vision for investigations and remediation orchestration  

BRKIOT-1627 51



52BRKIOT-1627



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand
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