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Cyber Resilience In Critical
Infrastructure

Simon Finn, National Cyber Security Advisor



Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.
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Vague Career timeline

P(';e V}[/_VVVV Internet boom | Wifi common | loT boom Zero Trust
aaoption .
The end of dial-up PDA’s . Low power WAN Evolution
Phreaking, shell
accounts, Mainstream, internet | WIPS SDN
banking, Voice, B R
Bespoke systems, video Borederless 2013 Target Hack
multi-protocol,
mainframes. IDS, log monitoring

WWW Ecommerce Cloud Critical Al
adoption Credit cards, Cloudsoc Infrastrcutre We are helping it
Website password leaks _ Multi-protocol identify busses
defacement, DoS, , o Identity, SAML revisiited
. “Security Architect
First bank attack “Cvber Advisor”
(1994) AppSec. yber Advisor

“InfoSec guy”
Migration to IP,
Firewalls



Disambiguation: Security @ Cisco

Cisco Security _ Cisco Security and
Business Group Cisco Talos Trust Organisation

)
S E C U R E Cisco Security Research SECURITY&TRUST
Desllien Defend the Enterprise
C Secure products
Partnerships Drive Trustworthiness
Integration
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Critical Infrastructure

It’s all parts of a business

s a wide range of businesses

J)

It
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“Cyber resilience has become o
Australia’s greatest challenges a
critical to the nation’s economic

prosperity and security”

Mike Barber, CEO A3C (Australian Cyber Collaboration Center)




- Threat Insights

- Business Challenges

- Technology Challenges
. Strategic Imperatives

- Strategic Technology
Approach

- Conclusion

BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Threat Insights
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Threat Trends
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Assume you are already compromised
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Business
Challenges
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Digitalising brings benefits

cisco L{Ko//

Safety & Resiliency

&

Smarter protective
systems

Emergency capabilities

Removing humans from
danger

#CiscoLiveAPJC

Sustainability &

Efficiency

« Net Zero

« Data Driven Decisions

« Improved Quality of

Life

BRKIOT-1521
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Your business is digital
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IT/OT Inter-dependency has already happened




TWO WorIdS converged

F'l"

IT and OT need to come together to secure
the business

cisco M./ #CiscoLiveAPJC BRKIOT-1521



Business Challenges

cisco L‘V& ~/ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




Cybersecurity is a board level concern

|
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Cyber Regulatory Complexity

Multi-Agency (e.g. FIRB, DoHA) Multi-Level (fed/state/local) Low commonality (standards and
Regulations span multiple government Cybersecurity regulations exist at the priorities)
agencies, leading to fragmented oversight. federal, state, and local levels, creating Different agencies have misaligned
complexity. standards and priorities for cybersecurity.
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Sample of Incident Reporting Requirements

Australia Defined Cl assets 12 ggﬂ;gﬁvgﬁérca”) ”Significant or relevant impact”
Australia IRAP certified services Undefined Defined in ISM as types of incidents
Australia Privacy Data Undefined Any system with privacy data
Australia Ransomware (proposed) Undefined (WIP) Ransomware incident
China ”Network operators” “relevant provisions” Undefined
EU ”Essential Entities” <24hrs Undefined
EU Privacy (GDPR) 72 hours Personal data breach
Korea Information/DC providers “Immediately” Event resulting from an attack
India SP/DC/Cloud “Reasonable timeframe” 6 Hrs Rellies examspgzirgii:g)udes EligRise
Singapore Critical Infra 2hrs/14 days ”Prescribed Cybersecurity incident”
Thailand Critical Information Infra Undefined Any illegal action
UK Telco services Undefined (WIP) Undefined

cisco L{{@/
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https://www.cyber.gov.au/sites/default/files/2021-12/Information%20Security%20Manual%20%28December%202021%29.pdf

Australian Government Cyber Shields
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To summarise....

We are defending against organized

adversaries _ _
.. with ever evolving, new, fast and

stealthy attacks
y .. That can come from anywhere, at

scale
.. Across a larger attack surface
.. With more heterogeneity
.. And expensive/scarce resources
.. And more compliance obligations

cisco M-/ #HCiscoLiveAPJC BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Technology
Challenges
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Future Technology Challenges
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Vulnerabllities increase trend expected to
continue

CVEs Per Year

250004

000000

Https://cve.icu CVE Data
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https://cve.icu/

CISA Directive

. INFRASTRUCTURE /5, EMERGENCY ™
'@: cvBeRsecURTY R SECURITY £4% communicarions A7

cyBersecurity ()
& INFRASTRUCTURE []
SECURITY AGENCY ol

—~

Cybersecurity > Directives > Binding Operational Directive 22-01

Directives

Binding Operational Directive 15
01 (Revoked)

e Q)

NATIONAL RISK ABOUT (]
MANAGEMENT CIsA a8

MEDIA

BINDING OPERATIONAL DIRECTIVE 22-01- REDUCING THE
SIGNIFICANT RISK OF KNOWN EXPLOITED VULNERABILITIES

November 3, 2021

Binding Operational Directive 16-
01 (Revoked)

This page contains a web-friendly version of the Cybersecurity and Infrastructure Security Agency’s Binding Operational
Directive 22-01 - Reducing the Significant Risk of Known Exploited Vulnerabilities.

Binding Operational Directive 16
02

A binding operational directive is a compulsory direction to federal, executive branch, departments and agencies for
purposes of safeguarding federal information and information systems.

Binding Operational Directive 16
03

develop and oversee the implementation of binding operational directives.

Binding Operational Directive 17

Federal agencies are required to comply with DHS-developed directives.

Section 3553(b)(2) of title 44, U.S. Code, authorizes the Secretary of the Department of Homeland Security (DHS) to

These directives do not apply to statutorily defined “national security systems” nor to certain systems operated by the

Department of Defense or the Intelligence Community.

#CiscoLiveAPJC

BRKIOT-1521
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As of 26" Oct 2023,
the CISA directive
covers 1021
vulnerabilities, up
from 857 in October
last year

These are known

exploited
vulnerabilities

Cisco and/or its affiliates. All rights reserved. Cisco Public
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Australian Cyber Threats - Vulnerabillities

< 48 hours 21% <2 weeks 30% 1month 9%

Figure 1: Percentage of vulnerabilities by time to exploit

* 1in 5 vulnerabilities was exploited within 48 hours of a patch or
mitigation advice being released

* half of the vulnerabilities were exploited within 2 weeks of a patch or
mitigation advice being released

2 in 5 vulnerabilities were exploited more than one month after a patch or
mitigation advice was released

Source https://www.cyber.gov.au/about-us/reports-and-statistics/asd-cyber-threat-report-july-2022-june-

Lo 4
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And it’s getting a

lot of focus FVANCIALREVIEW — ovmom
‘Fix software bugs
now’: urgent appeal
to business

Home Affairs and Cyber Security Minister Clare O'Neil
is calling on businesses to immediately patch three
major vulnerabilities that Australia’s top cyber spies
have warned about for as long as four months and are
leaving them open to cyberattacks.

M. BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




loT Is getting complex

‘Basic’ loT - 2 Layers

cisco M- #HCiscoLiveAPJC BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



loT Is getting complex

o
o
Multiplied - Siloed C[CF\D
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loT Is getting complex

Edge compute + Sensor data
reuse

cisco L‘V& ~/ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Complex loT - IEC 62443 Compliance

Cell zone Internal zone Enterprise zone

Services zone

Field DMZ’s?

Control zone

External zone

cisco L‘V& . #CiscoLiveAPJC BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Pubf®



Strategic
Imperatives
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Security must be
built in, at every
layer

cisco L‘V& B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



“Layers”

Network Edge

THINGS

cisco L‘V& ~/ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



So how do we...

- Have assurance at every layer?
- Hardware
- Software
- Configuration

- Have visibility at every every layer?
- Logging/Telemetry

- Security toolsets
- The right capabilities are in place

Cisco L‘V&,/ #CiscoLiveAPJC
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Security isn’t static

- Cl/CD pipelines

- Continuously changing landscape
- Manual processes are expensive
- Point in time compliance

- Are point in time checks making
us more secure?

- How to better inform business
leaders to make more informed
decisions

cisco M B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



R
taneney
s

Speed and efficiency

/ p 7J vl £ o A , X %
cisco M B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Or... start with efficiency focus to increase speed

- Can we automate?

- Where do you want to spend your
time?

- What can we stop doing?

- How to leverage new tools to get
better or faster results

cisco M -/ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Strategic
Technology
Approach
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A strategic approach

Visibility Protection Integration and
A .

e

cisco L‘V& ./ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Addressing Business Challenges

o Protection and
Visibility Mitigation

A

Lo

Pervasive Controls

« Know Your Assets

« Know Your  Defend the critical
Communications/ asset that cannot
Dependencies defend itself

 Know Your Vulnerabilities
cisco W./ #CiscoLiveAPJC BRKIOT-1521

Integration and
Automation

B

Enhance and
Simplify

Speed and Efficacy
Resource efficiency

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



The Network is in the Ideal Position

Business Applications: Safety, Efficiency, Mobility

#CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



loT data security - layers

THINGS

cisco L‘V& ~/ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



loT data security architecture

Each layer
has multiple

visibility&

protection
capabilities

needed

cisco L{V&/

#CiscoLiveAPJC

Network
Administration

Edge/App
Administration
Data routing &

Visibility
Autonomy and
resilience
Data
anonymisation

Network
Access control

Traffic policing

Reliable
communication

BRKIOT-1521

Data
governance

Secure Cloud

Application
monitoring

Data
minimisation
App integrity

checking

Trustworthy
platform

Segmentation

Network
telemetry

THINGS

Integration
and
automation is
key to deliver

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Visibility
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Know your attack surface

Rapid cloud adoption with multi and
hybrid cloud approach

By 2021, over 75% of midsize and large
organizations will have adopted a multi-cloud
and/or hybrid IT strategy!

Expansion of the attack surface that
needs to be monitored

50% increase in the number of applications
supported by an organization over next two
years?,and sharp increase in distributed
workforce

Fragmented and siloed view across
cyber footprint

i@

55% of organizations do not have an
accurate inventory of assets?

cisco L{V&/

1. Gartner Predicts., 2. IDG Report, August 2019, 3. ZK Research 2019, 4. Ponemon report, 2021

#CiscoLiveAPJC BRKIOT-1521
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"Invisibility cloak” https://www.cs.umd.edu/~tomg/projects/invisible/

Know the gaps
Know the weaknesses

Cisco M-/ BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



The network is the source of valuable information

Visibility

A trace of every conversation
Agentless information collection

Remote worker endpoint data
collection (NVM)

Cloud Telemetry ingest (Flow Logs)

East to west and north south visibility
(Cisco FTD logs and NSEL)

Light meta data collection using
the existing infrastructure

Capture enhanced NetFlow from
Cisco ASR, ISR, Catalyst 9000,
and Meraki platforms (GTA)

cisco L{{@/

Internet

3

Internet
(external)

\\ VPC/NSG1
\ Flow Log?;:

/

Local client
10.1.8.3

#CiscoLiveAPJC

Remote Worker
(external)

Network
Visibility
Module

N
&

Flow
Collector

Flow information

Source address

Packets

10.1.8.3

Destination address

172.168.134.2

7

Internal server
172.168.134.2

BRKIOT-1521

Source port 47321
Destination port 443
Interface Gi0/0/1

IP TOS 0x00

IP protocol 6

Next hop 172.168.25.1
TCP flags Ox1A

Source SGT 100

ETA meta data IDP | SPLT

Application name

NBAR SECURE-HTTP

Process Name

chrome.exe

Process Account User

© 2023 Cisco and/or its affiliates. All rights reserved.
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Cisco Secure Network Analytics (Stealthwatch)

—

Multilayered machine learning

Combination of supervised and unsupervised techniques
to convict advanced threats with high fidelity

0)

(

Behavioral modeling

Behavioral analysis of every activity
within the network to pinpoint anomalies

IR,
, N0

Secure

1011 1101 1110
Olll 1011 O1l1l
1011 1101 1110
0111 1011 O11l1

~a
Y'Y

SoJ

Oﬁ

[ — ]
. v
Endpoint Telemetry —eo [ -
Device and process insight with flow -——
telemetry from Cisco Secure Client
cisco L‘V&/ HCiscoLiveAPJC

Network Analytics

Cisco XDR

Extended Detection and Response with Cisco XDR.
Advanced analytics extends local detections with
global intelligence and integrations for accelerated
response

Data collection

Rich telemetry from the existing
network infrastructure including
enhanced telemetry for encrypted
traffic analytics

- )
— =
1001110111010111000
100111011101011 @ = T @
1001110111010 e ‘ e
1001110111010111000
= =
—== =
BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Effective cloud security depends on connecting
the dots - Secure Cloud Insights

Discover Map every Understand current Track Reduce risk by
every entity relationship COﬂﬂgUration State compliance monitoring posture

Google Cloud
-

Endpoint Network Scanners Access Repos

Public Cloud Diverse Entity Types

cisco M B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Network Management Requires Visibility

DNA center taking network telemetry for network assurance

Network telemetry Complex event Correlated
contextual data processing insights

Traceroute ¥
01110107 100 Complex

NetFlow 101100071T10107 1. SRR
1010110011000"
1110001110107
. 10101100110 Metadata
Wireless cLI  [RRSEIERGE ® extraction
1010110011

IPSLA =TSV 0110001110
11101011001
SNMP

¢100110001110 é

0071101011007 1 \gUSIEESSTe]

J101100110
110101777

Over 150 actionable insights

Everythmg 2k & el Clients | Applications | Wireless | Switching | Routing
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Experiment: Al Visibility

How many of you know The usage
of Al within your company?

- Usage of external tools

- Usage within IT system/products?

-
= =+

T
i

How would you find out?
- Network/Endpoint traffic visibility
- Cloud/CASB

- DC app visibility

cisco M B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Industrial Visibility = Cisco Cyber Vision

Visibility helps outcomes for IT and OT

OT cares about
Operational Insights

Did this event impact the
safety or availability of the
system?

Security cares about
Cyber Threats

Is this event a malicious
attack on the system?

cisco L‘V& B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



N Asset Inventory
Compone

Fi ity
1769-L16ER/BLOGIXS o [CU00
316ER 11:45:12 AM
Paint_Line_2 & high .
I1P:192.168.249.50 o Apri16,2021 Activity
MA( Lichee 11:00:01 AM # StopCPU,
# Edit 3 Manage group # Diagnostics ,

# Read Var ,

# Write Var

# Controller ,

Rockwell Automation

# Low Volume ... 3+

{2 Basics @ Security - Activity 2 Automation

Properties Tags  Sensor

Properties

dos me: Rockwell Automation enip-status-ra-minor: RUN
ion: 31,011 enip-cpuname: SecDemo_LinePLC
model-ref: 1769-L16ER/B LOGIX5316ER 2 168771949
al-number: 60771949 i najor: REM
1769-L16ER/B LOGIX5316ER vendor: Rockwell Automation
ip:192,168.249.50 -ver :Rockwell 192,168.249.50
public-ip: 2 ip:1769-L16ER/B LOGIX5316ER
mac: f4:54:33:91:chiee :nip-name: 1769-L16ER/B LOGIX5316ER
enip-devicetype: ProgrammableLogicController
enip-productcode: 8x99
enip-version: 31,811

enip-vendor: Rockwell Automation/Allen-Bradley

Cisco BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




CIsco

B 2za

Vulnerability Detection

Jan 1,2020 12:00:00 AM - Nov 19, 2020 3:27:00 PM (10 mths 19 days 11h

192.168.1 subnet o @ 73Vulnerabilities

My pr

Active baseline: No active baseline
Active Discovery: Disabled

This preset is filtered with keywords «192.168.1» 2

Criteria Selectall  Rejectall e

B NETWORKS.

COMPONENT TAGS

Components without tags
Device - Level 0-1
@ Device - Level 2
7 Device - Level 3-4
0 Network analysis
Software

System

BRKIOT-1521

10 most matched vulnerabilities

E * Vokagawa Multiple Products
Buffer Overflow Vulnerabilities - CVE-2015-5627

05607  Path Traversal Vulnerabilityin
Yokogawa CENTUM
2affected components
CVE- + Denial-of-Service Vulnerability
in Profinet Devices
components
1« Multiple Siemens Products

CVE-2017-12741 Denial of Service Vulnerability

Vulnerability severity legend:  [l] NONE wow [l veoiom [l vich [l cRincaL

Vulnerability title

Yokogawa CENTUM
Yokogawa CENTUM Bic

Schneider Electric Modicon Modbus Protocol Multiple Authentication Bypass Vulnerabi
Yokogawa CENTUM 'BKESimmg. k Based Buffer Overflow Vulnerabi

Vulnerabilities in SIMATIC-1200 and SIMATIC 57-1500 CPU families

chneider Electric Modicon Modbus Pratocol - Multiple Authentication Bypass Vulnerabilities

1+ Vokogawa CENTUM
"BKCLogSwr.exe’ Heap Based Butfer Overflow...

Seon
) » Uneontrolled Resouree
Consumption Vulnerability in Siemens SIMATIC 57
d comy

ents
409 » Yokogawa License Manager
Service Vulnerabil

CVE

CVE-2017-2680

CVE-2014-0783
CVE-2014-3888
CVE-2017-6032
CVE-2014-0782
CVE-2019-10943

CVE-2017-6034

9

Total vulnerable
components for
192.168.1 subnet

B 2 components
[£) 2 components
= 2components

(H) 2 components

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




v LEGEND

— Important flachines - To InvestigateManuf IO Manuf - Scada & HMI
m== Control system behavior |

=== |T Behavior SIEMENS

= Network analysis

=== Others

SENTRYO-SIMATI@Profinet DCP Multicast 0:0:0

Cisco BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Risk Scores

5C50102 B Glimwucesanm

Building K A very high o By
17 192.168.14 (+ 1 other) B Mmaqdoriazasem  AcMvus

MAC 00:00:64:86:86:08 (+ 1 other) . . @ Controlier info ,

2 Edn

# Time Management ,
®arcadcast , @ Multicast ,
anp 1+

© Riskscore @ Security v Activity & Automation

Detaits

Criteri Overview Details

The score was computed on May 24, 2021 10:00:06 PM by Cisco Cyber Vision as follows:

Criteria Matching Distribution  Deseription

CC ey element. Compromission
B 5¢50102 type: Controller 13% by

Achievsble  Current couldlead to large impact

riskscore  riskscore

B 550102 group: Buitding K Ithas an
industrialimpact A very high.

The best achievable score s [l
t canbe reached by patching all vuinerabilities and removing
insscurs traffc. Activities  Nomatching activity

CVSS score: 98
B 5050102 mast impacting wunerability s

Vulnerabilities Path Traversal Vulnerability in Yokogawa Successful exploitation of these
CENTUM Vulnerabilities could allow a remote
unauthenticated attacker to se
show more
See details

CIsco
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Control System
Activities

Activity

PLC_3
Gas Compression 4 very high
15 192.168.105.130
MAC: 28:63:36:82:28:96
Dell 192.168.105.241
Maintenance Statiom & hizh

17 192.168.105.241
MAZ: 34:17ebid 1:c9:97

Variable / Setpoint access

First activity Last sctivity
E Apr6,2017 10:59:13 H Jun 20,2019 12:22:27
PM AM

CELL-2 CELL-1

Rockwell 4

P Program Upload , 4 Start CPU, 4 Stop CPU,
# Read Var,  WriteWar, ~ ARP, = 57Plus
(hide)

N——
Sec inePLC
Rockwell 182.188.249.40 1769-L16ER/B

T Types ¥ ccessed by
Endpoint READ/WRITE [ SecDemo LinePLC | 1769-L18ER/BLOGIXS316ER

Endpoint READ [ SecDemo LinePLC | 1769-L1ER/B LOGIXS316ER

BRKIOT-1521 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



CIsco

SNORT

CEICNILD Signature based Detection X -M-X

Auto-follow[_] 16:12:09.236
Snort Event
* Occured
SENSORVM-INT1
Action: allow

Month

rox_9F842AD20C58AD1AAB41F20B321BF 848, pcap
Kuluoz variant outbound connec
214.114.16: 8080 ( @ 29:09

Ethernet type: 0x800
Service: unknawn
VLAN:O

» Relateddata:  DOWNLOAD DATA

10:31:27.690  Signature based Detection Snort allow on UDPid 44037 with signature A Network Trojanwas detected (& Intel 192168012~ [ 2121

66.210.80
Snort Event
* Occured
@7/06-88 685502
« Sensor: FCH2312Y03P
« Action: allow
* Gid: 1
« Signature ID: 44037
* Priority:1

* Rule: 1:44 :4 (Revisiond)

* Classification: A Network
Trojan was detected

]

Intel
192.168.0.12

BRKIOT-1521

212.166.210.
80

In network interface: bro
Message: INDICATOR-COMPROMISE DNS request for known malware sinkhole domain
iugerfsodpoifjaposdfjhgosurijfaewrwergwea.com - WannaCr)
From 192.168.9.12:62805 To 212.166.210,80:53 (64:80:99:08:50:4C -> A4:08:F5:E1:03:EC)
@ See Technical sheet
Protocol: UDP
Direction: C25
Ethernet type: @x868
Service: unknown
* VLAN:O

¢ Relateddata: DOWNLOAD DATA

Component source Component destination
Name: Intel 192.168.9.12 Name:212.166.210,80

MA( 99:d8:5d:4¢ MAC:a4:08: a3

1P:192.168.0.12 1P:212.166.218.80

Tag: @ wriecian Tags: @ onsserver P ounsce

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Cyber Vision Ope rational |nsig hts

< Activity X

Gas Compression 4 very high
15 192.168.105.130

A AT 28:63:36:82:28:96
Dell 192.168.105.241
Maintenance Station & hizh
12:192,168.105.241
AT 34:17eb:id1:c9:97
First sctivity Last sotivity PLANT
® Apr6,2017 10:59:13 H Jun20,201912:22:27 CELL-2 CELL-1
PM AM [ g, | — @
Rockwell 4 foried
Tags: # Program Upload , 4 Start CPU, 4 Stop CPU, Rociowell 192.168.248.40 *ﬁ%‘
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Build visibility In,
holistically

cisco L‘V& B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Protection
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Everything is vulnerable

— HOU LONG YOU'VE. HAD YOUR SMART APPUANCE —
GMONHS  1YEAR  5YEARS 10 YEARS
BESFORSE | yourke consmanmiy -
} | BeENG ResCUED FRoM -
PERIL BY A FACELESS /,f
TEAM OF ENGINEERS -
WHO COULD LANDER
AUBY ATANY THE 7
o7 YOUR APPLIANCE 15
PART OF A BOTNET RUN
BY ORGANIZED CRIME
k 4
\JORST-CASE

Source:; XKCD https://xkcd.com/1966/
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Leverage visibility to manage risk

Vulnerability

Patch or Mitigate
(defend)

Restrict Lateral
Movement

cisco Li//p/_/

Endpoint context

O
(&)

Evaluate Posture &
|dentity
Contextual policy

#CiscoLiveAPJC BRKIOT-1521

Dynamic Policy

y74AN
Afon
ulmmy

N\

Follows the device
Follows the user

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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(504

"cisco ise posture KTO "cisco ise posture who
HMOYOb CTaNKMUBarncs ¢ 9Tou faced this garbage? the
XYMHEN? CyTb B CreayoLlem bottom line is this - |
- 3anyckato BrH, a OH 9 launch vpn, and he asks to
NPOCUT NPOBECTU NPOBEPKY check in this prick, |
B 9TOW 3anyne, Kavato download the client, | run
KMWMEHT, 3anyckato it, and the site with the
NPOBEPSET, a CanTy C check is fH@ed"

NPOBEPKOM NOXyn"

Russian/translated chat log quote from Yanluowang leak
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Least Privilege Access:

Expectation

'

Employees

b 3

P 9

»

Contractors

b 3

1
31

&
<

< \

Building Management

> >
T T
( A
Printers

A

\

v Network Resources

cisco Li%o/‘/
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Reality

e

Employees

b 3

e=n
| o |

1 2

ol

v

. J

g

Expectation vs. Reality

? ?
? ?
? ?

v Network Resources

—_—
4__

BRKIOT-1521
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Protection: As close as possible to the device

Implement policy-based
segmentation across IT & OT

Deploy segmentation faster and
manage it more easily at scale

Software Defined
Segmentation

Restrict lateral movement
to contain threats and reduce risk
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Industrial Network Protection

We now have OT
context to build the
right security policies

This user interface
understands OT. | can

group assets into zones
Cisco ISE/DNAC

Cyber Vision Center

-]

Share zone information with
IT to define policies

— —Netflow >

[up—
| Observe traffic to
I derive/tune policies

Cyber Vision
Visibility to profile assets 1 Sensor__

and inform segmentation

TrustSec

Enforce segmentation
when ready
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Network Availability

- Do you have the right level of
redundancy?

- Uplink/backhaul
- Access

- Technology selection

- Speed

- Latency

- Handover (wifi - packet loss) .

- Bandwidth (predictive/standard) Cisco Ultra-reliable Wireless

Backhaul for inshore racing
video/social media
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Protecting data with strong user identity

« Globally, ~81% of breaches involved compromised
credentials

- The first step towards moving beyond credentials towards
password-less, is MFA

« Useability and accessibility drives adoption
- Not all MFA is equal - Fido?2

« Goal: Secure every app

« Compromised devices are a vector and can compromise
authentication

« Goal: Ensure every device authenticating is secure
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Secure Equipment Access For Remote Assets

- No installation required: equipment access through browser
- Proxy: SEA Agent on Gateway is a proxy over TLS/443

- |solation: remote user is never directly connected to remote network

Ve

Proxy Service over
SSH TLS tcp/443 TCP
VNC
o o
U HTML5 over HTTPS
tcp/443
]
Remote User Cisco loT loT OD Re.mOte
Browser Operations Dashboard Connected Equipment
Cloud Gateway
J g

(N




The network adds a layer of data protection

- Protecting data as it traverses
less secure networks

. Encryption incl. MACsec/802.1AE
- Integrity and access control

. Some devices may not offer
adequate protection

. Protect the data the devices
cannot protect themselves
(weak/hard coded/quantum)

CIsco M_/ #CiscoLiveAPJC

BRKIOT-1521
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Experiment: Protection

A particular high scoring vulnerability
is released. Its remote and affects a
lot of devices on your network

uli. - What mitigations can you put in
places while you patch?

- How do you protect vulnerable
systems in the OT space?

- Some have been exploited, how
do you isolate those hosts (IT & OT)

Y

"- m

CIsco L&V&_/ #CiscoLiveAPJC
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Protection needs to
continually adapt

/ ’ -
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Integration and Automation

OUR FIELD HAS BEEN
STRUGGLING WITH THIS
PROBLEM FOR YEARS.

iR

STRUGGLE NO MORE!
I™ HERE TO S0LVE
IT \JITH ALGORITHIMS!

cisco L{{@/

#CiscoLiveAPJC

BRKIOT-1521

SIX MONTHS LATER:

WO, THIS PROBLEM
15 REALLY HARD:

( YOU DONTSAY

Source: https://xkcd.com/1831/

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Goals of integration and automation

Your tools Your response
simplified accelerated

Your resources
efficacious

cisco M . #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Simplification and Integration

$8.00
§7.00

S3.81TM

$6.00
$5.00
$4.00

= Not Deployed
Additional cost of

= Partially Deployed breach where

Source: 2021 IBM Cost of
Data breach report

cisco L{V&/

$3.00
$2.00
$1.00
$0.00

complexity is high
Fully Deployed

Cost of breach
with automation

41%
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2.3M

Source: 2021 IBM Cost of
Data breach report

41% engaged more
than 10 cybersecurity
partners, in a
challenging multi-
vendor environment

Source: 2019 Cisco CISO
Benchmark Study
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Some Incident Response Goals

Improved detection - Anomaly
detection, timeline analysis

Improved response - Automate
information to analyst

Improved engineering - Better
log injections and health

Improve operational outcomes
- “Assistants” training,
efficiency and burnout analysis
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Is Al/automation scary in a cyber security
context?
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EU Al Act

Penalties Up to €30 million or 6% of worldwide annual revenue (€40/7% for prohibited)

Purpose: Align development & use of Al with rights of EU individuals

Risk-based Approach

Clear threat to safety, livelihood, & rightBrohibited
'Real-time"' biometric identification in public places
Al systems that exploit vulnerable groups

Al systems that deploy harmful 'subliminal techniques'

Regulated Adverse impact safety & rightegistration, Conformity
(high risk) Management and operation of critical infrastructure

Biometric identification and categorization of persons Assessment’ & R|Sk Mg mt

Law enforcement

Limited risk to safety & right
Emotion r nition . .
Despiakes, gonerative Al Obligations

No Obligations Minimal risk ' No Obligations

(low risk)
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XDR (eXtended Detection and Response)

Integrate your security toolsets

Collection of detections and Application of advanced
raw telemetry from multiple analytics to the collected
sensor technologies across and normalized evidence to
your environment produce correlated and

prioritized detections
of malicious activity

cisco M./ #CiscoLiveAPJC BRKIOT-1521

©)

Guided responses across
multiple control planes to
quickly and effectively
contain, mitigate, and
eradicate the threat.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

88



Threat Intelligence

J/ HEN - Use public and private sources of intelligence to
" i achieve better threat identification.
/r N - Create and customize your own feeds based on your
environment and needs.
But we need to:
‘  Consume feeds and distribute to your toolsets

« @Gather threat information to share with your communities

cisco M B #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



No-one uses a single vendor

Cisco Security
7 e )

B e M retsione Visibility and ve W
/i X FORTSCALE _ Network  Applications
‘/‘, e\xab,eam SECUREAUTH (o —@tenable automatlon to Other -
‘ U -~ {' SOPHOS M|\4*AP parts of your L <
@secunonp( N ecosystem \ Endpoint Cloud /
%:-El:aé:% Z BNL I WUIV\/_\ BIacledge
|ng ox TECHNOLOGY
e d NNE(;_);DORM! pXGrld unwcul(os ) XDR

A\APIDD Splunk> pxCIOUd @ armis w
’ @enhghy . Clo uPo,*
MATTERS &T | @ BFlYSHOHE (nreafr.ad( M ax

: : =2
\lee/\ctlon-qL‘Netlo hod s I‘JL / Integration Wlth 3rd ? =
stucuknv @V/U, SOFTWSEE:ECXNDLOQEIQ'D / U%ta party SeCUrlty 3 Part\//ﬂ—SM |nte”|gence
E illusive {LemonfFish en deace ey prOd ucts ‘ .
=Bim’
aaaaaaaa o” LJirex: |nf0b|0)( .’. Identity SIEM/SOAR

Symantec ~
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Integrations for Visibility (ISE)

Medical Devices |OT Building & Automation

Pharma-Smart-Device
~ |4 siemens-Device

Philips-Analytical-X-Ray-Device
H #, Siemens-Automation-Drives-Device
Philips-CareServant-Device Libra ry E - s
4, Siemens-Building-Device
Philips-Healthcare-PCCl-Device e
k |4, Siemens-Building-Technologies-Device

Philips-Medical-Systems-Device

—

-—p

|4, Siemens-Convergence-Device

£titios Oraleatthoaro;Hevice L [ﬁ Siemens-Digital-Factory-Device
E FiMips:Patient:Mon ioring-Device [9; Siemens-Energy-Automation-Device
LR I LU / |4, Siemens-Energy-Management-Device

Philips-Respironics-Device

Phonak-Communications-Device

|4, Siemens-Home-Office-Device
[ﬁ" Siemens-Industrial-Automation-Device
$# pxGrid ISE $# pxGrid

o =t

/
242 L

al
2

\-.

N
Factory Cisco p-9 -—
Industrial Devices CyberVision Cisco Al Endpoint Analytics

Profiles IOT devices and sends endpoint labels via pxGrid to ISE for authorization
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Integration and automation summary...

Unlock new value from your existing investments

From partial awareness to
complete and actionable insights

From inefficient workflows to the
strength of automation

From siloed product usage to
shared context

From complexity to simplicity

cisco M,/ #CiscolLiveAPJC

BRKIOT-1521
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\We need to be faster

/ p 7J vl £ o A , X %
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The Network is in and Ideal Position

Security Control and Visibility

Business Applications: Safety, Efficiency, Mobility
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“If you are working at the cutt
edge of technology, you may
Interested in geopolitics, but
geopolitics Is interested in you, an
you would be reckless...with your
own companies’ viability...if you
didn’t think about what that means”

Ken McCallum, Director General, MI5 (60 Minutes 23 Oct 2023)
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Move toward explicit trust
Supply chain security

Pervasive Security
(not enough alone)

Trustworthy Solutions
(security controls and
checks)

Accountable Partner
(H/W, S/W, services
and methods)

#CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 96



A Trustworthy Solution Is:

Security designed into...

@@ ﬁ .

- - e o
Develop Manufacturing, Product
Design Distribution, EOL Support
and Test

“Security embedded throughout the solution lifecycle and across the
Cisco product portfolios”

97
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Building on trustworthy foundations

® DATACENTER = ENTERPRISE INDUSTRIAL

Trustworthy Solutions

(security embedded across
all product portfolios)

Supply Chain Trustworthy Vulnerability Rigorous Testing Data Protection
Development Security Technologies Disclosure & Assurance & Privacy

cisco L‘V& -/ #CiscoLiveAPJC BRKIOT-1521 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 98
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Trustworthy Technologies Protection Scope

rommen 1 > confreg
contigurssion cummney a Q@
enabled are: a
load x¢ t netboot fai. ﬁ |
qe the ration? y/n

E
BIOS/ROMMON Software Image  System Booted

Manufacturing Hardware
Runtime
Attacks

: BIOS / -
Al Supply Chain : SW Binary
T
ampering Rommon Attacks

Type Attacks Attacks

Counter
Attack
with
Trust Anchor Secure Image Runtime
Signing Defenses

Trust Anchor
module w/SUDI

cisco L‘V&,/ #CiscoLiveAPJC

module w/SUDI Boot
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Our Interdependency with Al
Growing & Getting More Complex

Our security, Our privacy, Our resiliency,
IS your security IS your privacy Is your resiliency

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Addressing Business Challenges

o Protection and Integration and
Visibility Mitigation Automation
OA
S =
* Detection/Threats - Mitigate vulnerabilities * Scale
» Qperations « Segmentation « Skills
» Risk visibility » Faster Response « Compliance
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0 LRSS O .
Cisco IOT Sessions and Breakouts

- Securing transportation and utilities at scale [BRKIOT-1627]

« Cisco Solutions for Mission-Critical Mobile Infrastructure in Industrial 10T
Environments [BRKIOT-2356]

« Using autonomous mining to improve safety and reduce carbon footprint
[BRKIOT-1328]

 Improving the IT + OT Partnership Experience to Digitize the Physical World
[INTIOT-1103]

Cisco M,/ #CiscoLiveAPJC
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Cisco IOT Demonstrations

Cisco Industrial Technologies: The Wall of Solutions

Seouri]ng Industrial Networks: Visibility, Trust, Secure Remote Access - [DEMO-
IOTO2

- Securely manage Who, What, Where and When access is provided to your network

Scale ]OT with Cisco SD-WAN - Connect and Manage Remote Assets- [DEMO-
IOTO2

«  Manage your Thousands of remote systems securely with SD-WAN

Industrial Wireless, Anywhere ! -Fixed and Mobile Wireless for OT - [DEMO-10T02]
- 5@, Private LTE, WIFi6E, Ultra-Backhaul; choose the best model for your needs

Unify I]T/OT Network Operations - Industrial Ops with Catalyst Center - [DEMO-
IOTO2

« Bring IT-level visibility to industrial operations

Edge Compute: Process data at the edge with Cisco IOX - [DEMO-10T02]

» A Utility case study in action
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Q&A
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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afran]e _ _
Cc1ScoO [The bridge to possible

Thank you
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