H#HCiscolLiveAPJC




“Reconciliation”- Dustin Koa Art



Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session
How

. Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.

cisco L{Vp/_/

ng F ly =

, and features in the Catalyst

Kenny Lei >
Cisco Systems, Inc. | Technical Market...

Intermediate (596)

Tracks

Networking (220)

Session Type
Breakout (453)
SHOW 2 MORE ¥

Webex
w Join the Discussion >

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKEWN-2338
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Cisco Catalyst Wireless—
How to Successfully Migrate
to Catalyst 9800

Sujit Ghosh
TME, Cisco Wireless




- Building a Migration Strategy
- Migration Best Practices
- AireOS configuration migration

- Design with Access Point (AP)
tags In mind

- Wi-Fi 6E: what’s the impact on
migration?

- AireOS and |0S-XE
coexistence

- Monitoring and
Troubleshooting

BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Building a
Migration Strategy
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Where shall | start?

....asking guestions!

‘ cisco ML




Key Questions for Migration

What are the migration
objectives and timelines?

What is the status of the
wired infrastructure for requirements changed?
PoE and mGig? Q
» o Are you familiar with the
What are the L.ee*" t (9800 config model?
deployment modes? Q" .
Centralized, Flex, etc. : i Have the APP Q
K 2 requirements changed? ¢
et * £ Isitpossible to
:O' Q _ ; ' .~ + identify a PoC area?
What hardware and ¢ : How |mport:?]n£‘|s 58 JRTL
2 o existence with Aire °
software usz_ed LR APS’- C? What about security? WPAS3, 9
WLCs, Prime, etc.? ¢ 2 ; .
.o . segmentation, etc.? c

O. Is seamless .
: roaming needed o
s during migration? e

* Existing AireOS based
WLAN deployment

cisco M ./ #CiscoLiveAPJC BRKEWN-2338

Have the scalability or performance

How to migrate licenses?

What are the HW
delivery times?

©

Q

What’s the

.
'.. maintenance :
., window? .
.
.
o

(? Are there new
. client devices to o
: support? .
] of
oo e °

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Customer Migration scenario

bldg. D

ATK
@
DC

site

Older APs @ 802.11ac W2

cisco L{{/&/

3504

Anchor

Current deployment:

= University main campus: 100+ buildings, 5k APs, 35k
peak of concurrent connected clients. Single roaming
domain

= AireOS WLCs: two pairs of 8540 in SSO HA pair
running 8.10. Guest Anchor Controllers: 5508
running 8.5 and 3504 running on 8.10

= Mix of 802.171ac Wave 2 (AP 3800, 1815, 1560) and
older Access Points (APs 3600 and 3700). Started
Wi-Fi 6 journey with Catalyst 9120 and 9130

= Prime for configuration and monitoring. ISE as Radius
server and guest portal

i WLC = Wireless LAN Controller
| HA = High Availability i

#CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Customer Migration scenario

bldg. D Customer requirements:
@ BN o = Migrate to the new Catalyst wireless stack with
DC C9800 wireless controllers and Catalyst APs.

site

Leverage new features on Catalyst 9800 like ISSU

= Refresh old WLCs in End of Sale (EoS) and
consolidate; provide Guest Anchor redundancy

= Replace 802.11Tac Wavel and older APs. Adopt Wi-

Fi 6E, Catalyst 9136 as reference model for Wi-Fi 6E

= Need to pace migration as APs will be replaced in
multiple steps. Need coexistence between legacy
and new network. Seamless roaming is key

= Introduce Catalyst Center for visibility and Assurance

Older APs @ 802.11ac W2

L‘V / i ISSU = In-Service Software Upgrade |
Cisco &. #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Customer Migration scenario

SHH

@ Wi-Fi 6 and 6E @ 802.11ac W2
cisco A{{/&_/

Migration considerations:

= Keep same architecture and design for Foreign

WLCs

Consolidate Anchor WLCs in one building and
configured in SSO pair

Older APs replaced with Wi-Fi 6/6E; Wi-Fi 5 are
kept. The plan is to eventually migrate all the APs to
Wi-Fi 6/6E

Migration started with code 17.3.x for Catalyst 9800
(C9800), initial lab tests with 17.3.6. Later tests with
17.9.1; finally, customer went in production with
17.9.2

Keep Prime for now and start deploying Cisco
Catalyst Center for Assurance

#CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Build a Migration Strategy - three phases

Evaluate MigEration factors/triggers: | )
. nd of Sales (EoS) announcement for all AireOS controllers

«  Understand customer requirements +  EoS announcement of 802.11ac Wave1 APs (x700 series)

«  EoS announcement of 802.11ac Wave2 APs (x800 series)

« AP hardware not supported on AireOS (C9124 and Wi-Fi6E)

«  New functionalities on C9800 (ISSU, Patching, Programmability, etc.)

*  Evaluate current deployment
*  Evaluate possible product gaps
. Evaluate new licensing model

«  Get all the required information Note: _ .
(topology, device lists, design «  Software 17.9.x is the last train to support 802.11ac Wave 1 APs
requirements, configuration) (x700 series). Exception: Industrial Wireless 3700 Series AP

*  No support for 802.11n or older APs on C9800

(*) Go to https://www.cisco.com/c/en/us/products/wireless/index.html#~resources for latest E0OS announcements

cisco W / #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12
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Build a Migration Strategy - three phases

Evaluate

Understand customer requirements
Evaluate current deployment
Evaluate possible product gaps
Evaluate new licensing model

Get all the required information
(topology, device lists, design
requirements, configuration)

cisco é{/@/

Design

Architecture review

Migrate the AireOS configuration
Feature gap verification

Design with profiles and tags in mind
Choose the right software release

Brownfield considerations

#CiscoLiveAPJC BRKEWN-2338

Implement

Lab validation

Identify pilot migration areas
Deploy an area in production
Start replacing legacy APs
Post migration checks

Monitor stability and proceed

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Migration Best
Practices
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Migration Best Practices

Refer to the latest Best Practice on Cisco Connection On-line (CCO)

Cisco Catalyst 9800 Series Configuration Best
Practices

Updated: February 6, 2023

Bias-Free Language

Table of Contents

Ml save ¥ Download  ply Print

Table of Contents
Introduction

Notes about this guide Introduction

Prerequisites The Cisco” Catalyst® 9800 Series (C9800) Is the next-generation wireless LAN controller from Cisco. It combines RF excellence gained in 25
years of leading the wireless industry with Clsco 10S™ XE software, 2 modern, modular, scalable, and secure operating system. The Catalyst
Cisco Catalyst 9800 Series ne... Wireless solution is built on three main pillars of network il Security,

G O O d p | a C e Cisco Catalyst 9800 Series pro... Compared to the AireOS WLC, the C9800 software has been rewritten from scratch to leverage the benefits of Cisco 10S XE, and the

configuration model has been made more modular and flexible. This means that, although most AireOS features are retained, there might be
to start!

General controller settings changes in the way you configure certain functionalities

General access point settings
Network controller settings
Network access point settings
SSID/WLAN settings

Security settings

Rogue management and detec... .
Resilient

Rogue policies

High availability

Returns and Replacements (R..

Wireless and RF settings

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/quide-c07-743627.html

cisco M - #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html

Migration Best Practices

Deep knowledge of C9800 new configuration model (Profiles & Tags)

Access Points Important to remember:
= Profiles (Policy, AP Join and Radio Frequency (RF))

| | @ and tags are the new configuration constructs

= Profiles are assigned via tags. Every AP needs to be
assigned to the three AP tags (Policy, Site, RF)

= Advantages of the new configuration models:
@ RF Tag = Modular and reusable config constructs
= Flexible to assign configuration to a group of APs

= Easier to manage site specific configuration across geo-
Site Tag distributed locations

= No reboot needed when applying config changes via tags
(remember AP groups?)

@ Policy Tag

cisco W / #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Migration Best Pract

Ices

Deep knowledge of C9800 new configuration model (Profiles & Tags)
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« Defines the Broadcast domain (list of
WLANS to be broadcasted) with the
policies of the respective SSIDs .~
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« Defines the Radio Frequency (RF)
properties of the group of APs per radio

Defines the APs’ properties of the site, central (a.k.a.
“local”) or remote (a.k.a. “flex”) site

For FlexConnect site:

» Defines the fast-roaming domain

* “Equivalent” to Flex Groups in AireOS

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



s LIVE-C9800-40-SSO:: Cisco x +

Dashboard

Network Wireless LANs Access Points Clients Rogues Interferers
(« ]n

(4] =
Monitoring (4] = ( (ti))
Q

YU ¢ = =

Lk a

NS Configuration

I\ .
io? Administration Overview
N7

Licensi & Radios Top Access Points

)
Troubleshootin: . —
2% oubleshooting Client Serving Monitoring Sniffer Radio Role (Show @) Sortby: | APs With Highest Client Count

Data
AP MAC = Usage Through

9>

10f9.20fd.6 = 8.5GB 4.5 Kbps
6c8d.772e.0. 548 MB 19 Kbps

687d.b462. 13GB 11 Kbps
10f9.20fe.ac 361 GB 10.0 Mb.
10f9.20fd.6 15GB 6.8 Kbps
10b3.c624.b. 159 GB 28 Mbps
0841.f983.4 o 56 GB 2.8 Kbps

0000000 0Q¢

acda.56ae.9 13GB 1.4 Kbps

= Top WLANs 0 Client Device Types LJ System Information

Sort by: | WLANs With Highest Client Co. ¢ Total Client Count: 52

WLAN Name D Clients Data Usage Temperature: @
44°C
17 41 16 GB
Boot Image
18 6 & 492 GB Boot

cisco-Device

irad Pro (11 inch)
Sensor-client-1800
iPad Pro (11 inch)
MacBook Pro (1ld-in
Samsung Galaxy s21
Dell Inc. Latitude
samsung Galaxy Tab..

Apple-Device % Last Configuration Change:

24 S& 720 GB FIPS Mode:

Last Reload Reason:

cisco #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Migration Best Practices

- Build a PoC area with same characteristics of the production network
“Same” topology:

WLCs Anchor

(Primary/Second%

+ “Same” = as close as possible to production

* Anchor Controller, High Availability pair, Firewall and other
network settings like AAA should be as close as production
as possible

Anchor
network )
¢ Test the main features customer cares about

“Same” clients:

* Ideally test same clients as in production

* At least Windows, Android and Apple clients

« Test the different authentication types with same version of
production AAA and web Portal if present

* Focus on particularly old devices and evaluate if some
changes need to be done in the Radio Frequency (RF) default
configuration (e.g., old devices might need lower data rates)

« Particularly critical with 6GHz as client drivers are still unstable

; PoC = Proof of Concept

M / i AAA = Authorization Authentication Accounting :
cisco &- #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Customer Migration scenario - PoC

PoC steps:

.« Installed C9880 HA pair running 17.3.6 serving a
; small production building

< Initially just #3 AP 3800 to serve some live users.
l Then added other 27 x 3800 APs

bldg. A - Used to test the configuration migration and get

A === familiar with C9800
! aIs o : :
Lo R PoC B

building

1
1
@ 802.11ac W2 :

cisco W -/ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Customer Migration scenario - PoC

.1 |
1
; Hakuall 9300-1-A

Q200 ! PoC

building
9800-2-S

@ Catalyst 3600
cisco é{/@/

PoC steps:

Installed C9880 HA pair running 17.3.6 serving a
small production building

Initially just #3 AP 3800 to serve some live users.
Then added other 27 x 3800 APs

Used to test the configuration migration and get
familiar with C9800

Replaced 3800 APs with 30 x Catalyst 9136 APs
and #200 live clients at peak

- Installed another C9800 HA pair to test 17.9.4

software with few APs in the lab

- Added 400 APs in production with 17.9.4

#CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Catalyst 9800
Recommended
Releases
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What is the recommended release? no more,“gold star”

Go with 17.3.x: 0

+ If you need support for 802.11ac W1 APs (IOS based APs)
» If you want the image with the “star”, with the most soak time in the field
+ 17.3.8 has been released in September, recommended release for this train

Go with 17.6.x: 0

. If you want the most stable train for Wi-Fi 6 Catalyst Access Points without support for W1 APs
(1700/2700/3700/1572)
17.6.6 has

(*) Always check TAC recommendations:
http://cs.co/recommendediosxe

cisco L&V&_/ #CiscoLiveAPJC
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Cisco Recommended Software Matrix*

Reference
IRCM with IRCM with .
Gen 1 AireOS Gen 2 AireOS DNA-C Pnme

802.11ax 3.1
17.3.7 802.11ac 8.5.182.104 8.10.185 Matrix 3.10.1 10.6.2 3.0
W1 and W2 2.7
802.11ax 2(1)

17.6.5 802.11ac 8.5.182.104 8.10.185 Matrix 3.10.1 10.6.2 ’
E— 2.7

W2

802.11ax 31
17.9.3 (Wi-Fi 6/6E) 8.5.182.104 8.10.185 Matrix 3.10.4 10.6.3 3.0
802.11ac 2.7

W1 and W2 ’

(*) Please bookmark and check these links for the latest info:

http://cs.co/compatibilitymatrix

http://cs.co/recommendediosxe

DNAC Matrix https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-device-support-tables-list.html

cisco é{/@/
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Catalyst Wireless C9800

O Country code on AP parity
with MR

Platforms Q Zero Wait DFS - C9136

a CleanAir Pro
Enhancements

O Background scanning for
mesh in 9124

Q Efficient AP image
download through TCP

Q Jumbo Frame Support for
AAA

O Policy retention post
Dot1x/MAB for Consent

O Walk me integration for
additional use cases
(DCR), known issues

Innovations

Simplification

Q Ultra Low 9800-CL
(2 cores & 4GB RAM¥) - EFT
0 AP9166D1 support

O WGB Support in SDA
O Mesh Support in SDA

0 Layer 3 Access (VRF
support# )

O PMF Rogue Containment
O RF Based Automatic AP
load balancing

0 WPA2 and WPAS3 transition
for 6GHz adoption

0 9124 indoor usage in ETSI

0 9124 AP Power distribution
support with 30W

a Automated Frequency
Coordination (AFC) on 6Ghz

O Auto AP Location
O ED-RRM with CleanAir Pro

Q Layer 3 Access (OSPF
support# )

O DHCP Option 82 support
from AP in Flex & Guest
Foreign/Anchor scenario

O WGB concurrent radio
support on 9130/9124

cisco Li//p/_/

#HCiscolLiveAPJC  BRKEWN-2338
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AireOS configuration
Migration

cisco L{{@/



How? Configuration Migration tool

Need to address three key questions:

- |Is a specific AireOS feature supported in Catalyst 9800
- How is the AireOS configuration translated into IOS XE
- Does it make sense to keep certain settings done in AireOS ‘

Cisco L‘V& ./ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserve isco Public 27



Configuration Migration Tool

- Migration tool managed by CX/TAC:
https://cway.cisco.com/wlc-config-converter/

i Cisco TAC Tool - WLC Config Converter

WLC Config Converter //Drop the AireOS config file: \

R a a i
Migrating wireless controllers to or from across any of these platforms: 2500/5500/7500/8500/WISM2/3650/3850/4500 S8E/5760/Catalyst 9800 controlie| Upload It dlreCtly from GU I )

Please upload the following:
Aire0S: "show run-config startup-commands" output or TFTP config backup

SECURITY  MNAGEMENT COMMANDS HELP  EEEDBACK

Converged Access: "show running-config" output hﬂm ““““““
) TR
Details
[rys—— fas 1
TFTP config backup or 'show run-config startup-commands' output from AireOS WLC. :: - }flm;m.:m
; »
B
5520_config.txt
13.6 KB °

Or use the “show run-config command”
output and put it in a .txt file

Platform Conversion Type

AireQS-->Catalyst 9800

[ Choose the AireOS to C9800 ]
—

converter and click Run

CX = Customer eXperience
; TAC = Technical Assistance Center

cisco L&V&_/ #CiscoLiveAPJC
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https://cway.cisco.com/wlc-config-converter/

Port, VLAN, SVI interfaces considerations

Facts:

OOB Management = |t's mandatory to have one L3 interface configured as wireless management

Stack Wise pair = Connect the uplink ports in a port-channel, configured as trunk to a pair of
switches in Stack Wise virtual or similar technologies. Same AireOS best practice

................

e rise nety el » (C9800-CL in public cloud must use a single L3 port (not SVI) and hence has the

following feature limitation: no support for sniffer mode AP and HyperlLocation

Network : interface (WMI)
::” i« CAPWAP traffic is terminated to the wireless management interface. There is only
Wireless : one wireless management interface
Management i . ] .
interface \ . = Service port on the appliance belongs to the Management VRF (“Mgmt-intf”). On
\, : the C9800-CL the support for VRF is in the roadmap
R . = For centrally switched SSID, it is mandatory to configure a client L2 VLAN
C9800 7I1.R ; i
, ___________________________________ . Best practices:
----- Data ports !« Switch Virtual Interface (SVI) for wireless management interface is recommended.
Trunk - LAG .= Do not configure SVIs for client VLANS, unless really needed (e.g., DHCP relay) -
Catalyst 9k ! this is different from AireOS where Dynamic interface is required.

i DHCP = Dynamic Host Configuration Protocol

M / i VRF Virtual Route Forwarding | VLAN = Virtual Local Area Network :
cisco &- #HCiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




Customer Migration scen

> Configuration review
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WLAN settings
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WLAN settings

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

We used to have these commands in AireOS,
shall we keep them in IOS XE WLC?

=Y o Q: Do we still need Aironet IE?

| . . P
18 ! 2 - A: No, unless you are running Cisco specific
18 e T - devices like IP phones and WGBs
L B Q: Do we still need Band Select?

11ac MU-MIMO mDNS Mode [ Bridging v |

A: Not on this SSID as you have voice traffic,
and it might affect fast roaming. In other
SSIDs is fine.

alialn
cisco

MONITOR WLANs CONTROLLER WIRELESS |

Controller General

General

Icons heme
— e e Q: What happened to Fast SSID change?

Interface Groups

8540

N AP Multicast Mode £ Multicas
Multicast

A: No need to enable the feature explicitly,
this is taken care automatically on C9800

AP IPvE Multicast Mode 2
F Network Routes

) ) . Ap Fallback
¥ Fabric Configuration
CAPWAP Preferred Mode ipvd v

» Redundancy

—

™ o ™
p| | ol ls 9 |m |2
o ol IE FAREARF
ARES = ol [T o
g & &

1 A (Ef |z 8] |z
< el [ef | €] €] <

Fast SSID change
¥ Mobility Management o

Pord
cisco M B #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Webauth Configuration
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Webauth configuration

Problem:

Wireless client unable to pop up the captive portal
page automatically. If client goes to any website, it
gets certificate warning message.

Solution:

Need to enable WebAuth on HTTP. In C9800 you
don't need to enable HTTP for the entire box (GUI
access), but only for WebAuth client connections.

Add webauth-http-enable command under the

definition of parameter-map:

parameter-map type webauth global
virtual-ip ipv4 192.0.2.1 virtual-host <name>
webauth-http-enable

cisco W ./ #CiscoLiveAPJC BRKEWN-2338

LR RN RN

I Webauth Global Configuration
T

! config interface address virtual 192.0.2.1

! config interface hostname virtual <name>

! config custom-web webauth-type external
! config custom-web ext-webauth-url <url>
! config custom-web redirecturl <https url>

1% Note: parameter-map configuration follow interactive-mode
when it get configure first time.

1% Please enter prompt option while configuring parameter-map.

1% e.g. : This operation will permanently convert all relevant
authentication commands to their CPL control-policy equivalents.
As this conversion is irreversible and will disable the conversion
CLI 'authentication display [legacy|new-style]', you are strongly
advised to back up your current configuration before proceeding.

1% Do you wish to continue? [yes]: yes

parameter-map type webauth global

virtual-ip ipv4 192.0.2.1 virtual-host <name>
parameter-map type webauth global

type webauth

redirect for-login <http url>

redirect on-success <https url>

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




MDNS Configuration
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MDNS configuration

Scenario:

AireOS configuration was correctly translated and
hence Location Services were not enabled on the
MDNS service policy.

Recommendation:

Configure the mDNS policy to use Location
Specific Services (LSS) to optimize mDNS
responses to clients:

mdns-sd service-policy aireos-default-mdns-profile

[...]

location lss

I mdns profile and service mapping

[skip]
mdns-sd service-list aireos-default-mdns-profile-out OUT
match AirTunes
match Printer-IPPS
match Printer-SOCKET
match HP_Photosmart_Printer_2
match HomeSharing
match HP_Photosmart_Printer_1
match Airplay
mdns-sd service-policy aireos-default-mdns-profile
service-list aireos-default-mdns-profile-in IN

service-list aireos-default-mdns-profile-out OUT

1% "location Iss" skipped since it is disabled in any of
"mdns service" mapped under "mdns profile".

cisco W - #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy Profile settings

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this P

General Access Policies QOS and AVC Moability Advanced

e M El (]
WLAN Timeout
- For Dot1x profile: Allowed Range is 300 to 86400 *
Secs (p‘\n\,r value less than 300 is treated as 88400
[Seasion Timeout (sec) 0 ]® secs) . .
= For Other Security profiles: Allowed Range is 0 to
86400 secs ar
ldle Timeout (sec) | 300 Folicy

Q: In AireOS we set the value to "0" to have max timeout, does it apply the same to C98007?

A: In C9800, before 17.4.1 if it is set to 0, then session timeout is disabled > all roams are SLOW.
Starting 17.4.1, for 802.1x SSID if you set it to zero, it’s reconfigured to max allowed

Q: can we use the default policy profile as a “normal” profile
A: Yes, absolutely

cisco L‘V& . #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



17.12.1

Default session timeout to 8 hours

What it is?
- The default session timeout in policy profile is changed from 30 mins to 8 hours

« Why? Some clients don’t like frequent re-auth and re-keying and there have been multiple TAC
cases related to this, solved with longer session time out

« This new would help relieve the pressure on AAA servers
Starting 17.12 > timeout is 8 hours

Edit Policy Profile ‘ Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of conn A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of cor

Mobility Advanced General Access Policies QOS5 and AVC Mobility Advanced

General Access Palicies QOS and AVC

WLAN Timeout Fabric WLAN Timeout Fabri

Session Timeout (sec) 1800 @ Link-L Session Timeout (sec) l ‘ 28800 ‘ O] Link-

Cisco M ./ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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High Availability
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High Availability Evolution

Flexible Redundancy ISSU

N+1 Upgrade
Improvements
»  Site based N+1 Upgrade

*  Yang/RPC support for N+1
Hitless Upgrade and Rolling
AP Upgrade

Standby Enhancements
LLDP Support on Standby

*  RADIUS/TACACS support on
Standby

HA Programmability
Support
* Yang/Net Conf support for

Support itori ISSU Install Operati
Np?R dund (In-Service Software Upgrade) Standby Monitoring v ,\TSZ fera 'Onsf
. + . . . H
edunaancy Eliminate the network downtime during WLC +  Standby Monitoring A?,nsgp//:Ft,Dpon support for C|SCO IOS XE 1 79
« HA SSO software upgrade in a HA SSO Pair through Active CY 2022
AP Update Innovations HA SSO |mprovements » Direct Standby Monitoring
+  Rolling AP Upgrade « RMIIPv4, RMI IPv6 Network Error Handling Cisco IOS XE 17.7
« N+1 Hitless Rolling AP Upgrade . Dual Active Detection for RMI CY 2021 ’
Patching (SMU) « GW Check
+  Hot Patch / Cold Patch . gji’:ibzo’:;”::”s::ndby Cisco IOS XE 17.5
* AP Service Packs (APSP
ervice Packs ( ) CY 2021
* AP Device pack
*  Flexible Per-Site ,Per-Model '
Updates Cisco IOS XE 17.3
CY 2020
Cisco I0S XE 16.1x
CY 2018-19
cisco L‘V& -/ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public a1



High Availability

Reducing downtime for Upgrades and Unplanned Events

Unplanned Events SSO N+1High | | Lacripace Multi- AP Link
Stateful Availabil SSO hassis LAG Redundancy w/
Device and network interruptions Switchover vallability w/ chassis C9136
Controller Software Hot Patch Cold Patch
(No Wireless Controller reboot) HA install on SSO
. Update Auto Install on Standby Pair
Software Maintenance updates ( SMU )
: Rolling AP Update . Flexible
Access Point U pdates (No Wireless Controller '?‘\IP D%'DC:APSCT Per-Site, Per-
AP Updates and new AP models Reboot) ew ode Model Updates
Software Image Upg rades N+1 Hitless Rolling AP Up In Service Software
Wireless controller image upgrades (Al Sites or Site Base Upgrade (ISSU)
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* Cisco differentiation

How long can my network be down?

Controller Fault

O

Standalone

N+1 HA

SSO Pair

-1



N+1 Site Based Hitless Upgrade - 17.9.1

Primary

- Se ary Use new Site Filters for per-site image
Mobility Tunnel . .
Version B upgrades of APs in N+1 scenarios

» Like the previous N+1 Hitless Upgrades, APs
will pre-download the images

Version B

During site upgrades, APs will upgrade to
new image in rolling fashion

» After the primary controller is upgraded, APs
can move back in similar fashion

ololc]o
00006
Ololofo ¥
ololc]o
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AP Power Optimization
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AP Power Optimizations Feature Suite
Save Power, Reallocate Power, and Visibility into Savings

AP Power Save Mode
Lower AP Power Usage

= Create a calendar profile for off-peak hours.

= Create a power profile to lower the power
consumption budget during off-peak hours.

= Power Profile: Shut AP Radio or lower spatial
Stream, lower port speed, disable USB port.

Edit AP Join Profile -
General Client CAPWAP AP Management Security ICap QoS
General Power Management Hyperiacation AP Statistics

Regular Power Profile

W Calendar Profile - Power Profile Map

0O weely Daity 0B:00:00 17:00:00 Power Profile 1

|IOS-XE 17.8

cisco L{V&/

Control over how power is

= Reallocate extra AP Power to different
radios while operating on PoE+ (30W).

= Customization of your PoE power budget.

= Example: Disable 2.4 GHz radio -> use
extra power for 6 GHz radio.

Edit Power Profile

Name* Power Profie 1
Description
O sequence ¥ iedace Y Interface ID T Pammeter Y PammeterVabe YT
0o Radio 5GHz State Disabled
[m Ethernet GigabitEthemet] Speed 5000 MBPS
(u] Raio 6GHz State Disabiea
0s Radio Seeondory 5GHz  Stete Disabled
1 0 v

#CiscoLiveAPJC BRKEWN-2338

I0S-XE 17.10.

on Cisco Catalyst Center

= Cisco Catalyst Center PoE dashboard
integration.

= Power Savings, Money Savings,
Emissions Reductions.

= Visibility into trends and insights.

= Both site level and AP level view.

Power, Money, and Emissions Savings

@ AP Savings (24 Hours) @

Powar Consumad: 300KW | 60K

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst AP Power Save (PS): Client logic change

From 17.12.1! (originally was coming in 17.13)!!

No Profile

Normal Power Profile

Wireless Clients
Connected

= %

8:00 AM 5:00 PM

cisco L{V&/

Calendar Profile

AP Power Save
Profile

Transition to PS

threshold is met

No Wireless Clients
Connected

Transition to
PS ON only if

Are there at least

. =
no clients X clients?

6:00 PM 7:00 PM

8:00 PM

#CiscoLiveAPJC

Normal Power Profile

OFF if configurable

Wireless Clients
Connected

HE
E |

9:00 PM

BRKEWN-2338

AP Power Save Profile

No Wireless Clients Connected

Transition to
PS ON only if

no clients

10:00 PM

12:00 AM

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



AP Console baud rate
change
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AP Console baud rate change

- In17.12.1 release notes:

WPAZ should be disabled while WPA3, PMF and dot11ax are enabled to broadcast WLAN exclusively on 6-GHz band. WPAZ cg
The inner MAC filtering feature of Embedded Packet Capture (EPC), captures CAPWAP data fragments and CAPWAP control ng
« When wireless interface is not available, the RMI| +RP configuration on the Web Ul is disabled.
From this release, the bssid-neighbor-stats interval value has been changed from 1 10180 seconds to 30 to 600 seconds. The
+ From this release, the default console baud rate of the 802.11AX APs Is changed from 9600 bps to 115200 bps.

« True for new AP joininga 17.12.1 C9800, or existing APs after clearing the AP config:

Set to Factory Default

Clear Configuration on this AP and Reset to Factory
Defaults

® Clear All Config

(O Clear Config except Static IP
O Clear Personal S5ID Config
O Clear Resolved Tag Config

Clear Config

cisco L{V&/

after AP

I L9 I STOPPpED LISTD UDITS TETOTING LyMPOUTiT .
Stopping Cisco UBIFS reformat/mount...

[ oK ] Removed slice system.slice.

[ 0K 1 Removed slice —.slice.

[ OK 1 Reached target Shutdown.

[

t ~  o@y
rebQot B JPl=eE % Q

~MSGU |5~

1$~[TY]1%1P
T}D}
s@el - WIX=5 5 B+ELQlwlezs |p-it—apn
HLtpZes "
#CiscoLiveAPJC BRKEWN-2338
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AP Console baud rate change

« Change the baud rate from 9600 to 115200 to get the console back:

N g [ oK |
CatEgﬂ'W- Serial Options [ OK ] Removed slice -.slice.
[ 0K ] Reached target Shutdown.
[

t & eeY

Connection Port: /devfcu.usbserial-A9YZQ8BV (] . R e
Logon Actions ~PAsGU|5°
1$7[TY]%1P
Serial . u Thog
Baud rate: 115200 ) @A =545 B+ELQlwlizs  |P-g-d0A
Terminal —— HLsPZosP1kN “iklh  /glD\OTi?Sobv
R LA:d} r~UBmi) P4+#001 VAYBAKOA-h# [IS{57@Y; @00 [PjuHagee
Emulation Data bits: 8 2]
Modes Pari N
arity: one (S ]
Emacs Ity
ed &R[4R[va,hd  h9o:HBO(sm"@#hDYERSD' ! Imh
Ma Keys . rg 1D20/2023 87:39:24.9207]
pp Y Stop bits: 1 B [+@9/20/2023 07 .9207] CAPWAP State: Discovery
[+89/20/2023 07 .9347] Discovery Request sent to 255.255.255.255, discovery type UNKNOWN{@)
vanc
[#@9/20/202: :24.9355] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP s Discovery(2).
Appearance [+@9/20/2023 87 .9356] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) i Discovery(2).
) - . ~ e [+09/26/2023 87 .9356] Discarding msg CAPWAP_WTP_EVENT_REQUEST (type 9) i Discovery(2).
Window Serial break length: 100 7 milliseconds [+09/20/2023 7:39:24.9357] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) i Discovery(2).
bt [+29/20/2023 7:39:24.9357] Discarding msg CAPWAP_WTP_EVENT_REQUEST (type 9) in CAPWAP state: Discavery(2).
i i " - .

« Why? To improve boot time; depending on the AP model, you get up to 30s reduction in boot time

« How: By increasing the baud rate to 115200, the kernel and radio driver/firmware logs are printed
faster and hence the AP boots faster (more info in CSCwe88390)

cisco M -/ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



AP Console baud rate change

Why would you care?

« Customeris on 17.9.4, admin is connected to AP via console with
baud rate of 9600. All good

17.12.1 I « (9800 is upgraded to 17.12.1. Existing AP still reachable with same
console connection. All good

- New AP is added to the network > baud rate on new AP is
automatically setto 115200

« Admin needs separate settings to connect to new AP

« Admin can clear AP config on existing APs to change the baud rate
and have one way to console to all APs

.O 0 . .
=

Filter by folder/session name <3|=

7 Sessions
77 _Serial AP
ud 115200 = serial-115200
| serial-9600
7 dcloud

cisco M . #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51
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APs to Tags mapping
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AP to Tags assignment

- Without an existing configuration, when the AP joins the C9800 it gets assigned the
default tags: namely the default-policy-tag, default-site-tag and default-rf-tag

- The AP <> tags mapping can have multiple tag sources:

Configuration™ » Tags & Profiles ™ > Tags

= Static: admin configuration
Polcy Ste MR B = | ocation: Basic Setup flow

= Filter: regular expression
= AP: the tags are saved on AP

Tag Source Static Filter

Priority Tag Source Status

These are in order of priority.
You can only change the priority
order of Filter and AP source

cisco M -/ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53




Design with AP
Tags in mind
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C9800 Architecture

Important facts:

C9800 has a multi-process software architecture

o

Refresher!

AP and client sessions are handled by the Wireless Network Controller processes (WNCd) process within a

C9800

Distributing APs (and clients) across WNCd processes gives better scale and performance

The number of WNCd varies from platform to platform:

Better load balance is required to scale

Platform

# of WNCD instances

ﬁWC (on AP or C9k switch)
C9800-L
C9800-CL (small)
C9800-CL (medium)
C9800-40

C9800-CL (large)

@800-80

1

N

J

cisco Lz /!
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' o

Refresher!

Site Tags - AP to WNCd distribution
(m \ How AP distribution across WNCds works:

e
i
i
i

\i = AP distribution to WNCd processes is based on Site Tag: APs
' with the same site-tag are managed by the same WNCd
= Except when you using default-site-tag: in this case APs are
\ \ S\ /’J

distributed among WNCds in round robin fashion

\ = Custom site tags are distributed among WNCds using the
\ Catalyst 9800 least loaded criteria based on the number of site tags (not the
ogtfonon # of APs or clients).
A, il =  APs to WNCd mapping happens at AP joining time. Mapping
o e/ '°C Nt is considered only for the first AP joining with the new site tag
i .E ________________________________________________ » For best performance: use custom site tag and group APs at

’

a roaming domain level > Site Tag = Roaming Domain
= To show how APs are distributed across WNCds:

C9800#sh wireless loadbalance ap affinity wncd

’

o e
N
S o e

e
e

N o Areal ol Y e AreaN o IMPORTANT: the site tag doesn’t have to coincide with a
Site tag Site tag Site tag

geographical physical site. The site tag is a logical group of

Cisco &. #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Site Based Load Balancing

Pre-17.9.x

To address the challenges faced in previous design, co-located APs are processed in the same

WNCd process. To achieve this,
Method: Site Based Load Balancing

AP distribution to WNCd processes is based on Site Tag.
APs with the same site-tag are managed by the same
WNCd.

Deployment Recommendation: Ideal in deployments where
there are less than 500 APs per site tag and locations where
logically grouping of roaming domain can be defined.

Challenges in this method: Load balancing of APs across
WNCds in this implementation resulting in a skew
distribution. Site size is not taken into consideration while the

site to WNCd mapping is performed.

I Note: No specific configurations required! This is enabled by default.

cisco Lt/&/ #CiscoLiveAPJC

( DB : \
Manager Config DB Ops DB

( A
Catalyst 9800
copcbaoo |

7
’
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17.9.3/17.10.x

Load Based Load Balancing

To address the challenges faced in previous design, site load is also considered along with co-location.

® Area 1 ® Area 2 ® Area 3
Site tag Site tag Site tag

® Area 5 ® Area 6
Site tag Site tag

To achieve this,

Method: Site-load based Load Balancing
Site tags are distributed among WNCds using the least loaded

criteria based on the # of site tags.
J Load balanced system

Deployment Recommendation: Deployments where the site @ #250 @ #170 @ H164
load is known and where the customer needs Weighted
option, to configure load based on user activity.

® Area 6
(Load 28)

Challenges in this method: May not be an ideal design in

® Area 2 ® Areas
deployments where there are no Custom Site Tags configured.

L4 ea 3
d 60)

® Area 1
(Load 20)

WNCd

WNCdO WNCd1

Load Configured: site-tag load = 20; site-tag load = 250; site-tag load = 60; ; site-tag load = 170; site-tag load = 28;
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RRM based Load Balancing

To address the challenges faced in previous designs, RF based load balancing is preferred. To achieve this,

Method: RRM - AP Neighbor based Load Balancing.

In RRM based, we have a method to automatically cluster the APs and evenly distribute them across WNCds.
RRM neighbor report-based co-located AP grouping and load-balancing across WNCd instances will help in
solving the site-tag based & load-based AP load-balancing issues.

Deployment Recommendations: Large Venues, One big RF domain & where no custom site tag is configured

Load balanced system
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Image Upgrade- TCP
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AP image download through TCP

Nginx server

AT&

HTTPs CAPWAP
Image

download Control Path
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AP Bulk Provisioning
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AP Bulk Provisioning

Why would you care?

- Change few AP settings...in bulk!

« One of the most requested is changing the Primary (Secondary/Tertiary), to move APs between WLCs

a “':ll's'c"c;' Cisco Catalyst 9800-CL Wireless Controller

Dashboard

Walk Me Through >

Configurations

Configuration~ > Wireless~ > Bulk AP Provisioning

Task Name*
(u] AP Name

@  cwolessimo
O Jason-otes

1

=
Select APs
AP Provisioning Task 1
AP Model
CWo1641-8
CWo1641-8
0 v

>4

Select Parameters

Up Time
0days 0 hrs 1 mins 32 secs

8 days 14 hrs 24 mins 10

1P Address i Base Radio MAC i Ethemet MAC
79.27.205.197 109.20fe.c100 cc9c.3ef1.3940
90.88.45.102 3454.2863.0300 6849.9238.1d00

Summary

Country

us

us

General

Admin Status
Geolocation

Height (meters)

Cable Length (meters)

High Availability

Primary Controller
Secondary Controller

Tertiary Controller

Configuration ™ > Wireless~ > Bulk AP Provisioning

)

Select APs

Select v

Co800-2

%

Select Parameters

Location

Height Uncertainty (meters)

Floor ®

Management IP Adaress (IPv4/IPv6)

Q cupreview

ap name <ap-name> controller tertiary C9800-3 10.3.3.10
ap name <ap-name> controller secondary C9800-2 10.2.2.10

ap name <ap-name> controller primary C9800-1 13.56.6.186

#CiscoLiveAPJC

BRKEWN-2338
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AP Bulk Provisioning

Why would you care?
- Change few AP settings...in bulk!

« One of the most requested is changing the Primary (Secondary/Tertiary), to move APs between WLCs

Configuration ™ > Wireless~ > Bulk AP Provisioning

..))

Configuration ™ > Wireless * > Bulk AP Provisioning

Select APs

)

Task Namer AP Provisioning Task 1 Select APs Select Parameters Summary

AP Name t AP Model : ug
D . . %
CLI Preview
CW9164-simo CW91641-B 0 General
8 ——— ap name <ap-name> controller tertiary C9800-3 10.3.3.10
O Jsson-otee cwe1641-B s Admin Status Select . Location ]
1 ‘ 10 v ‘ p— ap name <ap-name> controller secondary C8800-2 10.2.2.10 ‘
— eolocation
Heignt meters) Height Uncenainty (meters) B ap name <ap-name> controller primary C9800-1 13.56.6.186 ‘
Cable Length (meters) 1-100 Floor e
High Availability
Name Management IP Address (IPv4/IPv6)
Primary Controller ‘ €9800-1 ‘ ‘ 13.56.6.186 |
Secondary Controller ‘ C9800-2 ‘ ‘ 10.2.2.10 |
Tertiary Controller ‘ C9800-3 ‘ ‘ 10.3.3.10 |
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P Bulk Provisioning

Why would you care?

- Change few AP settings...in bulk!

17.12.1

« One of the most requested is changing the Primary (Secondary/Tertiary), to move APs between WLCs

Configuration™ » Wireless~ > Bulk AP Provisioning

+

Start a workflow to create a
AP Provisioning task

AP Proy

ning Task 2

Task Status: v Completed
End Time: 09/21/2023 10:28:58

7 Use this workflow to configure AP Parameters to one or more APs.

€7 Chart displayed in every tasK tile represents the provision results, v Configuration = > Wireless~ > Bulk AP Provisioning

e - APS With all configuration applied
-APs with some configuration applied
=== -APS With none of the configuration applied
7 Per AP specific parameters, like ‘AP Name', can be config:

Note: Results of previously provisioned tasks are not synce-

AP Provisioning Task 1

Task Status: % Completed
End Time: 09/21/2023 10:25:06

aps

Cisco

.&‘/

Task Detalls

Task Name
Start Time
End Time

Status

AP Provisioning Task 1
09/21/2023 10:20:39
08/21/2023 10:25:06

Compileted

AP Provision Results

AP Name
CWO1B4-simo

Configuraton
Primary Controller Name
Primary Cantraller [P
Secandary Controller Mame

Secondary Controller IP

Applied Canfiguration

Parameter
Primary Contraller Name:
Primary Contraller IP
Sacondary Controller Name
Sacondary Controller IP
Tertary Controller Name
Tertiary Controller IP

Configuration Status
@ Appiied Successfully
@ Applied Successfully
© Applied Successfully
@ Applied Successiuly

T Ve
€9800-1
1356.6.186
©8800-2
102210
©9800-3
103310

None of the configuration appiied: 0

T AP Status

T Appied CLI
ap name <sp-name> controller prmary C9B00-1 13.56.6.186
ap name <ap-name> controller primary C9800-1 13.56.6.185
ap name <ap-nama> cantroller secondary C9B00-2 10.2.2.10
ap name <ap-name> controller secondary C8800-2 10.2.2.10
ap name <sp-name> controller tertiary COB00-3 10.3.3.10
ap name <ap-name> controller tertiary C9800-3 10.3.3.10

T Detais

#CiscoLiveAPJC
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Wi-Fi 6E: what’s the
Impact on migration?
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Next-Generation VVireIe_ss Infrastructure Scz

=2
Cisco Catalyst 9800-80

6000 APs,

e — 64,000 clients
SeSEami - 80 Gbps

Cisco Catalyst

9800-40
2000 APs, 32,000 clients,

Cisco Catalyst
9800-CL

1000, 3000, or 6000 APs

Up to 250 APs Up to 1000 APs Up to 2000 APs Up to 6000 APs

Distributed branch and small campus Medium campus Large campus

T 5
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C9800-CL Private Cloud Ultra Low Template

What is supported?

FlexConnect, Local Switching only

Max APs Supported Max Clients Supported

100 1000

Full feature parity with other deployment
templates unless otherwise stated

Supported Hypervisors*

VMWare ESXi KVM

2 4 GB 16 GB

NFVIS Microsoft Hyper-V

M / (*) Public Cloud support on roadmap
Cisco &. #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Catalyst 6E Access Points

Enabling New Experiences

Multilingual loT radios

Third-generation loT 802.15.4 radio
USB with up to 9W for new loT
technology

Unmatched Wi-Fi
experience

Up to 16-stream tri-band
concurrent

XOR and Flexible Radio
Assignment (FRA) for
changing needs

WPAZ3 security

cisco L{Ko//

Cisco CleanAir® Pro

Dedicated tri-band radio for intelligent
packet capture and spectrum analysis for
rapid troubleshooting

Smart, resilient
infrastructure

AP power optimizations for
power savings and
distribution

Dual 5-Gbps uplink ports for
resiliency (9136)

Environmental sensors

Air quality sensor for HVAC
integration
Temperature, humidity sensors

#CiscoLiveAPJC BREERIMN2ZSS © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Industry’s best & broadest Wi-Fi 6E portfolio

b . CleanAir® Pro h ICIeanAir® J
. 9166D1 9136
r® Pro ir® Pro ‘ ‘

9162 9164

(o] CleanAir&

.I\/Ianagement mode can be changed
Indoor Access Points Outdoor Access Points

cisco M B #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70
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How do | start adopting 6GHz?

Answer: Inter Release Controller Mobility (IRCM)

J

Note: Anchor WLC can be C9800, E:,:: . .
Aire0S Guost =7 Scenario 1: AireOS WLC supports IRCM
Anchor - Introduce new 6/6E AP hadware on the new C9800 and
Secure Mobilty e 810 support seamless roaming and Guest Anchor with existing
(CAPWAP) 8.5 IRCM networks

- This method allows the smooth coexistence of both WLCs,
with RF areas migrated as needed, without any overnight

P R R R N switchover.

I a}rs (’;/lobilitx A . - Things to consider:

B roup . 000000 BB

‘ ......................... ! / . If the controller is limited to 8.5 (5508, 8510), we will need a
Catalyst AireOS special IRCM version (8.5.182.104), to connect them to I0S-XE

9800
TIP: Always configure the primary/secondary WLC in APs. The

new WLC will reject unsupported APs, but if any AP could work in

both controller types, this will avoid APs joining the wrong one, or
flip-flopping between them, until the migration is ready to proceed
- Fast & secure roam will only be supported if the WLAN profile is
Wi-Fi 6E and Wi-Fi 6 APs Q Wi-Fi5 and older APs the same on the two WLCs

L‘-{/ / Fast roaming
Cisco &. #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Customer Migration Scenario B 2escH:

2.4/5/6 GHz
* Move “per RF blocks”
» Move a building or complete floor into the new hardware and software

i =
1 S 1
—

Science

Avoid “Sale & Pepper” deployments. Do not mix APs on different WLCs at same time.
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How do | start adopting 6GHZz?

Answer: Inter Release Controller Mobility (IRCM)

Scenario 2: Catalyst network with W1 APs

If you have already started your C9800 journey but
Wave 1 APs are still present (1700/2700/3700).

Secure Mobility
(CAPWAP)

Introduce new AP hadware on the new supported |0S
XE release and support seamless roaming and Guest
Anchor with exsiting C9800 networks

1 Mobility - The release combination shown have been tested at
4 1% I scale, check IRCM deployment guide*
{ o000, Group A ;
Catalyst Catalyst - Fast & secure roam will only be supported if the
9800 9800

WLAN profile is the same on the two WLCs

- Pace your migration by moving APs when ready
@ @ @ @ @ - Note: Anchor can be on AireOS as well (8.10 or 8.5
and Wi-Fi 6 APs Q Wi-Fi 6 & Wi-Fi5 W1 APs IRCM latest

(*) https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
€ m e e e e m e > 8/b_c9800_wireless_controller-aireos_ircm_dg.html

L‘-{/ / Fast roaming
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How do | start adopting 6GHZz?

What about outdoor areas?

Scenario 3: Mixed indoor and outdoor areas
Wi-Fi 6E is not available outdoor yet

Wi-Fi 6E SSIDs will not be broadcasted outdoor

WLAN Design*:
Define a new WLAN/SSID with support for 6Ghz and

Indoor area Outdoor area WPAZ3 in all bands. This will give you the possibility to
have fast & secure roaming between indoor and outdoor
= s ¢ o - Configure two WLANs with same SSID, one with support
for 6Ghz and one only 2.4 and 5 Ghz. This would support
= & & & slow roam only (client will authenticate again and start

fresh on roam-to WLC). The roaming can still be

@ @ @ @ @ seamless (same client IP is maintained)
(*) for more details on WLAN Design, please refer to “Architecting Next
f= : Generation Wireless Network with Catalyst Wi-Fi 6E Access Points” -
- Mix of outd AP
and Wi-Fi 6 APs Q ix of outdoor APs BRKEWN-2024

4_ ..................................................... >

L‘-{/ /  Seamless roaming
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Security
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WLAN/SSID Design for 6GHz

cisco L{{@/



Wi-Fi 6E Security (Recap)

Wi-Fi 6E uplevels security. WPA3 and Enhanced Open

K %  WPA3 L2 Security: OWE, @ . Security made mandatory
. B SAE*, 802.1x-SHA256 for Wi-Fi 6E certification.

&

WPA3

\ No backward compatibility ; ~ Requires Protected
\g | with Open and WPA2 \ E Management Frame (PMF)

Security. in both AP and Clients.

AKM = Authentication and Key Management '

N OWE = Opportunistic Wireless Encryption !
Only SAE-H2E (Hash to Element) Method Supported. SAE = Simultaneous Authentication of Equals !

SAE (Hunting N Pecking) - Not Supported | SHA-256 = Secure Hash Algorithm (SHA) 256 bit !

cisco W./ #CiscoLiveAPJC BRKEWN-2338
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Use Cases

-3 Band SSID
- All WPA3
- Control of devices

-Separate 2.4+5 and
6GHz

-WPA 2 legacy
- WPA 3 6GHz
- Different 6GHz SSID

- Separate 2.4+5 and

6GHz

- WPA 2 legacy
-WPA 3 6GHz
-Same SSID

- Separate 2.4+5 and

6GHz

- WPA 2 transition

legacy

-WPA 3 6GHz
-Same 6GHz SSID

17.12.1

17.12 adds support for Transition Mode
1 profile to rule them all!

BOH/Office
* If you can control the devices.
+ Cisco has this deployed in certain offices
* Fast roaming works across bands
* General use
Accommodates legacy clients
* Not fast roaming between bands
* Some clients may “bounce” causing
disruption to client and network loading.
+ Typically recommended for Eduroam
»  Special Case
* Like General Use
* Can help reduce the bounce in general use
« RNRis still effective
*  Clients will often stay at 5GHz
* Not recommended

* It works
*  Client may think they are on WPA3 when on
WPA2
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Single WLAN Profile fo

Add WLAN

General Security

Profile Name*

SSID*

WLAN ID*

Status

Broadcast SSID

Advanced

enasleo B
|evamee [

Radio Policy (D)

6 GHz

WPA3 Enabled

Dot11ax Enabled

5 GHz
Status ENABLED .
2.4 GHz

Status enasten [

802.11b/g | 802.11b/g  «
Policy

Show slot configuration
Status ENABLED .

17.12.1

r 2.4/5 and 6 GHz

Auth Key Mgmt
(:8021X l‘)
O

CCKM
FT + SAE O
FT + PSK )

pPsK-SHA256 O

802.1X-
SHA256

PSK O
SAE O
FT+802.1x O

©

v' L2 Security would be WPA2+ WPAS3.
AKM should be set to 802.1x-SHA256 and 802.1x (SHA1) for Enterprise; SAE and PSK for Personal.

v
v" PMF as Optional
v" For FT, enable appropriate AKMs

v" How to configure the client side?

» For clients that don't support 6 GHz, configure a WPA2 profile or WPA3 Enterprise with PMF as Optional depending on the client

support.

\ » For clients that support 6 GHz, configure WPAS3 Enterprise. They will use these settings to connect to both 2.4/5 GHz and 6GHz /

cisco L{{/&_/

r
I WFA = Wi-Fi Alliance !

#CiscoLiveAPJC

BRKEWN-2338
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How does a SSID look like?

As shown below, individual configurations for 2.4/5GHz and 6GHz with their Security combination

C9800#show wlan name Blizzard
Security-2.4GHz/5GHz
802.11 Authentication : Open System
Wi-Fi1i Protected Access (WPA/WPA2/WPA3) : Enabled
WPA2 (RSN IE) : Enabled
AES Cipher : Enabled
WPA3 (WPA3 IE) : Enabled
AES Cipher : Enabled
Auth Key Management

802.1x : Enabled

Security-6GHz
WPA3 (WPA3 IE) : Enabled

AES Cipher : Enabled
Auth Key Management

Dotlx—-SHA256 : Enabled
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PMF Containment
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PMF Containment... WHY?

With newer 6GHz band and WPA3 AKMs, PMF is mandatory

With PMF, deauthentication frames must be encrypted with MIC once 4-way
handshake is completed

O Additional security provided by PMF motivates threat actors to use PMF WLANs
compared to open non-PMF WLANSs

(H

Provide support to STOP threat actors from abusing PMF feature
Faster Rogue detection is enabled
CONTAIN clients from joining rogue PMF WLANs

o000

Supported AP Platforms: 9130, 9136, 916x (9166, 9164,

PMF Containment only supports on serving channel
with AP in Local Mode
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C9800 dACL
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From 17.10.1

C9800 Download ACL

dACLs are downloaded on the WLC and applied when client

connects Supported on Centrally switched SSIDs

Not Supported on EWC Platforms

Client

S C9800-CL/C9800-L/C9800-40

128 ACLs
128 ACEs

ﬂqﬁ =] [ 256 ACLs
HEREEE : et 256 ACEs
=
Wireless Clients ACLs  Catalyst 9800
applied 17.10.1
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VRF support and
Overlapping IP
Address

cisco L{V&/



L3 Access In Wireless

Network Simplification & Security

Optimized

Segmentation
Network Design

For Security

o Macro Segmentation with VRF

Support o Less constrains on AGGR

switch (ARP, MAC tables) o Enabling centralized data

o Support for Overlapping IP switching in L3 only networks
. . . o Better load balancing and high . : o
o Flexible routing to services availability with ECMP o Public cloud integration :
Managed Service Providers : o L3 routing based faster « AWS
network reconvergence + GCP
- Airports * Azure

* Multi-dwelling units
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VRF support & L3 Access - 17.12.1

Splitting the control plane and data plane into multiple segregated instances with in single C9800

Overlays with VRF

Multi-Dwelling Client Overlapping IP Address in Local Mode
SVI 172.16.33.5 (Airport) & Flexconnect Central Switching Mode

VRF Blue

SVI172.16.33.6 W Increased security with isolation between

VRF Red .
client VLANs
A
WMI 10.1.1.5 . . Flexible forwarding of locally originated
Flexible Routin . g orlocally ong
Default VRF 1 traffic to external Services
A{{/ / (*) IP overlapping in Flex Local switching is supported from 17.4.1 with different site tags
Cisco (A4 #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



C9800 L3 Access: Flexible Routing to Services

Use case:
« SP owned C9800. Different customer networks (no routing between these networks)

« Overlapping IP on customer Services' side
« Example: AAA traffic from customer 1 to go to server 1 out of SVI 1, from customer 2 to

go to server 2 out of SVI2. Could be same for DHCP

Server

10.3.3.
stomer 10.3.3.56 X

Server

\ 2
PN q;‘ 10.3.3.
St""ﬂ% 103356 X
1 \
-
‘SQ

1
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C9800 L3 Access: Macro Segmentation

Use case:

- Customer configures SVI on client VLANs (not for routing but for DHCP relay with option
82)

- The interface SVI is completely opened, no security to block traffic

« Preventing clients from “jumping” between VLANSs

Client -
SSID1

ClientSVIs 10.0.20.0/24 .1

WMI 10.0.100.0/2 1
4

W / SSID2
cisco (4 . #CiscoLiveAPJC BREERIMN2ZSS © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



C9800 L3 Access: Client Overlapping IPs

IP-overlapping use case:

- Multi-dwelling facility (e.g., airport). C9800-based network is part of the infrastructure service
- Each customer/tenant gets an SSID, and traffic is offloaded to a different SP

« No control on SP network and IP assignment > need support for client overlapping IP address

\ Monitoring ™ > Wireless~ » Clients
VLAN blue
VRF B|ue :::; SP1 . Clients Sleeping Clients Excluded Clients
A o
VLAN red \ Selacted 0 out of 3 Clients
/ VRF Red a) D Client MAC Address Y| IPv4 Address Y JIPv6 Address APName Y SlotlD Y SSD Y JWLANID YT
SP ; X _ —— -
1 O  1831bf57.3e45 #) 1721633254 N/A C9120-VIM-1 VRF-red |3
’ O  A4cedfbladdfe AN 172.16.33.254 feB0:38fb:12e8:48d3:1€96  C9120-SJ-1 1 VRF-blue J2
WMI 10.1.15 1 'r:‘etfvrvfg'k ) +  With VRF support, this would result in IP theft
Default VRF ' * Pure bridging on C9800, no need for client SVI
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Monitoring and
Troubleshooting
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The typical user ticket if a Wi-Fi device is involved...

(R -

f& -rﬂg\-
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Context and Visibility required to make Wi-Fi great...
7 B &
11'\

@) & = -
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AlOps Turns Raw Data to Insights

Raw Network Data Health Scores

Telemetry Processing and Insights

Traceroute

N 1110107 10w CEP

NetFlow 10110001110 Engine ®— Clients

Sensors ) 10101 Metadata
11100( 5® extraction

IPSLA i 101104

Vg

Network

Stream
Processing®

SN2 1001100
J00111010
Apple i0S INolslDlY ) 101100110
1101017~

17

Application
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Cisco CatalySt Center (formerly Cisco DNA Center)
AlOps Architecture

Customer Datacenter Cloud Based
ML Engine)
[Cisco DNA Center ] «
Insights &
( Cisco DNA | Loednack frend
Automation Cisco DNA | | Data Gisco Al
| Assurance Network
Network [ Analytics
Control Network Data Platform Cloud
Platform A

ssh/NETCONF

Protocols & APIs (WSA, gRPC, SNIMP, NetFlow, Syslog, Location, NETCONF, CLI, ...

@ Network Control Points

Customer = Control, Notifications, ...

Network

cisco M - #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Serviceabillity
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Contents of the debug bundle

This collects and captures both RA traces(debug level) and internal RA for the
configured clients

« Show tech wireless client MAC of two instances, one before RA trace is
enabled and once after RA trace is stopped are captured

» Packet captures at the WLC control plane is collected for the clients

* Debugs pertaining to chosen clients collected at the APs at site level
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Fase of debugging

Objective:

For any client issue, we should be able to provide a simple way to fetch the important debug data at the
time of event in a single command from all involved entities which can facilitate in triaging and
troubleshooting the issue quickly

Solution: Client Debug Bundle (At AP Level)

. Pre-17.12.1, the Client Debug Bundle was available from WLC which allows the users to enable the RA
traces/EPC and AP Archive from the WLC for the max of 5 Clients

Il Now, starting from 17.12.1, we have option to enable the debugs directly in the AP for individual Client,
multiple Clients or All the Clients associated to the AP

Il.  In this version, 4 types of debug log levels are available (critical, debug, error and verbose)
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17.12.1

Commands to trigger the debug bundle
1

Choose the clients
AP# debug client-bundle start <level> <MAC Addr or all>

Trigger the test
RUN THE REQUIRED TEST

Choose the clients
AP# debug client-bundle stop <MAC Addr or all>

© Levels Supported: Critical/Error/Debug/Verbose
cwco[ﬁd%;/
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WalkMe Assistance walk

o C[scoCaxalyleBOO»CLere\esscom.'cfv'o p— 6HO“.‘:M,WHMWOH_’ x R — ‘ o ‘ R — ‘
I WLAN,' AAA I QoS |
| — | — | —
fr-— == ——- - - -=-== ~ : :
L 802.1X Authentication | Local Web Auth Configuration
= = f| r——=
| FIexConneCt, I Mesh |
| S — - e o =
Multiple AP join Issues
Single AP Join Issues Troubleshooting
. . Radioactive Trace
Integrated in Client Browser
Enable/Disable on the Controller GUI
WalkMe extension is needed for Firefox and Safari
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Wireless Network
Automation
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Wireless Automation Update 2.3.7.x

AlOps
Event Analytics
[RAS (Reliability, Accessibility and Scalability) Quality
Improvements

Additional RF Insights in ICAP

MacBook Analytics

Log collection MRE in Client & AP 360
Issue and AP-360 chart improvements
Support for 3k+ NBAR cloud applications

Rogue PMF Containment & improved detection
Country Code changeson 17.12
Mesh support with SDA
AP pre-image download progress visibility
ISE Sync Status visibility
SSID & profile Config completion
[ Reuse policy tags across sites |
AP join profile Rogue Parameters

Platform

Support of CW9166D1 APs
Ultra low end 9800-CL Support

| Catalyst Center Virtual Appliance on ESXi |
Flexible reporting - add PoE and operator-based
filtering support

Desiqn (2.3.7 P2)

[ Al-Enhanced RRM for Assurance only users]
( Per Device Configuration (EFT) ]
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Per Device
Configuration
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Simplification of Wireless Automation for Catalyst
Center

Several Prime Wireless customers ﬁ Active Catalyst Center Wireless customers
are not on Catalyst Center are not using Wireless Automation
With Prime EOS announcement, Catalyst Center wireless Existing wireless customers should get more value from
automation must provide a robust brownfield WLC Catalyst Center; configuration and automation flows
config learn method and improve overall quality and need to be simplified and improved

extent of wireless configurations supported
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Top Priorities

[

4 N

Feature Parity
between Device
and Catalyst Center

o /

-

Robust WLC
config learn
method

\

4 N

Automation designs
are aligned across
Wired and Wireless

-

\

- /

~

More visibility and
easy scalability for
configuration
Automation

N )

Improve network
automation design

Increase

Automation feature
velocity & agility to
simplify integration
of ongoing WLC
config changes on
Catalyst Center Ul
(release after
release)

These overall priorities are intended to guide Cisco Wireless and Catalyst Center
on our phased journey to improve Campus Wireless Automation overall

cisco éd/a_/

#CiscoLiveAPJC BRKEWN-2338
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Wireless Automation Improvements to be done in Phases

_ Per Device Configuration

MVP will focus on achieving full wireless configuration functionality (C9800 WebUI & Prime
Ul parity) for customers to onboard and manage WLCs at a per device level

Primary focus will be on onboarding brownfield WLCs and managing Day 0 - Day N configs
through Catalyst Center at a per WLC level

Design is intended to increase Automation feature velocity, in order to simplify integration of
forward looking WLC config changes also on Catalyst Center Ul (release after release)

Solution will deliver a unified UX experience across switching & wireless on Catalyst Center
and is intended to simplify overall wireless automation

cisco W./ #CiscoLiveAPJC BRKEWN-2338

With Phase 1 / MVP, this will serve as an alternate and simplified way to do wireless automation;
present wireless automation workflows are not going away

* Phase 2 will focus on bringing wireless
automation configurability for multiple
WLCs, across multiple wireless
networks, all at once

»  Configuration of wireless automation
through Catalyst Center at scale is a
primary use case that needs to be
solved

* Planning for alignment across Catalyst
Center Wired, Wireless and Meraki
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Per Device Config Demo

alra]n
cisco

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Software Image Management

Network administrators want manage software upgrades
and controls the consistency of image versions and
configurations across the network.

Using Software image management, admin upgrades any
device that’s not on a recommended image version

*  Golden Image based workflows drive software
consistency

. Pre/Post check ensures that software updates do
not have adverse effects on the network

. Patching provides small updates to react quickly to
security fixes

cisco Li//p/_/

= Cisco DNA Center Provision / Network Devices / Plug and Play Q@ @
nnnnnnnnnnn Emor (0)  Provisioned (0) Al (17)
Devices (17)  Focus: Default + Auto-rot 0 @
Q  Search Table v
1 Selected Actions A (@) Add Devices Refresn
-] o Serial Number  Procuct ID aqa Source tate. baarding Proge
| o D B FCW2152L07E C8300-24UX 10.10,10.81 Network Unclaimed J— . NA Wow 24, 2022 8:55:49 PM
0 = . e wPa22z7023C cazoo 10a010.11 Network unclaimea — - NA Now 24, 2022 8:55:48 PM
0 s I 1PG2227023D caz00 10.10.10.12 Network Unclaimed — - N Nov 24, 2022 8:55:49 PM
IPG2227023E 1PG2227023F caz00 10.10.10.13 Network Unclaimed — . NA Mow 24, 2022 B:55:49 PM
5 JPG2227026A 1PG2227026A c9300-24P 0.10.10.21 Natwork Unclaimed — Wow 24, 2022 8:55:49 PM
0 s FX52131052A FX521310524 C9500-16X 0.10.10.41 Network Unclaimad — Mov 24, 2022 8:55:49 PM
o 7 FX52131Q528 FX$21310528 Cas00-18X 10.10.10.02 Network unclaimea —_ o NA Now 24, 2022 8:55:43 PM
DEVICES (21) 9 Global

|Focus: Software Images |

DEVICE TYPE Rouers | Swiches | APs

WLCs REACHABILITY Al Unreachable |

Y Filter © Add Device Tag Device Actions v @
(] Device Name IP Address
O AD1-9300.cisco.local 10.4.79.10

Last updated: 1:33]

Image
Device Family site Reachability Software image oozl
Switches and Hubs /Building 23 Reachabl i 16.9.1
i . )
witches and Hubs uilding eachable o

Take a Tour

#CiscoLiveAPJC

BRKEWN-2338
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Wi-Fi 6/6E Readiness

Network administrators want to know if their network needs — - —
an upgrade to new wireless techno|ogy lﬂDwsmbu\iun by Capability o Network Readiness o AP Distribution by Protocol

Wi-Fi 6E & 6

Hetwark .
& Wi e A

Wi-Fi 6/6E dashboard provides insights into what infra
level upgrade is needed to enable the new wireless

technology in the network.

ireless Airtime Efficiency Wireless Latency by Client Count 574

TEST  TREND Wi ien < LATEST  TREND View i Voica

Wi-Fi 6E & 6

*  Wi-Fi 6/6E readiness by showing number of newer e e
Wi-Fi 6/6E clients in the network

. In a mix enviroment, visualize the benefits of Wi-Fi
6E over Wi-Fi 5 or older

cisco M_/ #CiscoLiveAPJC
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Optimization
using Al/ML
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Cisco Al Network Analytics
Machine learning makes Cisco Catalyst Center Assurance smarter

Al Network Analytics
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Al-Enhanced RRM is Al that Powers RF Optimization

Provides Users with Better Wi-Fi and Admins with a Better RF Management Experience!

Instantaneous visibility Proactive optimizations

Al Cloud
Al-Enhanced RRM algorithms

Actionable @
incfliic Al-based
Insig i data and
Anonymized
RF data o N events
|/' || catalyst Center @ (R;R’VL control
enter
Assurance and Automation populated
o J
@ Decisions
RF data e ™ \Clgng?sucrsd
Network infrastructure <4 Catalyst
Performance Center
S R aoer
o o Catalyst 9800 & Fabric-Enabled Switches utomation
\ Wavel, Wave 2, Wi-Fi 6/6E APs
QORI \
¢ < Exceptional Al-Enhanced
~— wireless experience!

[ ]
=
I
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Al-Enhanced RRM key customer benefits
Better RF, better insights, reduced operational costs and time

Al-driven self-optimizing RF

Leverages machine learning to find patterns
and optimize your RF before issues happen.

Performance visibility

Provides per-building visibility into RF health
using Wireless Config Analyzer algorithm.

Complete historical context

Understand exactly what RRM changes
occurred at a per-AP level, and how they
benefit the network.

cisco éd/a_/

&

Al Cloud
Al-Enhanced RRM Algorithms

)))
)

#CiscoLiveAPJC BRKEWN-2338

-

-

Measured Improvements in RF KPIs!

e CCIl Reduction: Up to 40%
* SNR Downlink Gain: Up to 7 dB
« RRM Changes Reduction: Up to 75% at busy hours

-

-

Actionable insights

Al-derived recommendations on RRM setting
changes for a more optimal performance.

Simplified RRM configuration

Complicated traditional RRM configurations are
simplified, with policy toggles and thresholds.
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Enabling Al-Enhanced RRM for Provisioning-Enabled Deployments

Traditionally, this solutions requires customers to manage their Catalyst 9800 configurations through Catalyst Center’s Network Settings

Give Al-Enhanced RRM
Cloud Access in Settings.

Create an Al RF Profile.

o Assign Al RF Profile to a building,
and provision your C9800 & APs.

Gsco DNA Center

Cisco Al Analytics

Radio Frequency Settings

/Asm_qn Locations to Al RF-Profile: Al_RF_Profile )

., Below selected and impacted locations will be upgraded with Al RF Profile and APs will be provisioned with

Site selection summary.

Selected Location Impacted
Location
n Jos
@ Building 14 No impacted

O & Building 10
@ & Building 14

locations available

() & Building 18
() & Building 24

Utah-Lakepoint

@ 24GHz @5GHz @ 6GHz
960 17:00 e m  © High
| BN EEN B
@ o
| BN EEN B
#CiscoLiveAPJC BRKEWN-2338
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DNA Center

e requirements have not been met. Learn more

lue from your Cisco DNA Center with the adoption journey map.

*
eature adoption with simplicity and time to value, as you guide your organization on its digital transformation '1 r
enter. 1
< = |
Critical Issues Trends and Insights
Last 24 Hour ast 30 Day
Clients Wired Clients P1 P2 AP Performance Trend Deviations

View Details View Details View Details
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Software and Hardware Support Matrix
for Al-Enhanced RRM’s Workflow for Assurance-Only Deployments

Cisco I0S XE WLC Software Cisco Catalyst Center Software and Licensing

2.3.7.4 (Patch 2)

17.9.3 or newer (17.12.1 recommended) A Aduantace L
wi vantage License

Cisco Access Point Hardware

Wave 1, Wave 2, Catalyst Wi-Fi 6 and 6E Access Points

Cisco I0S XE WLC Hardware

C9800-CL

C9800-L
C9800-40
C9800-80
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Wireless Product
Analytics
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. . 17.9.4
Wireless Product Analytics

Knowing usage to serve customers better

«  SW version and critical
Better Security Advisories

Product

Product
Decisions for
Customer
benefit

e SW version, feature & scale

usage * Recommendation to

Experiences avoid security issues
for Customers

*« New APs on better software
release for ease of use - Risk Scoring
* Continued product and

. * Best practice
feature improvements

r 1 recommendations
©
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All the information is sent in a secure format (HTTPS) and stored in a

= Release Notes (Existing) secure & encrypted format

= Product Analytics FAQ (New)

Customer can turn on using command “pae” in 17.9.4 and 17.12.1
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Cloud Monitoring for
C9800
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Cloud Monitoring for Catalyst Wireless

On-premise functionality in the cloud | Deployed & monitored by you

Licensing
DNA Essentials
DNA Advantage

Wireless Models
WLC - 98xx
APs - 28xx, 38xx, 48xx,
C91xx, CW9I1xx

Network Client and
Traffic Information
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Simplify Catalyst Network Operations

Event Monitoring

Manage Catalyst Alerts and Events Reduce incident resolution time

when outages occur
Automate Alerts and Events

with Webhooks and Dashboard API Restore network services as quickly

as possible

aluily Catalyst

Switching

Problem Analysis Change Tracking

UL

.lcllls.élc;- CataWSt

Wireless

Identify underlying causes of
network incidents

Minimize risk when changes are
made to the network

Investigation and Diagnosing root

Recording changes made to Catalyst
causes of incidents

Devices

Configuration Archive for Cloud Monitored Wireless on Roadmap

Performance Monitoring Image Management

Oversee the performance, utilization,

Perform network infrastructure
software upgrades on Catalyst
Devices

and capacity of Catalyst Devices

Image management for Cloud Monitored Wireless on Roadmap
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Capabilities at Launch

Centralized view of entire network
Visibility into Meraki devices and Cisco Catalyst Networks from one
Dashboard

Remote monitoring

Identifying and Troubleshoot issues, even from thousands of miles away

Live Status: See Live Access Points and . T
Onboard Controllers and Access Points Client Counts on your Controller Client Layer 7 Visibility: Enable NetFlow
with Single Command to view detailed client application usage

Live View of Associated Clients and
Radio Channel Utilization

HA SSO Health: See the status of your

Automatic Access Point Registration and standby unit and overall system health Cflient (Ilonnection Tealth: See tftf heatl'th
i of wireless connections across the entire
Network Assignment Monitor Live RF Settings including eIk
Performance Health: Track historical Current Channel and Power Settings
Per Controller Access Point Mapping CPU and Memory Utilization, Client Load, e Health: Vi
Rules: How do you want access points and Ports and Interfaces status and Vsl el eEESS Rl FE e MERE lent Performance mealth: View
placed into Dashboard Networks traffic statistics Y pointp Latency, Packet loss and SNR of the

with Maps & floor plans client devices

Silseer Wireless Controller Access Point Client and Application
- Operations Operations Operations
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Access Points

* AP-Bldg-14-HQ-01 Location

CW9184I1-B cofg Se:l
Wi-Fi 6E T 4T lvedsa

Ports

» o AP port profile
Cisco Building 11!9

091 36 K a | & vk (seefedit all profiles)

CW9163 %

CW91661/D1
CW9 1 62 Current clients o 200
CW91 64 Google Map data ©2023 Google

use network default (none currently set)  (edit)

Description 1P address VLAN MAC address Usage Assoclated for ssiD
& 2c:3311:72:20:20 10.14.140.76 140 2c:33:117a:20:20 56MB 17 minutes cLus

- = 2¢:3311:7a:20:21 10.14.140.75 140 2¢:331177a:20:21 39KB 18 minutes CLus

. EIQBG[;,L,‘,;::,‘JQI ,520 20:33 11722022 101414083 140 2¢:33:17a:20:22 39KB 18 minutes cLus

3] results per page
WIRELESS CONTROLLER TAGS

L] L] Site tag: Building 14 HQ S50
I — I ave Policy tag:  CLUS-SSIDs o
Utilization on current channels

RF tag: Building 14 HQ SSC RF TA(

AP MOD

'ﬂ‘nﬂ‘-mﬂe Channel 1(2.4 GHz): 100% (Very high, likely a problem)
C9130 C9117 AP4800 -

CLus Channel 161 (5 GHz): 30% (Acceptable)

C9124 C9115 AP3800 sl | |

RADIO SETTINGS Channel 5 (6 GHz): 1% (Acceptable)

C91 20 C91 05 AP2800 2.4 GHz: 1 (20 MHz; 2 dBm) |

§ GHz: 161 (40 MHz; 23 dBm)
6 GHz: 117 (80 MHz; 2 dBm)
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Cisco Catalyst Full Stack Solution

Control o

DNA Center vManage
(appliance or VM) (SDWAN/SASE)

App Hosting
Analyze Platf AP
atrorm S
Cisco Spaces ThousandEyes vAnalytics
“ ISE ETA + Cisco Secure Analytics Umbrella

Catalyst Switching Catalyst Wireless Catalyst Routing

o
o
(4Y)
£
(@)
e
-}
<

10S-XE
 UPOE

» Custom ASICs
E . Container App
Hosting

Connect

Powered by best-in-class integrated networking hardware and software

cisco M ./ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 125



More info?
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Where can | find more info?

Wireless and Mobility page on CCO: Other links on CCO:
https://www.cisco.com/c/en/us/products/wireless/index.html
. C9800 Best Practices:

e A W e i Bpsecms  sewen Q https://www.cisco.com/c/en/us/products/collateral/wireless/cat

mim
cisco

yst-9800-series-wireless-controllers/guide-c07-743627.html

- Wireless Migration Tech guide (Partners only):
https://salesconnect.cisco.com/open.html?c=2afc6956-71cd-
4562-2ab3-2728d3d48d0f

« C9800 YouTube channel: .

https://www.yvoutube.com/results?search query=ciscowlan ‘

Cisco Wireless and Mobility

Get the future of
wireless today

In a hybrid world, you need wireless that works harder. increase speed, secure your
network, and save time now.

« IRCM Development Guide:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/tech

otes/8-8/b ¢9800 wireless controller-aireos ircm dg.html
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Cisco Networking

Cisco Networking Bot

Switching

The Cisco Catalyst family of campus LAN switches, including the Catalyst 9000 Series,

delivers a connected environment that's always-on, always-secure, and intuitive to
manage.

Cisco DNA Center

A powerful network controller and management dashboard and also includes Software-

Defined Access that delivers policy-based network automation from the edge to the
cloud.

Software-Defined WAN

ASASE-enabled architecture that connects any user to any application with integrated
capabilities for multicloud, security, unified communications, and application
optimization.

Industrial Internet of Things

Industrial loT is an ecosystem of devices, sensors, applications, and associated
networking equipment that work together to collect, monitor, and analyze data from
industrial operations, increases visibility and enhances troubleshooting and
maintenance capabilities. It can also increase efficiencies, reduce costs, and improve
safety and security.

Bot

Wireless

Cisco Wireless LAN Controllers and Access Points, including the Catalyst 9800 Series
and Catalyst 9100 APs, create a best-in-class wireless experience for your evolving
and growing organization.

Routing

Cisco Routers, including small business, branch, edge, enterprise, and virtual routers,
seamlessly and securely connect applications across your cloud, data center, and edge
locations.

Identity Services Engine

Cisco Identity Services Engine (ISE) enables a dynamic and automated approach to
policy enforcement that simplifies the delivery of highly secure network access control.

Solution Engineering

Solutions Engineering org is responsible for validating and delivering high quality
outcome-based solutions and providing delightful adoption experience for Enterprise
Customers.

Release Information
+»* Release recommendation for all
Enterprise products/solutions.
+»+ Release Cadence / Timing for 10S-
XE releases
% SMU details

Migration/Onboarding Help Product Adoption Hardware-Software Matrix
AireOS to C9800 Migration %+ Configuration Guides % Hardware Matrix
DNA Center Onboarding % Troubleshooting Guides ¢+ Software Feature Navigator

Prime Infrastructure to DNA Center % Software Upgrades (Cat9k, ISE,
Migration DNAC, Wireless, Routing)
Wireless UDN Deployment < Tools Repository

CMX to DNA Spaces Migration

cisco L{V&/

#CiscoLiveAPJC BRKEWN-2338

0,

< Compatibility Matrix across all Enterprise
products/solutions

EoL/EoS
+*» EoL/EoS for Software releases
¢+ EoL/EoS for Hardware products

Security Advisories (PSIRTS)

% Search by CVE ID /Advisory ID
% Search by Bug ID

% Search by 10S/I0S-XE release
+»+ Search by Product

K3

K3
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Configuration
Migration Tool
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Configuration Migration Tool

Migration Tool output:
Converted Config Lines

Translated Config

Translated (CLI supported in IOS-XE)

Unsupported Config

Unsupported (CLI not supported in I0S-XE)
Not Applicable Config Not Applicable (CLI deprecated/not used commands)

Unmap Config Unmapped (CLI supported but not yet translated)

..................................

cisco L{Vp/_/
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Configuration Migration Tool

Migration Tool output:

Converted Config Lines Converted Config Lines

Translated Config

Translated Conﬁg 1% Note: 1: Lines start with prefix ''$' need to be taken care before applying to C9800.

1% 2: Lines start with prefix ''%" have note and sample examples, about feature and steps to follow.
1% 3: Make sure you have shutdown the 802.11a/5ghz and B02.11b/24ghz networks before configuration of
1% country-code, radio, FRA and DCA intervals.
1% ap dot11 24ghz shutdown
1% ap dot11 5ghz shutdown
1% e.g. WLC(config)Hap dot11 24ghz shutdown
1% Disabling the 802.11b network may strand mesh APs.
100 ATC YOU SUTE yoU Want 10 conumue 7 (y/my T v
1% Enabled globally
aaa new-model

Unsupported Config

Mot Applicable Config

Unmap Config

+ Clear indications on when user input is required: “IS” prefix
« Useful warnings for correctly handing the translated configuration:
Layer3 interfaces, ACLs, hostname, etc. > look for “1%” prefix
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Configuration Migration Tool

Migration Tool output:

Converted Config Lines P Imtertace Configuration T HH IR e |

!'% Please note: Creating L3 interfaces for client VLANs is not needed for C98@@ unless some specific functions need to be er
N N N N N N N N N N N NN

! config interface create guest 119

Translated Config

descriﬁ:ﬁan "guest"
-Gln -a;ldnrr T T o < O 1 1 7 1 I
!% ip helper-address 10.16.161.15, dhcp proxy disabled, will not be configured
!% ip helper-address 10.16.16@.15, dhcp proxy disabled, will not be configured
T
!

! config interface wlan management 350
. -

interface vlan 350
description “management"
ip address 18.24.194,163 255.255.255.24@

no shutdown

Unsupported Config

Mot Applicable Config

Unmap Config

* AireOS CLIs and the correspondent translated I0S-XE commands
* Explanation on why certain decisions were made in translating the
AireOS configuration > Example: SVI interfaces

............................. i
cisco M ./ #CiscoLiveAPJC BRKEWN-2338
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Configuration Migration Tool

Migration Tool output:

Converted Config Lines Unsupported (CLI not supported in I0S-XE)

Translated Config Unsupported Config

config 802.11b cleanair alarm unclassified 1
config advanced 802.11a ccx location-mea
config ap antenna monitoring all detection= ~
config ap antenna monitoring all rssi-failure

config ap antenna monitoring all weak-rssi |

config ap cert-expiry-ignore ssc disable

conﬁg auth-list add sha256-Ibs-ssc encryp

3658f180b7faef3baa This is a problem with the tool

P

config lag enable < .
T T B fo disable debugging ShOUId be “nOt appllcable”
conﬁg mdns policy service-group create de
config mdns policy service-group user-role

Unsupported Config

Mot Applicable Config

Unmap Config
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Configuration

Migration Tool output:

Converted Config Lines

Translated Config
Unsupported Config
Mot Applicable Config

Unmap Config

cisco L{Vp/_/

Migration Tool

Not Applicable (CLI deprecated/not used commands)

a ],
CISCOo

config radius fallback-test interval 900
config remote-lan gos 12 platinum ->>

Cisco TAC Tool - WLC Config Converter

>> "C9800 failover flow is different.”
"CLI deprecated on controller (8500/5500/3500)"

config riid mobility pango disable ->> "RFid mobility is deprecated.”

config spanningtree port mode off 1 ->
config spanningtree port mode off 2 ->
config spanningtree port mode off 3 ->
config spanningtree port mode off 4 ->

P YRR Sy Sy B P | = M

"Spanning tree is not applicable in C9800."
"Spanning tree is not applicable in C9800."
"Spanning tree is not applicable in C9800."

"Spanning tree is not applicable in C9800."

#CiscoLiveAPJC

Reason why CLI is not applicable

BRKEWN-2338
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Configuration Migration - Steps

Step 1 - Upload AireOS in online tool

WLC Config Converter
Migrating wireless controllers to or from across any of these platforms: 2500/5500/7500/8500/WISM2/3650/3850/4500 S8E/5760/Catalyst 9800 controllers
Please upload the following:

Aire0S: "show run-config startup-commands" output or TFTP config backup
C Access: "show ing fig" output

Details

TFTP config backup or 'show run-config startup-commands’ output from AireOS WLC.

£
5520_config.txt
13.6 K8

Platform Conversion Type
AireQS-->Catalyst 9800

Recommended: The online tool is updated to the latest CCO release and has the latest fixes

The Migration tool integrated in the WebUlI is related to a specific IOS-XE release (good to check
specific feature support) but might not have latest fixes. Same for the Prime integrated tool

cisco M - #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configuration Migration - Steps

- Step 2 - Analyze the tool output and .
Download the “Translated config” ——e  comerea conto tines
- Step 3 - Edit the config file as needed.
It’s not recommended to copy directly in  .ocn .

bootflash: and use it as running config > e .
need to edit passwords, verify SVIs,
ACLs, etc.

« Step 4 - Copy each section of the
configuration to C9800’s running-config.

Cisco Catalyst 9800-CL Wireless Controller
1731

- Recommendation: use CLI to copy &
paste. Alternatively, you can use the CL| ———e
embedded tool in WebUI once assigned
an IP and login credentials

Command Line Interface

- Note: APs are not automatically assigned I
to tags, no AP or Flex Group conversion
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AP Tags
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AP to Tags assignment - Source: Static

- The static Tag <> AP binding is based on AP’s Ethernet MAC and it’s a configuration
on the Controller: upon joining the C9800, the configuration is applied and AP gets
assigned to the selected tags

- Go to Configuration > Wireless > Access Points

Configuration™ > Wireless~™ > Al Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
Vv All Access Points
General Tags
joalabsse] < AP Name* | C9130-8u-1 ‘ Policy | issu v |8
2D Namo : apN Location® ‘ GIobaI/US-WEST/SJC-2+ Site | site-8-500 v |8
default-rf-ta A
Base Radio MAC 0c75.bdb3.a7e0 o | - L
Ethernet MAC 0c75.bdbS.fab8 N g ey i ®

Cisco M . #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 143




AP to Tags assignment - Source: Static

- To statically assign Tags to multiple APs, you can use the Advanced Wireless Setup
> Click on Start Now and select “Tag APs” and select the APs you wish to map:

® DG
ﬁAamoc 'iAppw

. Wireless Setup. Select Type « |
Selact Type ? .......... Tag APs

Basic

Advanced

WLAN Wizard
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AP to Tags assignment - Source: Filter

- Filter: You need an AP naming convention (ex., AP_<#>_<site>, where site can be
building, floor, area) and your APs have already been named correctly

- Configuration>Tags & Profiles>Tags go to AP>Filter: add a rule with a regex
expression to match APs with e.g., “site1” in the name and assign them to the

Configuration * *» Tags & Profiles -

Policy Site RF AP

> Tags

Tag Source Static Location Filter

Y AP name regex

site1.

YT Policy Tag Name

flex-tag

Edit Tags

Rule Name* |gmm7| Palicy Tag Name \u\ﬂ
AP name regex* | site1. | Site Tag Name \E\a
Active YES [ ] RF Tag Name \wm
Priarity* | 1 |

- When the AP with name containing “site1” joins the C9800 or it’s renamed, it’s
assigned to the tags specified in the filter. Since this is an AP tag change, a CAPWAP
restart is triggered automatically, the AP will disjoin and.join back (less.than 30s).............

cisco L{{/&/
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; CAPWAP = Control and Provisioning of Wireless Access Points
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AP to Tags assignment - Source: AP

- The AP present the tags upon joining, no mapping is needed on

C9800 @

- The AP retains its tags when joining a new WLC, if the tags are
defined on the new WLC and there is no higher priority mapping (e.g.,
static)

- Before 17.6, to push the tags information to the AP, you need to use a
CLI command in exec mode:

C9800#ap name <APname> write tag-config

Tags

» Using the CLI command could be cumbersome, we have sol
- Event Manager Script (useful for 17.3.x release)
- Graphical user interface (GUI) settings in 17.4.1 and later
.- Starting 17.6. new feature called AP Tag Persistency

licy QEAP-tag

Site OEAP-site

RF default-rf-tag

Write Tag Config to AP =]
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AP to Tags assignment - AP (SW >17.6)

Configuring AP Tag Persistency

Configuration > Tags & Profiles > Tags: * From 17.6.1 this is supported in CLI in global
Configuration~ > Tags & Profiles~ > Tags : Conflguratlon mOde

C9800 (config) #ap tag persistency enable
Policy Site RF i i
TagSource  Sttie  Location  Fier .+ 17.6.2 and 17.7 adds support from GUI
Priority Tag Source Status :
. - . Note: This will enable writing tags to the AP as it
; Location . joins. For this to be applied to existing APs joined
2 . to the C9800, they will need to rejoin the WLC
3 N . (CAPWAP restart)
@ Drzg and Drop Tag Sources to change priorities !
Revalidate Tag Sources on APs O
[ Enable AP Tag Persistency ]Q
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Verifying AP Tag source

Run the show command below:

C9800#show ap tag summary
Number of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name Misconfigured Tag Source

AP1 <MAC> flex-sitel flex-tag default-rf-tag No AP
AP2 <MAC> site-8-500 issu default-rf-tag No Static

For Persistency mapping, ensure that the Tag Source shows AP, indicating
that the tags were successfully written to the AP and learnt/used by the
WLC.

cisco W ./ #CiscoLiveAPJC BRKEWN-2338 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EoS/EoL Update - WLC

Reference

EoSW
Product End of Sale Maintenance
Gen 1 AireOS
2504 18-Apr-2018 18-Apr-2019 18-Apr-2021 30-Apr-2023
5508 4-May-2018 1-Aug-2019 31-Jul-2021 31-Jul-2023
8510 4-Jul-2018 3-Sep-2019 2-Sep-2021 30-Sep-2023
Gen 2 AireOS
3504 31-Jan-2021 31-Jan-2023 30-Jan-2025 30-Jan-2027
5520 10-Dec-2021 31-Jan-2023 30-Jan-2025 30-Jan-2027
8540 31-Jan-2022 31-Jan-2023 30-Jan-2025 30-Jan-2027
IOS-XE
9800-L No plans
9800-40 No plans
9800-80 No plans

1 B
i EolL = End of Life EoVSS = End of Vulnerability Software Support :

i EoSW = End of Software Maintenance LDoS= Last Day of Support ;
cisco LtVt’/./
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EoS/EoL Update - Access Points

Refe

S/ @7 EEIE MaiE\?eSnvz;/nce
Wave 1 APs
1700/2700/3700 30-Apr-2019 29-Apr-2020 30-Apr-2024
1570 13-Nov-2020 13-Nov-2021 30-Nov-2025
Wave 2 APs
1830/1840/1850 and 1540 1-May-2022 1-May-2023 30-Apr-2027
2800/3800/4800 31-0Oct-2022 1-May-2024 31-0Oct-2027
1560 31-Jan-2023 1-May-2024 31-Jan-2028
Wi-Fi 6 APs
9117 30-Apr-2021 30-Apr-2022 30-Apr-2026
9105/9115/9120/9130
9124
I_Eo_L_:IEn_d(;f_Uf_e ............................. :
' EoSW = End of Software Maintenance 5
| EOVSS = End of Vulnerability Software Support !
. LDoS= Last Day of Support :
cisco W / #CiscoLiveAPJC BRKEWN-2338 © zohz.a_ Cl_Sfi; a:]d/_orl_ts ;fﬂ;ar;s_An_ng;ts_res_enjed_ . ;i.s_ct.n_P;J;I';c_ B
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